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Abstract. We consider the certral cryptographic task of secure two-
party computation, where two parties wish to compute some function
of their private inputs (each receiving possibly dierent outputs) and
security should hold with respect to arbitrarily-malicious behavior of
either of the participants. Despite extensive researd in this area, the
exact round-complexity of this fundamental problem (i.e., the number
of rounds required to compute an arbitrary poly-time functionalit y) was
not previously known.

Here, we establish the exact round complexity of securetwo-party com-
putation with respect to black-box proofs of security. We rst show a
lower bound establishing (unconditionally) that four rounds are not suf-
cient to securely compute the coin-tossing functionalit y for any super-
logarithmic number of coins; this rules out 4-round proto cols for other
natural functionalities aswell. Next, we construct proto cols for securely
computing any (randomized) functionalit y using only v e rounds. Our
protocols may be based on certied trapdoor permutations or homo-
morphic encryption schemessatisfying certain additional properties; the
former assumption is implied by, e.g.,the RSA assumption for large pub-
lic exponerts, while the latter is implied by, e.g., the DDH assumption.
Finally, we show how our protocols may be modied | without increas-
ing their round complexity and without requiring erasures| to tolerate
an adaptive adversary who corrupts at most one of the parties.

1 Intro duction

Round complexity is a certral measureof e ciency for any interactive protocol,
and much researd hasfocusedon improving boundson the round complexity of
various cryptographic tasks. As represenativ e examples(this list is not exhaus-
tive), we mention work on upper- and lower-bounds for zero-knavledge proofs
and argumens [15,25,22,23,7], concurrert zero-knowvledge [37,31,11,36], and
securetwo-party and multi-part y computation [38,4,6,29,33,17,12,18,30]. The
study of securetwo-party computation is fundamertal in this regard: not only
does it encompassedunctionalities whose round-complexity is of independen
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interest (such as coin tossing or the zero-knownledge functionality), but it also
sernesas an important special casein the study of securecomputation.

Yao [38] preseried a constart-round protocol for securetwo-party computa-
tion whenthe adversarial party is assumedto be honest-but-curious(or passive.
Goldreich, Micali, and Wigderson [24,20] extended Yao's result, and showved a
protocol for securemulti-part y computation (and two-party computation in par-
ticular) tolerating malicious (or active) adversaries.Unfortunately, their proto-
col doesnot run in a constart number of rounds. Recenly, Lindell [33] gave the
rst constarnt-round protocol for securetwo-party computation in the presenceof
malicious adversaries;he achievesthis result by constructing the rst constart-
round coin-tossing protocol (for polynomially-many coins) and then applying
the techniquesof [24]. The number of rounds in the resulting protocol for secure
two-party computation is not speci ed by Lindell, but is on the order of 20{30.

The above works all focus on the caseof a non-adaptive adversary. A general
methodology for constructing protocols secureagainst an adaptive adversary is
known [10], and typically requires additional rounds of interaction.

Lower boundson the round-complexity of securetwo-party computation with
respect to black-box! proofs of security have also been given. (We commert
further on black-box boundsin Section1.2.) Goldreich and Krawczyk [23] showed
that, assumingNP 6 BPP, zero-knanvledge (ZK) proofs or argumerts for N P
require 4 rounds. Since ZK proofs (of knowledge) are a particular example of
a two-party functionality, this establishesa lower bound of 4 rounds for secure
two-party computation (seealsothe remark below). Under the samecomplexity
assumption, Lindell [34] has shown that for some polynomial p, secure coin-
tossing of p(k) coinsrequiresat least 4 rounds.

1.1 Our Results

Here, we exactly characterize the (black-box) round complexity of securetwo-
party computation by improving the known bounds. In particular:

Lower bound: We show that 5 rounds are necessaryfor securelytossing any
super-logarithmic (in the security parameter) number of coins, with respect to
black-box proofs of security. Thus implies a 5-round black-box lower bound for
a number of other (deterministic) functionalities as well. Beyond the implica-
tions for the round complexity of securecomputation, we believe the result is
of independernt interest due to the many applications of coin-tossingto other
cryptographic tasks.

The result of Goldreich and Krawczyk [23] mertioned above implies a black-
box lower bound of v erounds for the \symmetric" ZK functionality (where the
parties simultaneously prove statemerts to eac other) | and hencethe same
lower bound on the black-box round complexity of securetwo-party computation

! Throughout this paper, \black-box" refers to black-box use of an adversary's
code/cir cuit (and not black-box use of a cryptographic primitive , asin [28]). A de -
nition of black-box proofs of security is given in App endix A.



of generalfunctionalities | assumingNP 6 BPP. In contrast, our lower bound
holds unconditionally.

Matc hing upp er bound: As our main result, we construct 5-round protocols
for securelycomputing any (randomized) poly-time functionality in the presence
of a malicious adversary. Our protocols may be basedon various cryptographic
assumptions, including certi ed, enhancedtrap door permutations (see De ni-
tion 1 and Remark 1), or homomorphic encryption schemessatisfying certain
additional properties (a discussionof which we defer to the full version). The
former may be basedon, e.g.,the RSA assumption for large public exponerts,
while the latter may be basedon, e.g., the decisional Di e-Hellman (DDH) as-
sumption in certain groups. Due to spacelimitations, in this abstract we focus
on the (more dicult) caseof certied trapdoor permutations, and refer the
readerto the eventual full versionfor protocolsbasedon alternate assumptions.

In Section 4.1, we sketch how our protocols can be extended | without
increasing the round complexity and without requiring erasures| to tolerate
an adaptive adversarywho can corrupt at most one of the players. The necessary
cryptographic assumptionsare described in more detail there.

1.2 A Note on Black-Bo x Lower Bounds

Until the recert work of Barak [1,2], a black-box impossibility result was gener-
ally viewed asstrong evidencefor the \true" impossibility of a given task. Barak
showed, however, that non-bladk-box use of an adversary's code could, in fact,
be usedto circumvert certain black-box impossibility results [1]. (The work of
Hada and Tanaka [27], while also shawing a positive result using non-black-box
techniques, relies on a non-standard cryptographic assumption.) Nevertheless,
we believe there is still an important place in cryptography for black-lmx impos-
sibility results for at least the following reasons:

1. A black-box impossibility result is useful insofar as it rules out a certain
class of techniquesfor solving a given problem. Thus, the result may guide
researderstoward the techniques necessaryto derive a solution.

2. With respectto our current understanding, protocols constructed using non-
black-box techniques seeminherently lesse cient than those constructed
using black-box techniques. Thus, a black-box impossibility result may be
said to rule out constructions likely to be practical.?

Still, it remains an interesting open question to beat the lower bound given in
this paper using non-bladk-box techniques, or to prove that this is impossible.

1.3 Discussion

Yao's results [38] give a 4-round protocol secureagainst honest-but-curious ad-
versaries,assumingthe existenceof enhanced[21, Sec.C.1] trapdoor permuta-
tions (an optimal 3-round protocol secureagainst honest-but-curious adversaries

2 Of course, it is always possiblethat | just asbefore| our current understanding
of the situation is wrong.



can be constructed basedon the existenceof homomorphic encryption schemes).
Our lower bound shows that additional rounds are necessaryto achieve security
against the stronger classof malicious adversaries.Our upper bound, however,
shows that (at least in the caseof trapdoor permutations) a single additional
round su ces.

Our technique for achieving security againstadaptive adversariesappliesonly
to adversarieswho corrupt at most one of the players. A nice open questionis to
construct a constant-round protocol tolerating an adaptive adversary who can
potentially corrupt both players.

2 Denitions and Cryptographic Preliminaries

Due to spacelimitations, we omit the (completely standard) de nitions of secu-
rity for two-party computation usedin this work, which follow [26,35,5,9, 20].
However, we provide in Appendix A our de nition of black-tox simulation which
is usedto prove the lower bound of Section 3.

We assumethe readeris familiar with the cryptographic tools we use;there-
fore, due to spacelimitations, we refer the reader elsewherefor de nitions of
non-interactive (perfectly binding) commitment schemes[19], 3-round witness-
indistinguishable (WI) proofs of knowledge[16,19], withess-extendedemulation
for proofs/arguments of knowledge [33], and the Feige-Shamir4-round ZK ar-
gumert of knowledge [15,14]. We note that all the above may be constructed
basedon the existenceof certi ed, enhancedtrap door permutations.

To establish notation, we provide here our working de nitions of trapdoor
permutations, hard-core bits, and Yao's garblal circuit techniqgue We alsodiscuss
equivacal commitment, and show a new construction of this primitiv e.

Trap door perm utations. For the purposesof the presen abstract, we usethe
following simpli ed de nition of trapdoor permutations (but seeRemark 1):

Denition 1. Let F be a triple of ppt algorithms (Gen Eval Invert) such that
if Ger(1X) outputs a pair (; td), then Eval ; ) is a permutation over f0; 1g¥
and Invert(td; ) is its inverse. F is a trap door permutation family if the
following is negligible in k for all poly-size circuit families f A;g:

Pri(; td) Ger(1¥);y f0;1g;x  Ax(; y):Eval; x) = y]:

We additionally assumethat F satis es (a weak variant of) \certi abilit y":
namely, givensome it is possibleto decide in polynomial time whetherEval ; )

is a permutation over f0; 1gX.

For notational convenience,we let (; td) be implicit and will simply let f()
denoteEval ; ), andf () denotelnvert(td; ) (where ; td are understood from
the corntext). Of course,f ! canonly be e cien tly evaluated if td is known.

Remark 1. The above de nition is somewhatlessgeneralthan othersthat have
been considered(e.g., that of [19, Def. 2.4.5]); in particular, the presert de ni-
tion assumesa domain of f 0; 1g¢ and therefore no \domain sampling" algorithm



is necessaryFurthermore, the protocol of Section4 doesnot immediately gener-
alize for trap door permutations requiring such domain sampling. Nevertheless,
by intro ducing additional machinery it is possibleto modify our protocol sothat
it may be basedon any family of enhancedtrap door permutations (cf. [21, Sec.
C.1]) satisfying the certi abilit y condition noted above. For simplicity, however,
we usethe above de nition in proving our results and deferthe more complicated
protocol (and proof) to the full version.

Hard-core bits. We assumethe readeris familiar with the notion of hard-core
bits for any trap door permutation family (see[19]), and thus we merely describe
the notation weuse.Let H = fhy : f0;1gX ! f0;1ggbe a hard-corebit for some
trap door permutation family F (we will let k be implicit, and seth = hy); thus
(informally), h(z) is \hard" to predict given f(z). We extend this notation to a
vector of k hard-core bits in the following way:

h(2) € h@)jh(f (2)i  jh( 12):

Now (informally), h(z) \lo oks pseudorandom"given f*(z).

Yao's \garbled circuit". Our securecomputation protocol usesas a building
block the \garbled circuit" technique of Yao [38] which enablesconstart-round
securecomputation for honest-but-curiousadversaries We abstract Yao's tech-
nique, and only considerthose aspects of it which are necessaryfor our proof of
security. In what follows, F is a description of a two-input/single-output circuit
whose inputs and output have the samelength k (yet the technique may be
generalizedfor inputs and output of arbitrary polynomial lengths). Yao's results
give ppt algorithms Yao ; Yao, for which:

{ Yao, is arandomizedalgorithm which takesasinput a security parameter 1%,
acircuit F, andastring y 2 f0; 1gX. It outputs a\garbled circuit" circuit and

may be viewed as represerting the function F( ;y).
{ Yao, is a deterministic algorithm which takes as input 1%, a \garbled cir-

symbol ?, or a value v 2 f0; 1g¥.

(When k is clear from the context, we omit it.)

We briey describe how the above algorithms may be used for securecom-
putation in the honest-but-curious setting. Let player 1 (resp., 2) hold input
x (resp., y), and assumethat player 1 is to obtain the output F(X;y). First,
player 2 computes (circuit; f Z;, 9) Yao;(F;y) and sendscircuit to player 1.
Then, the two players engagein k instancesof oblivious transfer: in the i in-
stance,player 1 ernters with \input" x;, player 2 enters with \input" (Zi.0; Zi: 1),

and player 1 obtains the \output" Z; % Zix . Player 1 then computesv =

A 3-round protocol for oblivious transfer (OT) basedon trapdoor permu-
tations may be constructed as follows (we remark that using number-theoretic
assumptions,2-round OT is possible):Let player 1 haveinput band player 2 have



input strings Zo; Z1 2 f0; 1g* (the goalis for player 1 to obtain Z,). Player 2 be-
gins by generatingtrap door permutation (f;f ') and sendingf to player 1. Next,
player 1 choosesrandom z9; 29 2 f0; 1%, setsz, = f*(z0) and z, = z°, and sends
Z0;21 to player 2. Finally, player 2 computesWy = Zo  h(f ¥(z0)), computes
W, analogously and sendsWy; W to player 1. Player 1 can then easily recover
Zy. (A proof of security for essetially the above protocol appearsin [20].) Note
that in the honest-but-curious setting it is secureto run polynomially-many
executionsof the above in parallel.

Putting ewverything together, we obtain the following 3-round protocol for
securecomputation of any single-output functionality in the honest-but-curious
setting:

Round 1 Player 2 runs Yao; to generate(circuit; f Zi, g). He then sendscircuit
and the f's for oblivious transfer.

Round 2 Player 1 sendsk pairs (zo; z1).

Round 3 Player 2 sendsk pairs (Wg; W1).

Output computation Player 1 cannow recover the appropriate f Z;g and thus
compute the output value v using Yao,, as discussedabove.

Finally, any protocol for securecomputation of single-output functionalities can
be used for secure computation of two-output functionalities using only one
additional round [20, Prop. 7.2.11]. Furthermore, any protocol for securecom-
putation of deterministic functionalities may be usedfor securecomputation of
randomized ones(with the sameround complexity) [20, Prop. 7.4.4].

With the above in mind, we describe the properties required of Yao;; Yao,.
We rst require correctness for any F;y, any output (circuit; f Z;g) of Yaoy(F;y),

satisfy the following notion of security : there exists a simulator Yao-Sim which
takesx; v asinput, and which outputs circuit and a setof k input-wire labelsf Z;g;
furthermore, the following distributions are computationally indistinguishable
(by poly-size circuit families):
n 0
1. (circuit;fZipg) Yaoi(F;y) : (circuit;f Zix, 0)
X
n o
2. v=F(x;y) : Yao-Sim(x; v)
X

Yy

b

Algorithms (Yao;; Yao,) satisfying the above de nitions may be constructed as-
suming the existenceof one-way functions.

Equiv ocal commitmen t. Although various notions of equivocal commitment
have appearedpreviously, we presert here a de nition and construction speci c
to our application. Informally, an equivocal commitment schemeis an interactive
protocol between a senderand a receiver which is computationally hiding and
computationally binding in a real execution of the protocol. However, in a simu-
lated execution of the protocol (where the simulator interacts with the receiwer),
the simulator is not bound to any particular value but caninstead openthe com-
mitment to any desiredvalue. Furthermore, for any (non-uniform) ppt receiver



R and any string x, the view of R when the real sendercommits/decommits to
X is computationally indistinguishable from the view of R when the simulator
\commits" in an equivocal way and later opensthis commitment asx. We defer
a formal de nition, especially since one follows easily from the construction we
now provide.

We construct an equivocal commitment schemefor a singlebit in the follow-
ing way: let Com be a non-interactive (perfectly binding) commitment scheme.
To commit to a bit x, the sender choosescoins ! ;;! >, and computes C =
Equiv(x;! 1;!12) % Com(x;! 1)jjCom(x;! »). It sendsC to the receiver and per-
forms a zero-knownledge proof/argument that C was constructed correctly (i.e.,
that there exist x; ! 1;! ; such that C = Equix;! 1;! 2)). The receiwer rejectsin
casethe proof/argument fails. To decommit, the senderchoosesa bit b at ran-
dom and revealsx; ! ,. Note that a simulator can\equivocate" the commitment
by setting C = Com(x;! 1)jjCom(x;! ) (where x is chosenat random in f0; 1g),
simulating the zero-knowvledge step, and then revealing! ; or ! , depending on
x and the bit to be revealed.By committing bit-by-bit, the above extendseasily
to yield an equivocal commitment schemefor polynomial-length strings.

3 The Round Complexit y of Coin Tossing

We show that any protocol for securely ipping a super-logarithmic number of
coins(which is provensecurevia black-box simulation) requiresat least5 rounds.
(The readeris referred to Appendix A for a de nition of black-box simulation.)
More formally:

Theorem 1. Letp(k) = ! (logk), where k is the security parameter. Then there
doesnot exist a 4-round protocol for tossingp(k) coins which can be provensecure
via black-tox simulation.

The above theoremrefersto the casewhere hoth parties are supposedto receive
the resulting coin as output.

A formal proof of the above appearsin the full version; due to lack of space
we simply provide someintuition below. Before doing so, we note that the above
theorem is \tigh t* in the following two regards: rst, for any p(k) = O(log k),
3-round protocols (proven secureusing black-box simulation) for tossing p(k)
coins are known [8,24,20], assumingthe existenceof a non-interactive commit-
ment scheme. Furthermore, our results of Section 4 imply a 5-round protocol
(based on the existenceof trap door permutations) for tossing any polynomial
number of coins. In fact, we can also construct a 5-round protocol for tossing
any polynomial number of coinsbasedon the existenceof a non-interactive com-
mitment scheme;details will appearin the nal version.

As intuition for the proof of Theorem 1, assume(toward a contradiction)
some4-round protocol  for tossingp = p(k) coins. Without lossof generality,
we may assumethat player 1 sendsthe nal messageof (sincein the ideal
model, only player 1 hasthe ability to abort the trusted party); hence,player 2



must sendthe rst messagef . Considerareal-model adversary &1, corrupting
player 1, who acts as follows: Let Good  f0; 1gP(¥) be someset of \small" but
noticeable size, whoseexact sizewe will x later. &; runs protocol  honestly
until it receivesthe third messageand then computesthe value c of the tossed
coin. If ¢ 2 Good, then &; completes execution of the protocol honestly and
outputs somefunction of its view; otherwise, &, aborts with output ?.

Black-box security of implies the existence of a black-box ideal-model
adversary ; satisfying the following property (informally): conditioned upon
receiving a coin ¢ 2 Good from the trusted party, with all but negligible proba-
bility B, \forces" an execution with &; in which &; doesnot abort and hence
A&.'s view is consistert with some coin c® 2 Good (for our proof, it does not
matter whether c®= ¢ or not).

We next de ne a real-model adversary &5, corrupting player 2, acting as
follows: &, incorporatesthe code of B, and | simulating the trusted party for
B, | feedsB; a coin c randomly chosenfrom Good. By the above, B; can
with overwhelming probability \force" an executionwith 4&; in which &; seesa
view consistert with somec® 2 Good. We show that we can use B; to \force"
an execution with (the honest) A; in which A; outputs somec® 2 Good with
su cien tly high probability. Of course, & (and hence &) interacts with the
honest Ay, and not with adversarial &;; thus, in particular, &, (and hence®;)
cannot rewind A;. However, since &; acts \essertially" like the honestA; (with
the only di erence being due to aborts), we can showv that &, \forces" A; to
output acoinc®2 Good with at leastsomeinversepolynomial probability 1=¢(k),
where g(k) relatesto the number of queries&; makesto its oracle for &;.

Choosing Good such that jGoodj=2k  1=2q(k), we derive a cortradiction:

in any ideal-model execution, an honest player 1 outputs a coin in Good with
probability at most 1=2q(k); in the real world, however, &, forcesan honestA;
to output a coin in Good with probability at least 1=(k). This implies a simple,
poly-time distinguisher with non-negligible advantage at least 1=2q(k).
Remark 2. Theorem 1 immediately extends to rule out 4-round, black-box
protocols for other functionalities (when both parties are supposedto receive
output), and in particular some natural, deterministic ones. For example, the
theorem implies that 4 rounds are not su cien t for computing the \xor" func-
tionality (i.e., F(x;y) = x y) on inputs of super-logarithmic length, sinceany
such protocol could be usedto toss a super-logarithmic number of coins (in the
samenumber of rounds). This can be generalizedin the obvious way.

4 A 5-Round Proto col for Secure Computation

Here, we prove the existenceof a 5-round protocol for securecomputation of gen-
eral functionalities basedon the existenceof (certi ed) trapdoor permutations
(seeDe nition 1 and Remark 1). To simplify matters, we describe a 4-round pro-
tocol for securecomputation of deterministic functionalities in which only the
rst party receivesoutput; this su ces for our main result sinceany suc proto-
col can be used for securecomputation of randomized functionalities in which



both parties receive (possibly di erent) outputs, at the cost of one additional
round [20, Propositions 7.2.11and 7.4.4].

Before describing our protocol, we provide someintuition about the \high-
level" structure of our protocol and highlight sometechniques developed in the
courseof its construction. We stressthat our protocol does not merely involve
\collapsing” rounds by running things in parallel | new techniquesare needed
to obtain a round-optimal protocol. At the core of our protocol is Yao's 3-round
protocol tolerating honest-but-curiousadversaries(it will be helpful in what fol-
lows to refer to the description of Yao's \basic" protocol in Section 2). The
standard way of adding robustnessagainst malicious adversaries(see [20]) is
to \compile" this protocol by having the parties (1) commit to their inputs;
(2) run (modi ed) coin-tossingprotocols, so eact party endsup with a random
tape and the other party receivesa commitment to this tape; and (3) run the
basic Yao protocol with ZK proofs/arguments of correct behavior (given the
committed values of the input and random tape) at eac round. We may im-
mediately note this approac will not su ce to obtain a 4-round protocol, since
a ZK proof/argument for the rst round of Yao's protocol alone will already
require 4 rounds. Instead, we briey (and informally) summarize some of the
techniqueswe useto achieve a 4-round protocol. In the following (but not in the
more formal description that follows), we number the rounds from 0{3, where
round O correspondsto an \initialization" round, and rounds 1{3 correspond to
rounds 1{3 of Yao's basic protocol.

{ We rst obsenethat in Yao's protocol a malicious player 2 gains nothing by
using a non-random tape and thus coin-tossingfor this party is not needed.

{ It is essetial, howewver, that player 1 is unable to choosehis coinsin round
two. However, full-blown coin-tossingis unnecessaryand we instead usea 3-
round sub-pmotocol which \for ces" player 1 to usean appropriate setof coins.
(This sub-protocol is run in rounds 0{2.) This componert and its analysis
are basedloosely on earlier work of Barak and Lindell [3].

{ When compiling Yao's protocol, player 1 may send his round-two message
before the proof of correctnessfor round one (being given by player 2) is com-
plete (here, we usethe fact that the trap door permutation family being used
is \certi able"). We thus construct our protocol sothe proof of correctness
for round one completesin round three. To obtain a proof of security, we
require player 2 to delay revealing circuit until round three. Yet, a proof of
security alsorequiresplayer 2 to be committed to a circuit at the end of the
round one. We resolwe this dilemma by having player 2 commit to circuit in
round one using an equivacal commitment scheme

{ Finally, useaspeci ¢ WI proof of knowledge(from [32]; seealso[14]) with the
property that the statementto be proved (and, by implication, a withess) need
not be known until the last round of the protocol, yet soundnesscompleteness,
and witness-indistinguishability still hold. (The proof of knowledge aspect
must be dealt with more carefully; seeAppendix B.) Furthermore, this proof
systemhasthe property that the rst messagedrom the prover is computed



independently of the statemert being proved (as well asits witness); we use
this fact when constructing an adaptively-secureprotocol in Section4.1.

We also construct a novel 4-round ZK argumert of knowledgewith similar
properties (see Appendix B), by modifying the Feige-ShamirZK argument
of knowledge[15]. Our new protocol may be of independert interest.

Let F = fFxgk2 be a polynomial-size (deterministic) circuit family repre-
serting the functionality of interest, where Fy takestwo k-bit inputs and re-
turns a k-bit output to player 1. (Clearly, the protocol extends for arbitrary
input/output lengths. We have also mentioned earlier how the protocol may be
extendedfor randomized, two-output functionalities.) When k is understood, we
write F instead of Fy. Let x = X1 xx 2 f0; 1g* represern the input of player 1,
lety=1y; yk 2 f0;1g" represen the input of player 2, and let v = F(x;y). In
the following, i always rangesfrom 1 to k, and b rangesfrom 0 to 1.

First round. The protocol beginswith rst player proceedingas follows:

f0;1gX. It then chooses2k random coins f! i, g and computes Comy =
Com(rip;!ip), where Comis any perfectly-binding commitment scheme.

2. Player 1 also preparesthe rst messaggWwhich we call PoK;) of a 3-round
witness indistinguishable proof of knowledge (for a statemernt which will
be fully determined in the third round; seethe earlier remarks). For later
reference,de ne statement asthe following:

9f(ri;'i)or i « s.t.8i:(Com.p= Com(ri;!i)_Com.1 = Com(ri;!i)):

(Informally, statement represerts the fact that player 1 \knows" either the
decommitmert of Com;. o or the decommitmert of Com. for eadhi.)

3. Player 1 alsopreparesthe rst messagdacting asthe veri er) of the modi ed
Feige-ShamirZK argumert of knowledge (seeAppendix B). We denote this
messageby FS,.

4. The messagesert by player 1 cortains f Comy, g, PoK;, and FS?.

Second round. Player 2 proceedsas follows:

1. Player 2 generates2k trap door permutations (denoted f (fip ; fi;bl)g) using 2k

invocations of Ger(1¥), chooses2k valuesf ri?bg at random from f0; 1g*, and
preparesthe secondmessaggdenoted PoKy) for the WI proof of knowledge
initiated by player 1 in the previous round.

2. Next, player 2 generatesa \garbled circuit" (cf. Section 2) for the func-
tionality F, basedon its own input y. This involveschoosing random coins

and computing (circuit;fZ;pg) = Yaoi(F;y; ). Player 2 also computes

commitments to the fZ;,g: that is, it choosescoins f! i?bg and computes
Comyp = Com(Zip;! fy)-

3. Player 2 next choosesrandom coins and generatesan equivocal commit-
ment Equiv= EquiVcircuit; ).



4. Next, player 2 preparesthe secondmessagegdenoted F$) for the modi ed
Feige-ShamirZK argument of knowledge(for a statemert which will be fully
determined in the fourth round; cf. Appendix B). For future reference,let

statement be the following: there exist y; ;circuit;fZ;,g; f! i?b 0; s.t:

(@) (circuit;fZip0) = Yaor(F;y; );
(b) 8i; b Comp = Com(Zip;! ) and
(c) Equiv= Equivcircuit; ).
(Informally, statement states that player 2 performed the preceding two
stepscorrectly.)
5. The messagencludesffi, g, fr% g, f Comy g, Equiv, PoK,, and FS.

Third round. Player 1 proceedsas follows:

1. If any of the ffi, g are not valid®, player 1 aborts. Otherwise, player 1 will
usek parallel invocations of oblivious transfer to obtain the input-wire labels
corresponding to its input x. Formally, for ead i player 1 preparesvalues
(zi.0; Zi:1) in the following way:

{ If x; = 0, chooserandom z¥, 2 f0; 1g¢ and set z;o = fK,(z2,). Also, set
Zi1 = i1 ri?l (recall, ri.; was committed to by player 1 in the rst
round, and ri?l was obtained from player 2 in the secondround).

{ If x; = 1, chooserandom z?; 2 f0;1g¥, setz;; = ff,(z0;), and set
Zio=rio I

2. De ne statemeng as follows:
9f(ri;'i)gs i k St 8i:

{ Como= Com(ri;!i)"zio=1r1;i rly or

{ Comi=Com(ri;!i)Nzga=r1 rly.

Informally, this says that player 1 correctly constructed the f z;, g values.

3. Player 1 then preparesthe nal message(denoted PoK3) for the proof of
knowledge begunin round 1. The statemert* to be proved is: statemeng »
statemeng. Player 1 also preparesthe third messagdor the modi ed Feige-
Shamir ZK protocol (denoted Fi).

4. The messagencludesf z;., g, PoKs, and Fﬁ.

Fourth round. The secondplayer proceedsas follows:

1. If either PoK3 or Fsg would causerejection, player 2 aborts. Otherwise,
player 2 completesthe oblivious transfer in the standard way. Namely, for
ead z;p sert in the previous round, player 2 computeszi?b def fi;bk(zi;b) and
xor's the k resulting hard-core bits with the corresponding input-wire labels
thusly: Wiy = h(z},)  Zip.

3 Recall (cf. De nition 1) that the trap door permutation family is certi able.
4 An honest player 1 actually knows multiple witnessesfor statement;. For concrete-
ness,we have the player choose one of these at random to complete the proof.



2. De ne statement; asfollows:
9f(Zin:!' %:2Z0)01 i kiber 0,19 St 8is b
N N

Comyp = Com(Zip;! o) f (z%) = Zip Wip = h(z,)  Zip

Informally, this saysthat player 2 performed the oblivious transfer correctly.

3. Player 2 preparesthe nal messagegdenoted FSﬁ) for the modi ed Feige-
Shamir protocol. The statement to be proved is: statement  statement;.

4. Finally, player 2 decommits Equiv as circuit (recall from Section 2 how de-
commitment is done for equivocal commitments).

5. The messagéncludesthe f Wiy, g, circuit (and the corresponding decommit-
ment), and FS;.

Output computation. The rst player concludesthe protocol as follows: If
FSj or the decommitmert of circuit would cause rejection, player 1 aborts.
Otherwise, by completing the oblivious transfer (in the standard way) player

1 obtains Z; G Zix, (recall, x is the input of player 1) and computesv =

Sucien t assumptions. As noted in Section2, every componert of the above
protocol may be basedon the existenceof a trap door permutation family (the
certi abilit y property is only neededfor the veri cation performedby player 1 at
the beginning of the third round). Furthermore, asnoted in Remark 1, although
the description of the protocol (and its proof of security) use the de nition of
a trapdoor permutation family given by De nition 1, it is possibleto adapt the
protocol sothat its security may be basedon any family of (certi ed) enhanced
trap door permutations, as per the de nitions of [19,21].

Theorem 2. Assumingthe existene of a trapdoor permutation family, the albove
protocol  securely computesfunctionality F.

Proof. We separatelyprovetwo lemmasdealingwith possiblemalicious behavior
of eath of the parties; the theorem follows. We rst consider the casewhen
player 2 is malicious:

Lemma 1. Let (A71;A>) be a pair of (non-uniform) ppt machinesin which A,
is honest. There exist a pair of (non-uniform) expected polynomial-time machines
(B1;B32) suchthat
n o} o o}
real gz (Gy) o ideal g, (y) 1)
Xy iz Xy iz

Proof (sketch). Clearly, we may take B; to be honest. We assumethat A, is
deterministic, and construct B, using black-box accesso A, asfollows:

1. B, runs a copy of A, internally, passingto it any auxiliary information z.
To emulate the rst round of the protocol, B, acts exactly as an honest
player 1, generatesa rst-round message,and passesthis messageto A;.



In return, B, receivesa second-roundmessageavhich includes, in particular,
fri‘;’ID g. If an honest player 1 would abort after receiving this second-round
message B, aborts (without sending any input to the trusted party) and
outputs whatever A, outputs.

2. Otherwise B, generatesa third-round messagesxactly asan honestplayer 1
would, with the following exception: for all i; b, it setszj, = rip ri?b. Note
in particular that B, can easily compute PoK3, since both statemeng and
statemeng are true. It passesthe third-round messageto A,, and receives
in return a fourth-round message.

3. If an honest player 1 would abort after receiving the fourth-round message,
B, aborts (without sendingany input to the trusted party) and outputs
whatever A, outputs. Otherwise, B, attempts to extract® from A, an input
value y (cf. step 4 of the secondround in the description of the protocol). If
extraction fails, B, aborts and outputs fail.

4. Otherwise, B, sendsy to the trusted party. It then stops and outputs what-
ever A, outputs.

We may note the following di erences between the ideal world and the real
world: (1) in the secondround, B» setszi, = rip ri‘?b for all i; b, whereasan
honest player 1 doesthis only for i; b such that x; 6 b; also (2) B, passesthe
input value y to the trusted party (and henceplayer 1 will receive the value
F(x;y) from this party), whereasin the real world player 1 will compute an
output value basedon the circuit and other valuesit receivesfrom A, in the
fourth round. Nevertheless,we claim that Equation (1) holds basedon (1) the
hiding property of the commitment schemeusedin the rst round and (2) the
argumert of knowledge (and hence soundness)property of the modi ed Feige-
Shamir protocol (cf. Appendix B), aswell asthe correctnessof the Yao \garbled
circuit" construction. A complete proof appearsin the full version.

Lemma 2. Let (A1;A») be a pair of (non-uniform) ppt machinesin which A,
is honest. There exist a pair of (non-uniform) expected polynomial-time machines
(B1;B>) suchthat
n o} o o}
real ;K(Z)(x; y) ideal FB(2) xy) (2)
Xy iz Xy iz

Proof (sketch). Clearly, we may take B, to be honest. We assumethat A; is
deterministic, and construct B using black-box accesso A; asfollows:

1. By runs a copy of A; internally, passingto it any auxiliary information z
and receiving a rst-round messagefrom A;. Next, B; emulates the sec-
ond round of the protocol as follows: it generatesf fi., g, fri?ID 0, and PoKj

exactly as an honest player 2. All the commitments Com.,, however, are
random commitments to 0. Furthermore, commitment Equiv is set up in

5 Tedhnically, B, runs a witness-extendel emulator [33] for the modi ed Feige-Shamir
proof system, which results in a transcript t and a witness w. This is what we mean
when we informally say that B, \attempts to extract".



an \equivocal" way (cf. Section2) sothat B; will later be able to open this

commitment to any value of its choice. B preparesF$ using the ZK sim-

ulator for the modi ed Feige-Shamirprotocol (cf. Appendix B). B passes
the second-roundmessagethus constructed to A;, and receivesin return a

third-round messagelf an honest player 2 would abort after receiving this

messageB; aborts (without sending any input to the trusted party) and

outputs whatever A; outputs.

2. Otherwise, B; attempts to extract (cf. footnote 5) values f(ri;!i)g1 i «
corresponding to (half) the commitments f Com., g sert by A; in the rst
round. If extraction fails, B; outputs fail. Otherwise, let Iy 2 f0; 1g be such
that Com.,, = Com(r;;! ;). B1 then de nes astring x = x; Xk asfollows:

If zip, = ri  rd, . then x; = b; otherwise, x; = by,

(xi is B1's \guess" asto which input-wire label A is \in terestedin®.) B;
sendsthe string x thus de ned to the trusted party, and receivesa value v in
return. It then runs Yao-Sim(x; v) to generatea garbled circuit circuit along
with input-wire labelsfZ;g (cf. Section2). B; then preparesthe \answers"
f Wi, g to the oblivious transfer asfollows, for eadhi: it correctly setsWix , =
h(f (zix,))  Zi, but choosesW;, at random.

3. B1 emulates the fourth round of the protocol asfollows: it sendsthe fWing
as computed above, sends circuit as computed above (note that the cor-
responding decommitmert can be given since Equiv was constructed in an
\equiv ocal" way), and usesthe simulator for the modi ed Feige-Shamirpro-
tocol to compute FSS (cf. Appendix B). B; passesthe nal messagethus
constructed to A;, and outputs whatever A; outputs.

We note (informally) the following di erences betweenthe ideal world and the
real world: (1) f Comy, g are commitments to 0¥ rather than to \real" input-wire
labels; (2) Equivis set up sothat B; can \equivocate" and later open this as
any value it chooses;(3) the modied Feige-ShamirZK argumert is simulated
rather than real; (4) the answersf Wi 4, g are\garbage" (wherex is B1's guessas
to the \input" of A1); and (5) the garbled circuit is constructed using Yao-Sim
rather than Yao;. Nevertheless,we claim that Equation (2) holds. Due to lack
of space,a complete proof appearsin the full version.

4.1 Handling Adaptiv e Adv ersaries

We brie y sketch how the protocol above can be modi ed | without increasing
the round complexity | to provide security against an adaptive adversary who
can monitor communication between the parties and decide whom to corrupt
at any point during the protocol basedon this information. (We consider only
an adversary who can corrupt at most one of the parties.) In brief, we modify
the protocol by using a (public-key) adaptively-secureencryption scheme[10]to
encrypt the communication betweenthe two parties. Two issuesarise:



1. The encryption schemeof [10] requires a key-generationphasewhich would
necessitateadditional rounds. We avoid this extra phaseusing the assump-
tion of simulatable public-key cryptosystems[13] (seebelow). The existence
of such cryptosystemsis implied in particular by the DDH assumption[13];
seethere for constructions basedon alternate assumptions.

2. Regardlessof the encryption schemeused, one additional round seemsnec-
essaryjust to exchange public keys. To avoid this, we do not encrypt the
rst messagdrom player 1 to player 2. Nevertheless,the modi ed protocol
is adaptively-secure:the proof usesthe fact that the rst round (as well as
the internal state after the rst round) is identical in both the real execution
and the simulation for a malicious player 2 (cf. the proof of Lemma 1).

The modied proto col. Before describing our construction of an adaptively-
secureencryption scheme, we outline how it will be usedto achieve adaptive
security for our protocol. Let  denotethe protocol givenin the previoussection.
Our adaptively-secure protocol  © proceedsas follows: in the rst round of

0 player 1 sendsa messagejust as in the rst round of , but also sends
su cien tly-many public keys (for an adaptively-secureencryption scheme) to
enableplayer 2 to encrypt the messagesf roundstwo and four. (The adaptively-
secureencryption schemewe useonly allows encryption of a single bit; therefore,
the number of public keyssert by player 1 is equalto the bit-length of messages
twoandfourin .)In the secondround of © player 2 constructs a messagesin

, encrypts this messageausing the corresponding public keyssert in round one,
and additionally sendssu cien tly-many public keys (for an adaptively-secure
encryption scheme)to enable player 1 to encrypt the message®f rounds three
and ve. ©proceedsby having the players construct a messaggust asin the
corresponding round of  and then having them encrypt these messagesising
the appropriate public keyssert by the other player.

We defer a proof of security for this construction to the nal version.

An adaptiv ely-secure encryption scheme. Informally, a public-key cryp-
tosystem for single-bit plaintexts is simulatableif (1) it is possibleto obliviously
generate a public key without learning the corresponding secret key, and also
(2) given a public key, it is possibleto obliviously sample a random (valid) ci-
phertext without learning the corresponding message We assumefurther that
if a ciphertext is obliviously sampledin this way, then the probability that the
corresponding plaintext will be a 0 or 1 is equal (or statistically close).See[13,
Def. 2] for a formal de nition.

Given such a cryptosystem, our construction of an adaptively-secureen-
cryption scheme for a single-bit is as follows: the receiver generatesk pairs
(pki: 0; pki- 1) of public keys by generating one key of eat pair (selectedat ran-
dom) using the key-generationalgorithm, and the other key using the oblivious
sampling algorithm. This alsoresultsin a set of k secretkeys (one for eact pair
of public keys). To encrypt a bit m, the sender proceedsas follows: for eah
index i, choosea random bit b, set Cy, Eok;» , (M) and chooseCy, using the
oblivious sampling algorithm. Then sendthe k ciphertext pairs (Co; Cy).



To decrypt, the receiver decrypts one ciphertext out of ead pair using the
secretkey it knows, and setsthe decrypted messageequalto the majority of the
recovered bits. Note that correctnessholds with all but negligible probability
since(on average)3=4 of the 2k ciphertexts constructed by the senderdecrypt to
the desiredmessagen (namely, the k ciphertexts encrypted using the legitimate
encryption algorithm, alongwith (on average)1=2 of the remaining k ciphertexts
chosenvia the oblivious sampling algorithm).

We defer a proof that this schemeis adaptively secureto the full version.
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A Black-Bo x Simulation

Typical de nitions of security for two-party computation only require that for
every pair of admissiblereal-world adversariesA there exists a pair of ideal-world
adversariesB satisfying somerelevant criterion (namely, indistinguishabilit y of
the resulting output distributions). Most work in this area, however, (and espe-
cially prior to the work of Barak [1]) provesthe existenceof such a B via what
is known as a black-ox simulation; this meansthat the ideal-model adversary
B; corresponding to the dishonestreal-model adversary A; is constructed using
only oracle accesdo A;.

More formally, a black-lox simulation for party 1 (with a completely anal-
ogousde nition for black-box simulation for party 2) implies the existence of
a simulator S; for which the following holds: For any real-model adversary Ay,
let B1(X;z;ra;rs) (where x;z are the inputs of By and r = (ra;rs) are the
random coins of B;) be de ned by Si%7 ™) (x:rg), where Ay (x; z; ;ra) de-
notes the next-messagefunction of A; on the given inputs and random coins
(we stressthat S; is not explicitly given the auxiliary input z nor the random
coinsrp). Then A = (A1;A,) and B = (B1;B>) (where A; B, are just the hon-
est algorithms) satisfy the relevant criterion. Furthermore, S; runs in expected
polynomial-time, where eac oracle call to A;1(X;z; ;ra) is counted as a single
step. Finally (although this is not essetial to our results), it is typical to as-
sumethat S; is a uniform algorithm. Note that if A; runs in strict polynomial
time, the aboveimplies that the ertire algorithm B; runs in expectedpolynomial
time; furthermore, if A1 is uniform then sois B; (on the other hand, if A; is
a non-uniform machine, then B; will be too). We say that a protocol is proven
secure via black-lox simulation if the simulations for both parties are black-box.

We stressa crucial point about the above: when we say S; runs in expected
polynomial-time, we mean that there is a xed polynomial q() such that the



expected running time of S; on input x, when interacting with any A; (and
courting queriesto A; asasinglestep), is q(jxj). On the other hand, the expected
running time of B, (including the stepsof A4, and no longer counting ead query
to A; asa single step) cannot be bounded a priori by any xed polynomial, as
the running time of B, will of coursedepend on the running time of A;. Of
course,as noted above, if A; runs in strict polynomial time g% ) then B runsin
expectedtime (at most) g% )q( ), which is polynomial. (Note that this de nition
of black-box simulation avoids the technical problem of, e.g., [23] regarding the
needfor B; to feedA; coinsra whoselength dependson A; and is not bounded
a priori by any polynomial.)

B Proof Systems Used in this Work

We provide here a laconic sketch of the proof systems claimed in Section 4;
further details and proofs will appear in the full version. We rst describe the
WI proof of knowledge of [32] (as described in [14]).

We will be working with the N P-complete languageH C of graph Hamil-
tonicity, and thus assumestatemerts to be proved take the form of graphs,
while witnessescorrespond to Hamilton cycles.If thm is a graph, we abuseno-
tation and also let thm denote the statemert \thm 2 HC". We shov how the
proof system can be usedto prove the following statemert: thm * thm®, where
thm will be included as part of the rst messagewhile thm®is only included in
the last round (indeed, it will not be xed until the third round begins). The
proof systemruns k parallel executionsof the following 3-round protocol:

1. The prover commits to two adjacencymatricesfor two randomly-chosencycle
graphs C; C% The commitment is done bit-by-bit using a perfectly-binding
commitment scheme.

. The veri er respondswith a single bit b, chosenat random.

3. If b= 0, the prover opensall commitments. If b= 1, the prover sendstwo
permutations mapping the cycle in thm (resp., thm% to C (resp., C9). For
ead non-edgein thm (resp., thm?, the prover opensthe commitment at the
corresponding position in C (resp., C9.

4. The veri er chedksthat all commitments were openedcorrectly. If b= 0, the
veri er additionally cheds whether both decommitted graphs are indeed
cycle graphs. If b = 1, the verier chedks whether eadh non-edgein thm
(resp., thm? correspondsto a non-edgein C (resp., C9.

N

Note that the prover doesnot needto know either thm or thm® (or the corre-
sponding witnesses)until the beginning of the third round. However, we assume
thm is xed as part of the rst-round messagebecausethis will enable us to
claim stronger properties about the above proof system.

Very informally, we claim that the proof systemabove satis es the following:

It is complete and sound. In particular, the probability that an all-powerful
prover can causea veri er to acceptwhen either thm or thm® are not true



is at most 2 . We stressthat this holds even if the prover can adaptively
choosethm? after viewing the second-roundmessageof the veri er.

It is witness indistinguishable.

It is a proof of knowledgefor thm. (More formally, we can achieve a notion

similar to that of witness-extendedemulation [33]for thm.) We do not know
whether such a claim holds for thm®.

Note also that the rst round of the above proof system (as well as the

internal state of the prover immediately following this round) is independert of
thm or the assaiated witness. We rely on this fact in Section4.1.

Next, we informally describe our modi cation of the Feige-ShamirZK argu-

ment of knowledge[15] which will allow the prover to prove thm * thm® where
thm is sert aspart of the secondround yet thm®is only sert aspart of the last
round (indeed, it neednot be known until the beginning of that round). We use
the notation usel in the description of the Feige-Shamir protocol in [14, Prot.
8.2.62]. Our modi ed protocol proceedsas follows:

N -

4

5

. The rst round is asin the original protocol, and includes valuesxi; Xz.

. The prover choosesarandomR 2 f0; 1g?¢ and computesEquiv= Equi R; )
(cf. Section2). Let ok denotethe statemert that Equivwasformed correctly.

. Let #m denotethe statemert: (thm” ok) _ (f (W% = x1)_ (f (W% = x;) (this
statemert is reducedto a singlegraph $hm). The prover sendsEquivand also
the rst messageof the WI proof system described above.

. The verier's third messageis as in the original protocol, except that the
veri er additionally choosesand sendsa random R°2 f0; 1g2.

. The prover decommits (as in Sec.2) to R. Let prg be the statemert that

0

r= R ROCis pseudorandom(i.e., 9s s.t. G(s) = r, for G a PRG). Let $hm
0

be the statemert thm®_ prg (reduced to a single graph $im ). The prover

0
completesthe WI proof system, as above, for the statemert $hm» $hm .
. The veri er cheds the decommitmert of R, and veri es the proof as before.

We claim the following about the above proof system:

It is complete and sound (for a poly-time prover) for thm and thm® (As
arguedearlier, rounds 2{4 constitute a proof of knowledgefor thm. As in [14]
| relying onthe one-waynessof f | this implies that if a poly-time prover
can causea verier to accept with \high" probability, then a witness for
thm” ok can be extracted with essetially the sameprobability. If ok is true,
then with all but negligible probability prg will not be true. Soundnessof

the proof of knowledge sub-protocol then implies that ﬂhmo is true. But this
meansthat thm®is true.)

It is zero-knowledge. (In addition to simulating for #m asin [14], the sim-
ulator also usesthe equivocal commitment property to decommit to an R

such that prg is true.)
It is an argument of knowledge for thm (we have already argued as much

above).



