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Abstract.  Adaptiv ely-secure encryption schemes ensure secrecy even
in the presenceof an adversary who can corrupt parties in an adaptive
manner based on public keys, ciphertexts, and secret data of already-
corrupted parties. Ideally, an adaptiv ely-secureencryption schemeshould,
like standard public-k ey encryption, allow arbitrarily-man y parties to use
a single encryption key to securely encrypt arbitrarily-man y messagedo
a given receiver who maintains only a single short decryption key. How-
ever, it is known that these requirements are impossible to achieve: no
non-interactiv e encryption scheme that supports encryption of an un-
bounded number of messagesand usesa single, unchanging decryption
key can be adaptively secure. Impossibility holds even if secure data
erasure is possible.

We show that this limitation can be overcomeby updating the decryption
key over time and making some mild assumptions about the frequency
of communication between parties. Using this approach, we construct
adaptiv ely-secure, completely non-interactive encryption schemes sup-
porting secureencryption of arbitrarily-man y messagedrom arbitrarily-

many senders. Our schemes additionally provide forward security and
security against chosen-ciphertext attacks.

1 Intro duction

Imagine a band of political dissiderts who needto gointo hiding from an oppres-
sive regime. While in hiding, the only form of communication with the outside
world is via the public media. Before going into hiding, ead individual wants
to publish a key that will allow anyone (even parties not currently known to
this individual) to publish encrypted messageshat only this individual can de-
cipher. Sinceit is not known in advancehow long thesememberswill needto be
in hiding, reasonablyshort public keysmust su ce for encrypting an unbounded
number of messagesFurthermore, messagesncrypted to ead dissidert must
remain secreteven if other dissiderts are caugh and their secretsare extracted
from them. Do encryption schemessatisfying these requiremerts exist?

At rst glance,a standard public-key encryption schemeseemsto su ce. In-
deed,a public-key encryption schemesallows a receiver to publish a key that can
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then be used by anyone to send encrypted messagedo the receiver. The pub-
lic key is short (i.e., of xed polynomial length) and can be used by arbitrary
senders(potentially unknown to the receiver at the time the key is published) to
securelysendarbitrarily-man y messageso the receiver without further interac-
tion. Furthermore, sendersneednot maintain any state other than the receiwer's
public key, and the receiver similarly neednot maintain any state except for his
secretkey.

However, standard public-key encryption schemesdo not provide the desired
level of security. Standard de nitions of security, including semariic security
against passiwe attacks [gm84] as well as various notions of security against
active attacks [ny90,rs91 ,ddn00 ,bdpr98 ], only considerthe casewherethe ad-
versary never learnsany secretkey. However, when an adversary can compromise
players and learn their internal statesin an adaptive manner, possibly depend-
ing on previously-obsened ciphertexts and information learned during previous
corruptions, the standard notions no longer apply. In particular, in the adaptive
setting encrypting with a CCA-secure encryption schemeis not knownto provide
secure communication.

To obtain provable security against adaptive adversaries,one must ensure
that the information gathered by the adversary when compromising parties
(namely, their secretkeys)doesnot give the adversary any additional advantage
toward compromising the security of the yet-uncorrupted parties. The standard
way of formulating this is by requiring the existenceof a simulator that can
generate\dummyy ciphertexts" which can be later \op ened" (i.e., by revealing
an appropriate secretkey) as encryptions of any messagesee,e.g., [cf gn96]. A
schemessatisfying this additional condition is said to be adaptively secure.

Sewral methods are known for achieving adaptively-secureencrypted com-
munication, but none can be usedin the basic setting exempli ed by the above
toy problem. Beaver and Haber [bh92] propose an adaptively secureencryp-
tion protocol in which the senderand receiver must interact before they can
securely communicate for the rst time. Furthermore, the parties must main-
tain a sharedsecretkey per connection. This key must be corntinually updated,
with the old key being erased,as more messagesire encrypted. Non-committing
encryption schemes[cf gn96,b97,dn00] more closely mimic the functionality of
standard public-key encryption, and in particular do not require maintenance
of per-connection state. (In addition, these solutions also remave the need for
securedata erasure.)In thesescdemes,however, both the public and secretkeys
are at least as long as the overall number of bits to be encrypted. In fact, as
noted by Nielsen [n02], any adaptively-securescheme with non-interactive en-
cryption must have a decryption key which is at least as long asthe number of
bits to be decrypted under this key. In a nutshell, this is becausethe simulator
must \op en" the \dumm y ciphertexts" as encryptions of any given sequenceof
messagedy preseniing an appropriate secretkey; therefore, the number of pos-
sible secretkeysmust be at least the number of possiblemessage-sequenceshe
unfortunate conclusionis that a public-key encryption schemethat can encrypt
an unbounded number of messagesvith short and unchanging keys cannot be



adaptively secure.This holds even if securedata erasuresare possible,and even
in a weaker setting where only receivers can be corrupted.

We also commert that previous work on adaptively-secureencryption did
not addressresistanceto chosen-ciphertextattacks.

Our Contributions. This work demonstratesthat we can circumvert Nielsen's
negative result if the secretdecryption key is allowedto periodically change,and
somemild assumptionsabout the frequency of communication between parties
are made. That is, under standard hardnessassumptions,there exist adaptively-
secure,non-interactiv e public-key encryption schemeswith short keysthat can
handle arbitrarily-man y messagesnd senders.In particular, our schemessolve
the toy example from above in a way that is essetially the best possibleunder
the given constraints.

This is doneby consideringkey-evolvingencryption schemes[chk03 ] in which
the secretkey is locally updated by the receiver according to a globally-known
schedule (say, at the end of every day), while the public key remains xed. The
secretkey for the previous period is securelyeraseal onceit is no longer needed.
Using this approad, we construct adaptively-secure,non-interactive encryption
schemesthat canbe usedto encrypt arbitrarily-man y bits aslong asthe number
of encrypted bits (for any particular key) is boundedper time period. As discussed
above, an assumption of this sort is essetial to circumvent Nielsen's negative
results. Also, this assumption is reasonablein many cases:for instance, one
may easily posit someknown upper bound on the number of incoming e-mails
processedoer day.

In addition to being adaptively secure,our schemesalsoprovide both forward
security [a97,chk03 ] and security against chosen-ciphertextattacks. (We com-
mernt that although forward security is reminiscert of adaptive security, neither
security property implies the other.) Accordingly, we refer to schemessatisfy-
ing our security requiremerts as adaptively-and forward-secureencryption(AFSE)
schemesWe formalize the requiremernts for AFSE schemeswithin the UC frame-
work [c01]. That is, we presert an functionality F afse that capturesthe desired
properties of AFSE schemes. This functionality is a natural adaptation of the
\standard" public-key encryption functionality of [cO1,ckn03 ] to the context of
key-ewlving encryption. As in the non-adaptive case,F afse guaranteessecurity
against active adversaries,which in particular implies security against chosen-
ciphertext attacks. Using the composability properties of the UC framework,
our constructions are guaranteed to remain securein any protocol ervironment.
Indeed, the formulation of F afse , which blends together the notions of forward
security, chosen-ciphertextsecurity, and adaptive security of public-key encryp-
tion schemes,is another contribution of this work.

Technigues and Constructions. We rst note that dealing with corruption of
senderss easy sincea sendercan simply eraseits local state upon completing the
encryption algorithm. We thus concerirate on the more di cult caseof receiver
corruption. We then show that it suces to consider AFSE for the casewhen
only a single messagds encrypted per time period, sinceany suc construction



can be extendedin a genericmanner to give a schemewhich can be usedto en-
crypt any bounded number of messageger time period. With this in mind, our
rst construction usesthe paradigm of Naor-Yung and Sahai[ny90,s99] to con-
struct an AFSE schemebasedon any forward-secureencryption (FSE) scheme
and any simulation-sound non-interactiv e zero-knowledge (NI1ZK) proof system
[ddops01]. Recall that, under the Naor-Yung/Sahai paradigm, the senderen-
crypts messagedy essetially using two independert copiesof a semarically-

secureencryption scheme together with an NIZK proof of consistency To de-
crypt, the receiver veri es the proof and then decrypts either one of the com-
ponert ciphertexts. Naor and Yung prove that this provides security against
\lunc h-time" (i.e., non-adaptive) chosen-ciphertext attacks when an arbitrary

NIZK proof systemis used,and Sahailater shoved that this technique achieves
full (i.e., adaptive) CCA-security if a one-time simulation-sound NIZK proof sys-
tem is used. We show that if a semartically-secure FSE schemeis used as the
underlying encryption scheme,and the NIZK proof systemis \fully" simulation
sound (as de ned in [ddops01]), the resulting construction is also an AFSE
scheme.This approach can be extendedto encrypt a polynomial number of bits
per ciphertext using only a single NIZK proof. (We remark that, as opposedto
the caseof standard CCA-secureencryption [s99], hereit is not enoughthat the
underlying NIZK is one-time simulation sound.)

While the above approach is conceptually simple, it is highly impractical
due to the ine ciency of known NIZKs. We thus proposean alternate approach
that leadsto more e cien t solutions basedon speci ¢, number-theoretic assump-
tions. As part of this approach, we rst de ne and construct \standard" (i.e., non
key-ewlving) encryption schemeswhich are secureagainst lunch-time chosen-
ciphertext attacks and are adaptively-securefor encryption of a single message
(in total). We call such schemesreceiver non-committing encryption (RNCE)
schemes! Our construction of an AFSE schemeproceedsby rst encrypting the
messageusing any RNCE scheme, and then encrypting the resulting ciphertext
using any CCA-secureFFSE scheme.Informally, this construction achievesadap-
tiv e security for an unbounded number of messagegas long as only one message
is encrypted per time period) becausethe secretkey of the outer FSE scheme
is updated after every period and sothe simulator only needsto \op en" one ci-
phertext (i.e., the one corresponding to the current time period) asan arbitrary
messagelt can accomplishthe latter using the \inner" RNCE sceme.

Obtaining an e cien t scheme using this approac requires e cien t instan-
tiation of both componerts. Relatively e cien t CCA-secure FSE schemes (in
particular, schemeswhich avoid the needfor NIZK proofs) are already known
[chk04 ,bb04]. Therefore,wefocuson constructing e cien t RNCE schemesbased
on speci ¢ number-theoretic assumptions.Our rst RNCE schemeis basedon
the Cramer-Shoup encryption scheme[cs98] (and adapts techniques of [jl00 ])
and its security is predicated on the decisional Di e-Hellman (DDH) assump-

! Indeed, this is a relaxation of the notion of non-committing encryption from
[cf gn96]. It is similar to the relaxation studied by Jarecki and Lysyanskaya [jl00 ],
except that we also require security against lunch-time chosen-ciphertext attacks.



tion. However, this scheme allows encryption of only a logarithmic number of
bits per ciphertext. We also shaov a secondRNCE schemebasedon the schemes
of [gl03 ,cs03] (which, in turn, build on [cs02]), whosesecurity relieson the de-
cisional composite residuosity assumptionintro ducedby Paillier [p99] and which
can be usedto encrypt a polynomial number of bits per ciphertext.

Organization. The AFSE functionality is de ned and motivated in Section 2.
Our construction of AFSE using the Naor-Yung/Sahai paradigm is described
in Section 3. In Section 4, we presert de nitions for RNCE and show two con-
structions of RNCE schemesbased on speci ¢ number-theoretic assumptions.
Finally, in Section 5 we construct an AFSE scheme from any RNCE scheme
and any CCA-secure FSE scheme. In Appendix A, we include de nitions of
key-ewlving and forward-secureencryption, while a brief overview of the UC
framework and its application to secureencryption is provided in Appendix B.
In this abstract we omit all proofsdue to lack of space.The proofs can be found
in the full version of this paper [chk05 ].

2 Denition of AFSE

We de ne AFSE by specifying an appropriate ideal functionality in the UC
security framework (cf. Appendix B). This functionality, denoted Fafse and
preseried in Figure 1, is obtained by appropriately modifying the \standard"
public-key encryption functionality Fpke [c01,ckn03 ] which is reviewedin Ap-
pendix B.1.

Intuitiv ely, Fafse captures the same security notions as Fpke except that
it also provides a medanism by which the receiver can \up date" its secretkey;
Fafse guaranteessecurity only aslong as a bounded number of messagesare
encrypted between key updates. In fact, for simplicity, the functionality as de-
ned only guarantees security when a single ciphertext is encrypted between
key updates. Say a ciphertext encrypted with respect to a particular time pe-
riod t is outstanding until the receiver has updated its secret key a total of
t + 1 times. Then, if more than one outstanding ciphertext is requested, the
functionality guaranteesno security whatsoever for this ciphertext. (Formally,
this is captured by handing the corresponding plaintext to the adversary.) Sec-
tion 2.1 discusseshow Fafse can be extendedto allow any bounded number of
outstanding ciphertexts, which corresponds to ensuring security as long as at
most this many messagesre encrypted betweenkey updates. It also preseris a
generictransformation from protocols securefor a single outstanding ciphertext
to protocols securefor the general case.

For convenience,we highlight some di erences between Fafse and Fpke .
First, an additional parameter| atime periodt| isintroduced.An encryption
request now additionally speci es a time period for the encryption called the
\sender time", and the functionality maintains a variable t called the \receiver
time". The receiver time is initialized to 0, and is incremerted by the receiver
R using an Update request. A ciphertext generatedfor sendertime t is only



Functionalit y Fafse

Fafse proceedsas follows, when parameterized by messagedomain ensenble
D = fDkgkz and security parameter k.

Key Generation: Upon receiving a request (KeyGensid) from party R , do:
Verify that sid = (sid%R ) (i.e., that the identity R is encaded in the session
ID). If not, then ignore this input. If yes:

1. Hand (KeyGensid) to the adversary.

2. Receive a value pk from the adversary, and hand pk to R . Initialize
t 0 and messages-outstanding 0.

Encryption:  Upon receiving from someparty P atuple (Encrypt ; sid; pk; t; m)
proceed as follows:

1. If m 2 Dy, pk = pk, and either t < t or messages-outstanding= 0,
then send (Encrypt, sid; pk;t; P) to the adversary. In all other cases,
send (Dummy-Encrypt sid; pk;t; m; P) to the adversary (i.e., reveal the
plaintext to the adversary).

2. Receive a reply c from the adversary and send (ciphertext, c¢) to P. In
addition, if m 2 Dy, pk= pk ,andt t , then do:

(a) If messages-outstanding= 0, set messages-outstanding 1 and
ag outstanding. Else, set ag dummy.
(b) record the tuple (m;t; c; ag) in the list of ciphertexts.

Decryption:  Upon receiving a tuple (Decrypt ; sid; c¢) from player P, if P 6 R
then ignore this input. Otherwise:

1. If the list of ciphertexts contains atuple (m;t; ¢;?) with the given cipher-
text candt =t , then return mto R .

2. Otherwise send a message(Decrypt ;sid;t ;c) to the adversary, receive
areply m, and forvard mto R .

Up date: Upon receiving (Update; sid) from player P, if P = R do:

1. Senda message(Update; sid) to the adversary.

2. Remove from the list of ciphertexts all the tuples (m;t ;c; ag) with the
current time t . If any of these tuple has ag = outstanding, then reset
messages-outstanding 0.

3. Sett t + 1.

Corruptions:  Upon corruption of party P, if P = R then sendto the adversary
all tuples (m; t; ¢;?) in the list of ciphertexts with t t . (If P 6 R then do
nothing.)

Fig. 1. The AFSE functionalit y, F afse .




decrypted by Fafse (upon requestof the appropriate receiver) when the current
receivertime ist = t.

Second, Fafse limits the information gained by the adversary upon cor-
ruption of parties in the system. When corrupting parties other than R , the
adversary learns nothing. When corrupting R at some\receiver time" t , the
adversary doesnot learn any information about messageshat wereencrypted at
\sender times" t < t . (This is akin to the level of security provided by forward-
secureencryption schemes,and in fact strengthensthe usual notion of adaptive
security which potentially allows an adversary to learn all past messagesipon
corruption of a party.) In addition, adaptive security is guaranteed for a sin-
gle messageencrypted at somesendertime t t (i.e., a single outstanding
message).

The fact that security is guaranteed only for a single outstanding message
is captured via the variable messages-outstandingvhich is initialized to 0 and
is setto 1 when a messages encrypted for time period t with t t . When
the receiver's time unit t advancesbeyond the time unit t of the outstanding
ciphertext, the variable messages-outstanding resetto 0. If another encryption
request arriveswith time periodt t while messages-outstandinig equal to
1, then Fafse disclosesthe entire plaintext to the adversary (and thus does not
ensureany secrecyin this case).

We remark that Fafse can be usedin a natural way to realize a variant
of the \secure messagetransmission functionality" [c01,af04 ] in synchronous
networks with respect to adaptive adversaries.We omit further detalils.

2.1 Handling Multiple Outstanding Ciphertexts

While the functionality Fafse and all the constructions in this work are de-
scribed assuminga bound of at most one outstanding ciphertext, both the func-
tionality and the constructions can be generalizedto the caseof any bounded
number of outstanding ciphertexts (corresponding to a bounded number of mes-
sagesencrypted per time period). Generalizing the functionality is straightfor-
ward, so we do not describe it here. As for constructions, any AFSE scheme
which is securefor the caseof a single outstanding ciphertext can be extended
genericallysoasto be securefor any boundednumber ™ of outstanding ciphertext
in the following way: The public key of the new scheme consistsof ~ indepen-

m, the sendercomputesthe \nested encryption” Epk, (Epk,(  Epk. (M) )) and
sendsthe resulting ciphertext to the receiver. One can show that this indeed
realizesF afse for at most * outstanding ciphertexts. The formal proof, however,
is more involved and is omitted.

2.2 Realizing Fafse Using Key-Ev olving Encryption Schemes

We presernt our constructions as key-ewlving encryption schemeg(i.e., asa col-
lection of algorithms) rather than as protocols(astechnically required by the UC



framework). For completeness,we describe the (obvious) transformation from
key-ewlving encryption schemesto protocols gearedtoward realizing F afse -

Recall that a key-ewlving encryption scheme consists of four algorithms
(Gen Upd; Enc Dec), where (Gen Enc Dec) are the key generation, encryption,
and decryption routines (as in a standard encryption scheme, except that the
encryption and decryption routines alsotake asinput a time period t), and Upd
is the secret-key update algorithm that takesasinput the current secretkey and
time unit, and outputs the secretkey for the next time unit. The de nition is
reviewed in Appendix A.

Given a key ewlving encryption scheme S = (Gen Upd; Enc Dec), one may
construct the protocol s as follows: An activation of s with input message
KeyGenUpdate, Encrypt , or Decrypt is implemented via calls to the algorithms
GenUpd; Enc or Deg respectively. The only state maintained by s between
activations is the secretkey that was generatedby Gen (and that is modi ed
in ead activation of Update), and the current time period. Any other local
variables that are temporarily usedby any of the algorithms are erasedas soon
as the activation completes. With this transformation we can now de ne an
AFSE scheme:

De nition 1. A key-evolvingencryption schemeS is an adaptively-and forward-
secure encryption (AFSE) schemeif the protocol s resulting from the transfor-
mation alove securely realizesF afse  with respect to adaptive adversaries.

3 AFSE Based on Forw ard-Secure Encryption

In this sectionwe show how to construct an AFSE schemefrom any FSE scheme
secureagainst chosen-plairtext attacks along with any simulation-sound NIZK
proof system. (See Appendix A for de nitions of key-ewlving encryption and
forward security, both against chosen-plairtext and chosen-ciphertext attacks.)
We describe in detail a construction that allows encryption of only a single
bit per ciphertext and then discusshow this may be generalizedto allow for
encryption of any polynomial number of bits per ciphertext. Our construction
usesa simple twist of the Naor-Yung/Sahai transformation [ny90,s99]; when
applied to two FSE schemes,the resulting schemeyields not only CCA security
but also security against adaptive corruptions. We commert that, as opposed
to the caseof non-adaptive CCA security, \one-time" simulation sound NIZK
proofsarenot su cient to achieve security againstadaptive corruptions; instead,
we require NIZK proofs satisfying the stronger notion of unbounded simulation
soundnesgddops01].

The construction. Let E° = (G%U%E®% D% be a key-ewlving encryption
scheme, and let P = (7; P;V) be an NIZK proof system (where “(k) is the
length of the commonrandom string for security parameter k) for the following
NP language
Lee € 1(t phgi o pkd; )
9m;ro;ry st: 6§ = EYpkd;t;m;ro); ¢ = EXpkY;t;m;ry)g:



We construct a new key-ewlving encryption schemeE = (G; U;E; D) asfollows:

Key generation, G. On security parameter 1¥, run two independert copies
of the key generation algorithm of E° to obtain (pkd;sk)  GY%1*) and
(pk?;sK)  G%1%). Choosea random bit b2 f0;1g and a random " (k)-bit
string crs 2 £0;1g ). The public key is the triple (pkJ; pkd;crs), and the
secretkey is (b;sk). Erasethe other key sk.

Key update, U. Key update isunchanged,namely U(t; (b;sk)) = (b;uqt; sid).

Encryption, E. To encrypt a bit m 2 f0;1g at time t, rst pick two inde-
pendert random strings ro;r; as neededfor the encryption algorithm E°
and compute ¢§  EYpkJ;t;m;ro), @  EYpk;;t;m;r1), and a proof that
(t; pkd; c3; pkY; ) 2 L go; namely P(crs t; pkd; c3; pkd; 9, m; ro;r1). The
ciphertext is the triple c= (c;c§; ).

Decryption, D. To decrypt a ciphertext ¢ = (c;cd; ) at time t, rst run the
verier V(crs t; pk8; cS; pk?; c9). If V rejects, the output is ? . Otherwise, the
recipient uses(b;skp) to recoverm  DYsk}; D).

We claim the following theorem:

Theorem 1. If E°is forward-secure against chosen-plaintext attacks (fs-CPA,
cf. De nition 4) and if (P;V) is an unboundel simulation-sound NIZK proof
system[ddops01, Def. 6], then E is an AFSE scheme.

The proof appearsin the full version,but we provide someintuition here.Under-
lying our analysisis the obsenation that a simulator (who can generate proofs
for falseassertions)can comeup with a valid-looking \dummy ciphertext" whose
componert ciphertexts encrypt di er ent messagegi.e., both 0 and 1). The simu-
lator, who alsoknowsboth underlying decryption keys,canthusopenthe dummy
ciphertext as an encryption of either 0 or 1, depending on which decryption key
is preserted to an adversary. (Note further that the adversary will be unable
to generatedummy ciphertexts of this form due to the simulation soundnessof
the NIZK proof system.) The above argumernt demonstratesadaptive security
for a single encrypted bit. Adaptiv e security for an unbounded number of bits
(as long asonly one ciphertext is outstanding) holds sincethe secretkeys of the
underlying FSE schemesewlve after ead encryption. We remark that one-time
simulation soundnesdor (P;V) would not be su cien t here, sincethe simulator
must generatemultiple \fak e ciphertexts" and the hybrid argumert that works
in the non-adaptive case(see[s99]) doesnot work here.

AFSE for longer messages. To obtain a construction of an AFSE schemefor
n-bit messagespne can simply usen pairs of public keysgeneratedusing E° (the
receiver now choosesat random one secretkey from ead pair to store, while the
other is erased). The rest is an obvious extension of the proof intuition from
above, with the only subtle point being that the resulting ciphertext cortains a
single NIZK proof computed over the ertire vector of n ciphertext pairs (with
the languagebeing de ned appropriately).



4 Receiver Non-Committing  Encryption

This sectionde nes and constructs receiver non-committing encryption (RNCE)
that is secureagainst \lunc h-time attacks" (aka CCA1l-secure). We note that
RNCE was consideredin [jI00 ] for the more basic case of chosen-plairtext
attacks. Section 5 showvs how to combine any RNCE scheme with any FSE
schemesecureagainstchosen-ciphertextattacksto obtain a secureAFSE scheme.
Sinceour proposedconstructions of RNCE schemesare quite e cien t (and since
relatively-e cien t constructions of FSE schemessecureagainstchosen-ciphertext
attacks are known [chk03 ,chk04 ,bb04]), we obtain (relativ ely) e cien t AFSE
schemes.

On a high level, a receiver non-committing encryption schemeis onein which
a simulator can generatea single\fak e ciphertext" and later \op en" this cipher-
text (by showing an appropriate secretkey) as any given messageThese\fak e
ciphertexts” should be indistinguishable from real ciphertexts, even when an
adversary is given accessto a decryption oracle before the fake ciphertext is
known.

4.1 Denition of RNCE

Formally, a receiver non-committing encryption (RNCE) schemeconsistsof v e
ppt algorithms (G;E;D;F;R) suc that:

{ G;E, and D are the key-generation,encryption, and decryption algorithms.
These are de ned just as for a standard encryption scheme, except that
the key generation algorithm also outputs someauxiliary information z in
addition to the public and secretkeyspk and sk

{ The fake encryption algorithm F takes as input (pk;sk z) and outputs a
\fak e ciphertext" e

{ The reveal algorithm R takesasinput (pk;sk z), a \fak e ciphertext" €, and
a messagem 2 D. It outputs a \secret key" §k (Intuitiv ely, sk is a secret
key for which e decrypts to m.)

We make the standard correctnessrequiremert; namely, for any pk; sk z output
by G and any m 2 D, we have D (sk E (pk; m)) = m.

Our de nition of security requires, informally, that for any messagem an
adversary cannot distinguish whether it has been given a \real" encryption of
m along with a \real" secretkey, or a \fake" ciphertext along with a \fak e"
secret key under which the ciphertext decrypts to m. This should hold even
when the adversary hasnon-adaptive accesdo a decryption oracle. We now give
the formal de nition.

De nition 2 (RNC-securit y). Let E= (G;E;D;F;R) be an RNCE scheme.
We say that E is RNC-secure (or simply \secure") if the advantageof any ppt
algorithm A in the gamebelow is negligible in the security parameter k.

1. The key geneation algorithm G(1¥) is run to get (pk; sk z).



2. The algorithm A is given 1¥ and pk as input, and is also given accessto a
decryption oracle D(sk; ). It then outputs a challenge messagem 2 D.

3. A bit bis chosenat random. If b= 1 then a ciphertextc  E(pk; m) is com-
puted, and A receives(c;sK). Otherwise, a \fake" ciphertexte  F(pk;sk z)
and a \fake" secret key sk R(pk; sk z; & m) are computed, and A re-
ceives(€;SK). (After this point, A can no longer query its decryption oracle.)
A outputs a bit b°.

The advantageof A is de ned as2 Pr[’= b % .
It is easyto seethat the RNC-security of (G;E;D;F;R) accordingto Def-
inition 2 implies in particular that the underlying scheme (G; E;D) is secure
against non-adaptive chosen-ciphertext attacks. It is possibleto augmert De -
nition 2 soasto grant the adversary accessto the decryption oracle even after
the ciphertext is known, but we do not need this stronger de nition for our
intended application (Section 5). We also commert that the Naor-Yung con-
struction [ny90] is RNC-securefor 1-bit messageqif the secretkey is chosen
at random from the two underlying secret keys); a proof can be derived from
[ny90] aswell as our proof of Theorem 1.

4.2 A Secure RNCE Scheme for Polynomial-Size Message Spaces

Here, we shaw that the Cramer-Shoup cryptosystem [cs98] can be modi ed to
give a secureRNCE scheme for polynomial-size messagespaces.Interestingly,
becauseour de nition of security only involves non-adaptive chosen-ciphertext
attacks, we can baseour construction on the simpler and more e cien t \Cramer-
Shoup lite" scheme.In fact, the only di erence is that we encade a messagemn
by the group elemer g™, rather than encaling it directly asthe elemen m.
(This encaling is essetial for the reveal algorithm R.?)

In what follows, we let G = f yok2 be a family of nite, cyclic groups
(written multiplicativ ely), where eadh group ¢ has (known) prime order g
and jgkj = k. For simplicity, we describe our RNCE scheme for the message
spacef 0; 1g; however, we will commert briey afterward how the schemecan be
extendedfor any polynomial-size messagespace.

Key generation, G. Given the security parameter 1¥, let  denote  and
g denote ¢«. Choose at random g; nflg, and also choose random
D OX1;X2; Y1, Y2 ¢ Setg = g;;h = gi*gy?; and d = gi*gy?. The pub-
lic key is pk = (g1; g2; h; d), the secretkey is sk = (X1;X2;Y1;Y2), and the
auxiliary information is z =

Encryption, E. Given a public key pk = (gi1;0.;h;d) and a messagem 2
f0; 19, choosea randomr 2 ¢, compute u; = ¢y U = g5, e = gi'h" and
v = d'. The ciphertext is hug; u; e;vi.

2 Looking ahead, it is for this reason that the presert construction only handles

polynomial-size messagespaces:the receiver only directly recovers g™, and must
seard through the messagespaceto nd the corresponding messagem.



Decryption, D. Givenaciphertext huy; u,; e;vi and secretkeysk= (X1;X2;VY1;Y2),
proceedas follows: First ched whether uj*u?? = v. If not, then output ?.
Otherwise, computew = e=uj*u3?. If w = 1 (i.e., the group identit y), output
0; if w= g, output 1. (If w 2f1;g;9 then output ?.)

Fake encryption, F. Givenpk= (gi1;092;h;d) and sk= (X1;X2;VY1;Y2), choose
at randomr 2 4 Then compute ty = ¢f, o = 105, € = g;2h" and
v = ) w)?, and output the \fak e" ciphertext e= bty th; € Wi.

Reveal algorithm, R. Givenpk = (gi1;0z;h;d), sk= (X1;X2;y1;¥2), 2= ,a
\fak e" ciphertext heq; tro; € v, and a messagem 2 f0;1g, setx; = X2 m
and x§ = x; + m (both in ) and output the \fake" secretkey sk =
(X2 X33 y1:¥2)-

One can ched that the secretkey sk matchesthe public key pk, since

X1+ m X2 m m X2 m

x) x5 _ _ X1 X1 X2 — .
0% = O Oz = (9'%)% = 0'g? = h

moreover, sk decrypts the \fak e" ciphertext huy;th; ;v to m, since

0 0 0 0
%o 7 X2 X9y Xo+rx9 rxd
e _ 0°(9'%) _ 9 07 _ g Xy _ o
x9 x3 T (qryx? ryx9 — rx9%+x9 rx3 T 91 - 9
titpe (G 1(g))* 2 gt *eg)

The above schemecan be immediately extendedto support any polynomial-
sizemessagespace:encryption, fake encryption, and reveal would be exactly the

same,and decryption would involve computation of w, as above, followed by an

exhaustive seard through the messagespaceto determinem def logy, w. A proof

of the following appearsin the full version:

Theorem 2. If the DDH assumption holds for G, then the alove schemeis
RNC-secure.

4.3 A Secure RNCE Scheme for Exp onential-Size Message Spaces

The RNCE schemein the previous section can be usedonly for messagespaces
of sizepolynomial in the security parameter, asthe decryption algorithm works
in time linear in the size of the messagespace.We now showv a scheme that
supports messagespacesof size exponertial in the security parameter. Just as
in the previous section, we construct our scheme by appropriately modifying a
(standard) cryptosystem secureagainst chosen-ciphertextattacks. Here, we base
our construction on schemesdeveloped independertly by Gennaro and Lindell
[9l03 ] and Camenisd and Shoup[cs03], building on earlier work by Cramer and
Shoup [cs02]. Security of our scheme, asin these earlier schemes,is predicated
on the decisional composite residuosity (DCR) assumption [p99].

Let p;q; p% ° be distinct primeswith p = 2p%+ 1and g= 29°+ 1 (i.e., p;qare
strong primes). Let n = pgand n®= p%’, and obsene that the group . can
be decommsedasthe direct product , o > T,whereead ; isacyclic
group of orderi and T is the order-2 subgroupof . generatedby (1 mod n?).



This implies that there exist homomorphisms ; no; 2; 1 from  ,onto ,,
no, 2, and T, respectively, and every x 2 |, is uniquely represerned by

the 4-tuple ( n(X); no(X); 2(x); T(x)). We usealsothe fact that the elemert
def (1L+ n) mod n? hasorder n in 2 (i.e., it generatesa group isomorphic to

n) and furthermore 2modn?= 1+ an,forany0 a< n.

Let P, % tx" mod n? : x 2 1,20 denote the subgroup of . consisting of

all n" powers; note that P, is isomorphic to the direct product o , T.
The DCR assumption (informally) is that, given n, it is hard to distinguish a
random elemen of P, from a random elemert of ..

Our RNCE scheme is de ned below. In this description, we let G be an
algorithm that on input 1¥ randomly choosestwo primes p® ¢° as above with
ipd = joj = k. Also, for a positive real number r we denote by [r] the set
fO;:::;brc  1g.

Key generation, G. Given the security parameter 1¢, use G(1) to selecttwo
random k-bit primes p% g°for which p = 2p% 1 andq= 2g% 1 arealsoprime,
and setn = pgand n®= p%C Chooserandom x;y 2 [n?=4] and a random
g°2 . and compute g = (g9?", h = g*, and d = ¢. The public key is
pk = (n;g; h; d), the secretkey is sk= (x;y), and the auxiliary information
isz=nC

Encryption, E. Given a public key as above and a messagem 2 [n], choose
randomr 2 [n=4], computeu=g¢',e= ™h",andv=d" (all in ;), and
output the ciphertext ¢ = hu; e;vi.

Decryption, D. Givenaciphertext hu; e;vi and secretkey (x; y), chedk whether
u® = v?; if not, output ?. Then, setr = (e=u)"*1. If M = 1+ mn for
somem 2 [n], then output m; otherwise, output ?.

Correctness follows, since for a valid ciphertext hu;e;vi we have u® =
(gr)Zy = g? = V2, and also (e=u<)n+1 = ( mhrzg:><)n+1 = ( m)n+1 =
M = 1+ mn (using for the third equality the fact that the order of s n).

Fake encryption, F. Givenpk= (n;g;h;d) and sk= (x;y), chooseat random
r 2 [n=4], compute & = g,e=d,andv=w (al in ), and output
the \fak e" ciphertext e= ha; e;w.

Reveal algorithm, R. Given pk = (n;g;h;d), sk = (x;y), z = n% a \fake"

ciphertext ha; e;wi as above, and a messagem 2 [n], proceed as follows:
Using the Chinese Remainder Theorem and the fact that gcd(n;n% = 1,
nd the unique x°2 [nn9 satisfying x°= x mod n% and x°= x m mod n,
and output the secretkey sk= (x%y).
It can be veri ed that the secretkey sk matchesthe public key pk and also
decrypts the \fak e" ciphertext to the required messagem: For the second
componert y this is immediate and so we focus on the rst componert x°.
First, the order of g divides n® and sog*’ = g<’modn® = gxmodn® = gx =
Furthermore, using also the fact that the order of in . isn, we have

n+1 X ~rx N+l
n+1
_ g — x x°mod n - m.

e
@x° - xogrx0



In the full versionwe de ne the decisionalcomposite residuosity assumption
(DCR) with respectto G (cf. [p99]), and show:

Theorem 3. If the DCR assumption holds for G, then the alove schemeis
RNC-secure.

5 AFSE Based on Receiver Non-Committing  Encryption

We describe a construction of an AFSE scheme based on any secure RNCE
schemeand any FSE scheme secureagainst chosen-ciphertextattacks. Let E®=
(G%E%D%F;R) be an RNCE scheme,and let E®°= (G U®E® D% pe a key-
ewlving encryption scheme. The messagespaceof E® is D, and we assumethat
ciphertexts of E° belong to the messagespaceof E°? We construct a new key-
ewlving encryption schemeE = (G; U;E; D) with messagespaceD as follows:

Key generation, G. On security parameter 1, run the key-generation algo-
rithms of both schemes, setting (pk® sk z) GY1¥) and (pk™skdj
G°Q1%). The public key is (pk% pk® and the initial secretkey is (sK skdJ.
(The extra information z is ignored.)

Key update, U. The key-update operation is derived asonewould expect from
E% namely: U(t; sk sk = (sk URt; sk9).

Encryption, E. To encrypt a messagem 2 D at time t, rst compute
®  EYpk®m) and then ¢ E%pk®t; 9. The resulting ciphertext is
just c.

Dechyption, D. To decrypt a ciphertext ¢, setc® D%skc) and then com-
pute m  DYsK: ).

Theorem 4. If E®is RNC-secure, and if E®is forward-secure against chosen-
ciphertext attacks, then the combined schemegiven atove is an AFSE scheme.

We provide someinformal intuition behind the proof of the above theorem.
The most interesting scenarioto consideris what happensupon player corrup-
tion, whenthe adversary obtains the secretkey for the current time periodt . We
may immediately note that message®ncrypted for prior time periodst <t re-
main secret; this follows from the FSE encryption applied at the \outer" layer.
Next, consider adaptive security for the (at most one) outstanding ciphertext
which was encrypted for sometime periodt t . Even though the adversary
can\strip o " the outer later of the encryption (becausethe adversary now has
the secretkey for time period t ), RNC security of the inner layer ensuresthat a
simulator can open the inner ciphertext to any desiredmessageThe main point
hereis that the simulator only needsto \fak €" the opening of one inner cipher-
text, and thus RNC security su ces. (Still, sincethe simulator doesnot know
in advancewhat ciphertext it will needto open, it actually \fak es" all inner ci-
phertexts.) Chosen-ciphertextattacks are dealt with using the chosen-ciphertext
security of the outer layer, as well as the de nition of RNC security (where
\lunc h-time security" at the inner layer is su cien t). Also, we note that revers-
ing the order of encryptions does not work: namely, using RN CE (F SE(m))
doesnot yield adaptive security, even if the RNCE schemeis fully CCA secure.
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A Key-Ev olving and Forw ard-Secure Encryption

Wereview the de nitions of key-ewlving and forward-secureencryption schemes
from [chk03 ].

De nition 3. A (public-key) key-evolvingencryption (ke-PKE) schemeis a 4-
tuple of ppt algorithms (Gen Upd; Enc Deg such that:

{ The key generation algorithm Gentakes as input a security parameter 1¥
and the total number of time periods N . It returns a public key pk and an
initial secret key skp.

{ The key update algorithm Upd takes as input pk, an indext < N of the
current time period, and the asswiated secret key sk;. It returns the secret
key sk+1 for the following time period.

{ The encryption algorithm Enc takesas input pk, an indext N of a time
period, and a messageM . It returns a ciphertext C.

{ The decryption algorithm Dec takes as input pk, an index t N of the
current time period, the assaiated secret key sk, and a ciphertext C. It
returns a messageM .

We require that Deqsk;t; Endpk;;t; M)) = M holds for all (pk;sky) output
by Gen all time periodst N, all correctly geneated sk for this t, and all
messagesM .



De nition 4. A ke-PKE schemeis forward-secureagainst chosenplaintext at-
tacks (fs-CPn) if for all polynomially-bounded functions N (), the advantageof
any ppt adversaryin the following gameis negligible in the security parameter:

Setup : Ger(1¥; N (k)) outputs (PK ; SK). The adversaryis given PK .
Attac k: The adversaryissuesone breakir(i) query and one challengéj; My; M 1)

query, in either order, subjeet to 0 j < i < N. Thesequeriesare answeed as
follows:

{ On querybreakin(i), keySK; is computed via Upd(PK;i 1; Upd(PK;O0;SKy)
This key is then given to the adversary.

{ On query challengéj; Mo; M), a random bit b is seleted and the adversary
is givenC = EnqPK;j; My).

Guess: The adversary outputs a guessh’ 2 f0;1g; it succeedsif b° = b. The
adversary's advantage is the absolutevalue of the di er ence between its suaess
prokability and 1=2.

Forward security against (adaptive) chosen-ciphertextattacks (fs-CCAsecu-
rity) is de ned by the natural extension of the above de nition in which the ad-
versary is given decryption oracle accesduring both the \A ttack" and \Guess"
stages.

B The UC Framew ork, Abridged

We provide a brief review of the universally composable security framework
[c01]. The framework allows for de ning the security properties of cryptographic
tasks so that security is maintained under general composition with an un-
bounded number of instancesof arbitrary protocols running concurrertly. De -
nitions of security in this framework are called universallycomposable(UC).

In the UC framework, the security requiremerts of a given task (i.e., the
functionality expected from a protocol that carries out the task) are captured
via a set of instructions for a \trusted party" that obtains the inputs of the par-
ticipants and providesthem with the desiredoutputs (in oneor more iterations).
Informally, a protocol securely carries out a given task if running the protocol
with a realistic adversary amournts to \emulating" an ideal processwhere the
parties hand their inputs to a trusted party with the appropriate functionality
and obtain their outputs from it, without any other interaction.

The notion of emulation in the UC framework is considerably stronger than
that consideredin previous models. Traditionally , the model of computation in-
cludes the parties running the protocol and an adversary A that cortrols the
communication channelsand potentially corrupts parties. \Em ulating an ideal
process"meansthat for any adversary A there should exist an \ideal process
adversary" (or simulator) S that causesthe outputs of the parties in the ideal
processto have similar distribution to the outputs of the parties in an execution
of the protocol. In the UC framework the requiremert on S is more stringent.
Speci cally, an additional ertity, called the environmentZ, is introduced. The
ernvironment generatesthe inputs to all parties, readsall outputs, and in addition

).



interacts with the adversary in an arbitrary way throughout the computation.

A protocol is said to securelyrealizefunctionality F if for any \real-life" ad-

versary A that interacts with the protocol and the ervironment there exists an

\ideal-pro cessadversary" S, such that no environment Z can tell whether it

is interacting with A and parties running the protocol, or with S and parties

that interact with F in the ideal process.In a senseZ servesasan \in teractive
distinguisher" betweena run of the protocol and the ideal processwith access
to F.

The following universal composition theorem is proven in [c01]. Consider a
protocol that operatesin the F -hybrid model, where parties can communicate
as usual and in addition have ideal accessto an unbounded number of copies
of the functionality F. Let be a protocol that securelyrealizesF as sketched
above,and let  beidentical to with the exceptionthat the interaction with
each copy of F is replaced with an interaction with a seprate instance of
Then, and have essetially the sameinput/output behavior. In particular,
if securelyrealizessomefunctionality | in the F-hybrid modelthen  securely
realizes| in the standard model (i.e., without accesgo any functionality).

B.1 The Public-Key Encryption Functionalit y F pke

(This sectionis takenalmost verbatim from [ckn03 ].) Within the UC framework,
public-key encryption is de ned via the public-key encryption functionality, de-
noted Fpke and presened in Figure 2. Functionality Fpke is intendedto capture
the functionality of public-key encryption and, in particular, is written in a way
that allows realizations consisting of three non-interactive algorithms without
any communication. (The three algorithms correspond to the key generation,
encryption, and decryption algorithms in traditional de nitions.)

Referring to Figure 2, we note that sid senesas a unique identi er for an
instance of functionality Fpke (this is neededin a generalprotocol setting when
this functionality can be composedwith other componerts, or even with other
instancesof Fpke ). It alsoencadesthe identit y of the decryptor for this instance.
The \public key value" pk hasno particular meaningin the ideal scenariobeyond
servingasan identi er for the public key related to this instance of the function-
ality, and this value can be chosenarbitrarily by the attacker. Also, in the ideal
setting ciphertexts serve asidenti ers or tags with no particular relation to the
encrypted messagegand assud are alsochosenby the adversarywithout knowl-
edgeof the plaintext). Still, rule 1 of the decryption operation guaranteesthat
\legitimate ciphertexts" (i.e., those produced and recordedby the functionality
under an Encrypt request)are decrypted correctly, while the resultant plaintexts
remain unknown to the adversary. In cortrast, ciphertexts that were not legiti-
mately generatedcan be decrypted in any way chosenby the ideal-processad-
versary. (Sincethe attacker obtains no information about legitimately-encrypted
messagesye are guaranteed that illegitimate ciphertexts will be decrypted to
valuesthat are independert from these messages.Note that the sameillegiti-
mate ciphertext canbe decryptedto di erent valuesin di erent activations. This



Functionalit 'y Fpke

Fpke proceedsasfollows, when parameterized by messagedomain ensenble D =
fDkokzn and security parameter k.

Key Generation: Upon receiving a value (KeyGensid) from some party R ,
verify that sid = (sid%R ). If not, then ignore the input. Otherwise:

1. Hand (KeyGensid) to the adversary.

2. Receive a value pk from the adversary, and hand pk to R .

3. If this is the rst KeyGenrequest, record R and pk .

Encryption:  Upon receiving from some party P a value (Encrypt ; sid; pk; m)
proceed as follows:

1. If m 2 D then return an error messageto P.

2. If m 2 Dk then hand (Encrypt ;sid; pk; P) to the adversary. (If pk 6
pk or pk is not yet de ned then hand also the entire value m to the
adversary.)

3. Receiwe a \ciphertext" c from the adversary, record the pair (c;m), and
send (ciphertext, c¢) to P. (If pk 6 pk or pk is not yet de ned then
do not record the pair (c;m).)

Decryption:  Upon receiving a value (Decrypt ; sid; ¢) from R (and R only),
proceed as follows:

1. If there is a recorded pair (c;m) then hand m to R . (If there is more
than one such pair then usethe rst one.)

2. Otherwise, hand the value (Decrypt ;sid; c) to the adversary. When re-
ceiving a value m® from the adversary, hand m°to R .

Fig. 2. The public-k ey encryption functionalit y, Fpke

provision allows the decryption algorithm to be non-deterministic with respect
to ciphertexts that were not legitimately generated.

Another characteristic of Fpke is that, whenactivated with a KeyGerrequest,
it always respondswith an (adversarially-chosen)encryption key pk® Still, only
the rst keyto be generatedis recorded,and only messageshat are encrypted
with that key are guaranteed to remain secret. Messagesncrypted with other
keys are disclosedto the adversary in full. This modeling represens the fact
that a single copy of the functionality captures the security requiremerts of
only a single instance of a public-key encryption scheme (i.e., a single pair of
encryption and decryption keys). Other keysmay provide correct encryption and
decryption, but do not guarantee any security (see[ckn03 ] for further discussion
about possiblealternativ e formulations of the functionalit y).



