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Abstract

Biometric data o er a potential sourceof high-entropy, secretinformation that canbe usedin
cryptographic protocols provided two issuesare addressed:(1) biometric data are not uniformly
distributed; and (2) they are not exactly reproducible. Recent work, most notably that of
Dodis, Reyzin, and Smith, has shovn how these obstaclesmay be overcomeby allowing some
auxiliary public information to be reliably sert from a server to the human user. Subsequen
work of Boyen hasshown how to extend thesetechniques,in the random oracle model, to enable
unidirectional authentication from the userto the server without the assumption of a reliable
communication channel.

We shaw two e cien t techniquesenablingthe useof biometric data to achieve mutual authen-
tication or authenticated key exchangeover a completely insecure(i.e., adversarially cortrolled)
channel. In addition to achieving stronger security guaranteesthan the work of Boyen, we im-
prove upon his solution in a number of other respects: we tolerate a broader classof errors and,
in one case,improve upon the parameters of his solution and give a proof of security in the
standard model.

1 Using Biometric Data for Secure Authen tication

Biometric data, as a potential sourceof high-entropy, secretinformation, have beensuggestedas
a way to enablestrong, cryptographically-secure authentication of human userswithout requiring
them to remenber or store traditional cryptographic keys. Before such data can be usedin existing
cryptographic protocols, however, two issuesmust be addressed: rst, biometric data are not
uniformly distributed and hencedo not o er provable security guaranteesif useddirectly as, say, a
key for a pseudorandomfunction. While the problem of non-uniformity can be addressedusing a
hash function, viewed either as a random oracle [2] or a strong extractor [20], a secondand more
di cult problem is that biometric data are not exactly reproducible as two biometric scansof the
samefeature are rarely identical. Thus, traditional protocols will not even guararnee correctness
when the parties usea sharedsecretderived from biometric data.
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Much work hasfocusedon addressingthese problemsin an e ort to dewelop securetechniques
for biometric authentication [8, 15, 19, 14, 22, 21]. Most recertly, Dodis, Reyzin, and Smith [9]
shaved how to usebiometric data to securelyderive cryptographic keyswhich could then be used,
in particular, for the purposesof authentication. They introduce two primitiv es (see Section 2
for formal de nitions): a secure sketch which allows recovery of a shared secret given a \close"
approximation thereof, and a fuzzy extractor which extracts a uniformly distributed string s from
this shared secretin an error-tolerant manner. Both primitiv eswork by constructing a \public"
string pub which is stored by the serner and transmitted to the user;loosely speaking, pub encales
the information neededfor error-tolerant reconstruction of the secretand subsequeh extraction.
The primitiv esare designedto be\secure" even when an adversary learnsthe value of pub (by, say,
eavesdroppingon the channel betweenthe sener and the user).

Unfortunately, although these primitiv essu ce to obtain security in the presenceof an eaves-
dropping adversary, the work of Dodis et al. doesnot addressthe issue of malicious modi cation
of pub. As a consequencetheir work doesnot provide a method for secureauthentication in the
presenceof an active adversary who may modify the messagesert betweenthe serer and the
user. Indeed, depending on the speci ¢ sketch or fuzzy extractor being utilized, an adversary who
maliciously alters the public string sert to a usermay be able to learn that user'sbiometric data in
its ertirety. A \solution" is for the userto store pub himself rather than obtain it from the sener,
or to authenticate pub using a certi cate chain or a MAC, but this defeatsthe purposeof using
biometric data in the rst place: namely, to avoid the needfor the userto store any additional
cryptographic information (even if that information neednot be kept secret).

Boyen [9], inter alia, partially addressegpotential adversarial modi cation of pub (although his
work focusesprimarily on the orthogonal issue of re-using biometric data with multiple seners,
which we do not explicitly addresshere). The main drawbadk of his technique in our context is
that it provides only unidirectional authentication from the userto the serer. Indeed, Boyen's
approach cannot be usedto adieve authentication of the sener to the user since his de nition of
\insider security” (cf. [5, Section5.2]) doesnot preclude an adversary from knowing the (incorrect)
value s° of the shared secret recovered by the user if the adversary forwards a modi ed pub® to
this user; once the adversary knows s® then from the viewpoint of the user the adversary can
do anything the serer could do and henceauthentication of the sener to the useris impossible.
The lack of mutual authentication implies that | when communicating over an insecure network
| the userand serer cannot securely establish a shared sessionkey with which to encrypt and
authenticate future messages:ithe user may unwittingly share a key with an adversary who can
then decrypt any data sert by that useraswell as authenticate arbitrary data.

1.1 Our Contributions

In this paper, we provide the rst full solution to the problem of secureremote authentication using
biometric! data: in particular, we shov how to achieve mutual authentication and/or authenticated
key exchange over a completely insecurechannel. We o er two constructions. The rst one may
be viewed as a genericsolution which protects against modi cation of the public value pub in any
context in which securesketches or fuzzy extractors are used; thus, this solution may be viewed
as a drop-in replacemen that \compiles” any protocol which is securewhen pub is assumedto
be transmitted reliably into one which is secureeven when pub might be tampered with. (We do
not formalize this notion of \compilation,” but rather view it as an intuitiv e way to understand

LOf course, our techniques are applicable to any scenariowhich relies on secretdata that, like biometric data, are
non-uniform and/or not exactly reproducible.



our results.) Our secondconstruction is speci ¢ to the settings of remote authentication and key
exdhange,whereit o ers someadvantagesas comparedto the rst solution.

Compared with the work of Boyen [5], our constructions enjoy the following additional advan-
tages(i.e., besidesadchieving mutual authentication rather than unidirectional authentication):

Both our solutions tolerate a stronger classof errors. In particular, Boyen's work only allows
data-independent errors, whereasour analysis handles arbitrary (but bounded) errors. We
remark that small yet data-dependert errors seemnatural in the corntext of biometric data.

Our secondsolution is proven securein the standard model.

Our solutions can achieve improved bounds on the entropy loss, on the order of 128 bits of
entropy for practical choicesof the parameters. This point is particularly important sincethe
entropy of certain biometric featuresis roughly this order of magnitude (e.g., 175{250 bits
for an iris scan|[8, 13)).

Organization. We review somebasicde nitions aswell asthe sketches/fuzzy extractors of Dodis
etal. [9]in Section2. In Section3 we intro ducethe notion of robust sketches/fuzzy extractors which
areresilient to modi cation of the public value. In that section,we alsoshow applications of robust
fuzzy extractors to the problem of mutual authentication. In Section 4, we describe our second
solution which is speci ¢ to the problem of using biometric data for authentication and o ers some
advantageswith respectto the rst construction.

2 De nitions

All logarithms are base2. We let U- denote the uniform distribution over "-bit strings. A metric
sppe (M ;d) is a set M equipped with a symmetric distance functon d: M M ! * [ foOg
satisfying the triangle inequality and such that d(x;y) = 0, x = y; whend is unimportant, we
will sometimescall M itself a metric space. (All metric spacesM consideredin this work are nite,

and the distancesinteger-valued.) For our application, we assumethat the format of the biometric
data is such that it forms a metric spaceunder someappropriate distance function. We will not
needto specify any particular metric spacein our work, as our results build in a genericway on
earlier sketch and fuzzy extractor constructions over any sud space(e.g., those constructed in [9]
for a variety of metrics).

A (nite) prokability sppoe ( ;P) is a nite set and a function P : ! [0;1] sud that
1> P(!)= 1. Arandom variable W de ned over the probability space( ;P) and taking values
in asetM is afunction W : ! M. For sudh a random variable, we let w W refer to the

experiment in which r 2  is chosenaccordingto P, and then w is assignedthe value W (r). If
( ;P) is aprobability spaceover which two random variablesW and W % are de ned, taking values
in a metric spaceM with assaiated distance function d, then we say that d(W: W9 t if for all
r2 it holdsthat d(W(r);Wqr)) t.

Given a metric space(M ;d) and a point x 2 M we de ne

Vol (x) €' £x°2 M jdx;xy tg; VoM ¥ rrzlafool{\" X)g:
X

The former is the number of points in a\ball" of radiust certered at x; the latter is the maximum
number of points in any ball of radius t.



For random variables A; B, the min-entropy of A is given by

def

Hi (A) = log mgler[A = a]

and, following [9], we de ne the average min-entropy of A given B as
Hi (AjB) %' log Exp, g[2 M (41B=H)]

The statistical di er ence l]1_>etween random variables A and B taking valuesin the sameset M is
dened asSD(A;B) £'1" .\ iPr[A=x] Pr[B = xJj.

2.1 Secure Sketches and Fuzzy Extractors

We review the de nitions from [9] using slightly di erent terminology. Recall from the introduction
that a securesketch provides a way to recover a shared secretw from any value w® which is a
\close" approximation of w. More formally:

Denition 1 An (m; m®t)-secure sketchover a metric space(M ;d) comprisesa sketchingproce-
dure SS: M ! f0;1g and arecovery procedure Reg where:

(Securit y) For all random variables W taking valuesin M sud that H1 (W) m, we have
Hy (Wjsgw)) mo

(Error tolerance) For all w;w®2 M with d(w;w® t, it holds that Re¢w® Sw)) = w. }

While securesketches addressthe issueof error correction, they do not addressthe issue of the
possiblenon-uniformity of W. Fuzzy extractors, de ned next, correct for this.

Denition 2 An (m;;t;")-fuzzy extractor over a metric space(M ;d) comprisesa (randomized)
extraction algorithm Ext: M ! f0;1g f0;1g and arecovery procedure Recsud that:

(Securit y) For all random variables W taking valuesin M and satisfying H, (W) m, if
hR;pubi  Ext(W) then SD (hR;pubi;hJ-;pubi) ".

(Error tolerance) For all pairs of points w;w°2 M with d(w;wY t, if hR; pubi Ext(w) then
it is the casethat Redw® pub) = R. }

As shown in [9, Lemma 3.1], it is easyto construct a fuzzy extractor over a metric space(M ;d)
given any securesketch de ned over the samespace,by applying a strong extractor [20] using a
random \k ey" which is included as part of pub. Starting with an (m; m®t)-securesketch and with
an appropriate choice of extractor, this yields an (m;m°® 2log(3):t; ")-fuzzy extractor.

2.2 Mo deling Error in Biometric Applications

As error correction is a key motivation for our work, it is necessaryto develop someformal model
of the types of errors that may occur. In prior work by Boyen [5], the error in various biometric
readingswas assumedto be under adversarial cortrol with the restriction that the adversary could
only specify data-independent errors (e.g., constart shifts). It is not clear that this is a realistic
model in practice: one certainly expects, say, portions of the biometric data where \features" are
preser to be more susceptibleto error.



Here, we considera more generalerror model wherethe errors may be data-degendent and hence
correlated not only with ead other but alsowith the biometric secretitself. Furthermore, aswe are
ultimately interested in modeling \nature"” | as manifestedin the physical processegshat cause
uctuations in the biometric measuremers | we do not even require that the errors be e cien tly
computable (although we will imposethis requiremert in Section4). The only restriction we make
is that the errors be\small" and, in particular, lessthan the desirederror-correction bound; since
the error-correction bound in any real-world application should be selectedto ensure correctness
with high probability, this restriction seemsreasonable.Formally:

De nition 3 A t-boundel distortion ensembleW = fW;gi=o .- iS a sequenceof random variables
W;: ! M sud that for all i we have d(Wg;W;) t. }

For our purposes,Wy represents the biometric reading obtained when a user initially registers
with a server, and W; represeits the biometric reading on the i authentication attempt by this
user. Note that, regardlessof the protocol used, an adversary can always impersonatethe sener
if the adversary can guessW; for somei > 0. The following lemmasbound the probability of this
occurrence. First, we show that the min-entropy of eah Wi; is, at worst, log(VolM ) bits lessthan
that of Wgy. Moreover, we show that W; is no easierto guessthan Wq assumingSSW,) is available.

Lemma 1 Let Wq; W, be random variablestaking valuesin M and satisfying d(Wo; W;) t, and
let B be an arbitrary random variable. Then

Hy (Wi jB) Hi (WojB) logVol!:

Bro of Fix x2 M and any outcomeB = b. Sinced(Wo; Wj) t, we have Pr[W; = xjB = b
idocx9 t PIWo = x%j B = b Vol! 2 Hi (WelB=D) ‘which meansthat Hy (W; j B = b)
Hi (WojB =D IogVoI{\’I . Sincethis inequality holds for every b, the lemma follows. |

We can prove better bounds on the \entropy loss" of W; if a sketch of Wy is already available. The
intuition is that in this casea correct guessfor W; implies a correct guessof Wy.

Lemma 2 Let Wy; W, be random variablestaking valuesin M and satisfying d(Wo; W;) t, and
let B be an arbitrary random variable. Let (SS Req be a (?;?;t)-secure sketch. Then

Hi (Wi ] SgWp);B) Hi1 (Wo j SgWo);B):
Pro of  Sinced(Wg; W;) t, we have RedW;; SgWy)) = Wyp which meansthat for any x; b;pub:
Pr[Wp = RedXx; pub) j SSWp) = pulgB = b Pr[W; = x ] SSWp) = pub;B = b

Sincethis holds for all x; b; and pub, the lemma follows. [ ]

The analogueof Lemma 2 for fuzzy extractors holds as well (with SSWg) replacedby pub).

3 Robust Sketches and Fuzzy Extractors

Recallthat a securesketch, informally speaking,takesa secretw and returns avaluepub  SSW)
which allows the recovery of w given any \close" approximation w° of w; a fuzzy extractor allows
recovery of an \almost uniform" string using w®and pub. When pub is transmitted to a user over
an insecurenetwork, howewer, an adversary might modify pubin transit and, in general,no security
guarartees are provided in this caseby \ordinary” sketchesand fuzzy extractors. In this section,



we de ne the notion of robust sketchesand fuzzy extractors that protect against this sort of attack
in a very strong way: with high probability, the userwill detect any modi cation of pub and can
thus immediately abort in this case. We then show: (1) a construction of a robust sketch in the
random oracle model, starting from any securesketch satisfying a certain technical property; and
(2) a corversion from any robust sketch to a robust fuzzy extractor, again in the random oracle
model. We concludethis section by showing the immediate application of robust fuzzy extractors
to the problem of mutual authentication/k ey exchange.
We rst de ne a technical property for securesketches:

Denition 4 An (m; m%t)-secure sketch (SSReq is said to be well-formed if it satis es the
conditions of De nition 1 with the following modi cations: (1) Rec may now return either an
elemeri in M or the distinguished symbol ?62M ; and (2) for all w°2 M and arbitrary pub® if
Redqw® pub?) 6 ? then d(w® Redw?® pub?) t. }

It is straightforward to transform any securesketch (SSReq into a well-formed secure sketch
(SS Red: Re@runs Recand then veri es that its output w is within distancet of the input w®. If
yes, it outputs w; otherwise, it outputs ?.

We now de ne the notion of a robust sketch:

De nition 5 Given algorithms (SSReqd and random variables W = fWg, W4, :::, W,g over
metric space(M ;d), considerthe following game betweenan adversary A and a challenger: Let
wp (resp., w;) be the value assumedby Wy (resp., W;). The challenger computespub  SSwy)

i with Redqw;; puly) 8? we say the adversary suaeeds and this evert is denoted by Succ

We say (SSRed is an (m; m%t; n; )-robustsketchover (M ;d) if it is a well-formed (m; m%t)-
securesketch, and for all t-boundeddistortion ensenblesW with H1 (W) m and all adversaries
A we have Pr[Sucd . }

A simpler de nition would be to consider only random variables f Wg; W1g and to have A only
output a single value pub; 6 pub. A standard hybrid argumert would then imply the above
de nition with " increasedby a multiplicativ e factor of n. We have chosento work with the
more generalde nition above asit potertially allows for a tighter concretesecurity analysis. Also,
although the above de nition allows all-powerful adversaries,we will consider adversarieswhose
gueriesto a random oracle are bounded (but are otherwise computationally unbounded).

Remark: The proceedingsversion of this work considereda slightly di erent de nition in which
m%was the average min-entropy of Wq conditioned on the adversary's view View over the course
of the experiment (rather than simply conditioned on SS(Wy)). Given that Pr[Sucq , One can
lower bound Hy (Wg j View) in terms of m%= H; (Wg j SS(Wo)); howewer, asit turns out, for the
application to mutual authentication in Section 3.3 the presert de nition is all that is needed.

3.1 Constructing a Generic Robust Sketch

LetH :f0;1g ! f0;1g¢ beahashfunction that will be modeledasa random oracle. We construct
a robust sketch (SS Reqg from any well-formed securesketch (SS ; Rec) as follows:

Sqw) Redqw; pub = hpub ;hi)
pub  SS(w) wP= Rec (w; pub)
h=H(w;pub) if w0=? output ?

return pub= hpub ;hi if H(w%pub) 6 h output ?

otherwise, output w°



Theorem 1 If (SS;Rec) is a well-formed (m; m®t)-secure sketchover metric space (M ;d) and
H :f0;1g ! f0;1g¢ is a random oracle, then (SSReg is an (m; m%t; n; )-robust sketch over
(M ;d) for any adversary making at most g4 queriesto H, wher

(@ +n) 2%+ @Bgy+2n VolM) 2™,
m® log(3gy + 2):

mo0 =

Whenk m%+ logoy, the atove simplies to
(4gy + 2n Vo) 2 ™"

Pro of (Sketch) It is easyto seethat (SS Req is a well-formed (m; ?;t)-securesketch. We rst
bound the succesrobability of any adversary in the gameof De nition 5, and then compute the
value mPsuch that (SSReq is an (m; m%t)-securesketch. Let pub= hpub ;hi denote the value
output by SSin an execution of the gamedescribed in De nition 5. Note that if pub; = hpub ; h;i
with puby = pub , then Redw;;pub) =? sinceh; 6 h; thus we will assumepub, & pub for all i.
Fix a t-bounded distortion ensenble fWq; Wq;:::; Whg with H1 (Wg) m. For any output

pub = hpuly ; hji of A, de ne the random variable Wiodzef Rec (W;; pub, ). In order not to complicate
notation, we de ne

def
Hi (W9 = log g%xpr[\/\/io: x] ;

i.e., we ignore the probability that WiO: ? sinceA doesnot succeedn this case.H, (Wioj X) for a
random variable X is de ned similarly. Let wg, w;, and wiO denote the valuestaken by the random
variables Wg, W;, and Wio, respectively.

We classify the random oracle queriesof A into two types: type 1 queriesare those of the form
H(;pub), and type 2 queriesare all the others. Informally, type 1 queriesrepresen attempts by
A to learn the value of wp; in particular, if A nds w suc that H (w;pub ) = h then it is \lik ely"
that wo = w. Type 2 queriesrepresen attempts by A to determine an appropriate value for some
h;i; i.e., if A \guesses"that in: w for a particular choice of pub, then a \winning" strategy is for
A to obtain h; = H(w;pub,) and output puly = hpub ;hji.

Without lossof generality, we assumethat A makesall its type 1 queries rst, followed by all its

of the type 1 and type 2 queriesfollows essetially from the analysisthat follows.
Let Q1 (resp., Q2) be a random variable denoting the sequenceof type 1 (resp., type 2) queries
made by A and the corresponding responses,and let g; (resp., @) denotethe value assumedby Q;

resp., Qz). FOr some xed value or pub, de ne ub — 1 oJpun). otice, since ,Rec) Isan
( Q,). F d value of pub, d oub =" Hy (Wojpub). Notice, since(SS ;Rec) i

(m; mSt)-securesketch, we have Expyp[2 0] 2 m°  Now, de ne Subias ©'H, (W | pub ),

and let us call the value g \bad" if SUb;Ql pub 1. We considertwo cases:If 2 0 204 we
will not have any guaranees, but using Markov's inequality we have Pr[2 rvo 2g4] = Pr[2 pw

2 m° (2m°:2qH )] 204 2 m®  Otherwise, if 2 pb > 204, we obsene that the type 1 queries of

A may be viewed as guessesof wp. In fact, it is easyto seethat we only improve the success
probability of A if in responseto a type 1 query of the form H (w; pub ) we simply tell A whether

Wo = w or not.2 It is immediate that A learns the correct value of wg with probability at most

g« 2 rw, Moreover, when this doesnot happen, A has eliminated at most qy 2 rw=2 (out of

2This has no e ect when H (w;pub ) 6 h asthen A learns anyway that w 6 wo. The modication has a small
(but positive) e ect on the successprobabilit y of A when H (w; pub ) = h sincethis fact by itself doesnot de nitiv ely
guarantee that w = wp.



at least 2 ruw) possibilities for wg, which meansthat gub;ql pub 1, orin other words that q; is
\good". Therefore, the probability that qg; is \bad" in this secondcaseis at mostqq 2 rub,
Combining the above two argumerts, we seethat

Exppub[Pr[ql bad]] I:)rpub[z pub 2qH] + Eprub[QH 2 pUb]
24 2 ™y 2™ = 3y 2™ (1)

Next, dene 0%, %' mini(Hy (WCj pub;cs)). Since fWo;Wy;:::g is a t-bounded distortion

ensenble we have d(Wo; W;) t. Furthermore, since(SS ;Rec) is well-formed, f W;; W is alsoa

t-boundeddistortion ensenble® regardlessof pub, , which meansd(W;; W9 t. Applying Lemma 2
on fWo; W;g (noticing that pub cortains pub ), followed by Lemma 1 on f W;; W%, we have

Sl Min(H1 (Wi j pubiay)  log Vol Subg,  log Vol : )

We now considerthe type 2 queriesmade by A. Clearly, the answers to these queriesdo not

aect the conditional min-entropies of W0 (since these queries do not include pub ), so the best

probability for the attacker to predict any of the W0 s still given by 2 ®ba:, for xed pub and
.. Assumefor a momert that there are no collisions in the outputs of any of the adversary's
random oracle queries, and consider the adversary's i query hpub ; hji to the challenger. The
probability that this query is \successful" is at most the probability that A asked a type 2 query
of the form H(w? ) for the correct w? plus the probability that such a query was not asked,
yet A neverthelessmanagedto predict the value H (w puly ). Clearly, the secondcasehappens
with probability at most 2 . As for the rst case,for any h; there is at most one w for which
H(w; ) = hj, since, by assumption, there are no collisions in these type 2 queries. Thus, the
adversary succeednits it query if this w is equal to the correct valuew?. By what we just argued,
the probability that this occursis at most 2 pubfu irrespective of puby . Therefore, assumingno
collisions in té/pe 2 queries, the successprobability of A in any one of its n parallel queriesis at

mostn (2 fwar + 2 K). Furthermore, by the birthday bound the probability of a collision is at
most g2 =2¢. Therefore, conditioned on pub and ¢; and for the corresponding value of 9, we

pub;gy ?
nd that Pr[Succj pubiqy] n 2 Pber + (g +n) 2K
To conclude, the adversary's overall probability of succesds thus bounded by the expectation,
over pub and g, of this previous quartit y; that is:

Pr{Sucd = EXppupg, [Pr{Succj pub; ai]]
2 4 k
(g5 +n) % 3
. X 00 :
+ Exppup 4 Pr [on badj pub] + n 2 eear PriQp= quj publd:
G Q 1 & good

Using Equation 2, we seethat 2 b VoM 2 ma: . Moreover, for good q; we have Subiay
pub 1, which meansthat 2 pubia 2 VoI'tVI 2 rw, Finally, using Equation 1, we have

3This ignoresthe casewhen W= ? ; seethe de nition of H1 (W% given earlier.



EXppup[Prlcn bad j pub]] 3oy 2 me, Combining all these, we successiely derive:

Pr[Sucd (@ +n) 2%+3q 2™
+ Exppyp 20 Vo' 2 e Pr [ good]
0 Q 1

(@ +n) 2%+3 2™+2n Vol Exppy 2 ™
(@ +n) 25+ @Bgy+2n VoM) 2™

As for the claimed value of m% let oub D€ as before. Again, we assumethat for ead type-1
query of A we simply tell A whether its \guess" for wg was correct or not. (Note that type-2
gueriesare no longer relevant.) Arguing as before, we have:

h [
0

Exppub;ql 2 pubay Eprub Prlop bad]+ 2 2w

as desired. [ ]

We remark that the above proof usesonly a non-programmablerandom oracle.

The bound on that we derive in the above proof has an intuitiv e interpretation. The sub-
expression gq + n Vol{\’I 2 M that appears (up to constart factors due to the analysis) can
be viewed as the probability that the adversary \gets information" about the point wg. The
contribution g4 2 m® is due to the type 1 oracle querieswhere, for ead of at most gy queries,
the adversary \hits" the correct value of wg with probability 2 m® Then, eah of the adversary's
n challengescover no more than Vol{\’I candidatesfor wg, sinceead such query eliminates at most
one value for wi0 (unless collisions in type 2 queriesoccur), which in turn eliminates up to VoltM
candidatesfor w;j, ead of which can only eliminate one candidate Redw;; pub ) for wp. Besidesthe
above, the other cortributions to are due to the probability of collisions in the random oracle,
plus a small term to accourt for the possibility that the adversary can guessthe output of the
random oracle at an unqueried point.

In practice, k will belarge enoughsothat max(gy; n Vol ) is the dominant factor determining
the amount of the additional \loss" incurred as comparedto regular \non-robust” sketches.

3.2 From Robust Sketches to Robust Fuzzy Extractors
We now de ne the notion of a robust fuzzy extractor:

De nition 6 Given algorithms (Ext; Reqd and random variablesW = fWg, W4, :::, W,g over a
metric space(M ;d), considerthe following gamebetweenan adversary A and a challenger: Let wg
(resp., w;) be the value assumedby Wy (resp., W;). The challenger computes (R; pub)  Ext(wg)

ani with Recw;;puby) 6? we say the adversary suaeeds and this evert is denoted by Succ

We say (Ext;Req is an (m;"; t;"; n; )-robustfuzzy extractor over (M ;d) if it isan (m;; t;")-
fuzzy extractor, and for all t-boundeddistortion ensenblesW with H1 (Wp) m and all adversaries
A we have Pr[Sucd . }

Remark: The proceedingsversion of this work considereda wealer de nition in which A was not
given R; howewer, that de nition is not the \right" oneto usefor our intended application to key
exdchange. (The current de nition alsodiers from the onegivenin the proceedingsversionin that,
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as in the caseof robust sketches, we only condition on pub when requiring that R be statistically
indistinguishable from uniform, rather than conditioning on the adversary's ertire view. Seethe
remark following De nition 5.)

An easytransformation from any robust sketch to a robust fuzzy extractor is to simply apply
an independert random oracle G to the recovered value w. (A proof is omitted, but follows ideas
similar to those usedin the proof of Theorem 1.) This is essetially the idea usedin [9, Lem-
ma 3.1], but using a random oracle instead of pairwise-independen hashing. We remark that neasve
use of pairwise-independert hashing asin [9, Lemma 3.1] will not work (in general) for at least
two reasons: (1) we needto also take into accourt adversarial modi cation of the hash function
included as part of pub, and (2) we needto take into account the additional entropy loss due to
the fact that A is given the extracted value R. Both these problems essetially \go away" in the
random oracle model.

3.3 Application to Secure Authen tication

The application of a robust fuzzy extractor to achieve mutual authentication or authenticated key
exdhangeover an insecurechannelis immediate. For concretenesslet be a protocol that achieves
key exchangewith explicit (mutual) authentication basedon uniformly-distributed symmetric keys
of length ~ (we are assumingde nitions for 2-party key exchange along the lines of [3, 1]). Now,
givenany (m;"; t;"; n; )-robust fuzzy extractor (Ext;Reg and any sourceWg with H; (W) m,
considerthe protocol °constructed as follows:

Initialization.  The usersampleswg accordingto Wy (i.e., scanshis biometric data) and computes
(R;pub)  Ext(wg). The userregisters(R; pub) at the sener.

Proto col execution. The it time the user wants to run the protocol, the user will sample w;
according to somedistribution W; (i.e., the user re-scanshis biometric data). The sener
sendspub to the user, who then computes R = Ext(w;; pub). If R =72, the userimmediately
aborts. Otherwise, the serer and user execute protocol , with the serer and the user
respectively using the keysR and R.

Assumethat W = fWgp;Wy;:::g is a t-bounded distortion ensenble. Correctnessof the above
protocol is easily seento hold: if the user obtains the correct value of pub from the sener then,
becaused(wo; w;) t, the userwill recorer R = R and thus both userand sener will end up using
the samekey R in the underlying protocol .

The security of °with respectto an active adversarywho may cortrol all messagesert between
the userand the serwer follows from the following obsenations:

If the adversary forwards pub”6 pubto at mostn di erent user-instancestheseinstanceswill
all abort immediately (without running ) exceptwith probability at most . We stressthat
herewe crucially rely on the fact that the adversaryin the gameof De nition 6 is givenR, for
the following subtle reason: executionsof the adversary with sener-instances,aswell aswith
user-instanceswhen the adversary forwards the correct value of pub, may reveal information
about R (at leastin an information-theoretic sense)sinceR is then usedin an executionof .

Assume that all user-instancesto which the adversary forwards pub® 6 pub are aborted
immediately (i.e., without actually running Redw;; pubd). By what we have said above, this
can a ect the adversary's overall advantage in attacking °by at most . Furthermore, in
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this hybrid gamethe adversary learns no information about wg other than what is revealed
by pub.

The remaining instances(i.e., sener-instances,or user-instancesto which the adversary for-
wards the correct value of pub) are simply running  using a key R which is within statistical
dierence " from a uniformly distributed “-bit key. Security of thus implies security of
theseinstances.

In terms of concrete security (informally), let * denote the maximum successprobability of
an adversary attacking  and executing at most n sessionswith the user and n° sessionswith the
sener (where, to take a concrete example, successhere meansthat the adversary violates mutual
authentication by causing an instance to accept without a matching partner [3]). Assuming an
(m;;t; " n; )-robust fuzzy extractor is used,the succesprobability of any adversary attacking °
(using similar resources)is at most + "+ "

4 Impro ved Solution Tailored for Mutual Authen tication

As discussedn the introduction, the robust sketchesand fuzzy extractors described in the previous
section provide a general mechanism for dealing with adversarial modi cation of the public value
pub. In particular, taking any protocol basedon the securesketchesor fuzzy extractors of [9] which
is securewhen the public value is assumednot to be tampered with, and plugging in a robust
sketch or fuzzy extractor, yields a protocol secureagainst an adversary who may either modify the
contents of the serer | asin the casewhere the senrer itself is malicious | or elsemodify the
value of pub when it is sen to the user.

For speci ¢ problemsof interest, howeer, it remainsimportant to explore solutions which might
improve upon the general-purposesolution described above. In this section, we show that for the
caseof mutual authentication and/or authenticated key exdhange an improved solution is indeed
possible. As comparedto the genericsolution basedon robust fuzzy extractors (cf. Section3.3), the
solution described here has the advantagesthat: (1) it is provably securein the standard model,
and (2) it can achieve improved boundson the \e ectiv e entropy loss". We provide an overview of
our solution now.

Giventhe proof of Theorem1, the intuition behind our current solution is actually quite straight-
forward. Asin that proof, let W = fWy; :::g beasequencef random variableswhere W, represens
the initial recordedvalue of the user's biometric data and W; denotesthe it" scannedvalue of the
biometric data. Given a well-formed securesketch (SS ;Rec) and a value pub, 6 pub = SS (Wp)

chosenby the adversary, let Wiodzef ReqW;; pub ) and de ne the min-entropy of Wi0 asin the proof
of Theorem 1. At a high level, Theorem 1 follows from the obsenations that: (1) the average
min-entropy of W.%is \high" for any value pub; ; and (2) sincethe adversary succeedonly if it can
also output a value hj = H (Wio, pub ), where H is a random oracle, the adversary is essefially

unable to succeedwith probability better than 2 H: W in the ith iteration. Crucial to the proof
also is the fact that, exceptwith \small" probability, the value h = H (Wy; pub ) doesnot reduce
the entropy of W \v ery much" (again using the fact that H is a random oracle).

The above suggeststhat another way to ensure that the adversary does not succeedwith
probability better than 2 H: W in any given iteration would be to have the userrun an\equality
test" using its recovered value Wio. If this equality test is \secure” (in someappropriate sensewe
have not yet de ned) then the adversary will e ectiv ely be reducedto simply guessingthe value of
Wio, and henceits successprobability in that iteration will be as claimed. Sincewe have already
noted that the average min-entropy of WiO is \high" when any well-formed securesketch is used
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(regardlessof the value pub; chosenby the adversary), this will be su cien t to ensuresecurity of
the protocol overall.

Thinking about what notion of security this \equality test" should satisfy, one realizesthat it
must be securefor arbitrary distributions on the user's secretvalue, and not just uniform ones.
Also, the protocol must ensurethat ead interaction by the adversary correspondsto a guessof (at
most) one possiblevalue for Wio. Finally, sincethe protocol is meart to be run over an insecure
network, it must be \non-malleable” in somesensesothat the adversary cannot executea man-in-
the-middle attack when the userand sener are both executingthe protocol. Finally, the adversary
should not gain any information about the user'strue secretWy (at leastin a computational sense)
after passiwely eavesdroppingon multiple executionsof the protocol. With the problem laid out in
this way, it becomesclear that one possibility is to usea password-only authenticated key excdhange
(PAK) protocol [4, 1, 6] asthe underlying \equality test".

Although the above intuition is appealing, we remark that a number of subtleties arise when
trying to apply this ideato obtain a provably securesolution. In particular, we will require the PAK
protocol to satisfy a slightly strongerde nition of security than that usually consideredfor PAK (cf.
[1, 6, 12]); informally, the PAK protocol should remain \secure" even when: (1) the adversary can
dynamically add clients to the system, with (unique) identities chosenby the adversary; (2) the
adversary can specify non-uniform and dependent password distributions for these clients; and
(3) the adversary can specify such distributions adaptively at the time the client is added to the
system. Luckily, it is not di cult to verify that at least someexisting protocols(e.g., [1, 17, 18, 11,
16]) satisfy a de nition of this sort.* (Interestingly, the recent de nition of [7] seemsto imply the
above properties.) Due to lack of space,the formal de nition of security required for our application
is deferredto the full version.

41 A Direct Construction

With the above in mind, we now describe our construction. Let be a PAK protocol and let
(SS Req be a well-formed securesketch. Construct a modi ed protocol ©as follows:

Initialization. User U sampleswg accordingto Wy (i.e., takesa scan of his biometric data) and
computespub  SSwp). The userregisters (wp; pub) at the sener S.

Proto col execution (server). The sener sendspub to the user. It then executesprotocol
using the following parameters: it setsits own \identity" (within ) to be Skpub, its \partner
identity" to be pid = Ukpub, and the \password" to be wp.

Proto col execution (user). The i time the user executesthe protocol, the user rst samples
w; according to distribution W; (i.e., the user re-scanshis biometric data). The user also
obtains a value pub® in the initial messaget receives, and computesw® = Redw;; pub?). If
w®=? then the usersimply aborts. Otherwise, the user executesprotocol , setting its own
\identity" to Ukpub®, its \partner identity" to Skpub® and using the \password" w®.

It is easyto seethat correctnessholds, sinceif the user and the sener interact without any
interference from the adversary then: (1) the identity used by the serwer is equal to the partner
ID of the user; (2) the identity of the useris the sameasthe partner ID of the sener; and (3) the
passwords wo and wP are identical. Before discussingthe security of this protocol, we need to

4In fact, it is already stated explicitly in [17, 11] that the given protocols remain secureeven under conditions 1
and 2, and it is not hard to seethat they remain secureunder condition 3 as well.
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introduce a slight restriction of the notion of a t-bounded distortion ensenble in which the various
random variablesin the ensenble are (e cien tly) computable:

Denition 7 Let (M ;d) be a metric space. An explicitly computablet-bounded distortion en-
sembleis a sequenceof boolean circuits W = fWj;:::g and a parameter *~ such that, for all i, the
circuit W; computes a function from f0;1g to M and, furthermore, for all r 2 f0;1g we have
d(Wo(r); Wi(r)) t. }

In our application, W will be output by a ppt adversary, ensuring both that the ensentle contains
only a polynomial number of circuits and that ead sud circuit is of polynomial size (and hence
may be evaluated e cien tly). Weremark that it is not necessaryfor our proof that it be possibleto
e cien tly verify whether a given W satis es the \ t-bounded" property or whether the min-entropy
of Wy is asclaimed, although the security guaranee stated below only holdsif W doesindeedsatisfy
these properties.®> With the above in mind, we now state the security achieved by our protocol:

Theorem 2 Let be a secure PAK protocol (with respect to the de nition sketchel earlier) and
let A be a ppt adversary. If (SSReg is a wel-formed (m; m®t)-secure sketch over a metric
space (M ;d), and W = fWy;:::gis an explicitly-computablet-bounded distortion ensemble(output
adaptively by A) with H; (W)  m, then the suaessprobability of A in attacking protocol Ois at
most s 2 my negl ), where gs representsthe numkber of sessionsin which the adversaryattempts
to impersonate one of the parties, and m°= m® logVolM .

Due to spacelimitations, the proof is deferredto the full version.

Specic instan tiations.  As noted earlier, a number of PAK protocols satisfying the required
de nition of security are known. If oneis corntent to work in the random oracle model then the
protocol of [1] may be used(note that this still represerts an improvemern over the solution based
on robust fuzzy extractors since the \e ectiv e key size" will be larger, as we discussin the next
paragraph). To obtain a solution in the standard model which is only slightly lesse cient, the
PAK protocols of [17, 11, 16] could be used® Note that although these protocols were designed
for usewith \short" passwords, they can be easily modi ed to handle \large" passwords without

much lossof e ciency; we discussthis further in the full version.

4.2 Comparing Our Tw o Solutions

It is somewhatdicult to comparethe security o ered by our two solutions (i.e., the one basedon
robust fuzzy extractors and the one described in this section) since an exact comparison depends
on a number of assumptionsand designdecisions. As we already obsened, the main advantage of
the solution describedin this sectionis that it doesnot rely on random oracles. On the other hand,
the solution basedon robust fuzzy extractors is simpler and more e cien t.

The solution preseried in this sectiondoesnot require any randomnessextraction, and it there-
fore \saves" 2log ! bits of ertropy as comparedwith solutions that apply standard randomness
extractors to the recovered biometric data. Sincea likely value in practice is 2 64 this results

5As to whether the adversary can be \trusted" to output a W satisfying these properties, recall that W anyway
is meant to model naturally-o ccurring errors. Clearly, if a real-world adversary has the ability to, e.g., introduce
arbitrarily-large errors then only weaker security guarantees can be expected to hold.

SAlthough theseproto colsrequire public parameters, such parameters can be\hard coded" into the implementation
of the protocol and are xed for all usersof the system; thus, usersare not required to remember or store thesevalues.
The dierence is akin to the dierence between PAK protocolsin a \hybrid" PKI model (where clients store their
senver's public key) and PAK proto cols (including [17, 11, 16]) in which clients need only remember a short password.
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in a potential savings of at least 128 bits of entropy. When the entropy of the original biometric
data is \large", howewer, we notice that (1) as mertioned already in the previous section, we may
use a random oracle as our randomnessextractor and thereby avoid the loss of 2log * bits of
entropy; and (2) our two approadescan be combined, and one can usea PAK protocol with any
robust sketch. If this is done then additional extraction is not required, and so we again avoid
losing 2log 1 bits of entropy.

On the other hand, the solution of the presert sectiono ers a clear advantage when the entropy
of the original biometric data is \small". Although in this casethe adversary can succeedby an
exhaustive, on-line \dictionary" attack, the security of our secondsolution implies that this is
the best an adversary can do. In cortrast, our solution basedon robust sketches would not be
appropriate in this casesincethe adversary could determine the user's secretbiometric data using
o -line queriesto the random oracle (cf. the factor proportional to g4 2 m® in Theorem 1).
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