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Abstract. We propose a simple and e cien t construction of a CCA-
securepublic-k ey encryption schemefrom any CPA-secureidentit y-based
encryption (IBE) scheme. Our construction requires the underlying IBE
scheme to satisfy only a relatively \w eak" notion of security which is
known to be achievable without random oracles; thus, our results pro-
vide a new approach for constructing CCA-secure encryption schemesin
the standard model. Our approach is quite di erent from existing ones;
in particular, it avoids non-interactiv e proofs of \w ell-formedness" which
were shown to underlie most previous constructions. Furthermore, ap-
plying our conversion to somerecertly-prop osedIBE schemesresults in
CCA-secure schemeswhose e ciency makesthem quite practical.

Our technique extends to give a simple and reasonably e cien t method
for securing any binary tree encryption (BTE) scheme against adaptive
chosen-ciphertext attacks. This, in turn, yields more e cien t CCA-secure
hierarchical identit y-based and forward-secure encryption schemesin the
standard model.

Keywords: Chosen-ciphertextsecurity, Forward-secureencryption, Identit y-based
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1 Intro duction

Security against adaptive chosen-ciphertext attacks (i.e., \CCA security") is
a strong and very useful notion of security for public-key encryption schemes
[rs91 ,ddn00 ,bdpr98 ] . This notion is known to su ce for many applications of
encryption in the presenceof active attackers, including securecommunication,
auctions, voting schemes,and many others. Indeed, CCA security is commonly
acceptedas the security notion of choice for encryption schemesthat are to be
\plugged in" to a protocol running in an arbitrary setting; see,e.g., [s98].
However, there are only a handful of known public-key encryption schemes
that can be proven CCA-securein the standard model (i.e., without the use of
heuristics such asrandom oracles).In fact, only two main techniques have been
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proposedfor constructing such cryptosystems.The rst follows the paradigm of
Naor and Yung [ny90] (later extendedby Sahai[s99] and simplied by Lindell

[103]), and the related scheme of Dolev, Dwork, and Naor [ddn00 ]. This tech-
nique usesasbuilding blocks any CPA-securepublic-key encryption scheme(i.e.,
any schemesecureagainst chosen-plairtext attacks [gm84]) along with any non-
interactiv e zero-knavledge(NIZK) proof system[bfm88 ,flIs90 ]; in turn, ead of
these primitiv esmay be constructed using any family of trap door permutations.

The encryption schemesresulting from this approacd, however, are highly inef-
cient precisely becausethey employ NIZK proofs which in turn use a generic
Karp reduction from an instance of the encryption schemeto an instance of some
NP-complete problem. Furthermore, there are currently no known e cien t NIZK

proof systemseven under speci ¢ assumptionsand for particular cryptosystems
of interest. Thus, given current techniques, this methodology for constructing
CCA-securecryptosystemsseresas a \pro of of feasibility" but doesnot lead to
practical constructions.

The secondtechnique is due to Cramer and Shoup[cs98,cs02], and is based
on algebraic constructs with particular homomorphic properties (namely, those
which admit \smooth hash proof systems"; see[cs02]). Algebraic constructs
of the appropriate type are known to exist basedon somespeci ¢ assumptions,
namely the hardnessof the decisionalDi e-Hellman problem [cs98] or the hard-
nessof deciding quadratic residuosity or N residuosity in certain groups[cs02].
More e cien t schemesfollowing the same basic technique have been given re-
certly [gl03 ,cs03], and the technique leadsto a number of possibleinstantia-
tions which are e cien t enoughto be usedin practice.

Interestingly, as obsened by Elkind and Sahai [es02], both of these tech-
niques for constructing CCA-secure encryption schemescan be viewed as spe-
cial casesof a single paradigm. In this, more generalparadigm (informally) one
starts with a CPA-securecryptosystem in which certain \ill-formed" ciphertexts
are indistinguishable from \w ell-formed" ones. A CCA-secure cryptosystem is
then obtained by having the senderinclude a \pro of of well-formedness"for the
transmitted ciphertext. Both NIZK proofs and smooth hash proof systemswere
shown to meetthe requiremerts for these proofs of well-formedness.and thus all
the schemesmentioned above (with the possibleexception of [ddn00]) may be
viewed as instantiations of a single paradigm.

1.1 Our contributions

We propose a new approach for constructing CCA-secure public-key encryp-
tion schemes. Instead of using \pro ofs of well-formedness"as in all previous
schemes,we instead give a direct construction using identit y-based encryption
(IBE) sthemessatisfying a \w eak" notion of security. A number of IBE schemes
meeting this weak notion of security in the standard model were recertly pro-
posed (seebelow); thus, our approadc yields new constructions of CCA-secure
encryption in the standard model. The resulting schemesare simple and reason-
ably e cien t, and are quite di erent from the onesdescribed above. In particu-
lar, they do not seemto t within the characterization of Elkind and Sahai. We



remark that our techniques may also be usedto construct a non-adaptive (or
\lunc htime") CCAZ1-secureencryption scheme[ny90,ddn00 ,bdpr98 | basedon
any weakIBE scheme;interestingly, our conversionin this caseadds (essetially)
no overhed to the original IBE scheme.

Before sketching our construction, we rst recall the notion of IBE. The con-
cept of identit y-basedencryption wasintro duced by Shamir [s84], and provably-
securelBE schemes(in the random oracle model) were recertly demonstrated
by Boneh and Franklin [bf01 ] and Cocks [cO1]. An IBE schemeis a public-key
encryption schemein which, informally, any string (i.e., identity) can sere as
a public key. In more detail, a trusted private-key generator (PKG) initializes
the system by running a key-generationalgorithm to generate\master" public
and secretkeys. The public key is published, while the PKG storesthe secret
key. Givenany string id 2 f0;1g (which can be viewed asa receiver's identit y),
the PKG can derive a \p ersonal secretkey" SKiy. Any sendercan encrypt a
messagdor this receiver using only the master public key and the string id. The
resulting ciphertext can be decrypted using the derived secretkey SK g4, but the
messagaemains hidden from an adversary who doesnot know SK iy evenif that
adversary is given SK qo for various identities id°6 id.

In the de nition of security for IBE given by Boneh and Franklin [bf0O1 ],
the adversary is allowed to choosethe \target identity" (id in the above discus-
sion) in an adaptive manner, possibly basedon the master public key and any
keys SK g0 the adversary has obtained thus far. Boneh and Franklin construct
a schememeeting this de nition of security basedon the bilinear Di e-Hellman
(BDH) assumption in the random oracle model. A weaker notion of security
for IBE, proposedby Canetti, Halevi, and Katz [chk03 ], requiresthe adversary
to specify the target identity before the public-key is published; we will refer
to this notion of security as\w eak" IBE. Canetti, et al. [chk03 ] show that a
weak IBE schemecan be constructed basedon the BDH assumptionin the stan-
dard model Concurrent with the present work, more e cien t constructions of
weak IBE schemesin the standard model (including one basedon the BDH as-
sumption) were given by Boneh and Boyen [bb04]. Both of the above-mertioned
constructions of weak IBE basedon the BDH assumption build on earlier work
of Gentry and Silverberg [gs02].

Our construction of CCA-secure encryption requires only an IBE sceme
satisfying the weaker notion of security referred to above. The conversion of
any sud IBE schemeto a CCA-secure public-key encryption scheme proceeds
as follows: The public key of the new schemeis simply the master public key
of the IBE scheme, and the secretkey is the corresponding master secret key.
To encrypt a messagethe sender rst generatesa key-pair (vk;sk) for a one-
time strong signature scheme,and then encrypts the messagevith respectto the
\identit y" vk. (A \strong" signature schemehasthe property that it is infeasible
to createnewvalid signature even for previously-signedmessages.Yhe resulting
ciphertext C is then signedusing sk to obtain a signature . The nal ciphertext
consistsof the veri cation key vk, the IBE ciphertext C, and the signature
To decrypt a ciphertext hvk; C; i, the receiver rst veri es the signature on C



with respectto vk, and outputs ? if the veri cation fails. Otherwise, the receiver
derivesthe secretkey SK i corresponding to the \identit y" vk, and usesSK
to decrypt the ciphertext C as per the underlying IBE scheme.

Security of the above schemeagainst adaptive chosen-ciphertextattacks can
be informally understood asfollows. Say a ciphertext hvk; C; i isvalidif isa
valid signature on C with respect to vk. Now considera \c hallenge ciphertext"
¢ = hvk ;C ; i givento the adversary. Any valid ciphertext ¢ = hvk;C; i
submitted by the adversaryto a decryption oracle (implying ¢6 c ), must have
vk 6 vk by the (strong) security of the one-time signature scheme.The crux of
the security proof then involvesshowing that (weak) security of the IBE scheme
implies that decrypting ¢ doesnot give the adversary any further advantage in
decrypting the challenge ciphertext. Intuitiv ely, this is becausethe adversary
would be unable to decrypt the underlying ciphertext C evenif it had the
secret key SK ¢ correspnding to vk (sincevk 6 vk , and C wasencrypted for
\identity" vk using an IBE scheme).

A simple modi cation of the above gives a (non-adaptive) CCAl-secure
schemewith virtually no overheadcomparedto the original IBE scheme.Namely,
replace the veri cation key vk by a randomly-chosenstring r 2 f0;1g¥ (and
forego any signature); the resulting ciphertext is simply hr; Ci, where C is en-
crypted with respect to the \identity" r. Since an adversary cannot guessin
advancewhich r a senderwill use,an argumenrt similar to the above shows that
this schemeis secureagainst non-adaptive chosen-ciphertext attacks.

Straightforward implementation of the above ideas using the \w eak IBE"
construction from [chk03 ] is still rather ine cien t; in particular, decryption re-
quires computation of (roughly) onebilinear mapping per bit of the veri cation
key. (Using standard hashing techniques, however, one can obtain a signature
schemein which the length of the veri cation key is exactly the security param-
eter.) One can somewhat optimize this construction by working with trees of
high degreeinstead of binary treesasin [chk03 ]. Speci cally, using a tree of de-
greed results in a schemerequiring n=log, d mapping computations for an n-bit
veri cation key; in this casewe pay for these savings by having to increasethe
key sizeby a factor of d. (We speculatethat usingd = 16 resultsin a\b orderline
practical" scheme.) Alternativ ely, using one of the weak IBE schemesproposed
by [bb04] results in a considerably more e cien t scheme,including onewhich is
nearly as e cien t asthe Cramer-Shoup cryptosystem [cs98].

Further extensions and applications. Canetti, Halevi, and Katz [chk03 ]
propose the notion of binary tree encryption (BTE), shov how to construct
a secure BTE scheme in the standard model, and furthermore show how to
construct both hierarchical IBE (HIBE) schemeghl02 ,gs02] and forward-secure
encryption (FSE) schemesstarting from any BTE scheme,againin the standard
model. To obtain security against chosen-ciphertext attacks in ead of these
cases,they suggestusing the technique of Naor and Yung [ny90] as adapted
by Sahaiand Lindell [s99,03 ]. This involvesthe use of NIZK proofs, as noted
above, which makesthe resulting CCA-secure schemeshighly ine cien t.



Here, we extend our technique to obtain a simple conversionfrom any CPA-
secureBTE schemeto a CCA-secureBTE scheme.The resulting BTE schemeis
considerablymore e cien t than a schemederived using the previously-suggested
approach (basedon NIZK); furthermore, the e ciency gain carriesover immedi-
ately to yield improved constructions of CCA-secureHIBE and FSE schemesas
well. Our techniquesmay alsobe useddirectly to convert any CPA-secureHIBE
schemeto a CCA-secureHIBE scheme,with possibly improved e ciency .

Implications  for \blac k-b ox" separations. Our construction of a CCA-
secureencryption scheme from any weak IBE schemeis black box in the sense
that it only usesthe underlying IBE schemeby invoking its prescribed interface
(and not, for example, by using the circuit which implemerts the scheme). A
recernt result of Aiello, et al. [agmmO04] rules out certain classesof black-box
constructions of CCA-secure encryption schemesfrom CPA-secure ones. Com-
bined with their result, the current work rules out the sameclassesf black-box
constructions of IBE from CPA-secureencryption.

Although a result of this sort should not be viewed as a strict impossibility
result (after all, the known constructions of CCA-secure encryption schemes
basedon trap door permutations [ddn00,s99] rely on NIZK and are inherertly
non-black box), it doesrule out certain techniquesfor constructing IBE schemes
basedon generalassumptions.

Related work. In recert and independert work, MacKenzie, Reiter, and Yang
[mry04] intro duce the notion of tag-basednon-malleability (thm), give e cien t
constructions of \ tnm-ccasecure" cryptosystems in the random oracle model,
and show how to construct a CCA-securecryptosystem from any tnm-ccasecure
scheme. Interestingly, their conversion from tnm-cca security to (full) CCA se-
curity usesa one-time signature schemein essetially the sameway that we do.
Viewed in the context of their results, our results of Section 3 give an e cien t
construction of a thm-ccasecureschemefrom any weak IBE scheme,and imply
an e cien t and novel construction of a thm-ccasecureschemein the standard
model. Our results of Section 4 have no counterpart in [mry04].

2 De nitions

2.1 Public-Key Encryption

De nition 1. A public-keyencryption schemePKE is atriple of ppt algorithms
(GenE; D) suchthat:

{ The randomizal key generation algorithm Gentakesas input a security pa-
rameter 1¢ and outputs a public key PK and a secret key SK . We write
(PK;SK) Ger(14).

{ The randomize encryption algorithm E takesas input a public key PK and
a messagem 2 f0;1g , and outputs a ciphertext C. We write C  Epk (m).

{ The decryption algorithm D takesasinput a ciphertext C and a secret key
SK. It returns a messagem 2 f0;1g or the distinguished symtol ?. We
write m Dsk (C).



We reqguire that for all (PK;SK) output by Gen all m 2 f0;1g , and all C
output by Ep¢ (m) we haveDsk (C) = m.

Werecall the standard de nition of security againstadaptive chosen-ciphertext
attacks (cf. [bdpro8 ).

De nition 2. A public-key encryption schemePKE is secure against adaptive
chosen-ciphertextattacks (i.e., \CCA-secure") if the advantageof any ppt ad-
versary A in the following gameis negligible in the security parameter k:

1. Ger(1¥) outputs (PK;SK). Adversary A is given 1¢ and PK .

2. The adversary may make polynomially-many queriesto a decryption oracle
Dsk ()-

3. At some point, A outputs two messagesmg; mp with jmgj = jmyj. A bit
b is randomly chosenand the adversary is given a \chal lenge ciphertext"
C Epk (mp).

4. A may continue to query its decryption oracle Dsk () exapt that it may not
requestthe decryption of C .

5. Finally, A outputs a guessh’.

We say that A succeedsif b° = b, and denote the probability of this event by
Pra. pke[Sucd. The adversary's advantage is de ned as jPra. pxe[Sucd 1=2j.

2.2 ldentit y-Based Encryption

In an IBE scheme, an arbitrary identity (i.e., bit string) can sere as a public
key once somemaster parameters have been establishedby a (trusted) private
key generator (PK G). We review the de nitions of Boneh and Franklin [bfO1 ].

De nition 3. An identity-basel encryption schemelBE is a 4-tuple of ppt al-
gorithms (Setupg Der; E; D) such that:

{ The randomizel setupalgorithm Setuptakesasinput a security parameter 1
and a value " for the identity length. It outputs somesystem-wideparameters
PK alongwith a master secret keymsk (We assumethat k and ™ are implicit
in PK.)

{ The (possibly randomizal) key derivation algorithm Der takes as input the
master key msk and an identity 1D 2 f0;1g . It returns the correspnding
decryption key SK|p. We write SKp Dermek(l D).

{ The randomizel encryption algorithm E takesas input the system-widepub-
lic key PK, an identity 1D 2 f0;1g , and a messagem 2 f0;1g ; it outputs
a ciphertext C. We write C  Epx (1D;m).

{ The decryption algorithm D takes as input an identity | D, its assaiated
decryption key SK | p, and a ciphertext C. It outputs a messagem 2 f0;1g
or the distinguished symiwl ?. We write m  Dsk,, (ID;C).

We require that for all (PK;msK output by Setup all ID 2 f0;1g, all SK,p
output by Derns(1 D), all m 2 f0;1g , and all C output by Erk (I D; m) we have
DSKID (l D,C) =m.



We now give a de nition of security for IBE. As mertioned earlier, this def-
inition is weaker than that given by Boneh and Franklin and conformsto the
\selective-node" attack consideredby Canetti, et al. [chk03 ]. Under this de -
nition, the identity for which the challenge ciphertext is encrypted is selected
by the adversary in advane (i.e., \non-adaptiv ely") before the public key is
generated. An IBE sdceme satisfying this de nition suces for our purposes.
Furthermore, schemessatisfying this de nition of security in the standard model
are known [chk03 ,bb04]. (For the caseof the original de nition of Boneh and
Franklin, only constructions in the random oracle model are known.)

De nition 4. An identity-basal schemelBE is secure against selective-identity,
chosen-plaintextattacksif for all polynomially-bounded functions () the advan-
tage of any ppt adversary A in the following gameis negligible in the security
parameter k:

1. A(1%;(k)) outputs a targetidentity ID 2 f0;1g ().

2. Setup(1¥;"(k)) outputs (PK;mskK. The adversaryis given PK .

3. The adversaryA may makepolynomially-many queriesto an oracle Dermsk( ),
ex@pt that it may not requestthe secret key correspnding to the targetiden-
tity ID .

4. At some point, A outputs two messagesmg; m; with jmej = jmyj. A bit
b is randomly chosenand the adversary is given a \chal lenge ciphertext"
C Bk (ID ;mp).

5. A may continue to query its oracle Dernsk( ), but still may not requestthe
secret key correspnding to the identity I D .

6. Finally, A outputs a guessb’.

We say that A succeedsif b° = b, and denote the probability of this event by
Pra.ise[Sucd. The adversary's advantage is de ned as jPra. ge[Sucd 1=2j.

The above de nition may be extended in the obvious way to encompass
security against (adaptive) chosen-ciphertext attacks. In this case,in addition
to the game as outlined above, the adversary now additionally has accessto
an oracle B( ) such that B(C) returns Dsx,, (C), where SK,p is the secret
key assaiated with the target identity I D (computed using Dermg(I D )).3 As
usual, the adversary has accessto this oracle throughout the ertire game, but
cannot submit the challengeciphertext C to .

2.3 Binary Tree Encryption

Binary tree encryption (BTE) was introduced by Canetti, Halevi, and Katz
[chk03 ], and may be viewed as a relaxed variant of hierarchical identit y-based
encryption (HIBE) [hl02 ,gs02] in the following sense:in a BTE scheme, eat
node hastwo children (labeled\0" and\1") while in a HIBE scheme,eat node

% Note that decryption queries for identities I1D° & I D are super uous, as A may
make the corresponding Der query itself and thereby obtain SKpo.



has arbitrarily-man y children labeled with arbitrary strings. Although BTE is
seeminglyweaker than HIBE, it is known [chk03 ] that a BTE schemesupporting
a tree of depth polynomial in the security parameter may be usedto construct
a full- edged HIBE sdieme (and thus, in particular, an ID-based encryption
scheme). We review the relevant de nitions of Canetti, et al. [chk03 ].

De nition 5. A binary tree encryption schemeBTE is a 4-tuple of ppt algo-
rithms (Setup Der; E; D) suchthat:

{ The randomizel setupalgorithm Setuptakesasinput a security parameter 1¥
and a value * representingthe maximum tree depth. It outputs somesystem-
wide parametersPK alongwith a master (root) secret key SK -. (We assume
that k and * are implicit in PK and all secret keys.)

{ The (possibly randomizal) key derivation algorithm Der takes as input the
name of a node w 2 f0;1g° and its asswiated secret key SK . It returns
secret keys SK ,0; SK 1 for the two children of w.

{ The randomizeal encryption algorithm E takesas input PK, the name of a
nodew 2 f0;1g , and a messagem, and returns a ciphertext C. We write
C Erk (w;m). i

{ The decryption algorithm D takesasinput the nameof anodew 2 f0;1g
its assaiated secret key SK,, and a ciphertext C. It returns a messagem
or the distinguished symml ? . We write m  Dsk, (w; C).

We require that for all (PK;SK-) output by Setup any w 2 f0;1g and any
correctly-genemated secret key SK, for this node, any messagem, and all C
output by Epk (w; m) we haveDsk, (w;C) = m.

The following de nition of security for BTE, due to [chk03 ], is weaker than
the notion of security originally consideredby Gentry and Silverberg [gs02].
As in the de nition of security for ID-based encryption given in the previous
section, the following de nition refersto a \non-adaptiv e" selectionof the node
for which the challenge ciphertext is encrypted. Again, however, this de nition
su ces for our application, and a construction meeting this de nition of security
in the standard model is known [chkO3]. (In cortrast, a construction meeting
the stronger security de nition of [gs02] is known only in the random oracle
model and only for trees of constart depth).

De nition 6. A binary tree encryption schemeBTE is secure against seletive-
node, chosen-plaintextattacks if for all polynomially-bounded functions “( ) the
advantageof any ppt adversary A in the following game is negligible in the
security parameter k:

1. A(1%;(k)) outputs a node labelw 2 f0;1g (),

2. Setup(1¥;"(k)) outputs (PK;SK-.). In addition, algorithm Der( ) is used
to geneate the secret keys of all the nodes on the path P from the root
to w , and also the secret keysfor the two children of w (if jw j < 7). The
adversary is given PK and the secret keys fSK,g for all nodesw of the
following form:



{ w=w%h where whis aprex ofw andb2 f0;1g (i.e., w is a sibling of
somenode in P);

{w=wOorw=w 1(i.e., wis a child of w ; this assumesjw j < 7).
Note that this allows the adversary to compute SK o for any node w°® 2
f0;1g ) that is not a pre x of w .

3. At some point, A outputs two messagesmg; my with jmgj = jmyj. A bit
b is randomly chosenand the adversary is given a \chal lenge ciphertext"
C BErk (W ;mp).

4. Finally, A outputs a guesst’.

We say that A succeedsif b° = b, and denote the probability of this event by
Pra. sTe[Sucd. The adversary's advantage is de ned as jPra. ge[Sucd 1=2.

A BTE schememeetingthe abovede nition of security will betermed\secure
in the senseof SN-CFA". The above de nition may also be extended in the
natural way to encompasssecurity against (adaptive) chosen-ciphertextattacks.
(We refer to schemesmeeting this de nition of security as\secure in the sense
of SN-CCA.) Sudch a de nition can be found in [chk03 ], and we describe it
informally here: the above gameis modi ed sothat the adversary additionally
has accesso an oracle B such that Ib(w; C) rst computesthe secretkey SK,
for node w (using SK- and repeated calls to to Der); the oracle then outputs
m  Dsk, (w; C). The adversary hasaccesdo this oraclethroughout the ertire
game, but may not query Ib(w ; C ) after receiving the challengeciphertext C
(we stressthat the adversary is allowed to query Ii?(w; C ) forwé w, aswell
asB(w ;C) forCc 6 C).

3 Chosen-Ciphertext Security from ID-Based Encryption

Given an ID-based encryption scheme ©= (Setup Der; E% D9 secureagainst
selective-idertit y chosen-plairtext attacks, we construct a (standard) public-key
encryption scheme = (GenE; D) secureagainst chosen-ciphertextattacks. In
the construction, we use a one-time signature scheme Sig = (G; Sign Vrfy) in
which the veri cation key output by G(1X) has length “s(k). We require that
this scheme be securein the senseof strong unforgeability (i.e., an adversary
is unable to forge even a new signature on a previously-signed message).We
note that such a schememay be basedon any one-way function [I79 ,r90] so,in
particular, sud a scheme exists given the existenceof ° The construction of
proceedsas follows:

{ Ger(1¥) runs Setup(1¥; s(k)) to obtain (PK;msk. The public key is PK
and the secretkey is msk

{ To encrypt messagem using public key PK , the sender rst runs G(1¥) to
obtain veri cation key vk and signing key sk (with jvkj = “s(k)). The sender
then computesC ~ ES (vk; m) (i.e., the senderencrypts m with respect to
\identit y" vk) and Sign, (C). The nal ciphertext is hvk;C; i.



{ Todecrypt ciphertext hvk; C; i usingsecretkey msk the receiver rst cheds

whether Vrfy,, (C; ) 210 not, the receiver simply outputs ? . Otherwise,
the receiver computesSK x  Dermsk(vk) and outputs m DgKvk (1D;C).

We rst give someintuition asto why is secureagainst chosen-ciphertext
attacks. Let hvk ;C ; i bethe challengeciphertext (cf. De nition 2). It should
beclearthat, without any decryption oraclequeries,the value of the bit bremains
hidden to the adversary; this is so becauseC is output by ©which is CPA-
securevk isindependert of the messageand is merely the result of applying
the signing algorithm to C .

We claim that decryption oracle queries cannot further help the adversary
is guessingthe value of b. On one hand, if the adversary submits ciphertext
hvk®%C% G dierent from the challenge ciphertext but with vk® = vk then
the decryption oracle will reply with ? sincethe adversary is unable to forge
new, valid signatureswith respect to vk. On the other hand, if vk®6 vk then
(informally) the decryption query will not help the adversary sincethe eventual
decryption using D° (in the underlying scheme 9 will be done with respect
to a dierent \identity" vk® Below, we formally prove that this cannot help an
adversary.

Theorem 1. If Ois an IBE schemewhich is secure against seletive-identity,
chosen-plaintext attacks and Sig is a strongly unforgeable one-time signature
scheme, then is a PKE schemewhich is secure against adaptive chosen-
ciphertext attacks.

Proof. Givenany ppt adversaryA attacking in an adaptive chosen-ciphertext
attack, we construct a ppt adversary A° attacking ©in a selective-idertit y,
chosen-plairtext attack. Relating the successprobabilities of these adversaries
givesthe desiredresult.

Before specifying A% we rst de ne event Forgeand bound the probability of
its occurrence.Let hvk ;C ; i be the challengeciphertext received by A, and
let Forge denote the event that A submits to its decryption oracle a ciphertext
vk ;C; i with (C; )6 (C ; ) but for which Vrfy,, (C; )= 1. (Weinclude
in this event the casewhen A submits such a query to its decryption oracle
before receiving the challengeciphertext; in this case,we do not require (C; ) 6
(C; ).) It is easyto seethat we can useA to break the underlying one-time
signature scheme Sig with probability exactly Pra [Forge]; since Sigis a strongly
unforgeable one-time signature scheme, it must be the casethat Pra [Forgd is
negligible (in the security parameter k).

We now de ne adversary A° as follows:

1. AY1%; s(k)) runs G(1¥) to generate(vk ;sk ). It then outputs the \target
identity" ID = vk .

2. Setup(1¥; s(k)) outputs (PK;msK and A°is given PK . Adversary A°, in
turn, runs A on input 1 and PK .

3. When A makesdecryption oraclequery D(tvk; C; i), adversary A°proceeds
as follows:



(@) If vrfy,, (C; ) 6 1,then A®simply returns ?.

(b) If vrfy,, (C; )= 1landvk = vk (i.e., evert Forgeoccurs), then A° halts
and outputs a random bit.

(c) If Vrfy, (C; ) = 1 and vk 6 vk , then A® makes the oracle query
Dermek(vk) to obtain SK k. It then computesm DgKvk(vk;C) and
returns m.

4. At somepoint, A outputs two equal-lengthmessagesng; m;. Thesemessages
are output by A° In return, ACis given a challengeciphertext C ; adversary
A9%then computes Sign,, (C ) andreturns vk ;C ; i to A.

5. A may cortinue to make decryption oracle queries,and these are answered
as before. (Recall, A may not query the decryption oracle on the challenge
ciphertext itself.)

6. Finally, A outputs a guessh® this sameguessis output by A°,

Note that ACrepreserts alegal adversarial strategy for attacking  °in a selective-
identit y, chosen-plairtext attack; in particular, A° never requeststhe secretkey
corresponding to \target identity" vk . Furthermore, A° provides a perfect sim-
ulation for A (and thus A° succeedswhenewer A succeeds)unlessevent Forge
occurs. We therefore have:

Prao. o[Sucd Pra; [Sucd 3 Pra[Forgd:

SincePrao. o[Sucq is negligibly closeto 1=2 (because °is assumedto be secure
in against selective-idertity, chosen-plairtext attacks), and since Pra [Forgd is
negligible, it must be the casethat Pra. [Sucqd is negligibly closeto 1=2 aswell.

4 Chosen-Ciphertext Security for BTE Schemes

The techniques of the previous section may also be usedto construct a BTE
schemesecurein the senseof SN-CCAfrom any BTE schemesecurein the sense
of SN-CRA. Roughly, we view the subtree of eat node as a (hierarchical) IBE
scheme, and usethe schemefrom the previous section for that subtree. We rst
give a high-level overview for the simpler caseof a BTE schemewhich only allows
encryption to nodesat a singledepth * (as opposedto a full- edged BTE scheme
which allows encryption to nodesat all depths *). To encrypt a messageor
node w, the sendergenerateskeys (vk; sk) for a one-time signature scheme (as
in the previous section) and encrypts the messagean for \no de" wjvk to obtain
ciphertext C; the senderadditionally signsC using sk resulting in signature
The complete ciphertext is hvk; C; i. When node w, holding secretkey SK,,
receivesa ciphertext of this form, it rst veri es that the signatureis correct with
respect to vk. If so, the receiver computes secretkey SK ,jy, On its own (using
repeated applications of the Der algorithm) and then usesthis key to recover m
from C. As for the schemefrom the previous section, the intuition hereis that
encryption to \no de" wjvk is secureeven if an adversary can obtain secretkeys
for multiple \no des" w9vk®with (W vk® 6 (w;vk) (recall we are assuminghere
that all nodesw are at the samedepth, so wjvk® cannot be a pre x of wjvk).



Thus, even more so, encryption to \no de" wjvk remains secureif the adversary
can obtain (only) decryptions of ciphertexts intended for \no des" w9vk® of this
sort. And of course,the adversaryis unable to obtain any decryptions for \no de"
wjvk itself unlessit can forge a new signature with respect to vk.

The construction is a bit more involved for the caseof generalBTE schemes
(i.e., when encryption is allowed to nodes at arbitrary depth rather than at a
single depth). The issuethat we must resole is the encaling of node names;
for example, we must ensurethat wjvk is not mapped to the same node as
someother wl. A simple way of resolving this issueis to encale ead node name
W= WiWo i iiwe aslwg dws s 1w, and then encade wjvk as wg 1ws ::: Aw; Ojvk.
We describe the full construction in detail below.

Let = (Setup Der® E% D9 be a BTE schemeand let Sig= (G; Sign Vrfy)
be a one-time signature scheme in which the veri cation key output by G(1%)
haslength “¢(k). As in the previous section, we require this schemeto be secure
in the senseof strong unforgeability. Next, de ne a function Encade on strings
w sud that:

_ if w= )
Encade(w) = Iwgdw,  Iwy ifw=w;  w (with w; 2 £0;1g) °
(Note that jEncadeg(w)j = 2jwj.) The construction of binary tree encryption
scheme = (SetupDer, E; D) proceedsas follows:

{ Setup(1¥;") runs Setug(1k; 2" + “s(k) + 1) to obtain (PK; SK-). The system-
wide public key is PK and the root secretkey is SK .

{ Der(w;SK,,) proceedsasfollows. First, setw®= Encadg(w). Next, compute
SK o, using Derdy , (w9 followed by (SK wei0; SKwe11) Ders o, (WOL).
SetSKyo = SK 20,0 and SK 1 = SK 24, and output (SK yo; SKw1). (Note
that w°10= Encadgw0) and analogouslyfor w®11.)

(Intuitiv ely, any nodew in scheme correspondsto a node w®= Encade(w)
in % Thus, secretkey SK, for node w (in ) correspondsto secretkey
SK 2, for nodew® (in 9. So,to derive the secretkeysfor the children of w
(i.e., wO;wl) in , we must derive the keysfor the (right) grandchildren of
nodew®in ©)

{ To encrypt messagem for a node w 2 f0;1g using public parameters
PK , the sender rst runs G(1¥) to obtain veri cation key vk and signing
key sk. Next, the sendersetsw® = Encadgw). The senderthen computes
C ES (WY0jvk; m) (i.e., the senderencrypts m with respect to \no de"
wYojvk using 9 and Sign, (C). The nal ciphertext is hvk;C; i.

{ Node w, with secretkey SK,, decrypts a ciphertext hvk;C; i as follows.

First, chedk whether Vrfy,, (C; ) 2 1.0f not, simply output ? . Otherwise, let

w®= Encadeg(w). The receiver then computesthe secretkey SK \?Vojojvk using

repeated applications of Der®, and outputs m D2, o, (wj0jvk; C).
wYj0jvk

Remark 1. The above approach can be usedto derive a CCA-secure HIBE
schemefrom a CPA-secureHIBE schemein the following way: CPA-secureHIBE



trivially implies CPA-secureBTE; the corversionaboveyields CCA-secureBTE;
and the latter implies CCA-secureHIBE (see[chk03]). Howewer, it will in gen-
eral be much more e cien t to apply the above techniquesdirectly: In this case,
we would simply encade the ID-vectorw = wij  jw; asw®= 1wsj  jlw, and
encade wjvk asan ID-vector w40vk.

We now state the main result of this section:

Theorem 2. If 9is a BTE schemewhich is secure in the senseof SN-CRA
and Sig is a strongly unforgeable one-time signature scheme,then is a BTE
schemewhich is secure in the senseof SN-CCA

Proof. The proof is largely similar to that of Theorem 1. Given any ppt adver-
sary A attacking in a selective node, chosen-ciphertext attack, we construct
a ppt adversary A attacking °in a selective node, chosen-plairtext attack.
Relating the succesgrobabilities of these adversariesgivesthe desiredresult.
We rst de ne event Forge becausewe are working in the context of BTE, the
de nition is slightly di erent from the de nition usedin the proof of Theorem 1.
Speci cally, let w denote the node initially output by A, and let vk ;C ; i
be the challengeciphertext received by A. Now, let Forge denote the evert that
A makesa decryption query B(w ;tvk ;C% 9%) with (C% 96 (C ; ) but for
which Vrfy,, (C% 9 = 1. (We include in this evert the casewhen A submits
such a query to its decryption oracle before receiving the challenge ciphertext;
in this case,we do not require (C% 9 6 (C ; ).) It is easyto seethat we can
use A to break the underlying one-time signature scheme Sig with probability
exactly Pra [Forgd); sinceSigis a strongly unforgeableone-time signature scheme,
it must be the casethat Pra[Forgd is negligible (in the security parameter k).
We now de ne adversary A° as follows:

1. AY1%; "9 sets™ = (0 “g(k) 1)=2andruns A(1¥;") who, in turn, outputs
anodew 2 f0;1g . Adversary A° setsw®= Encadgw ), and runs G(1¥)

to generate(vk ;sk ). Finally, A®outputs the node w °= w9Qjvk .

2. A%is given PK aswell as a set of secretkeysf SK 0 g for all nodesw of the
following form:

{ w= vb, wherevbisaprex ofw ®and b2 f0; 1g;

{w=w Dorw=w % (in casejw § < 9.

Using these, A° can compute and give to A all the relevant secretkeys that

A expects.

3. When A makesdecryption query Ib(w; hvk;C; i), adversary A° proceedsas
follows:

(@) If vrfy,, (C; ) 6 1,then A°simply returns ?.

(b) If w= w0 Vrfy,, (C; )= 1,andvk = vk (i.e., evert Forgeoccurs), then
A halts and outputs a random bit.

(c) Otherwise, setw = Encadg(w). Note that A°is able to derive the secret
key corresponding to the \no de" wjOjvk usingthe secretkeysit obtained
in step 2 (this follows since wjOjvk cannot be a pre x of w 9. So, A°
simply computesthe necessarykey, performs the decryption of C, and
returns the result to A.



4. When A outputs its two messagesng; m;, these samemessagesre output
by A% In return, A°receivesa ciphertext C . Adversary A° computes
Sign,, (C ) and returns ciphertext vk ;C ; i to A.

5. Any subsequeh decryption queriesof A are answered as before.

6. Finally, A outputs a guessh® this sameguessis output by A°,

Note that A represers a legal adversarial strategy for attacking  ° Further-
more, A° provides a perfect simulation for A (and thus A° succeedsvhenewer A
succeeds)unlessevent Forge occurs. An analysis asin the proof of Theorem 1
shows that Pra. [Sucd must be negligibly closeto 1=2.

The above construction requires only a one-time signature schemein addi-
tion to the underlying BTE sdceme;the existenceof the former (which may
be constructed from any one-way function) is implied by the existenceof any
BTE schemesecurein the senseof SN-CRA. Putting theseobsenations together
shows:

Theorem 3. If there existsa BTE schemesecure in the senseof SN-CH, then
there existsa BTE schemesecure in the senseof SN-CCA

Note that an analogousresult for the caseof (standard) public-key encryption
is not known.

Further applications. In [chk03] it is shavn that any BTE scheme can be
usedto construct both a forward-securepublic-key encryption schemeaswell as
a \full- edged" HIBE scheme(and, as a special case,an IBE scheme). Further-
more, if the original BTE stheme is secureagainst chosen-ciphertext attacks,
then so are the derived schemes.Canetti, et al. further suggest[chk03 ] that a
BTE schemesecurein the senseof SN-CCAcan be derived using the Naor-Yung
paradigm [ny90] along with 1-time, simulation-sound NIZK proofs [s99]. As
mertioned in the Introduction, the use of NIZK proofs results in a completely
impractical scheme, at least using currently-known techniques. Thus, the ap-
proach of this section provides a more e cien t way of achieving CCA security
for any BTE scheme (as well as CCA security for forward-secureencryption or
HIBE) in the standard model. (Seealso Remark 1.)

When our techniquesare applied to a BTE/IBE/HIBE stemesecureagainst
selective-node/identity attacks, the resulting CCA-secure scheme is also only
resilient to selective-nade/identity attacks. However, when our techniques are
applied to stronger schemeswhich are CPA-secureagainst an adaptive choice of
node/identit y, the resulting CCA-securescheme maintains this level of security
aswell.

We remark that when the transformation outlined in this section is applied
to the recert constructions of Boneh and Boyen [bb04], we obtain truly practical
constructions of IBE and HIBE schemessecureagainst selective-idertit y, chosen-
ciphertext attacks in the standard model.
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