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Abstract

Constructions of cryptographic primitiv esbasedon generalassumptions(e.g., one-way func-
tions) tend to be lessecient than constructions based on specic (e.g., number-theoretic)
assumptions. This has prompted a recert line of researt aimed at investigating the best possi-
ble e ciency of (black-box) cryptographic constructions basedon generalassumptions. Here, we
presert boundson the e ciency of statistically-binding commitment schemesconstructed using
black-box accesgo one-way permutations; our bounds are tight for the caseof perfectly -binding
schemes. Our bounds hold in an extension of the Impagliazzo-Rudich model: we show that any
construction beating our boundswould imply the unconditional existenceof a one-way function
(from which a statistically-binding commitment schemecould be constructed \from scratch").

1 Intro duction

A certral focus of modern cryptography has beento identify the minimal assumptionsneededfor
the construction of various cryptographic tools and protocols. We now know, for example, that
one-way functions are necessanyfIL89, Rom9( and su cien t for the construction of pseudorandom
generators (PRGs) [BM84, Yao82 GL89, HILL99], universal one-way hash functions (UOWHFS)
and digital signature schemes[NY89, Rom9(Q, private-key encryption schemes[GGM85], and com-
mitment stchemes[Naor91]. Unfortunately, all of the constructions just referencedare notoriously
ine cient , and no constructions (based on one-way functions) improving upon the e ciency of
these solutions are known. On the other hand, more e cien t constructions are known to exist
under stronger (e.g., number-theoretic) assumptions.

The apparert tradeo betweenthe e ciency of a construction and the underlying hardness
assumption usedto prove it securehas prompted a recert line of researtn aimed at answering the
following question: how e cient can constructions basal on minimal assumptionsbe? One way to
formalize this question is to look at so-called\black-box" constructions which use an underlying
primitiv e (e.g., a one-way permutation) only as an oracle, and which do not use, e.g., an explicit
circuit computing the primitiv e in question (see Section 1.1 for further discussion). The idea of
studying cryptographic constructions in this way was initiated by Impagliazzo and Rudich [IR89,
Rud88] in the context of proving the impossibility of certain constructions, and much additional
work in this vein followed [Rud91, Sim98 G* 00, GMRO1, Fis02. (See[RTV04] for rigorous formal
de nitions of the Impagliazzo-Rudicdh model, as well as somevariants that have beenused.) Kim,
Simon, and Tetali [KST99] were the rst to usethis model as a meansof studying the e ciency
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of constructions (rather than their feasibility), with e ciency measuredin terms of the number of
oraclecalls madeby the construction. They shav non-tight boundson the e ciency of constructing
UOWHFs from one-way permutations. Extending their results, Gennaro, et al. [GGKT05] show
that known constructions of UOWHFs basedon one-way permutations arein fact optimal; they also
shaw e ciency boundsfor the caseof PRGs, private-key encryption schemes,and digital signatures
basedon one-way permutations, aswell asfor the caseof public-key encryption schemesbasedon
trap door permutations.

In this work, we bound the e ciency of constructions of statistically-binding commitment
schemesbasedon one-way permutations. Our results are tight (i.e., they match known construc-
tions) for the caseof perfectly -binding commitment schemes. We remark that such bounds do not
follow from the work of Gennaro, et al. [GGKTO05], and in fact proving bounds for the case of
commitment schemeswas left as an explicit open question there. Indeed, beyond the additional
technical ideasusedin this work, our bound is interesting asthe rst exampleof an e ciency bound
on a protocol which protects against malicious participants (the cryptographic primitiv es consid-
eredin [KST99, GGKTO05] only involve honest participants, with the adversary being a \passive
obsener").

Before describing our results in more detail, we provide a brief overview of the Impagliazzo-
Rudich model and black-box lower bounds. (The following is adapted from [GGKTO05], including
only what is directly relevant to the present work. For a more general discussion,see[GGKTO05,
RTV04].)

1.1 Black-Box Lower Bounds

At the most generallevel, a construction of a commitment schemebasedon one-way permutations
may be viewed as a procedure P which takes as input (a description of) a permutation  and
outputs (a description of) two circuits (S; R) (here, S represens the sender while R represeits the
receiver; seeSections1.2 and 2.2) realizing the desired commitment functionality whenewer isa
permutation. If the construction is black-tox, this meansthat P relies only on the input/output
behavior of and not on any internal structure of the implemenrtation of ; formally, this means
that the construction can be described as a pair of oracle procedures(S(); R()) such that (S ;R )
realizesthe desiredfunctionality of a commitment schemefor any permutation

Besidesadieving somedesired functionality, a construction of a commitment scheme should
also be \secure" in somesense. There are various ways this can be formalized (see[RTV04]); we
will be interested herein weak black-box constructions which o er the following guarantee:

If is aone-waypermutation, then the scheme(S ;R ) is\secure" againstall e cien t
adversaries(who are not given oracleaccesso ),

where \secure" in the above refers to some appropriately-de ned notions of hiding and binding.
The distinction betweenwhether an adversary is given oracle accesg¢o or not is important since
the above should hold evenwhen is not e ciently computable(and sothe only way for an e cien t
adversary to evaluate , in general, may be via oracle accessto ). Note, howewer, that a weak
black-box construction su ces to give implementations with meaningful security guaranteesin the
real world: in this case, will be e cien tly-computable and furthermore an explicit circuit for
will be known; hence,it is irrelevant whether an adversary is given oracleaccesso or not. Note
alsothat weakblack-box constructions are the weakesttype of black-box construction consideredin
[RTV04], and henceimpossibility results for weak black-box constructions rule out other black-box
constructions as well.



Although most currently-known constructions are black-box, it isimportant to recognizethat a
number of non-black-box constructions do exist. As an example,all known constructions of public-
key encryption schemessecureagainst chosen-ciphertext attacks basedon trap door permutations
(e.g.,[DDNO0Q]) are non black-box. (See[GGKTO05] for additional examples.) Nevertheless,a black-
box impossibility result is usefulin that it indicates the techniqguesnecessaryto aciieve a particular
result. Furthermore, known non-bladk-box constructionsare much lesse cien t than black-box ones,
and so a black-box impossibility result can be said to rule out \practical" constructions.

1.2 Our Results

With the above in mind, we may now describe our results a bit more formally. An interactive
commitment schemefor m-bit messagess a pair of procedures(S; R) which operatesin two phases.
In the commitment phase the sender S takesasinput a messageM 2 f0;1g™ and interacts with
the receiver R; we will refer to the view of R at the conclusion of this phaseas a commitment
to M. In the decommitment phase the senderforwards a decommitment to R which, in particular,
revealsM . Without lossof generality, we will assumethat the decommitmert simply consistsof M
along with the random coinsusedby S during the commitment phase.

A commitment schemeshould guarantee both hiding and binding, where informally thesemean
that (1) the receiver should have no information about M at the end of the commitment phase
while (2) the sendershould be committed to a unique messageat the end of that phase. More
formally, a commitment schemeis statistically-binding if it satis es the following:

Hiding: For any M;M°2 f0;1g™, the distribution over commitments (by the honest senderS)
to M is computationally indistinguishable from the distribution over commitments (by S) to
M 9 even when S interacts with a malicious (but computationally bounded) receiver R .

(Statistical) binding: The probability (over coin tossesof the honestreceiver R) that there exist
distinct M; M ©and coinss;s® for S sud that the corresponding commitments to M ;M © are
identical is at most "p. When ", = 0 we say the schemeis perfectly binding.

Note that the formulation of the binding requiremert ensuressecurity even against an all-powerful
sender. Our de nition of the binding requiremert is somewhatstronger than the usual one which,
roughly speaking, requires only that a computationally-unbounded senderwithout knowledge of r
beunableto nd distinct M ;M °and coinss; s®such that the corresponding commitmernts are iden-
tical (except with someprobability "). For the caseof two-round, public-coin schemes(where the
receiver simply sendsa random string and the senderrespondswith a commitment) and perfectly-
binding sthemes, however, the notions are identical. Looking ahead, we remark that all the con-
structions we shaw in Section 4 satisfy the strong de nition of binding given above.

Say a permutation : f0;1g" ! f0;1g" is one-way with security S if any circuit of size at
most S inverts on at most a fraction 1=S of its inputs. Our main result may be stated as
follows: any weak black-box construction of a statistically-binding commitment scheme basedon
aone-way permutation with security S requires ((m log(1+ 2™ "p))=logS) invocations of the
permutation (by the senderand receiver combined for statistically-binding scemes,and by the
senderalone for perfectly-binding schemes). Formally, we shaw that any construction beating this
bound would imply the unconditional existenceof a statistically-binding commitment scheme;or,
put another way, the only way to dewvelop a more e cien t construction of a commitment scheme
basedon one-way permutations is to construct a commitment scheme from scratch. Note further
that the existenceof a commitment schemeimplies the existenceof one-way functions (and hence



P 6 NP), and soin particular any black-box construction beating our bound would alsoimply a
proofthat P 6 NP.

For perfectly-binding sdhemes, our bound translates to ( m=logS); our bound in this case
matchesthe e ciency achieved by the construction of Blum [Blu83], instantiated usingthe Goldreich-
Levin hard-core bits of a one-way permutation [GL89]. This is discussedurther in Section4, where
we also compare our boundsto known constructions of statistically-binding schemes.

We remark that (a natural adaptation of) our bounds appliesalsoto constructions of commit-
ment stchemesbhasedon oracle accesgo trap door permutations (see[GGKTO05] for de nitions). For
easeof exposition, however, we prefer to work with one-way permutations.

2 De nitions

2.1 Preliminaries

Let AT denotea circuit A with oracle accesso the function f. A function f : f0;1g" ! f0;1g" is
(S;")-one-way if for every circuit A of sizeat most S we have

E(r[Af (fey2f e ™

To reducethe number of parameters,we will call a function S-hard if it is (S;1=S)-one way.
Let ; denotethe setof all permutations over f0; 1g'. We will rely on the following result:

Theorem 2.1 ((GGKTO5 ]). For suciently larget, arandom 2 is 2°-hard with probability
atleast1 2 27°

Let akb denote the concatenation of strings a and b. Fort < n, let i, denotethe subsetof ,

sudhthat 2 ¢n i (akb) = ~(a)kb for some” 2 ; (i.e., the last n t bits of the input are

xed). A corollary of Theorem 2.1 is that if t = 5logS, then for any n > t, a randomly chosen
2 tn Is S-hard with high probability; more formally:

Corollary 2.2 ([GGKTO05 ). For suciently larget andn > t, arandom 2 ¢, is 2=°-hard
with prokability at least1 2 277,

S" .
We say that two distributions X ;Y are (S;")-indistinguishable and write X (59 Y, if for every
circuit Dist of sizeat most S, we have

XI;’)r( [Dist(x) = 1] XF;\r( [Dist(x) = 1] ™

2.2 Commitmen t Schemes

A commitment schemefor m-bit messagess de ned by a pair of probabilistic, interactive algorithms
(S;R) represening a sender and a receiver, respectively. (We remark that (S;R) describe the
commitment phaseonly; recall that, without loss of generality, we will assumethat the sender
simply reveals M and its random tape s in order to decommit.) The inputs to S are a message
M 2 f0;1g™ and a random tape s, while the input to R is a random taper. Let hS(M;s);R (r)i
denote the view of a (possibly malicious) receiver R following an interaction with the senderon
the speci ed inputs; this view consistsof the receiver's randomnessand the messagest receives



from the senderduring the interaction (when the receiver makesqueriesto an oracle, the view also
includesthe answersit receivesfrom this oracle). For a messagavl and receivwer R , de ne

n 0
hSM):R i %€ sir ® f0;1g :hS(M;s):R ()i ;
i.e., this denotesthe view of R following an interaction with the honestsenderwho is committing
to messageM .
We now de ne the security of acommitment scheme. In this paper we only dealwith statistically
binding schemes,as re ected in the de nitions that follow.

De nition  2.3. Let (S;R) be a commitment stcheme for m-bit messages.We say that (S;R) is
(Sh;"n)-hiding if for every circuit R of sizeat most Sy and for all Mg; M1 2 f0; 1g™, we have

. (Sni"n) .
hS(Mo);R i hS(M1);R 1i:

We s& that (S;R) is "y-binding if

Pr 9 distinct M; M 22 f0;1g™;s;s® such that
, hS(M 2 s); R (r)i = hS(M ;s); R (r)i b-

Note that if a commitment schemeis p-binding then even an all-powerful sendercannot commit
in such a way that it can later decommit to two di erent messagesgxcept with probability (at
most) ,. We say that (S;R) is "p-binding for an honestsender if for all M 2 f0; 1g™, we have

Pr OM 22 f0;1g™ nM ;s® sudh that .
st hS(M®s9:R(r)i = hS(M;s);R(r)i b-

Roughly speaking, sud a schemesatis es the following property: if the senderis honestduring the
commitment phase (and usesa pre- xed messageM and truly random coins s) then the sender
cannot later decommit to a di erent value M © except with probability (at most) . If "y = 0in
either of the above de nitions, we say the schemeis perfectly binding.

Finally, we say that (S;R) is (Sh;"h; "p)-Secure (resp., seure for an honestsender) if (S;R) is
(Sh; "h)-hiding and ",-binding (resp., binding for an honest sender). }

We may now de ne a weak black-box construction of a commitment scheme based on one-way
permutations.

De nition  2.4. A construction of a commitment scheme for m-bit messagesased on one-way
permutations is a pair of oracle algorithms (SO);R()) such that, for all 2 ,, the resulting
(S :R ) is a commitment scheme for m-bit messages.We sa that (SO);R()) is a construction
which is (Sp; Sh; "h; "b)-secure (resp., secure for an honestsender) if (S ;R ) is "p-binding (resp.,
binding for an honestsender)for every 2 ,, and furthermore for every 2 , that is Sp-hard,
(S ;R ) is (Sh;"h)-hiding. }

2.3 Pairwise-Indep endent Function Families

Let H beafamily of functions mapping m-bit strings to m%bit strings. We assumethat the following
can be donein time polynomial in m: (1) selectinga function h 2 H uniformly at random; and
(2) givenh 2 H and x 2 f0;1g™, ewvaluating h(x). We say that H is a pairwise-independent hash
family [CW79] if for any distinct x1;x» 2 f0;1g™ and any y1;y» 2 fO; 1gmo we have:

= N = = 2m°.
th’rH[h(Xl) y1 h(xz) = yo] = 2 77

Constructions satisfying the above requiremerts are well known.
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3 Lower Bounding the Eciency of Commitmen t

Let (SO;RO) bean (Sp; Sn;"n; "b)-secureconstruction of a commitment schemefor m-bit messages
(based on one-way permutations). For ", > 0, we prove that unlessS and R (combined) make

((m log(1+ 2™ "p))=logSp) queriesto their oracle,there exists (constructively) a commitment
scheme(S; R) securefor an honest senderwhich doesnot require any oracle accessat all (i.e., the
schemeis secureunconditionally). For "p = 0, we show a similar result but where the implication
holds unlessS alonemakes (m=logS;) queriesto its oracle. In either case,by applying a result of
Impagliazzoand Luby [IL89] (cf. alsoLemma 3.1 below) this implies the unconditional existenceof a
one-way function, which in turn canbe usedto give an unconditional construction of a commitment
scheme[Naor9]].

We describe here someof the intuition behind our proof, focusing for easeof exposition on the
casethat (SO);R0)) is perfectly binding. As in [GGKTO05], our starting point is that a random

2 tn (for t = (log Sp)) is Sp-hard with all but negligible probability (cf. Corollary 2.2).
So consider the non-interactive scheme (S¢ R9Y in which S°locally runs (S();R0)), simulating a
random 2 , for the algorithms at hand,! and then sendsthe resulting view of R to R°.
Decommitment, asusual, is performed by having S° sendthe messageand all the random coins it
usedto R

It is quite straightforward to show that (S®R9 still satis es hiding. Binding, however, may not
necessarilyhold (even when SCis honest during the commitment phase). To seethe issue,assume
SO commits to a messageM using coins s for SO, coinsr for R(), and coinsy to simulate the
permutation. Let C denotethe resulting view of R, and let P denotethe set of t-bit query/answer
pre xes made by S during the computation. To claim binding, we would needto arguethat there
doesnot exist a messageM °6 M along with coins s®y® with an assaiated set of query/answer
pre xes P9 that produce an identical view C (note that the coinsr are xed, sincer is explicit in
C). The most we can claim, though, is that this is true aslong as P°= P, sincebinding is only
guaranteed to hold when the permutation is xed, but not when the sendercan \change" the
permutation after the fact.

What we can show is that a wealer form of (honest sender)binding holds for (S2R9. Obsene
that for any possibleP? (as de ned above), there is at most one messageM ° to which the sender
can successfullydecommit by sendingM © s% yPwith assaiated query/answer set P this is because
(SO:RO) is perfectly binding for any xed permutation. But this implies that there are at most
22iP% = 224 gjerent messagedo which the sender can successfullydecommit, where q is the
total number of queriesmade by S (note that the oracle queries/answersof R are already xed by
the view C). Although this clearly violates binding, it doessomewhatlimit the spaceof possible
messageso which the sendercan decommit aslong as 229 < 2™,

We now show how to \b ootstrap” from the weak form of binding achieved by (S%R9 to con-
struct a non-interactive stheme (S; R) that achieves \full' binding (for an honest sender) with
noticeable probability. SenderS, on input a messageM, proceedsas follows: it rst choosesa
function h uniformly at random from a pairwise-independert hash family mapping m-bit strings
to m-bit strings. It then computesthe views C; = SqM), C, = S{h(M)), and sendsC;kCkh
to R. Hiding for this scheme follows easily via a standard hybrid argumert and relying on the
fact that (S%R9 is hiding. As for binding (for an honest sender), we have already seenthat C;
can be decommitted to a set S; of at most 229 < 2™ dij erent messagesand similarly C, can be
decommitted to a set S, of at most 229 di erent messages.For binding not to hold, there must

1This can be done easily by selecting random t-bit answer-pre xes for any new t-bit query-pre xes, as needed;see
details in the proof of Theorem 3.2,



existan M%6 M with M%2 S; and h(M9 2 S,. Using the pairwise-independenceof h, we can
arguethat this occurswith only \small" probability over choice of h. Thus, binding for (S;R) (for
an honest sender) holds with noticeable probability.

3.1 A Technical Lemma

We begin by showing that the existenceof a commitment schemesecurefor honestsendersimplies
the existenceof a one-way function. Although the result can be derived from [IL89], we give a
simple and more direct proof here.

Lemma 3.1. Let (S,R) be a commitment schemefor m-bit messageswvhich is (Sp;"h;"p)-Secure
for an honest sender. Let Ss; Sg be the sizesof the circuits computing S; R, respctively. Then
there existsan (S, Ss+ Sk O(m);"h + 2"p)-one-way function.

Proof. LetS =S4 Ss+Sg O(m)and ="+ 2',. Dene afunction f via f (M;s;r) def
hS(M ;s);R(r)i. We claim that f is (S ; )-one-way. Assumethe corntrary. Then there exists a
circuit B of sizeat most S sud that

Suc@¥ &' PrBf(Misin) 2f M (Misin)] > "

We useB to construct a circuit A that violates the hiding property of (S;R). Oninput (Mg;M1;C),

where C is either a commitment to Mg or M1, A computes(M ¢s%r9  B(C) and cheds whether
f(M®s%r9 2 C and whether M °Z M. If both hold, A outputs 0: otherwise, it outputs 1. Note
that jAj= jBj+ Ss+ Sg + O(m) S;.

Let Bad &' f(M:s:r)jOM 06 M:s%: hS(M:s);R(r)i = hS(M®s9:R(r)ig. In what follows,
note that if (M%s%r9 2 f 1(f(M;s;r)) then r%= r, asr is included in the receiwer's view. We
have:

Pr [A(Mg;M1;C) = 0]
Mo;M1
C2hS(Mo)Ri

M%s%r9  B(f (Mo; 1)) :
ME’;Q;r (M%s%r9 21 1(f(Mo;s;r))SV MO= My

P (MSsr9  B(f (Mg:sir))
Mosr  (M8sBr9 2§ L(f (Mg;s;r)) ~ (Mo;s;r) 6Bad

MS8s8r9  B(f (Mg;s;r)) :

Mo MCs%rd 2 1(f (Mg;s;r)) bk [((Mo;sir) 2 Bad|
suc@f b
= Tht e



Furthermore, we have:
Pr A(Mg:M1;C)=0
WPL o [AMoiM1;C) = 0]
C2hS(M1);Ri

- p (M%s%r9 B(f (M1 1))
- Mg;prﬂl (MCsBr92f L(f (My;s;r)) MO= Mg

(MC%sr®  B(f (My;s;r)) :
Mgprfll MOsSr9 2 f l(f(Ml;S;r)l;/l\y(MﬂS;r)ZBad

Pr [(Mq;s;r) 2 Bad]
M1;s;r

b-

Putting ewerything together, we have:

Pr  [A(Mo;M1;C) = Q] Pr  [A(Mg;M1;C)= 0] > "p:
Mg;M1 Mo;M1
C2hS(Mo);Ri C2hS(M1);Ri

But this implies that there exist two messagedM ;M for which A can distinguish hS(Mg); R
from hS(M;); Ri with probability greater than "y, contradicting the hiding of (S;R). &

3.2 Main Result

We now formalize the intuition that was discussedearlier. We remark that the proof below is not
quite as straightforward as the intuition would suggest,since sometechnical work is required to
deal with the caseof statistical (as opposedthan perfect) binding.

Theorem 3.2. Let (SO;RO) be an (Sp; Sh;"n;"b)-Secure construction of a commitment scheme
for m-bit messagedhat expects an oracle 2 ,. Lett = 5logS,. Assume", 1=8 2 Se, |If
"»> 0and S and R makeatotal of g (m 2 log(1+ 2™ ".))=4t queriesto their oracle,
orif "p=0and S makesgs (m 2)=4t queriesto its oracle, then there exists a commitment
schemefor m-bit messageswhich is (Sy; 1=4; 1=4)-secure for an honest sender (without accessto
any oracle).

Applying Lemma 3.1, this implies the existenceof a one-way function (without accesdo any oracle).

Proof. We construct non-interactive commitment scheme (S; R) for m-bit messagesfollowing the
intuition outlined earlier. The construction makesuseof a procedureSI M that simulatesarandom
permutation in , asfollows: SI M maintains a list L which is initially empty. To respond to a
query aka® wherejaj = t andjaj = n t, procedureSI M rst cheds whether there exists a valuep

such that (a;b) 2 L. If so,SI M returns bka® Otherwise, it picks b2 f0;1g' n Bj 94 (4 B) 2L

uniformly at random, adds (a;b) to L, and returns bka® We let SI M y denote an execution of
SI M using random coinsy.
Let H be a pairwise-independert family of functions from m-bit strings to m-bit strings. De-
ne S as follows. On input a messageM 2 f0;1g™, S choosesuniformly at random h 2 H
and values s1;rq:y1;S2:r2;y2. It then computesC; = hSS'Myi(M;sq);RS'Myi(rq)i and C, =
hS>'My2 (h(M);s2); RS"My2(r,)i, and outputs C1kCokh.?2 Decommitmert, as usual, is done by
2The permutations simulated by SI M in the computations of C1; C, will, in general, bedi eren t. The theorem can

be strengthened (impro ving the bound on ") by having SI M provide a consistert simulation for both computations.
We forgo this for simplicity.




having S reveal M and all the random coins used during the commitment phase. We claim that
(S;R) is (Sh; 1=4; 1=4)-securefor an honestsender. This follows from the following two lemmata.

Lemma 3.3. (S;R) is (Sp; 1=4)-hiding.
Proof (of lemma). The proofis quite straightforward. The hiding property of (S0); R()) guarartees

that for any 2  that is Sp-hard, for any circuit B of size at most Sy, and for any messages
Mo; M1 2 f0; 1g™, we have

Pr B(C)=20 Pr B(C)=0] "u:
C2hs (Mo);R i[ © | C2hS (M1)R i[ (©) ] h

A straightforward hybrid argumert shavsthat forany 1; 22 , that are Sy-hard, for any circuit
B of sizeat most Sy, and for any Mg; M1 2 f0;1g", we have

Pr [B (C1kC,kh) = 0] Pr [B(CikCokh) = 0] 2
C12hS 1(Mo);R 1i C12hS 1(M1);R 1i
C22hS 2(h(My));R 2i C22hS 2(h(M1));R 2i

Corollary 2.2 shows that a random permutation 2 ¢, is Sp-hard except with probability at

most2 S5 2 So, Using a union bound and a simple averaging argumert, we seethat for any
circuit B of sizeat most S, and for any Mg; M1 2 f0;1g",

Pr [B(C1kCykh) = 0] Pr [B(C1kCokh) = 0] 2", + 2 Se:
1,h22H tn 1,h22Ht;n

C12hS 1(Mo);R 1i C12hS 1(M1);R 1i

C22hS 2(h(Mg));R 2i C22hS 2(h(M1));R 2i

SinceSI M perfectly simulates arandom 2, we have

JPr [B (C1kCzkh) = Q] Jpr [B (C1kCzkh) = Q]
h2H h2H
C12hS®' M Y1 (Mo);R® M vai C12hS®' M y1(M1);R' M V1
C22hs®' M Y2 (h(Mo));RS' M ¥2i C22hsS' M y2 (h(M1));R® M v2i
2"+ 24 S

But that precisely meansthat

Pr [B(C) = 0] Pr [B(C)=0] 2'n+2' 5 14
C2hS(Mo);R i C2hS(M1);R i

for any R and any circuit B of sizeat most S;,, where the last inequality usesthe assumptionthat
", 1=8 2 Sr. The hiding property therefore holds as claimed. 2

Lemma 3.4. (S;R) is 1=4-binding for an honestsender.

Proof (of lemma). For easeof notation, let

Com(M:s;r;y) £ hsS'My (M :s); RS My (r)i:



Fix an arbitrary M 2 f0;1g". We are interested in the following probability:

OM 22 f0;1g™ nM ;s such that
IS(MCsY:Ri = iS(M;s);Ri 3
oM 22 £0;1g" nM; h%s9;r? vy s9: 9y sud that
= Pr 4 Com(M?Ss;rf;ypkComhiM 9; s rdiyg)kh® S
S1T1Y1 = ComM;sq;r1;y1)kComh(M); s2; ro; y2)kh

S2;r23y2

NoBind def F;r

3
OM°2 £0;1g™ nM;s?;y?;83;y3 such thaty,
= Pro 4 ComMOsfiryyf) = Com(M;syrayr) S,
REERZ Com(h(M 9;83;r2;y3) = Com(h(M);s2;T2;Y2)
where in the last equality we usethe fact that h%r?;r9 and h;ry;r, are explicit in the view of R.
Letting

def

0,0
Deconm(M;s;r;y) = 9s%y” such that

0 . m .
M7210:1g ComM%s%r;y9) = ComM;s;r;y)

we may write: 3
oM 22 f0;1g™ nM such thay,
NoBind= Pr 4 MO92 Decom(M;ss;rijy1)) O
siriy h(M9 2 Decon(h(M);sz;12;y2)
S2;r2;y2
Let gs (resp., qr) denote the number of queriesmade by S (resp., R) to its oracle’, and let
0= gs + gr. For any integerq , let Pern{ denotethe set of \partial permutations" of sizeq over
t-bit strings; formally, Perm{ cortains all setsP  f0; 1g" f0;1g" suc that P contains exactly
q tuples and suc that for all a there exists at most one bwith (a;b) 2 P and at most one b? such
that(b%a) 2 P. Let querie$M ;s;r;y) 2 Permy denote the set of query/answer pre xes made by
either S or R to SI M during the computation of Com(M ;s;r;y) (i.e., (a;b) 2 queriegM ;s;r;y) i
an oracle query aka® by either S or R, is answeredby SI M with bka® during the computation of
ComM;s;r;y)). Dene querieg(M;s;r;y) (resp., querieg (M;s;r;y)) similarly, where this refers
exclusively to queriesmade by S (resp., R).
Dene r asgaood for P 2 Permy if there do not exist distinct M M % along with s% s%0y@ y00
such that

ComM 2s8r;y% = Com(M %9s%r:y9: and
querie$M ¢ s%r:y9 = queriegM %9s%r;y0§ = p.

Say r is good if it is good for all P 2 Permy.

We rst obsene that for a good r, the set Decon(M;s;r;y) corntains at most jPerm®j <
229s messages. Otherwise, by the pigeonhole principle, there exists a Ps 2 Pern{® and dis-
tinct messagesv ¢ M %02 Decon(M ;s;r;y), along with s s%y®y99 sych that ComM ¢s%r;y9 =
Com(M;s;r;y) = ComM %9s%r:y0§ and querieg(M ¢ s%r;y% = querieg(M %9s%r;y% = Ps. No-
tice alsothat querieg (M %s%r;y9 = querieg (M;s;r;y) = querieg (M %s%r;y%, asthese queries
are explicit in the receiver's views Com(M ¢s%r:y9) = Com(M;s;r;y) = Com(M %9s%r;y%. But
then r is not good for P def Ps [ querieg (M;s;r;y), cortradicting the assumptionthat r is good
for all P 2 Perny.

Swithout loss of generality, we will assumethat exactly gs (resp., g ) queries are always made.
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Fix someP 2 Perm?, and let p denote an arbitrary extensionof P to a permutation in  tn
(in the natural way). We have

9 distinct M ¢ M 09950 509y,0y00 gych that
Pr[r isnot good for P] = Pr4  ComM%s%r:y9 = Com(M %9s%9r: y0§ S
r r i 0 <0 - — ; 00 <00 ,,08 —
querie$M % s%r:y9 = queriegM 9s%r; y0§ = p
9 distinct M ¢ M 999s% 500 sych that
r hSPM%sY);R P(r)i = hSP(M%s%:R 7 (r)i
bs

by the binding property of (SO);R()). Applying a union bound over all elemers of Pernmy, we
obtain:

Pr(r is not good] < 224 »p

We proceedto bound NoBind. We have:

3
OM 2 f0;1g™ nM sud that

NoBind ~ Pr 4 = MO%2 Decom(M;sy;ri;y1)  rairp goodS +224™

suiyr h(M9 2 Decon(h(M);sz;r2;y2)
fz;rz;yz {Z }
LeftTerm

wherethe right term above represens an upper-bound on the probability that either r1 or r, is not
good. Continuing with the left term, we have

2 3
X 9M %2 Decon(M;sy;r1;y1) NM;
LeftTerm = th)L 4 gm92 Decon{M2ip1;71;y1) sudhthat  ri;rp good 3)
M22f 0;1g™ s1;r1;y1 h(M)=Mz = h(M9 = MJ
fpree 1
X
= @ 2m max  fj Decom(M;s1;r1;y1)j jDecom(My;sy;ra;y2)jg” ;

s1; good ri;y1
M22f 0;1g™ s2; good r2;y2

using pairwise independenceof H. Applying the bound on the size of Decom(M ;s;r;y) whenr is
good, we obtain
LeftTerm 2 2m 2m 24ds = p4ds m.

Putting everything together, we have
NoBind 2%ds m 4 p2G+l

If "w= 0andgs (m 2)=4t, it is easyto seethat NoBind 1=4. When ", > 0 and q
(m 2 log(l+ 2™*1 ".))=4t, we may obsene that 2%ds M 4 22+l = 24@ (2 M 4 23 ang
henceNoBind 1=4 in this caseaswell. The claim follows. 2

This completesthe proof of the theorem. B

4 Upp er Bounds on the Eciency of Commitmen t

Here, we brie y describe upper boundson the e ciency of black-box constructions of commitment
schemesbasedon one-way permutations.
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4.1 Perfectly-Binding Commitmen t

A perfectly-binding commitment sdheme can be constructed from one-way permutations using
the approadh of Blum [Blu83] along with the Goldreich-Levin hard-core function paradigm [GL89].
Specically, leth:f0;1g" ! f0;1g beahard-core function (see[Gol01]) for a one-way permutation

cf0o;1g" ! f0;1g". To commit to a messageM 2 f0;1g™, the sender rst divides M into
t = dm="e blocks Ni;:::;N¢, ead of length *. Then, for eadh block N; the senderchoosesa
random s; 2 f0;1g" and sends (sj);h(si) N; to the receiwer. Since there exists a hard-core
function with * = O(log S) for any S-hard (and large enoughn) [GL89] (seealso [Gol01, Section
2.5.3)]), this construction requires O(m=1log S) invocations of , matching our bound.

4.2 Statistically-Binding ~ Commitmen t for Single-Bit Messages

Naor [Naor91] showved a construction of a statistically-binding commitment scheme for single-bit
messagedasedon one-way functions. Let G : f0;1g" ! f0;1g"*k be a pseudorandomgenerator.
The receiver rst choosesa random r 2 f0;1g"*k and sendsthis value to the other party. The
senderthen commits to a bit b asfollows: it choosesa random s 2 f0;1g" and sendsG(s) if b= 0
and G(s) r if b= 1. This schemeis binding with " < 220=2"*k = on k,

Although a pseudorandomgenerator can be constructed from one-way functions, we will ex-
amine the e ciency of the above scheme when G is based on an S-hard one-way permutation

:f0;1g" ! f0;1g" so asto comparethe e ciency of the schemeto our bound. In this case,
evaluating G requires O(k=logS) invocations of [Yao082 BM84, GL89]. Viewing n as xed, this

is O(log "blzlogS) invocations of  (for k polynomial in n).

4.3 Statistically-Binding ~ Constructions for Longer Messages

There are a number of ways to extend the Naor stcheme described above for the caseof m-bit

messages.One obvious approad is to simply run the basic Naor schemein parallel for eat bit

of the messagehaving the sender/receier use the samevalue r for all these commitments. This

givesa schemewhich is binding with ", < 2" ¥ asbefore, but where the number of invocations of
required is now O(mk=logS).

A better approad, suggestedin [Naor91], is to have the senderusethe above idea to commit
to an n-bit sed s, and then additionally sendGYqs) M (where M is the sender'smessageand
GO:f0;1g" ! f0;1g™ is another pseudorandomgenerator). This is still binding with ", < 2" ¥ as
before;the number of invocations of required, however, is O(nk=logS+ (m n)=logS) which is
more e cien t than the previous approach whenm > n.

A third approad, suggestedin [Naor91] as well, utilizes asymptotically good error-correcting
codesto extend the basic scheme. We presen a simpler construction here which achievesthe same
e ciency and which (to the best of our knowledge) has not appeared before. Let G : {0, 19" !
f0;1g be a pseudorandomgenerator, where ™ will be xed later. The receiwer beginsby choosing
randomrq;::i;rm 2 fO; 1g\ anﬂ transmitting theseto the sender. The senderchoosesa random
s 2 f0;1g" and responds with iMi=1 i G(s) (where M; is the i bit of M). As in the basic

12



Naor scheme, hiding follows easily from the pseudorandomnes®f G. As for binding, we have

Setting °

! #
5 9M 6 M%s:sP suc that
r
riiifm imi=1 T G(s) = ime=1 T G(s9
_ p L M8 MOss? sudthat
e imy Mo Ti = G(8) G(s9
a Pr L ON 6 0™;s;s0 sud that
B Sirm o1 i=G(s) G (s
Fassar iyi=1 T (s) (sY 3
X M
P4 =G (9 G (8
9;90 ’’’’’ " i;N\i:l
Keom
< 2m 22 2

n+ m+ k, we obtain a scheme that binds except with probability ", < 2" ¥ (as

previously) and which requiresonly O((m + k)=log S) invocations of an S-hard permutation
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