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Abstract

Ring signatures, �rst intro duced by Rivest, Shamir, and Tauman, enable a user to sign a
messageso that a ring of possiblesigners(of which the user is a member) is identi�ed, without
revealing exactly which member of that ring actually generated the signature. In contrast
to group signatures, ring signatures are completely \ad-ho c" and do not require any central
authorit y or coordination among the various users(indeed, usersdo not even needto be aware
of each other); furthermore, ring signature schemesgrant users �ne-grained control over the
level of anonymit y associated with any particular signature.

This paper has two main areasof focus. First, we examine previous de�nitions of security
for ring signature schemesand suggestthat most of theseprior de�nitions are too weak, in the
sensethat they do not take into account certain realistic attacks. We proposenew de�nitions
of anonymit y and unforgeability which addressthesethreats, and give separation results prov-
ing that our new notions are strictly stronger than previous ones. Second,we show the �rst
constructions of ring signature schemesin the standard model. One schemeis basedon generic
assumptionsand satis�es our strongestde�nitions of security. Two additional schemesare more
e�cien t, but achieve weaker security guaranteesand more limited functionalit y.

1 In tro duction

Ring signaturesenablea userto sign a messagesothat a \ring" of possiblesigners(of which the user
is a member) is identi�ed, without revealing exactly which member of that ring actually generated
the signature. This notion was �rst formally introduced by Rivest, Shamir, and Tauman [22], and
ring signatures| along with the related notion of ring/ad-ho c identi�cation schemes| have been
studied extensively since then [6, 21, 1, 25, 5, 18, 13, 24, 20, 2]. Ring signatures are related, but
incomparable, to the notion of group signatures [8]. On the one hand, group signatures have the
additional feature that the anonymit y of a signer can be revoked (i.e., the signer can be traced)
by a designatedgroup manager. On the other hand, ring signatures allow greater 
exibilit y: no
centralized group manageror coordination amongthe varioususersis required (indeed,usersmay be
unaware of each other at the time they generatetheir public keys), rings may be formed completely
\on-the-
y" and in an ad-hoc manner, and users are given �ne-grained control over the level of
anonymit y associated with any particular signature (via selectionof an appropriate ring).

� An extended abstract of this paper appeared in the 3rd Theory of Cryptograph y Conference, March 4-7 2006,
New York, NY, USA [4].
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Ring signaturesnaturally lend themselvesto a variety of applications which have beensuggested
already in previous work (see especially [22, 21, 13, 2]). The original motivation was to allow
secretsto be leaked anonymously. Here, for example, a high-ranking government o�cial can sign
information with respect to the ring of all similarly high-ranking o�cials; the information can
then be veri�ed as coming from someone reputable without exposing the actual signer. Ring
signatures can also be used to provide a member of a certain classof usersaccessto a particular
resourcewithout explicitly identifying this member; note that there may be caseswhen third-part y
veri�abilit y is required (e.g., to prove that the resourcehas beenaccessed)and so ring signatures,
rather than ad-hoc identi�cation schemes, are needed. Finally, we mention the application to
designated-veri�er signatures [19] especially in the context of e-mail. Here, ring signaturesenable
the senderof an e-mail to sign the messagewith respect to the ring containing the senderand the
receiver; the receiver is then assuredthat the e-mail originated from the senderbut cannot prove
this to any third party. For this latter application it is su�cien t to use a ring signature scheme
which supports only rings of sizetwo. Chen et al. [9] proposeanother application of ring signatures
where rings of size two su�ce.

1.1 Our Con tributions in Relation to Previous Work

This paper focuseson both de�nitions and constructions. We summarize our results in each of
theseareas,and relate them to prior work.

De�nitions of securit y. Prior work on ring signature/identi�cation schemesprovides de�nitions
of security that are either rather informal or seem(to us) unnaturally weak, in that they do not
addressa number of seeminglyvalid security concerns.One example is the failure to consider the
possibility of adversarially-chosenpublic keys. Speci�cally , both the anonymit y and unforgeability
de�nitions in most prior work assumethat honestusersalways sign with respect to rings consisting
entirely of honestly-generated public keys; no security is provided if userssign with respect to a
ring containing even one adversarially-generatedpublic key. Clearly, however, a scheme which is
not securein the latter caseis of limited use; this is especially true since rings are constructed in
an ad-hoc fashion using keys of (possibly unknown) userswhich are not validated by any central
authorit y as being correctly constructed. We formalize security against such attacks (as well as
others), and show separation results proving that our de�nitions are strictly stronger than those
consideredin previous work. In addition to the new, strong de�nitions we present, the hierarchy
of de�nitions we give is useful for characterizing the security of ring signature constructions.

Constructions. Wepresent three ring signatureschemeswhich areprovably securein the standard
model. We stressthat theseare the �rst such constructions, as all previous constructions of which
we are aware rely on random oracles/ideal ciphers.1 It is worth remarking that ring identi�cation
schemes are somewhat easier to construct (using, e.g., techniques of Cramer et al. [11]); ring
signatures can then easily be derived from such schemesusing the Fiat-Shamir methodology in
the random oracle model [16]. This approach, however, is no longer viable (at least, basedon our
current understanding) when working in the standard model.

Our �rst construction is basedon generic assumptions, and satis�es the strongest de�nitions
of anonymit y and unforgeability consideredhere. Moreover, this construction is completely ad-
hoc and requires no setup assumptionsof any kind. This construction is inspired by the generic

1Although Xu, Zhang, and Feng [24] claim a ring signature scheme in the standard model based on speci�c
assumptions, their proof waslater found to be 
a wed (personalcommunication from J. Xu, March 2005). Concurrently
to our work, Chow, Liu and Yuen [10] show a ring signature scheme that they prove secure in the standard model
(for rings of constant size) basedon a new number-theoretic assumption.

2



construction of group signaturesdue to Bellare et al. [3] and, indeed, the constructions sharesome
similarities at a high level. However, a number of subtleties arise in our context that do not arise in
the context of group signatures,and the construction given in [3] doesnot immediately lend itself
to a ring signature scheme. Two issuesin particular that we need to deal with are the fact that
we have no central group manager to issue\certi�cates" as in [3], and that we additionally need
to take into account the possibility of adversarially-generatedpublic keys as discussedearlier (this
is not a concern in [3] where there is only a single group public key published by a (semi-)trusted
group manager).

Our other two constructions are more e�cien t than the �rst, and rely on speci�c number-
theoretic assumptions. These have various disadvantages with regard to the generic solution dis-
cussedpreviously. First, these schemesrequire somesystem-wide public parameters (essentially
a description of a cyclic group along with a generator) that must be shared by all users of the
scheme. Importantly, however, we stressthat there is no possibility of embedding any \trap door"
in theseparameters; thus, reliance on such parameters is much lessproblematic than relying on a
\common referencestring" that typically doeshave sometrap door information associated with it,
and must therefore be generatedby a trusted party (who can violate security of the schemeif they
are corrupted). Our �nal two schemesalso provide more limited functionalit y and security guar-
antees than our �rst construction; most limiting is that they only support rings of size two. Such
schemesare still useful for certain applications (as discussedearlier); furthermore, constructing an
e�cien t 2-userring signature schemewithout random oraclesis still di�cult, aswe do not have the
Fiat-Shamir methodology available in our toolbox. These two schemesare based,respectively, on
the recent (standard) signature schemesof Waters [23] and Camenisch and Lysyanskaya [7].

2 Preliminaries

We usethe standard de�nitions of public-key encryption schemesand semantic security; signature
schemesand existential unforgeability under adaptive chosen-messageattacks; and computational
indistinguishabilit y. In this paper we will assumepublic-key encryption schemesfor which, with
all but negligible probabilit y over (pk; sk) generatedat random using the speci�ed key generation
algorithm, Decsk(Encpk(M )) = M holds with probabilit y 1.

We will also usethe notion of a ZAP, which is a 2-round, public-coin, witness-indistinguishable
proof systemfor any languageL 2 N P. ZAPs were introducedby Dwork and Naor [14], who show
that ZAPs can be constructed basedon any non-interactive zero-knowledge(NIZK) proof system;
the latter, in turn, can be constructed basedon trap door permutations [15].

Formally, a ZAP is a triple (`; P; V) such that (1) the initial messager from the veri�er V has
length `(k) (where k is the security parameter); (2) the prover P, on input the veri�er-messager ,
statement x, and witness w, outputs �  Pr (x; w); �nally , (3) Vr (x; � ) outputs 1 or 0, indicating
acceptanceor rejection of the proof.

A ZAP is usedin the following way: The veri�er generatesa random �rst messager  f 0; 1g` (k)

and sendsit to the prover P. The prover, given r , a statement x, and associated witness w, sends
�  Pr (x; w) to the veri�er. The veri�er then runs Vr (x; � ) and acceptsi� the output is 1.

A formal de�nition of the security properties guaranteed by a ZAP follows. Let L be an N P
languagewith associated polynomial-time and polynomially-boundedwitnessrelation R L (i.e., such

that L def= f x j 9w : (x; w) 2 R L g). If (x; w) 2 R L we refer to x as the statement and w as the
associated witness for x.

De�nition 1 [ZAP ] A ZAP for an N P languageL (with associated witnessrelation R L ) is a triple
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(`; P; V), where `(�) is a polynomial, P is a ppt algorithm, and V is polynomial-time deterministic
algorithm such that.

Completeness For any (x; w) 2 R L and any r 2 f 0; 1g` (k) :

Pr [�  Pr (x; w) : Vr (x; � ) = 1] = 1 :

(The original de�nition [14] allows for a negligible completenesserror, but their construction
achieves perfect completenesswhen instantiated using the NIZK of [15].)

Adaptiv e soundness There exists a negligible function " such that

Pr
h
r  f 0; 1g` (k) : 9(x; � ) : x 62L and Vr (x; � ) = 1

i
� " (k) :

Witness indistinguishabilit y (Informal) For any x 2 L , any pair of witnessesw0, w1 for x,
and any r 2 f 0; 1g` (k) , the distributions fP r (x; w0)g and fP r (x; w1)g are computationally
indistinguishable. (Formally, we needto speak in terms of sequencesf r k 2 f 0; 1g` (k) g, f xkg,
and f (wk;0; wk;1)g but we avoid doing so for simplicit y of exposition.) }

3 De�nitions

We begin by presenting the functional de�nition of a ring signature scheme. We refer to an ordered
list R = (PK 1, : : :, PK n ) of public keys as a ring, and let R[i ] = PK i . We will also freely use
set notation, and say, e.g., that PK 2 R if there exists an index i such that R[i ] = PK . We will
always assume,without lossof generality, that the keys in a ring are ordered lexicographically.

De�nition 2 [Ring signature ] A ring signature schemeis a triple of ppt algorithms (Gen, Sign,
Vrfy) that, respectively, generate keys for a user, sign a message,and verify the signature of a
message.Formally:

� Gen(1k ), where k is a security parameter, outputs a public key PK and secretkey SK .

� Signs;SK (M ; R) outputs a signature � on the messageM with respect to the ring R =
(PK 1; : : : ; PK n ). We assumethe following: (1) (R[s], SK ) is a valid key-pair output by
Gen; (2) jRj � 2 (since a ring signature schemeis not intended to serve as a standard signa-
ture scheme); and (3) each public key in the ring is distinct.

The �rst of the above conditions simply models ring signature usage(where a signer \kno ws"
their index s in the ring). The latter two conditions are without much loss of generality: it
is easyto modify any ring signature scheme to allow signatures with jRj = 1 by including a
special key for just that purpose,and given a ring R with repeatedkeysthe signer/veri�er can
simply take the sub-ring of distinct keys in R and correctness(seebelow) will be una�ected.

� VrfyR (M ; � ) outputs a single bit indicating validit y or invalidit y of a purported signature �
on a messageM with respect to the ring of public keys R.

We require the following correctnesscondition: for any k, any f (PK i ; SK i )gn
i=1 output by Gen(1k ),

any s 2 [n], and any M , we have VrfyR(M ; Signs;SK s
(M ; R)) = 1 where R = (PK 1; : : : ; PK n ).
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A c-user ring signature schemeis a variant of the above that only supports rings of �xed size
c (i.e., the Sign and Vrfy algorithms only take as input rings R for which jRj = c, and correctness
is only required to hold for such rings). }

To improve readability, we will generally omit the input \ s" to the signing algorithm (and simply
write �  SignSK (M ; R)), with the understanding that the signer can determine an index s for
which SK is the secretkey corresponding to public key R[s]. Strictly speaking, there may not be
a unique such s (especially when R contains incorrectly-generated keys); in real-world usageof a
ring signature scheme,though, a signer will certainly be able to identify his own public key.

A ring signature scheme is used as follows: At various times, di�eren t users run the key-
generation algorithm Gen to generate public and secret keys. We stress that no coordination
among these users is assumedor required. When a user with secret key SK wishes to generate
an anonymous signature on a messageM , he choosesa ring R of public keys which includes his
own, computes �  SignSK (M ; R) and outputs (� ; R); in such a case,we refer to the holder of
SK as the signer of the message.Assuming the schemeis secure,anyone can now verify that this
signature was generatedby someone holding a secret key corresponding to a public key in R by
running VrfyR(M ; � ).

Although our functional de�nition of a ring signature scheme requires users to generatekeys
speci�cally for that purpose(in contrast to the requirements of [1, 2]), our �rst construction can
be easily modi�ed to work with any ring of usersas long as they each have a public key for both
encryption and signing (seeSection 5).

As discussedin the Introduction, ring signaturesmust satisfy two independent notions of secu-
rit y: anonymit y and unforgeability. There are various ways each of these notions can be de�ned
(and various ways thesenotions have beende�ned in the literature); we present our de�nitions in
Sections3.1 and 3.2, and comparethem to previously-suggestedde�nitions in Section 4.

3.1 De�nitions of Anon ymit y

The anonymit y condition requires, informally, that an adversary should not be able to tell which
member of a ring generateda particular signature. (All the anonymit y de�nitions that follow can
be phrasedin either a computational or an unconditional sensewhere, informally, anonymit y holds
for polynomial-time adversariesin the former caseand all-powerful adversariesin the latter case.
For simplicit y, we present only the computational versions.) We begin with a basic de�nition of
anonymit y which is already stronger than that consideredin most previous work in that we give
the adversary accessto a signing oracle (this results in a stronger de�nition even in the caseof
unconditional anonymit y).

De�nition 3 [Basic anon ymit y] Given a ring signature scheme(Gen, Sign, Vrfy), a polynomial
n(�), and a ppt adversary A , consider the following game:

1. Key pairs f (PK i ; SK i )g
n(k)
i =1 are generated using Gen(1k ), and the set of public keys S def=

f PK i g
n(k)
i =1 is given to A .

2. A is given accessto an oracle OSign(�; �; �) such that OSign(s;M ; R) returns SignSK s
(M ; R),

where we require R � S and PK s 2 R.

3. A outputs a messageM , distinct indices i 0; i1, and a ring R � S for which PK i 0 ; PK i 1 2 R.
A random bit b is chosen,and A is given the signature �  SignSK i b

(M ; R).

4. The adversary outputs a bit b0, and succeedsif b0 = b.
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(Gen; Sign; Vrfy) achieves basic anonymity if, for any ppt A and any polynomial n(�), the success
probabilit y of A in the above gameis negligibly closeto 1=2. }

(A variant is for the adversary to be given a signature computed by a randomly-chosenmember
of R, with the requirement that the adversary should be unable to guessthe actual signer with
probabilit y better than 1=jRj + negl(k). It is easyto seethat this is equivalent to the above.)

Unfortunately, the above de�nition of basicanonymit y leavesopen the possibility of the follow-
ing attack: (1) an adversary generatespublic keys in somearbitrary manner (which may possibly
depend on the public keys of the honest users), and then (2) a legitimate signer generatesa sig-
nature with respect to a ring containing someof these adversarially-generatedpublic keys. The
de�nition above o�ers no protection in this case!This attack, consideredalso in [21] (in a slightly
di�eren t context) is quite realistic since, by their very nature, ring signatures are intended to be
usedin settings where there is no central authorit y checking validit y of public keys. This motivates
the following, stronger de�nition:

De�nition 4 [Anon ymit y w.r.t. adv ersarially-c hosen keys] Given a ring signature scheme
(Gen; Sign; Vrfy), a polynomial n(�), and a ppt adversary A , consider the following game:

1. As in De�nition 3, key pairs f (PK i ; SK i )g
n(k)
i =1 are generated using Gen(1k ) and the set of

public keys S def= f PK i g
n(k)
i =1 is given to A .

2. A is given accessto an oracle OSign(�; �; �) such that OSign(s;M ; R) returns SignSK s
(M ; R),

where we require PK s 2 R. (In contrast to De�nition 3, we no longer require R � S.)

3. A outputs a messageM , distinct indices i 0; i1, and a ring R for which PK i 0 ; PK i 1 2 R.
(Again, we no longer require R � S.) A random bit b is chosen,and A is given the signature
�  SignSK i b

(M ; R).

4. The adversary outputs a bit b0, and succeedsif b0 = b.

(Gen; Sign; Vrfy) achieves anonymity w.r.t. adversarially-chosenkeys if for any ppt A and polyno-
mial n(�), the successprobabilit y of A in the above gameis negligibly closeto 1=2. }

The above de�nition only guarantees anonymit y of a particular signature as long as there are
at least two honest users in the ring. In somesensethis is inherent, since if an honest signer U
choosesa ring in which all other public keys (i.e., except for the public key of U) were created by
an adversary, then that adversary \kno ws" that U must be the signer (since the adversary did not
generatethe signature itself).

A weaker requirement one might consider when the signer U is the only honest user in a ring
is that the other members of the ring should be unable to prove to a third party that U generated
the signature (we call this an attribution attack). Preventing such an attack in general seemsto
require the involvement of a trusted party (or at least a common random string), something we
would like to avoid. We instead de�ne a slightly weaker notion which, informally, can be viewed
as o�ering an honest user U some protection against attribution attacks as long as at least one
other userU0 in the ring washonestat the time U0 generated his public key. However, we allow this
user U0 | as well as all other honest usersin the ring (except for U) | to later collude with an
adversary by revealing their secretkeys in an attempt to attribute the signature to U.2 (Actually ,
we even allow theseusersto reveal the randomnessusedto generatetheir secretkeys. This ensures

2The idea is that everyone else in the ring is trying to \frame" U, but U is (naturally) refusing to divulge her
secret key. Although this itself might arousesuspicion, the point is that it still cannot be proved | in court, say |
that U was the signer.
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security when erasurecannot be guaranteed, or when it cannot be guaranteed that all userswill
comply with the directive to erasetheir random coins.) Security in such a setting alsoensuressome
measureof security in casehonest users' secretkeys are exposedor stolen.

In addition to the above, we consider also the stronger variant in which the secret keys of all
honest users in the ring (i.e., including U) are exposed. This parallels the anonymit y de�nition
given by Bellare, et al. in the context of group signatures[3] (in fact, our de�nition is even stronger
sincewe give the adversary the random coinsof the corrupted usersand not just their secretkeys).
For simplicit y we also protect against adversarially-chosen keys, though one could consider the
weaker de�nition that doesnot.

De�nition 5 [Anon ymit y against attribution attac ks/full key exp osure ] Given a ring
signature scheme(Gen; Sign; Vrfy), a polynomial n(�), and a ppt adversary A , considerthe following
game:

1. For i = 1 to n(k), generate(PK i ; SK i )  Gen(1k ; ! i ) for randomly-chosen ! i . Give to A
the set of public keys f PK i g

n(k)
i =1 . (This is functionally identical to the �rst step in previous

de�nitions, except that we now make explicit the random coins usedto generatekeys.)

2. As in De�nition 4, A is given accessto an oracleOSign(�; �; �) such that OSign(s;M ; R) returns
SignSK s

(M ; R), where we require PK s 2 R.

3. A is also given accessto an oracle Corrupt(�) that, on input i , returns ! i .

4. As in De�nition 4, A outputs a messageM , distinct indices i 0; i1, and a ring R for which
PK i 0 ; PK i 1 2 R. A random bit b is chosenand A is given �  SignSK i b

(M ; R).

5. The adversary outputs a bit b0, and succeedsif b0 = b and jf i 0; i1g \ Cj � 1, where C is the
set of queriesto the corruption oracle.

(Gen; Sign; Vrfy) achieves anonymity against attribution attacks if, for any ppt A and polyno-
mial n(�), the successprobabilit y of A in the above game is at most 1=2 + negl(k). If we allow
jf i 0; i1g \ Cj = 2, then we say (Gen; Sign; Vrfy) achievesanonymity against ful l key exposure. }

Link abilit y. Another desideratum of a ring signature scheme is that it be unlinkable; that is,
it should be infeasible to determine whether two signatures (possibly generated with respect to
di�eren t rings) were generatedby the samesigner. A detailed discussionon the relation between
anonymit y and unlinkabilit y appears in [3, Section 3], and the conclusion reached there is that
anonymit y and unlinkabilit y areequivalent under any \reasonable" formulation of thesetwo notions.
We concur with that assessment in our setting, and in particular remark that even our most
basic de�nition of anonymit y implies that signatures by the samesigner cannot be meaningfully
correlated. On the other hand, it is not hard to seethat a weaker de�nition of anonymit y whereby
the adversary obtains only users' public keysand a single signature | but cannot obtain multiple
other signaturesvia a signing oracle | doesnot imply unlinkabilit y.

3.2 De�nitions of Unforgeabilit y

The intuitiv e notion of unforgeability is, as usual, that an adversary should be unable to output
(R; M ; � ) such that VrfyR (M ; � ) = 1 unlesseither (1) oneof the public keys in R was generatedby
the adversary, or (2) a user whosepublic key is in R explicitly signedM previously (with respect
to the samering R). Somesubtleties arise,however, when de�ning a chosen-messageattack on the
scheme. Many previous works (e.g., [22]), assumea de�nition like the following:
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De�nition 6 [Unforgeabilit y against �xed-ring attac ks] A ring signature scheme(Gen, Sign,
Vrfy) is unforgeable against �xed-ring attacks if for any ppt adversary A and for any polynomial
n(�), the probabilit y that A succeedsin the following gameis negligible:

1. Key pairs f (PK i ; SK i )g
n(k)
i =1 are generated using Gen(1k ), and the set of public keys R def=

f PK i g
n(k)
i =1 is given to A .

2. A is given accessto a signing oracle OSign(�; �), where OSign(s;M ) outputs SignSK s
(M ; R).

3. A outputs (M � ; � � ) and succeedsif VrfyR (M � ; � � ) = 1 and also A never made a query of the
form OSign(?;M � ). }

Note that not only is A restricted to making signing querieswith respect to the ful l ring R, but its
forgery is required to verify with respect to R as well. The following stronger, and more natural,
de�nition was usedin, e.g., [1]:

De�nition 7 [Unforgeabilit y against chosen-subring attac ks] A ring signature scheme(Gen,
Sign, Vrfy) is unforgeable against chosen-subringattacks if for any ppt adversary A and for any
polynomial n(�), the probabilit y that A succeedsin the following gameis negligible:

1. Key pairs f (PK i ; SK i )g
n(k)
i =1 are generated using Gen(1k ), and the set of public keys S def=

f PK i g
n(k)
i =1 is given to A .

2. A is givenaccessto a signing oracle OSign(�; �; �), whereOSign(s;M ; R) outputs SignSK s
(M ; R)

and we require that R � S and PK s 2 R.

3. A outputs (R � ; M � ; � � ) and succeedsif R � � S, VrfyR � (M � ; � � ) = 1, and A never queried
(?;M � ; R� ) to its signing oracle. }

While the above de�nition is an improvement, it still leaves open the possibility of an attack
whereby honest usersare \tric ked" into generatingsignaturesusing rings containing adversarially-
generatedpublic keys. (Such an attack was also previously suggestedby [21, 20].) The following
de�nition takesthis into account aswell as, for completeness,an adversary who adaptively corrupts
honest participants and obtains their secret keys. Since either of these attacks may be viewed as
the outcomeof corrupting an \insider" (even though, technically speaking, there are not really any
\insiders" in the context of ring signatures), we usethis terminology.

De�nition 8 [Unforgeabilit y w.r.t. insider corruption ] A ring signature scheme (Gen, Sign,
Vrfy) is unforgeable w.r.t. insider corruption if for any ppt adversary A and for any polynomial
n(�), the probabilit y that A succeedsin the following gameis negligible:

1. Key pairs f (PK i ; SK i )g
n(k)
i =1 are generated using Gen(1k ), and the set of public keys S def=

f PK i g
n(k)
i =1 is given to A .

2. A is givenaccessto a signing oracle OSign(�; �; �), whereOSign(s;M ; R) outputs SignSK s
(M ; R)

and we require that PK s 2 R.

3. A is also given accessto a corrupt oracle Corrupt(�), where Corrupt(i ) outputs SK i .

4. A outputs (R � ; M � ; � � ) and succeedsif VrfyR � (M � ; � � ) = 1, A never queried (?;M � ; R� ), and
R� � S n C, where C is the set of corrupted users. }

Herranz [17] considers,albeit informally, a de�nition intermediate between our De�nitions 7
and 8 in which corruptions of honest players are allowed but adversarially-chosenpublic keys are
not explicitly mentioned.
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4 Separations Bet ween the Securit y De�nitions

In the previous section,we presented various de�nitions of anonymit y and unforgeability. Here, we
show that thesede�nitions are in fact distinct, in the sensethat there exist (under certain assump-
tions) schemessatisfying a weaker de�nition but not a stronger one. First, we show separations
for the de�nitions of anonymit y, considering in each casea scheme simultaneously satisfying the
strongest de�nition of unforgeability. (Proof sketches for the claims presented in this section are
given in Appendix A.1.)

Claim 1 If there exists a schemethat achievesbasic anonymity and is unforgeable w.r.t. insider
corruption, then there exists a schemethat achievesthesesame properties but is not anonymous
w.r.t. adv ersarially-c hosen keys.

Claim 2 If there exists a schemethat is anonymous w.r.t. adv ersarially-c hosen keys and is
unforgeablew.r.t. insider corruption, then there existsa schemethat achievesthesesameproperties
but is not anonymousagainst attribution attac ks.

Claim 3 Assume the existence of a semantically-secure public-key encryption scheme. If there
exists a schemethat is anonymousagainst attribution attac ks and is unforgeable w.r.t. insider
corruption, then there exists a schemethat achievesthesesame properties but is not anonymous
against full key exp osure .

Looking ahead,the initial schemewe present in the following sectionalsogivesan exampleof a ring
signature scheme having the properties described in Claim 3. However, we rely there on stronger
assumptionsthan semantically-secure public-key encryption.

We also show separationsfor the de�nitions of unforgeability, considering now schemeswhich
simultaneously achieve the strongest de�nition of anonymit y:

Claim 4 If there existsa schemethat is anonymousagainst ful l keyexposure and unforgeablew.r.t.
insider corruption, then there exists a schemethat is anonymous against ful l key exposure and
unforgeable against �xed-ring attac ks, but not unforgeable against chosen-subring attac ks.

We remark that the scheme of [18] serves as a natural example of a scheme that is unforgeable
against �xed-ring attacks but not unforgeableagainst chosen-subringattacks (in the random oracle
model); this was subsequently �xed in [17]. SeeAppendix A.2.

Claim 5 If there exists a schemethat is anonymous against ful l key exposure and unforgeable
against chosen-subring attac ks, then there exists a schemethat achievesthesesameproperties
but is not unforgeable w.r.t. insider corruption .

5 Ring Signatures Based on General Assumptions

We now describe our construction of a ring signature scheme that satis�es the strongest of our
proposedde�nitions, and is basedon generalassumptions. Let (EGen; Enc; Dec) be a semantically-
securepublic-key encryption scheme, let (Gen0; Sign0; Vrfy0) be a (standard) signature scheme, and
let (`; P; V) be a ZAP (for an N P-languagethat will becomeclear oncewe describe the scheme).
We denote by C �  Enc�

RE
(m) the probabilistic algorithm that takes as input a set of encryption

9



public keys RE = f pkE ;1; : : : ; pkE ;ng and a messagem, and does the following: it �rst chooses
random s1; : : : ; sn� 1 2 f 0; 1gjmj and then outputs:

C � =

0

@EncpkE ;1 (s1); EncpkE ;2 (s2); � � � ; EncpkE ;n � 1 (sn� 1); EncpkE ;n (m �
n� 1M

j =1

sj )

1

A :

Note that, informally, encryption using Enc� is semantically secureas long as at least one of the
corresponding secretkeys is unknown.

The idea underlying our construction is the following. Each user has an encryption key pair
(pkE ; skE ) and a (standard) signature key pair (pkS ; skS). To generatea ring signaturewith respect
to a ring R of n users,the signer�rst producesa standard signature � 0of M kR with her signingkey.
Next, the signer producestwo ciphertexts C �

0 , C �
1 using Enc� and the set RE of all the encryption

public keys in the ring; oneof theseciphertexts will be an encryption of � 0 and the other will be an
encryption of \garbage". Finally, the signerproducesa proof � (using the ZAP) that at least oneof
the ciphertexts is an encryption of a valid signature on the messagewith respect to the veri�cation
key of one of the ring members.

Toward a formal description, let L denote the N P language:
n

(RS; M ; RE ; C � ) : 9pkS; � ; ! s.t. pkS 2 RS

^
C � = Enc�

RE
(� ; ! )

^
Vrfy0

pkS
(M ; � ) = 1

o
;

i.e., (RS; M ; RE ; C � ) 2 L i� C � is an encryption (using Enc�
RE

) of a valid signature of M with
respect to some veri�cation key pkS 2 RS. We now give the details of our construction, which
is speci�ed by the key-generation algorithm Gen, the ring signing algorithm Sign, and the ring
veri�cation algorithm Vrfy.

Gen(1k ):

1. Generatesigning key pair (pkS; skS)  Gen0(1k ).

2. Generateencryption key pair (pkE ; skE )  EGen(1k ) and eraseskE .

3. Choosean initial ZAP messager  f 0; 1g` (k) .

4. Output the public key PK := (pkS; pkE ; r ), and the secretkey SK := skS.

Signi � ;SK i � (M ; (PK 1; : : : ; PK n )) :

1. Parse each PK i as (pkS;i ; pkE ;i ; r i ), and parse SK i � as skS;i � . Set RE := f pkE ;1; : : : ; pkE ;n g
and RS := f pkS;1; : : : ; pkS;ng.

2. Set M � := M j PK 1 j � � � j PK n , where \ j" denotes concatenation. Compute the signature
� 0

i �  Sign0
skS;i � (M � ).

3. Chooserandom coins ! 0; ! 1 and compute C �
0 := Enc�

RE
(� 0

i � ; ! 0) and3 C �
1 := Enc�

RE
(0k ; ! 1).

4. For j 2 f 0; 1g, let x j denote the statement: \ (RS ; M � ; RE ; C �
j ) 2 L ", and let x := x0

W
x1.

Compute the proof �  Pr 1 (x; (pkS;i � ; � 0
i � ; ! 0)).

5. The signature is � := (C �
0 ; C �

1 ; � ).
3We assume for simplicit y that valid signatures w.r.t. the veri�cation keys f pkS;i g always have length k. The

construction can easily be adapted when this is not the case.
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Vrfyf P K 1 ;:::;P K n g(M ; � )

1. Parse � as (C �
0 ; C �

1 ; � ). Parse each PK i as (pkS;i ; pkE ;i ; r i ). Set M � := M j PK 1 j � � � j PK n ;
set RE := f pkE ;1, : : :, pkE ;n g; and set RS := f pkS;1; : : : ; pkS;ng.

2. For j 2 f 0; 1g, let x j denote the statement: \ (RS ; M � ; RE ; C �
j ) 2 L ", and let x := x0

W
x1.

3. Output Vr 1 (x; � ).

(In the conferenceversion of this work [4], we presented a lesse�cien t version of the scheme
in which the signature contained n ciphertexts rather than two.) It is easyto seethat the scheme
above satis�es the functional de�nition of a ring signature scheme(recall that the f PK i g in a ring
are always ordered lexicographically). We now prove that the scheme satis�es strong notions of
anonymit y and unforgeability (here we only claim anonymit y against attribution attacks, but we
discussfurther below how it is possibleto obtain anonymit y against full key exposure):

Theorem 1 If encryption scheme(EGen; Enc; Dec) is semantically secure, signature scheme(Gen0,
Sign0, Vrfy0) is existentially unforgeable under adaptive chosen-messageattacks, and (`; P; V) is a
ZAP for the languageL 0 = f (x0; x1) : x0 2 L

W
x1 2 Lg, then the above ring signature schemeis

anonymousagainst attribution attacks and unforgeable w.r.t. insider corruption.

Pro of We prove each of the desiredsecurity properties in turn.

Anon ymit y. For simplicit y of exposition, we considerDe�nition 5 with n = 2; i.e., we assumeonly
two usersnumbers 0 and 1 for convenience.We also assumewithout lossof generality that i 0 = 0
and i 1 = 1, and that the adversary corrupts player 1. It is straightforward that this implies the
generalcase.Given a ppt adversary A , we considera sequenceof experiments E 0, Hybrid0, Hybrid1,
E1 such that E0 (resp., E1) correspondsto the experiment of De�nition 5 with b = 0 (resp., b = 1),
and such that each experiment is computationally indistinguishable from the one before it. This
implies that A has negligible advantage in distinguishing E0 from E1, as desired.

For convenience,we review experiment E0. Here, two key pairs (PK 0 = (pkS;0; pkE ;0; r0); SK 0)
and (PK 1 = (pkS;1; pkE ;1; r1); SK 1) are generatedand A is given PK 0 and the randomnessused
to generate(PK 1; SK 1) (recall our assumption that A corrupts player 1). The adversary is also
given accessto a signing oracle that can be used to obtain signatures computed using SK 0. The
adversary A then outputs a messageM along with a ring of public keys R containing both PK 0

and PK 1. Finally, A is given �  SignSK 0
(M ; R).

Experiment Hybrid0 is the sameas experiment E0 except that we change how the signature �
is generated: in step 2 we compute � 0

0  Sign0
skS;0

(M � ) and C �
0 as before, but now additionally

compute � 0
1  Sign0

skS;1
(M � ) and C �

1 = Enc�
RE

(� 0
1; ! 1).

It is not hard to seethat experiment Hybrid0 is computationally indistinguishable from experi-
ment E0, assumingsemantic security of the encryption scheme(EGen; Enc; Dec). This follows from
the observations that (1) adversary A is not given the random coins used in generating PK 0 and
so, in particular, it is not given the coins used to generatepkE ;0; (2) (informally) semantic secu-
rit y of encryption under EncpkE ;0 implies semantic security of encryption using Enc�

RE
as long as

pkE ;0 2 RE (a formal proof is straightforward); and, �nally , (3) the coins ! 1 usedin generatingC �
1

are not used in the remainder of the experiment.
Experiment Hybrid1 is the sameasHybrid0 exceptthat weusea di�eren t witnesswhencomputing

the proof � for the ZAP. In particular, instead of using witness (pkS;0; � 0
0; ! 0) we use the witness

(pkS;1; � 0
1; ! 1). The remainder of the signing algorithm is unchanged.
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It is relatively immediate that Hybrid1 is computationally indistinguishable from Hybrid0, as-
suming witness indistinguishabilit y of the ZAP. (Use of a ZAP, rather than non-interactive zero-
knowledge, is essential here sincethe adversary may choosethe \random string" component of all
the adversarially-chosen public keys any way it likes.) In more detail, we can construct the fol-
lowing malicious veri�er algorithm V � using A : veri�er V� generates(PK 0; SK 0) and (PK 1; SK 1)
exactly as in experiments Hybrid0 and Hybrid1, and givesthesekeysand the appropriate associated
random coins to A . Signing queriesof A can be easily simulated by V � in the obvious way. When
A outputs M and R with PK 0; PK 1 2 R, the veri�er V� computesC �

0 and C �
1 exactly as in Hybrid1

and then givesto the prover P the setsRS and RE , the messageM � , and the ciphertexts (C �
0 ; C �

1);
this de�nes the N P-statement x exactly as in step 4 of the ring signing algorithm. In addition, V �

gives the two witnessesw0 = (pkS;0; � 0
0; ! 0) and w1 = (pkS;1; � 0

1; ! 1) to P. Finally, V� sendsas its
�rst messagethe \random string" component r of the lexicographically-�rst public key in R (this
r is the random string that would be used to generate the proof � in step 4 of the ring signing
algorithm). The prover responds with a proof �  Pr (x; wb) (for someb 2 f 0; 1g), and then V�

returns the signature (C �
0 ; C �

1 ; � ) to A .
Note that if the prover usesthe �rst witnessprovided to it by V � then the view of A is distributed

exactly according to Hybrid0, while if the prover usesthe secondwitness provided to it by V � then
the view of A is distributed exactly according to Hybrid1. Witness indistinguishabilit y of the ZAP
thus implies computational indistinguishabilit y of Hybrid0 and Hybrid1.

We may now notice that Hybrid1 is computationally indistinguishable from E1 by exactly the
sameargument usedto show the indistinguishabilit y of Hybrid0 and E0. This completesthe proof.

Unforgeabilit y. Assume there exists a ppt adversary A that breaks the above ring signature
scheme(in the senseof De�nition 8) with non-negligibleprobabilit y. We construct an adversary A 0

that breaksthe underlying signature scheme(Gen0; Sign0; Vrfy0) (in the standard senseof existential
unforgeability) with non-negligible probabilit y.

A 0 receivesas input a public key pkS. Let n = n(k) be a bound on the number of (honest user)
public keysthat A expectsto begenerated.A 0runs A with input public keysS = f PK 1; : : : ; PK ng,
that A 0 generatesas follows. A 0 choosesi �  f 1; : : : ; ng and sets pkS;i � = pkS. The remainder
of public key PK i � is generatedexactly as prescribed by the Gen algorithm, with the exception
that the decryption key skE ;i � that is generatedis not erased.Public keys PK i for i 6= i � are also
generatedexactly asprescribed by the Genalgorithm, again with the exception that the decryption
keys f skE ;i g are not erased.

A 0 then proceedsto simulate the oracle queriesof A in the natural way:

1. When A requestsa signature on messageM , with respect to ring R (which may possibly
contain some public keys generated in an arbitrary manner by A), to be signed by user
i 6= i � , then A 0 can easily generatethe responseto this query by running the Sign algorithm
completely honestly;

2. When A requests a signature on messageM , with respect to ring R (which, again, may
possibly contain somepublic keys generatedin an arbitrary manner by A) to be signed by
user i � , then A 0 cannot directly respond to this query sinceit doesnot know skS;i � . Instead,
A 0submits the appropriate messageM � to its signingoracle,and obtains in return a signature
� 0

i � . It then computes the remainder of the ring signature by following the rest of the Sign
algorithm; note, in particular, that skS;i � is not neededfor this;

3. Any corruption query made by A for a user i 6= i � can be faithfully answered by A 0. On the
other hand, if A ever makesa corruption query for i � , then A 0 simply aborts.
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At somepoint, A outputs a forgery �� = ( �C �
0 ; �C �

1 ; �� ) on a message �M with respect to somering
�R � S, none of whosemembers is corrupted. If PK i � 62 �R, then A 0 aborts. Otherwise, since A 0

knows all relevant decryption keys, it can decrypt both �C �
0 and �C �

1 and obtain candidate signatures
�� i � ;0 and �� i � ;1 respectively. Finally, A 0 sets �M � = �M j PK 1 j � � � j PK n0 (where �R = f PK i g) and
veri�es whether either of � i � ;0 or �� i � ;1 is a valid signature for M � with respect to pkS = pkS;i � ; if
so, it outputs �M � along with the valid signature. Note that (by requirement) A never requested
a signature on message �M with respect to the ring �R, and so A 0 never requesteda signature on
message �M � from its own oracle.

We claim that if A forgesa signature with non-negligible probabilit y " = "(k), then A 0 forges
a signature with probabilit y at least " 0 = "=n � negl(k). To seethis, note �rst that if A outputs a
valid forgery then with all but negligible probabilit y (by adaptive soundnessof the ZAP) it holds
that ( �RS; �M � ; �RE ; �C �

j ) 2 L for somej (where �RS; �RE are de�ned in the natural way basedon the
ring �R and the public keysit contains). Assuming this to be the case,we know that there exist i; j ,
� , and ! such that C �

j = Enc�
RE

(� ; ! ) and Vrfy0
pkS;i

(M � ; � ) = 1 for somepkS;i 2 �R. Conditioned on
this, with probabilit y at least 1=n � negl(k) it is the casethat A 0 doesnot abort and can recover
a valid signature on �M � with respect to pkS = pkS;i � . (We rely here on the fact that with all
but negligible probabilit y over choice of encryption public keys, Enc� has zero decryption error).
Security of (Gen0; Sign0; Vrfy0) thus implies that " is negligible.

\Oblivious" users. The schemeabove can alsobeusedin a situation wheresomeusersin the ring
have not generateda key pair according to Gen, as long as (1) every ring member has a public key
both for encryption and for signing(thesekeysmay beassociated with di�eren t schemes),and (2) at
least one of the members has included a su�cien tly-long random string in his public key. Thus, a
single user who establishesa public key for a ring signature schemesu�ces to provide anonymit y
for everyone. This also provides a way to include \oblivious" usersin the signing ring [1, 2].

Ac hieving a stronger anon ymit y guaran tee. The above scheme is not secureagainst full
key exposure, and it is essential to our proof of anonymit y that the adversary not be given the
random coins used to generateall (honest) ring signature keys.4 (If the adversary gets all sets of
random coins, it can decrypt ciphertexts encrypted using Enc�

RE
for any ring of honestusersR and

thereby determine the true signerof a message.)It is possibleto achieve anonymit y against full key
exposure using an enhancedform of encryption for which, informally, there exists an \oblivious"
way to generatea public key without generatinga corresponding secretkey. This notion, introduced
by Damg�ard and Nielsen [12], can be viewed as a generalization of densecryptosystemsin which
the public key is required to be a uniformly distributed string (in particular, densecryptosystems
satisfy the de�nition below). We review the formal de�nition here.

De�nition 9 An oblivious key generator for the public-key encryption scheme(EGen, Enc, Dec) is
a pair of ppt algorithms (OblEGen; OblRand) such that:

� OblEGen, on input 1k and random coins ! 2 f 0; 1gn(k) , outputs a key pk;

� OblRand, on input a key pk, outputs a string ! ;

and the following distribution ensembles are computationally indistinguishable:
n

!  f 0; 1gn(k) : (! ; OblEGen(1k ; ! ))
o

4We remark that anonymit y still holds if the adversary is given all secret keys (but not the randomness used to
generate all secret keys). This is becausethe decryption key skE is erased,and not included in SK .
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and n
(pk; sk)  EGen(1k ); !  OblRand(pk) : (! ; pk)

o
:

}

Note that if (EGen; Enc; Dec) is semantically secure,then (informally speaking) it is alsosemantically
secureto encrypt messagesusing a public key pk generatedby OblEGen, even if the adversary has
the random coins used by OblEGenin generating pk. We remark for completenessthat the El
Gamal encryption scheme(over the group of quadratic residuesmodulo a prime) is an exampleof
a schemehaving an oblivious key generator.

Given the above, we adapt our construction in the natural way: speci�cally , the Genalgorithm
is changedso that instead of generating pkE using EGen(and then erasingthe secretkey skE and
the random coins used), we now generatepkE using OblEGen. Adapting the proof of Theorem 1,
we can easily show:

Theorem 2 Under the assumptionsof Theorem 1 and assuming(EGen, Enc, Dec) hasan oblivious
key generator, the modi�e d ring signature schemedescribed above is anonymous against ful l key
exposure, and unforgeable w.r.t. insider corruption.

Pro of The proof of unforgeability follows immediately from Theorem1 since,by De�nition 9, the
adversary cannot distinguish betweenthe original scheme(in which the encryption key is generated
using EGen) and the modi�ed scheme(in which the encryption key is generatedusing OblEGen).

Wenow arguethat the modi�ed schemeachievesanonymit y against full key exposure. First note
that anonymit y against attribution attacks claimed in Theorem 1 holds even when the adversary
is given all random coins used to generate (PK 0; SK 0) except for those coins used to generate
pkE ;0 (using EGen). Now, if there exists a ppt adversary A that breaksanonymit y of the modi�ed
scheme in the senseof full key exposure, we can use it to construct a ppt adversary A 0 that
breaksanonymit y of the original schemeagainst attribution attacks. A 0 receivesPK 0, the random
coins ! S;1; ! E ;1 used to generate(PK 1; SK 1), and the random coins ! S;0 used to generatepkS;0

(i.e., A is not given the coins used to generatepkE ;0). Next, A 0 runs ! 0
E ;0  OblRand(pkE ;0) and

! 0
E ;1  OblRand(pkE ;1) and gives to A the public key PK 0 it received as well as the random coins

! S;0; ! 0
E ;0; ! S;1; ! 0

E ;1. The remainder of A 's execution is simulated in the natural way by A 0.
De�nition 9 implies that the advantage of A in the above is negligibly closeto the advantage

of A in attacking the modi�ed scheme in the senseof full key exposure. But the advantage of A
in the above is exactly the advantage of A 0 in attacking the original scheme via key attribution
attack. Since we have already proved that the original scheme is anonymous against attribution
attacks (cf. Theorem 1), the modi�ed schemeis anonymous against full key exposure.

6 E�cien t Tw o-User Ring Signature Schemes

In this section,we present more e�cien t constructions of two-userring signature schemesbasedon
speci�c assumptions. Our �rst schemeis basedon the (standard) signature schemeconstructed by
Waters [23], whereasthe secondis basedon the Camenisch-Lysyanskaya signature scheme[7].

6.1 The Waters Scheme

We brie
y review the Waters signature scheme. Let
�

;
�

1 be groups of prime order q such that
there exists an e�cien tly computable bilinear map ê :

�

�
�

!
�

1 . We assumethat q;
�

;
�

1 ; ê,
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and a generator g 2
�

are publicly known. The Waters signature schemefor messagesof length n
is de�ned as follows:

Key Generation. Choose �  � q and set g1 = g� . Additionally choose random elements
h; u0; u1; : : : ; un  

�

. The public key is (g1; h; u0; u1; : : : ; un ) and the secretkey is h� .

Signing. To sign the n-bit messageM , �rst compute w = u0 �
Q

i :M i =1 ui . Then chooserandom
r  � q and output the signature � = (h� � wr ; gr ).

Veri�cation. To verify the signature (A; B ) on messageM with respect to public key (g1, h, u0,

u1, : : :, un ), compute w = u0 �
Q

i :M i =1 ui and then check whether ê(g1; h) � ê(B ; w) ?= ê(A; g).

6.2 A 2-User Ring Signature Scheme

The main observation we make with regard to the above scheme is the following: element h is
arbitrary , and only knowledgeof h� is neededto sign. Sowe can dispensealtogether with including
h in the public key; instead, a user U with secret � and the value g1 = g� in his public key will
use as his \ h-value" the value �g1 contained in the public key of a second user �U. This provides
anonymit y since �U could also have computed the samevalue (�g1)� using the secretvalue �� = logg �g1

known to him (because�g�
1 = g��

1 ). We now proceedwith the details.

Key Generation. Choose �  � q and set g1 = g� . Additionally choose random elements
u0; u1; : : : ; un  

�

. The public key is (g1, u0, u1, : : :, un ) and the secretkey is � . (We again assume
that q;

�

;
�

1 ; ê, and g are system-wideparameters.)

Ring Signing. To sign messageM 2 f 0; 1gn with respect to the ring R = f PK ; PK g using secret
key � (where we assumewithout loss of generality that � is the secret corresponding to PK ),
proceedas follows: parsePK as (g1, u0, u1, : : :, un ) and PK as (�g1, �u0, �u1, : : :, �un ), and compute
w := u0�

Q
i :M i =1 ui and �w := �u0�

Q
i :M i =1 �ui . Then chooserandom r  � q and output the signature

� = (�g�
1 � (w �w)r ; gr ) :

Ring Veri�cation. To verify the signature (A; B ) on messageM with respect to the ring R =
f PK ; PK g (parsedasabove), compute w := u0�

Q
i :M i =1 ui and �w := �u0�

Q
i :M i =1 �ui and then check

whether ê(g1; �g1) � ê(B ; (w �w)) ?= ê(A; g).

It is not hard to seethat correctnessholds. We prove the following regarding the above scheme:

Theorem 3 Assumethe Waters signature schemeis existentially unforgeable5 under adaptivecho-
sen messageattack. Then the 2-user ring signature schemedescribed above is unconditional ly
anonymousagainst ful l key exposure, and unforgeable against chosen-subringattacks.

Pro of Unconditional anonymit y against full key exposure follows easily from the observation

madeearlier: namely, that only the value �g�
1 = g��

1 (where �� def= logg �g1) is neededto sign, and either
of the two (honest) parties can compute this value.

We now prove that the schemesatis�es De�nition 7. We do this by showing how an adversaryA
that forgesa signature with respect to the ring signatureschemewith non-negligibleprobabilit y can
be used to construct an adversary Â that forgesa signature with respect to the Waters signature
scheme(in the standard sense)with the sameprobabilit y. For simplicit y in the proof, we assume

5This holds [23] under the computational Di�e-Hellman assumption in � .
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that A only ever seesthe public keysof two users,requestsall signaturesto be signedwith respect
to the ring R containing thesetwo users,and forgesa signature with respect to that samering R.
By a hybrid argument, it can be shown that (for this scheme) this is equivalent to the more general
casewhen A may seemultiple public keys, request signatures with respect to various (di�eren t)
2-usersubsets,and then output a forgery with respect to any 2-usersubsetof its choice.

Construct Â as follows: Â is given the public key (ĝ1, ĥ, û0, û1, : : :, ûn ) of an instance of the
Waters scheme. Â constructs two user public keys as follows: �rst, it sets g1 = ĝ1 and �g1 = ĥ.
Then, it choosesrandom u0; u1; : : : ; un  

�

and sets �u0 = û0=u0 and �ui = ûi =ui for all i . It gives
to A the public keys (g1, u0, u1, : : :, un ) and (�g1, �u0, �u1, : : :, �un ). Note that both public keys have
the appropriate distribution. When A requestsa ring signature on a messageM with respect to
the ring R containing these two public keys, Â requestsa signature on M from its signing oracle,
obtains in return a signature (A; B ), and gives this signature to A . This is a perfect simulation,
since 0

@ĥlogg ĝ1 �

0

@û0
Y

i :M i =1

ûi

1

A

r

; gr

1

A =

0

@�g
logg g1

1 �

0

@u0�u0
Y

i :M i =1

ui �ui

1

A

r

; gr

1

A ;

which is an appropriately-distributed ring signature with respect to the public keys given to A .
When A outputs a forgery (A � ; B � ) on a messageM � , this sameforgery is output by Â . Note

that Â outputs a valid forgery whenever A does,since

ê(g1; �g1) � ê
�

B � ; (u0�u0Q
i :M �

i =1 ui �ui )
�

= ê(A � ; g)

implies
ê(ĝ1; ĥ) � ê

�
B � ; (û0Q

i :M �
i =1 ûi )

�
= ê(A � ; g) :

We concludethat Â outputs a forgery with the sameprobabilit y as A . Since,by assumption, the
Waters schemeis secure,this completesthe proof.

An e�ciency impro vement. A (slightly) more e�cien t variant of the above scheme is also
possible. Key generation is the sameas before, except that an additional, random identi�er I 2
f 0; 1gk is also chosen and included in the public key. Let < lex denote lexicographic order. To
sign messageM 2 f 0; 1gn with respect to the ring R = f PK ; PK g, �rst parse PK as (I , g1, u0,
u1, : : :, un ) and PK as ( �I , �g1, �u0, �u1, : : :, �un ). Choose random r  � q. If I � lex �I , compute
w = u0�

Q
i :M i =1 ui and the signature

� = (s � wr ; gr ) ;

if �I < lex I , compute �w = �u0 �
Q

i :M i =1 �ui and the signature

� = (s � �wr ; gr ) ;

where, in each case,s = �g�
1 = g��

1 is computed using whichever secret key is known to the signer.
Veri�cation is changed in the obvious way. A proof similar to the above shows that this scheme
satis�es the samesecurity properties as in Theorem 3.

6.3 A Construction Based on the Camenisc h-Lysy anskaya Scheme

A secondring signature scheme basedon similar ideas can be derived from the signature scheme
of Camenisch and Lysyanskaya (schemeA in [7]), which we brie
y review. Let

�

;
�

1 ; q; ê; g be as
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above (we again assumethat these are publicly known). The Camenisch-Lysyanskaya signature
schemefor messagesin � q is de�ned as follows:

Key Generation. Choosex; y  � q and set X = gx and Y = gy . The public key is (X ; Y ) and
the secretkey is (x; y).

Signing. To sign the messagem 2 � q, choosea random value a 2
�

and output the signature
(a;ay ; ax+ mxy ).

Veri�cation. To verify the signature (a;b;c) on messagem with respect to public key (X ; Y ),

check that ê(a;Y ) ?= ê(g; b) and ê(X ; a) � ê(X ; b)m ?= ê(g; c).

The reader is referred to [7] for details regarding the assumptionunder which the above scheme
can be proven secure. As for adapting the above to a two-user ring signature scheme, our key
observation is that knowledge of either (x; Y ) or (X ; y) is su�cien t to generatea signature. In
more detail:

� Using (x; Y ), a signature on m may be computed as follows: chooserandom r 2 � q and set
a = gr . Then output the signature (a;Y r ; axY mxr ).

� Using (X ; y), a signature on m may be computed as follows: chooserandom r 2 � q and set
a = gr . Then output the signature (a;ay ; X r + mr y).

This suggeststhe following ring signature scheme: to generatea public key, choosex  � q and
a random identi�er I 2 f 0; 1gk ; the public key is (I ; X = gx ) and the secret key is x. To sign
m with respect to ring

�
(I ; X ); ( �I ; �X )

	
, proceedas follows: if I � lex �I , compute a Camenisch-

Lysyanskaya signature (as described above) for the \public key" (X ; �X ); if �I < lex I , compute a
Camenisch-Lysyanskaya signature for the \public key" ( �X ; X ). Veri�cation is done in the obvious
way.

Theorem 4 Assumethe Camenisch-Lysyanskayasignature schemeis existentially unforgeableun-
der adaptive chosenmessageattack. Then the 2-user ring signature schemedescribed above is un-
conditional ly anonymousagainst ful l key exposure, and unforgeableagainst chosen-subringattacks.

Pro of Unconditional anonymit y against full key exposure is immediate. Unforgeability against
chosen-subringattacks (assuming security of the Camenisch-Lysyanskaya scheme) can be easily
proven as in Theorem 3. Speci�cally , we show how an adversary A that forges a signature with
respect to the ring signature scheme with non-negligible probabilit y can be used to construct an
adversary Â that forgesa signature with respect to the Camenisch-Lysyanskaya signature scheme
(in the standard sense)with the sameprobabilit y. For simplicit y in the proof, we assumethat A
only ever seesthe public keysof two users,requestsall signaturesto be signedwith respect to the
ring R containing these two users, and forges a signature with respect to that samering R. As
before, this implies the more generalcase.

Construct Â as follows: Â is given the public key (X ; Y ) of an instance of the Waters scheme.
Â �rst choosesrandom I ; �I 2 f 0; 1gk ; assumewithout lossof generality that I � lex �I . Then Â gives
A the public keys(I ; X ) and ( �I ; Y ). Note that both public keyshave the appropriate distribution.
When A requestsa ring signature on a messageM with respect to the ring R containing these
two public keys, Â requestsa signature on M from its signing oracle,obtains in return a signature
(a;b;c), and gives this signature to A . It is trivial to seethat this is a perfect simulation.

When A outputs a forgery (a� ; b� ; c� ) on a messageM � , this same forgery is output by Â .
It is again trivial to seethat this is a valid forgery for Â , and so we conclude that Â outputs a
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forgery with the sameprobabilit y as A . Since,by assumption, the Camenisch-Lysyanskaya scheme
is secure,this completesthe proof.
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A Separation Results

A.1 Pro ofs of Claims 1{5

Proof of Claim 1: Let � = (Gen; Sign; Vrfy) be a ring signature scheme satisfying the conditions
stated in the claim. Construct the following scheme � 0: the key generation algorithm Gen0(1k )
computes(PK ; SK )  Gen(1k ) and outputs PK 0 = 0jPK and SK 0 = SK . The signing algorithm
Sign0

s;SK s
(M ; R) checks whether all public keys in R begin with a \0": if so, it outputs �  

Signs;SK s
(M ; �R) (where �R contains the same keys as R, but with the leading bit of each key

removed); otherwise, it outputs s. Vrfy0
R (M ; � ) similarly checks whether all public keys in R begin

with a \0": if so, it outputs Vrfy �R (M ; � ) (with �R as above); otherwise, it outputs 0. (Note that
correctnessis only required to hold for rings containing honestly-generatedpublic keys.)

Clearly, the above schemedoesnot achieve anonymit y w.r.t. adversarially-chosenkeys. On the
other hand, it clearly still achieves basic anonymit y. It is also not di�cult to seethat it remains
unforgeablew.r.t. insider corruption.

Proof of Claim 2: Let � = (Gen; Sign; Vrfy) be a ring signature scheme satisfying the conditions
stated in the claim. The existence of such a scheme implies the existence of a standard sig-
nature scheme, which in turn implies the existenceof one-way functions, which in turn implies
the existenceof a symmetric-key encryption scheme (Enc; Dec) that is semantically-secure under
chosen-plaintext attacks. Construct scheme � 0 as follows: the key generation algorithm Gen0(1k )
computes (PK ; SK )  Gen(1k ) but additionally chooses�  f 0; 1gk ; it outputs PK 0 = PK
and SK 0 = SK j� . The signing algorithm Sign0

s;SK s j � (M ; R) computes �  Signs;SK s
(M ; R) and

C  Enc� (0k ); it outputs the signature (� ; C). Veri�cation is changed in the obvious way, simply
ignoring the ciphertext included as part of the signature.

The scheme does not achieve anonymit y under attribution attacks since, given a signature
computed by a user with secret key SK j� with respect to any ring, as long as the adversary has
all-but-one of the secretkeysof the membersof the ring (and, in particular, has the f � i g valuesfor
all-but-one of the members), it can determine the correct signer with all but negligible probabilit y.
On the other hand, it is not hard to show that the schemeremainsanonymous w.r.t. adversarially-
chosenkeys and also remains unforgeablew.r.t. insider corruption.

We remark that although the modi�ed scheme, above, does not satisfy our formal de�nition
of anonymit y against attribution attacks, it does not quite allow an adversary to unambiguously
prove to a third party that someuser was the signer. (The issueis that the adversary can output
whatever f � i g it likes, and not the \actual" values it choseat the time of key generation.) This
can be prevented, however, if we additionally require usersto include a commitment to � as part
of their public key, and to include the corresponding decommitment as part of their secretkey.

Proof of Claim 3: Let � = (Gen; Sign; Vrfy) be a ring signature scheme satisfying the conditions
stated in the claim, and let (EGen; Enc; Dec) be a semantically-securepublic-key encryption scheme.
We denote by C �  Enc�

RE
(m) the probabilistic algorithm that takes as input a set of encryption

public keysRE = f pk1; : : : ; pkn g and a messagem, and doesthe following: it �rst choosesrandom
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s1; : : : ; sn� 1 2 f 0; 1gjmj and then outputs:

C � =

0

@Encpk1 (s1); Encpk2 (s2); � � � ; Encpkn � 1 (sn� 1); Encpkn (m �
n� 1M

j =1

sj )

1

A :

Informally, encryption using Enc� is semantically secureas long asat least oneof the corresponding
secretkeys is unknown. (We will usethe sameencryption schemein Section 5.)

Construct � 0 = (Gen0, Sign0, Vrfy0) as follows: Gen0(1k ) computes (PK ; SK )  Gen(1k ) and
(pk; sk)  EGen(1k ), and then setsthe public key equal to PK jpk and the secretkey equal to SK .
The signing algorithm Sign0

s;SK s
(M ; R) parseseach public key in R asPK i jpki and setsR0 = f PK i g

and RE = f pki g. Next, it computes�  Signs;SK s
(M ; R0) and C �  Enc�

RE
(s) and outputs (� ; C � )

as the signature. Veri�cation simply ignoresthe secondcomponent.
It is immediate that � 0 is not anonymous against full key exposure(since C � can be decrypted

given the decryption keys f ski g of the entire ring). On the other hand, it is not di�cult to see
that � 0 remainsanonymous against attribution attacks (sinceC � cannot be decrypted if oneof the
secretkeys is missing), and unforgeablew.r.t. insider corruption.

Note that our construction of Section5 is anonymousagainstattribution attacks and unforgeable
w.r.t. insider corruption, but is easily seento be insecureagainst full key exposure. (However, that
construction also assumesthe existenceof a ZAP.)

Proof of Claim 4: Let � = (Gen; Sign; Vrfy) be a ring signature scheme satisfying the conditions
of the claim. Construct � 0 = (Gen0, Sign0, Vrfy0) as follows. The key generation algorithm Gen0 is
the sameas Gen. The signing algorithm Sign0

s;SK s
(M ; R) setsR0 = R [ f M g (where M is treated

as a public key) and computes � 1  Signs;SK s
(M ; R) and � 2  Signs;SK s

(0k ; R0). The output is
the signature (� 1; � 2). To verify a signature (� 1; � 2) (using Vrfy0), simply verify that signature � 1

is correct (using Vrfy).
It is easyto seethat the schemeis insecureagainst chosen-subringattacks. Speci�cally , consider

the adversary A who receivesthe set of public keys(PK 1; PK 2; PK 3) and then requestsa signature
on the messageM = PK 3 with respect to the ring R = (PK 1; PK 2). Let (� 1; � 2) be the response
of the signing oracle. A outputs (0k ; (� 2; � 2); (PK 1; PK 2; PK 3)) and terminates. Note that (� 2; � 2)
is a valid ring signature (with respect to the scheme� 0) for the message0k with respect to the ring
(PK 1; PK 2; PK 3). Also note that A never requesteda signature for such a message/ringpair. We
therefore concludethat A succeedsin producing a valid forgery with probabilit y 1.

It is quite obvious that � 0 remains anonymous against full key exposure. � 0 is also unforgeable
against �xed-ring attacks. We prove this by contradiction. Let A 0 be an adversary that breaks
the unforgeability of � 0 against �xed-ring attacks. We construct an adversary A that breaks the
unforgeability of � w.r.t. insider corruption. (We remark that we do not useA 's abilit y to corrupt
usershere, but only its abilit y to requestsignatureswith respect to rings containing adversarially-
generated keys.) A takes as input a ring R = (PK 1; : : : ; PK n ) and feeds it to A 0. When A 0

requestsa signature (under Sign0) on the messageM with respect to the �xed ring R, A usesits
signing oracle to obtain the two components � 1 and � 2. Note that A can obtain � 2, becauseit can
request a signature on a ring that contains public keys of its choice (M in this case). When A 0

outputs a candidate forgery (M ; (� 1; � 2)) with respect to the �xed ring R, then A outputs � 1 as a
candidate forgery for messageM with respect to the ring R. If the output of A 0 is a valid signature
with respect to � 0, then the output of A is a valid signature with respect to �. Also, if A 0 never
requesteda signature on M , then A never requesteda signature on M with respect to the ring R.
We concludethat A outputs a valid forgery whenever A 0 does.
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Proof of Claim 5: Let � = (Gen; Sign; Vrfy) be a scheme satisfying the conditions of the claim.
We construct the scheme � 0 as follows. The key generation algorithm Gen0 runs Gen to obtain
(PK ; SK ), then outputs PK 0 = 0jPK and SK 0 = SK . We will say that a public key is \good" if it
beginswith a zero and that it is \bad" if it beginswith a one. Note that all public keysgenerated
by Gen0 are \good."

The signing algorithm Sign0
s;SK s

(M ; R) proceedsas follows: let R0 be the ring consistingof only
the \good" public keys from R, with the initial bit stripp ed. Then compute �  Signs;SK s

(M ; R0)
and output this as the signature. The veri�cation algorithm is modi�ed in the appropriate way.

� 0 is not unforgeable w.r.t. insider corruption. To see this, consider the adversary A who
receivespublic keys (PK 0

1; PK 0
2). Next, A generatesan arbitrary \bad" public key PK 0 = 1jPK 00.

The adversary then requests a signature on an arbitrary messageM with respect to the ring
(PK 0

1; PK 0
2; PK 0) on behalf of the signer holding PK 0

1. The signing oracle returns a signature
� that is a valid signature for messageM respect to the ring (PK 0

1; PK 0
2) (recall that PK 0 is

ignored, since it is \bad"). But now A can output the forgery (M ; � ; (PK 0
1; PK 0

2)) and succeed
with probabilit y 1.

It is not hard to seethat � 0 remains unforgeableagainst chosen-subringattacks (since, in such
attacks, the adversary can only request signatures with respect to rings that consist entirely of
\good" public keys). One can also easily show that � 0 remains anonymous w.r.t. key exposures.

A.2 The Herranz-S �aez Ring Signature Scheme

In the proof of Claim 4 (above), we presented an \arti�cial" ring signature schemethat is unforge-
able against �xed-ring attacks, but not against chosen-subringattacks. We now show a \natural"
scheme, the Herranz-S�aez ring signature scheme [18], that illustrates the sameseparation (albeit
under lessgeneralassumptions).

We �rst review the Herranz-S�aez ring signature scheme. Let
�

be a group of prime order q,
such that, given a bit string y it is possibleto e�cien tly verify whether y 2

�

. Let H : f 0; 1g� ! � q

be a hash function modeled as a random oracle. We assumethat H , q,
�

, and a generator g 2
�

are publicly known. The schemeis de�ned as follows:

Key Generation. Choosex  � q and set y = gx . The public key is y and the secretkey is x.

Ring Signing. To sign messageM with respect to the ring R = f y1; : : : ; yng (where yi 2
�

for all
i ) using secretkey xs, proceedas follows:

1. For i = 1; : : : ; n, i 6= s, chooserandom ai  � q and set Ci = gai ;

2. Chooserandom as  � q;

3. Compute Cs and b as follows:

Cs = gas
Y

i 6= s

y� H (M ;C i )
i

b = as + xsH (M ; Cs) +
X

i 6= s

ai ;

4. In the unlikely event that the Ci are not all distinct, restart from the beginning;

5. Output the signature � = (b;C1; : : : ; Cn ).
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Ring Veri�cation. To verify the signature (b;C1; : : : ; Cn ) on messageM with respect to the ring
R = f y1; : : : ; yng (where yi ; Ci 2

�

for all i ), check that the Ci are all distinct and that:

gb ?=
nY

i =1

Ci � yH (M ;R i )
i :

It is not hard to see that the scheme above is unconditionally anonymous against full key
exposure,even in the standard model. This is becausea ring signature on messageM with respect
to a ring R is a uniformly random sample from the set of tuples (b;C1; : : : ; Cn ) that satisfy the
ring veri�cation condition, and this distribution is independent of the index s of the signing key
used. Additionally , Herranz and S�aez[18] prove that this schemeis unforgeableagainst �xed-ring
attacks under the discrete logarithm assumption in the random oraclemodel. (The authors do not
formally de�ne unforgeability, but an inspection of their proof of security reveals that their notion
of unforgeability matchesour De�nition 6.)

However, the Herranz-S�aezschemeis not unforgeableagainst chosen-subringattacks. Consider
an adversary that requeststwo signatures on the samearbitrary messageM with respect to the
disjoint rings R = (y1; : : : ; yn ) and R0 = (y0

1; : : : ; y0
m ), obtaining signature � = (b;C1; : : : ; Cn ) in the

�rst caseand � 0 = (b0; C0
1; : : : ; C0

m ) in the second.The adversary then outputs the forged signature

� � = (b+ b0; C1; : : : ; Cn ; C0
1; : : : ; C0

m )

on M with respect to the ring R [ R0 = (y1; : : : ; yn ; y0
1; : : : ; y0

m ). Applying the ring veri�cation
algorithm shows that this is indeed a valid forgery, except in the unlikely casethat C i = C0

j for
somei; j .

The above attack was, in fact, addressedin subsequent work of Herranz [17], where it is shown
that a simple modi�cation of the scheme(in which the ring R is included as an additional input to
the hash function) is unforgeableagainst chosen-subringattacks. (Examination of the proof shows
that the modi�ed scheme is also securewith respect to our De�nition 8, although adversarially-
chosenkeys are not explicitly addressedin [17].) Nevertheless,the attack on the original scheme
that we have demonstrated shows that security against chosen-subringattacks is strictly stronger
than security against �xed-ring attacks, and illustrates yet again the importance of rigorously
formalizing desirednotions of security.
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