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ABSTRA CT

We presen the design and ewaluation of the query-routing protocol of the TerraDir distributed directory.
TerraDir is a wide-area distributed directory designed for hierarchical namespaces,and provides a lookup
servicefor mapping keysto objects. We intro duce distributed lookup and caching algorithms that leveragethe
underlying data hierarchy. Our algorithms provide excient lookups while avoiding the load imbalancesoften
assaiated with hierarchical systems. The TerraDir load balancing scheme also incorporates a node replication
algorithm that provides con gurable failure resiliencewith provably low overheads.

Keyw ords: Peer-to-peer systems,distributed directories, query routing, hierarchical namespaces

1. INTR ODUCTION

Consider a distributed application in which large numbers of resourcesare exported by principals located in
di®erent parts of the global Internet. The application is composed of coordinated views of these di®eren
resources. Examples of such applications include Internet-based encyclopedias}! ? distributed auctions con-
ducted over the network without involving a certral authority; ubiquitous Te systemsthat allow distributed
accessto data regardlessof the user's point of attachmernt to the network; distributed resource-sharingappli-
cations which allow processingand other resource$ to be sharedor coordinated over a wide-areanetwork; and
distributed publish-subscribe systemswhere resourcesare advertised and accessedover the network. These
examplesrepresent emergen, multi-part y peer-to-peer applications that will constitute the next generation of
Internet applications. We have deweloped a set of distributed protocols called TerraDir, which can be used
to build a broad range of wide-arearesourcediscovery applications, including all of the applications described
above. The TerraDir protocolsimplement a distributed directory, in which resourcesare advertised and accessed
using cooperating nodesdistributed throughout the network.

TerraDir is speci cally designedfor data that can be arrangedinto a rooted hierarchy. The ertire suite of
TerraDir protocols consist of a number of sub-protocols for implemerting customizable security, consistency
and availability. In this paper, we focus on the cadching and replication algorithms in TerraDir. TerraDir
is designedto handle millions of directory nodesdistributed over thousands of peer seners located acrossthe
global Internet. Werely heavily on cadcing in order to provide high performanceover suc a distributed system.
The TerraDir cading algorithms speci cally leveragethe hierarchical structure of the underlying data and can
substartially lower accesdatencies even with very small caches. Since TerraDir is a protocol designedto run
over the end systemsin the Internet, it must be particularly resilient towards node failures. To this end, we
describe a low overheadreplication algorithm that provides con gurable-levels of fault-tolerance. Further, the
TerraDir fault-tolerance algorithm is an integral part of the caching scheme, and is also usedto balance query
processingload on di®erent levels of the directory tree.

A number of interesting new algorithms3{” for searding in peer-to-peer systems have recerily been de-
veloped. Unlike the schemespresenried here, these algorithms do not require a hierarchical structure in the
underlying data. Someof theseschemesare basedon °o0oding® and thus do not scaledue to their high resource
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YNapster, Gnutella, and Morpheus are examples of applications in this category; the resourcescurrently being shared
are compressedaudio Tes.



Figure 1. An example TerraDir. A node's superscript represens the server that owns the node.

usage.A particularly elegan algorithm is described in“: it is basedupon the idea of consistert hashing? and
provides both excellert load balancing and boundedworst caseaccesdatencies. The CAN schemée’ also provides
bounded latencies, and by using di®erent number of CAN dimensions,is able to trade-o® latency versusthe
amourt of state at a sener.

This paper is organizedas follows: in Section 2, we presert an overview of the TerraDir directory protocols
and discussour cading and replication algorithms. Section 3 describes the processof routing a query in
Terradir, and Section 4 evaluates the performanceof our routing protocol. We comparethe TerraDir protocols
to other distributed seard algorithms in Section 5, and concludein Section 6.

2. TERRADIR OVER VIEW

The TerraDir protocol is usedto construct and maintain a distributed directory, and can be usedto exciently
query the directory for name-basedseardies. TerraDir consistsof a number of componert protocols that are
run acrossa set of peer servers Use of the term \server" does not imply the existenceof clients. Instead,
a senwer is just a macdine that is running a copy of the TerraDir code and participating in the same shared
directory. The TerraDir protocolscanbe con gured for application-speci ed levels of security, failure tolerance,
and consistency In this section, we provide a brief overview of the various TerraDir protocols while a detailed
accourt of all of the protocolsis given in the extended version of the paper.'©

2.1. The TerraDir Namespace

The primary abstraction exported by TerraDir is a hierarchical namespace. TerraDir applications use the
namespaceo store meta-information about a potentially very large number of objects. Theseobjects canrange
from network resources,to objects being o®eredfor an on-line auction, to Tes in a distributed Tesystem.

Node namesin TerraDir are constructed much like DNS namesor Unix Te systemnames. The directory
structure is that of a rooted graph, i.e. it is possibleto reach a single node with two di®erert names. 2 We
show a simple example TerraDir namespacen Figure 1.

Each node has a single owner, and may be replicated at serwers other than the owner. The information
about a node may also be caced by other seners. Node owners permanertly maintain somestate on behalf
of each owned node: this state consistsof of a label, a set of incoming edges,a set of outgoing edges,a set of
attributes, a record, and some bookkeeping information. The attributes are a set of (type, value) pairs that
contain meta-data about the node and can be usedin user-initiated seartesof the directory. The record consists
of the actual data that this node represerts, and the bookkeepinginformation is usedin failure recovery. Each
serer in a TerraDir may own an arbitrary set of nodes, subject to the restriction that any node has a single
owner. The permanert state at a server consistsof the state for the owned nodes, and also the state for nodes
\replicated" at this sener. If a sener replicates a node, it permanertly maintains the meta-data for the node;
it could also permanertly hold the data for the node, but this is an application-speci ¢ choice.

ZHowever, eacth node doeshave a single canonical name that is usedwithin the TerraDir proto cols. If we only consider
canonical names, then the namespaceis a rooted tree.



2.2. Caching

Each TerraDir sener corntains a small LRU cadcefor recertly accessechodes. A cacheentry contains information
about the node, its parent and children, and its owning sener.

TerraDir di®ersfrom a straightforward cade in that the ertire path \so far" is cacdhed at eat step along
the query path; culminating in the ertire query path being caced at the sourcewhen the query completes.
Cading entire paths in this way not only brings \far" nodesinto the cade (the sourcecatesthe destination,
and vice versa), but it also brings in nodes from di®eren levels of the tree (a typical query goes\up”, and
then \down"), and nearby nodes. This mixture of closeand far nodesperforms signi cantly better than simply
cadhing the query endpoints.

2.3. Replication

TerraDir replicatesnodesin order to obtain high availabilit y and to balanceload, but replication is also e®ectie
in reducing query latencies. In TerraDir, nodes can fail deliberately (e.g. the human owner of a serer decides
to ceaseparticipation in a directory), or through machine failures. We assumea fail-stop model? in this paper.

A sener failure may causea set of directory nodesto becomeownerless,and to ceaseresponding to queries.
In the absenceof failure recovery mecanisms,nodeswhoseownersfail are lost permanertly, causingirreparable
damageto the integrity of the directory. Evenif the data for an ownerlessnode can be recovered, possibly by
locating a cached copy, the node can neither be modi ed nor deleted. Thus, the system must have a process
for forcibly reassigningownership of ownerlessnodesto a di®erert sener.

It is possiblefor a node to fail for a transient period, for instance while it is rebooted. If this failure is not
detected by other nodes and the node can reconstruct all of this state, then this is not considereda failure.
Howewer, if the failure is detected (possibly during a query or an update that required participation from the
failed node), then the node may not assumeownership of any of its nodesewven if it can reconstruct all of its
state.

TerraDir replicates eadr node at randomly selectedseners. We wish to make total replication overhead
constart per sener, but distribute the replicas suc that nodes with higher load (those higher in the tree)
receive more replicas.

Let N be the number of nodesand i be a node's level, s.t. i = 1 are the leaf nodes,i = 2 is the next level
up, etc. We give eat node at level i a total of i replicas. It is possibleto show that for a balancedtree, the
total number of replicas createdin this caseis boundedby 2N . Thus, if thesereplicasare distributed uniformly
amongst all seners, then ead server maintains a constart number of replicas. We shaov how this property is
derived for a balancedfull binary tree next.

For a full binary tree, there are ’2\'— nodesat ead level i. Let n; bethe total number of replicasfor the nodes
at level i, and let R be the total number of replicas. Then

I%N
nj=i=; and R= n;
i=1

As N increases,R corvergesto 2N. Thus, ead node has a constart number of replicas, but the actual
numbersvary from 1 at the leavesto logN at the root.

In TerraDir, we implement a slight generalization of this scheme: the original scheme createsi replicas for
a node at height i. We introduce a replication factor k, and create ki replicas for ead node at height i. Thus,
k = 0 implies no replication, k = 1 meansthe root would have logN replicas, and the lowest leaves would
have onereplica. For an arbitrary k, there are klogN replicas of the root, and k replicas of the leaves,and on
average,ead node replicates 2k other nodes.

*Note that this derivation can be applied to any balanced tree.
{Clearly, the root would have logN replicas only if the tree is balanced.



The network addressef senersthat replicate node a becomepart of node a's parert's state. Thus, instead
of containing just a label and a network address,the per-child state in the parent node cortains a label, a
network addressfor the child, and network addressedor eadt of the n replica servers. A node replicates copies
of its state to ead replica at application-speci ed intervals X. The replication factor k is application-speci ed
and can potentially be di®eren for di®erent nodesin the directory.

Node failures are detected via timeouts either by querying seners, or parert seners that attempt to for-
ward messagedo the failed node. The sener detecting the failure immediately assumesresponsibility for
reconstructing the failed node either locally or on a randomly selectedsener.

When a sener failure is detected, the canonical parert is queried for the addressof a replica. In the event
that the parent hasfailed aswell, its parent is rst queried. For example,assumewe have a graph that contains
the path \ /animals/puppies/b ert”, and that \ puppies' and \ bert" fail. The directory is reconstructed by querying
\/animals" for the addressof one of the replicas for the \ /animals/puppies" node. This information in the replica
is usedto reconstruct \ /animals/puppies”, which cortains the addressfor the replicas for \ /animals/puppies/b ert"
node. One of thesereplicas is then usedto restore \ /animals/puppies/b ert".

2.3.1. Fault Tolerance

Node replication also provides fault tolerance in a TerraDir. No other special purposeprotocols are needed. A
node is unavailable if all of its replicas have failed. Of course,the routing algorithm still hasto nd a path to
a surviving replica. We describe how this is donein Section 3.

2.4. Other Sub-proto cols

TerraDir includes a number of protocols that are not coveredin detail here becauseof spaceconstraints. We
brie°y describe the following protocols.

Namespace aggregation:  Applications can create and manipulate multiple namespaces.These namespaces
can be arbitrarily composedand overlayed to make higher level structures comprising data from a variety of
sourcesand organizedin di®erert ways. As an example of when theseaggegate namesm@cesare needed,assume
user A wishesto annotate data exported by another user, B, by adding new annotation nodes as children of
nodescreateby B. If B hasnot, or will not, assignedpermissionsthat allow A to alter B's nodes(adding children
alters a node), then A could create a new namespacederived from B's, that includes the new relationships.
The new namespacewould consist only of the new relationships and a pointer to B's namespace.

Searching: This paper evaluates the performance of TerraDir as a lookup service, similar in motivation to a
variety of other recert projects.* 71213 Howewer, TerraDir was also designedto support seartes exciently.
Lookups are essetially implemented as degeneratesearties. They di®er in that the target of a lookup is a
fully-quali'ed pathname (from the root down to an interior node or a leaf), and the target of a searh may
include wild-cards. A wild-card potentially causesa query to be replicated over a set of siblings at somepoint
in the graph; results returned by sub-queriesare re-integrated and returned to the sourceas a single result.

View materialization: Searthes are excient if namespaceand seard structures are similar. For ex-
ample, a seart injected at the root for \/vehicles/cars/red/* " only a®ectsthe nodes in the subtree under
\ /vehicles/cars/red"; nodes under \ /vehicles/planes’ are not searhed. Howewer, a seart for \ /vehicles/*/red/* "
would causemore of the tree to be searhed. Such mismatches can be addressedby injected view queriesinto
the tree. View queriescausenew \views" of the tree to be lazily materialized. New searhesthat match a view
query in form are handled exciently when injected at the baseof the new materialization.

Securit y:  TerraDir provides secureaccessto all data. The certerpiece of the security sub-protocol is the
ability to give out credentials from which lesspowerful credertials can be derived locally (i.e. without requiring
accesdo a trusted mediator).

kThis period of vulnerabilit y can be eliminated by synchronously updating replicas whenever the node state is modied,
at the cost of additional overhead and network communication.



3. ROUTING IN A TERRADIR

The rest of this paper describesthe designand evaluation of protocolsthat exciently locate nodesin a TerraDir
namespace.Sincethe canonical node namesform a tree, there is a well-de ned path, along this tree, from any
sener to the owner of any node. In the absenceof failures, this path upper bounds the latency for servicing
TerraDir queries,and is always bounded by twice the height of the tree. However, a query resolution algorithm
that always routes queriesalong the canonical name tree su®ersfrom two major problems:

2 Any one failure partitions the directory such that nodescan no longer be located if they are in di®eren
componerts of the partition

2 The load on the nodes\higher" in the namespaceis disproportionately large

The main corntribution of this paper is a set of protocolsthat greatly reducesthe averagelatency for query
resolution, while adding robustnessand balancing the load acrossthe ertire directory. Our schemeis based
upon a tree-walk, but incorporates both cacing and replication.

Consider the TerraDir Figure 1. Routing in a tree is performed by going \up” the tree until the longest
common pre x of the source and destination is reached, and then going \down" until the destination. For
example, to route from \/a/b/d " to \/a/b/e ", we go up until \/a/b ", and then down to \/a/b/e ". To go from
\/a/b/d " to \/a/c/f ", we goup to \/a" and then down.

Recall that node in TerraDir can also be \replicated”, i.e. a copy of the node can be stored at more than
one sener. Note that ead node still hasonly one\owner”, and a con gurable number of copiesof the node is
permanertly stored at other seners. We assumethat the owner of the node maintains an up-to-date list of the
replicas, and handles consistencyissueswith updatesto a node.

Replication decreasedatenciesby allowing a shortcut betweenall the nodeshosted by a serwer. The super-
scripts in Figure 1 represent the ID's of the senersthat own the nodes. Let us assumethat sener 2 replicates
node \/a/c ". When routing from \/a/b/d " to \/a/c/f ", the query ascendsone level to sener 2, owner of node
\/a/b ". Since serer 2 has all of the internal state of node \/a/c ", it knows the addressof \/a/c "s child,
\/a/c/f ", and can route the query directly there. Hence,replication improvesthe hop count from four to two
in this instance.

Cadhing, of course,further improvesezciency. The utilit y of cached nodescan be improved even more by
including the identities of a sener's hosted nodesin the cache entry of a node owned by that serwer. (Hosted
nodes at a sener are the set of nodesthat a server owns or replicates). Knowledge of nodesreplicated by a
sener potentially give the routing algorithm shortcuts to other portions of the TerraDir.

A straightforward enumeration of all permanert nodesin a cace ertry's state might prove expensiwe (even
though this set averagesonly 5 nodesfor k = 2). Instead, we add a digest of the list of permanert nodesto the
state kept for a serer. Thus, whenewer a node is cached, the digest of the permanert nodesheld by the serer
is also available. We currently implemert the digest using a Bloom Tter. 14

Our digests do not allow the set they represert to be enumerated; instead we must rst generate a set
of candidate nodes and ched if they are in the digest. We generatethe candidate nodes by enumerating the
pre xes of all known nodesat a sener. This includesthe nodesit owns, the nodesit replicates, and the nodesin
its cache. Giventhesereplicas, pre xes and digests,we are ready to describe the TerraDir forwarding algorithm.
Assumethat a serer s is forwarding a query towards target t. The serwer s proceedsas follows:

2 Sener s generatesa list of pre'xes P using the node namesit knows. This set P includes the target t,
and pre xes from nodesowned for s, replicated by s, and caced at s. Note that the set of pre xes for a
node includes the node itself aswell.

2 For eath pre x p2 P, s computesthe distance (on the namespacetree) betweenp and the target t, and
createsa list of pre xes sorted by distance from t. Note that the target t is part of this set of \candidate"
pre xes, and is at distance zero from the destination.
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2 The senwer iterates through this candidate list in order of increasing distance from the target. For eadh
pre x p, s cheks to seeif it knows which server owns (or replicates) p. Note that s usesthe digeststo
determine if a sener replicatesa pre x p. This processstarts with cheding the target t, then all pre xes
at a distance 1 from t, followed by pre xes at distance 2, and so on. The ched is terminated when a
sener{pre x match is sud that the new sener (say s° has a smaller distanceto t than s).

We assertthat the procedurewe have described above always terminates, and nds the \b est" sener, in
the sensethat the procedurealways nds the closestsener to t that s knows about. Sincethe senersare
cheded in order of increasingdistance from t, the ched (if it terminates) always nds the \b est" sener.
The ched terminates sincesener s's parent and children are always known to s and their node labels are
in the pre x set. If the target is not at sener s, then one of these nodes (parent or a children of s) must
be closerto t, and this node is found.

2 If anodes®6 s is found, the query is forwarded to s and the procedureis repeated.

In our description above, we have implicitly assumedthat no seners have failed. Howewer, in reality, server
failures have to be handled aswell. We usethe following schemeto handle failures:

2 |f the sener containing the best pre x has failed, we choose a sener with the next best pre x. This
processcortinuestill no sener can be found with a better pre x match than the current node s.

2 If no better pre x{serv er match can be found, then the query is routed to a replica of the current node
that is still available and has not beenvisited yet.

2 If sudh a replica cannot be found, the query is routed to a replica of the root server that has not been
visited yet. In case,such a replica cannot be found, the query fails.

The pseudo-cale for the algorithm, including the serer failure casesis givenin the extendedversion of this
paper.1®

4. PERF ORMANCE RESUL TS

This section preserts simulation results of the TerraDir routing protocol. Our simulator is written in C, and
cortains 3000lines of code. Unlessotherwise speci ed, all experiments assumea cade size of 25, three million
queriesand 32,767seners, eah exporting a single node.
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Figure 2 shaws latency versuscade sizefor our basesystem, for the non-replicated systemand two di®eren
levels of replication. The queries were distributed uniformly at random among all nodes. There are two
interesting points in theseplots:

2 Cading is extremely e®ective in TerraDir, even without any query locality. Further, very small caches
are enoughto provide most of the benet of cacing.

2 Even a small replication factor (e.g. k = 2) provides enough extra \edges" in the namespaceto reduce
latenciesby a factor of 2{4.

Figure 3 shows 0{99% cumulativ e distribution (CDF) of the load at eath cade size and for di®erer k
values (k is the replication constart discussedin Section2.3). At ead point on the x axis, the height of a line
represens the fraction of senersthat sened lessthan or equal to the number of of queriesrepresen by the
points x value. The most important point to bring out is that with k = 0, there are serersthat processalmost
8,000 queries,whereasthe most heavily loaded serner with k = 2 processedonly about 2,000 queries. Further,
the vast majority of the seners processedessthan half this amourt. It is alsointeresting to note that for the
k = 0 curve the \lev els" of the namespaceree are clearly evident in the load plot. Fifty percert of the seners
(the leaves) are covered by the “rst level, 75% of the seners (leavesand their parents) are covered by the rst
two levels, etc. Sudc gradations in load do not occur when replication is used. Thus, replication decreases
latenciesand helps balanceload in the system.

Figure 4 plots query latency without using the digestsdescribed in Section 3. Comparison of Figure 4 and
Figure 2 shaws that the use of digests vastly improve query latency for non-zero k values. For k = 2, for
example,the round-trip latency is lessthan seven hops evenwithout caches and falls below "v e even when very
small cachesare used.

In Figure 4, the k = 0 line crossesover the k = 1;2 lines becausenode replication tends to prevert the
buildup of \good" information in the cade of the serer that owns a node. Instead, this good cade state is
distributed amongall of the senersthat host replicas, whereit is lessusefulto any individual query. This e®ect
is still presen in the systemthat usedigests,but is overwhelmedby the positive impact of the digests.

4.1. Scaling

Figure 5 shows the scaling of query latency asthe network sizegoesfrom 255nodesto 128K nodes. As a rather
seweretest of TerraDir scalability, we use2alogN cacde ertries for ead point: this meansthat asthe number
of senersin the network doubles,the cade sizesincreaseby only two extra slots. Thus, the 255node TerraDir
usescade size 16, and the largest (128K node) TerraDir usesonly 34-elememn caces. The plot clearly shows
the robustnessand scalability the TerraDir cacing and replication scheme: even with 128K seners and no
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replication, 34 cade slots are enoughto reducethe expectedlatency by 2/3. Lastly, note that theseresults are
for uniformly distributed queriesand we expect the results to improve with locality in the query stream.

4.2. Av ailabilit y

This section shows the extent to which replication allows queriesto be served in the presenceof failed seners.
We assumethat all nodes are fail-stop!?; we do not deal with Byzantine failures or malicious seners. Failed
senersare assumedto be detectedthrough timeouts. Recallthat in TerraDir, replication is the only medanism
for providing high availabilit y, and no extra failure-mode speci ¢ protocols are needed.

We repeated the previous experiment with 32K seners (and nodes), and 3M queries, but allowed a con g-
urable fraction of serversto fail at the beginning of the simulation. Figure 6 plots the overall number of queries
sened versusthe faction of failed serers. With k = 2 (our default for many of theseexperimens), we can route
more than 90% of all querieseven when a majority of serners have failed. With k = 4, we can route more than
90% of querieswhen more than 70% of the serers have failed.

The latency of those queriessened in the presenceof failures (Figure 7) shanvs someinteresting character-
istics. The latency of served queriesstrictly decreaseswith increasing failure rate for k = 0 (no replication),
becausequeriesrequiring longer paths are failing in much higher numbers than shorter queries. With replica-
tion, query latency actually goesup becausequeriescortinue to be served in the face of massiw failures, but
the path betweenany two nodesbecomesmore and more roundabout in order to circumvert failed seners. For
the k = 1 case,this latency evertually peaksand drops precipitously, re°ecting the point at which queriescan
no longer be sened and only shorter queriesare successfulaswith k = 0.

In general,failed serersimpact query delivery in two ways:

2 Failed destinations can prevent a query from being delivered. Howewer, this only occurs when all replicas
of the destination have failed. Figure 8 shows destination failures as we vary the percenage of failed
seners. The query failure rate linearly increaseswith k = 0 (no replication), but risesmuch more slowly
asthe degreeof replication increases.

2 Failed seners can also causequeriesto be dropped during the routing process. TerraDir notices suc
failures through timeouts, and then restarts the routing processat the last hop beforethe failure. Queries
have a maximum time-to-live (TTL) of 100 hops. In practice, this limit is rarely reaced, even when
the majority of serwers have failed. Figure 9 shows the percertage of failed queries becausethe routing
protocol wasunableto 'nd a path from the sourceto the destination. Two of the lines have peaks,which
re°ect a hard limit on the possiblenumber of route-failures set by the number of destination failures.



% failed queries

100 T T T T T 50

k=0 —— k=0 ——
k=1 - k=1 -
k=2 e k=2 e
g0 | k=4 —o ] 20 - k=4 -8
3
60 5 30 -
X >
- h=]
2 .
40 + » o 8 20t g
. s
'/‘x" x ot
20 - o g 1 10 - )
B S 7 . VR g - peeeegger P
0 15 30 45 60 75 90 0 15 30 45 60 75 90
% failed servers % failed servers
Figure 8. Failed query due to dest. failure vs. Figure 9. Fraction of queriesfailed en-route vs.
repl. factor (k). replication factor (k).

Other results including locality in the query stream and irregular namespacetrees, as well as discussions
regarding multiple nodesper sener and replica selection policies are presened in the extended paper.1©

5. DISCUSSION AND RELA TED W ORK

Both Chord* > and CAN’ implemert distributed virtual lookup structures, and map elemens of the namespace
to these structures using global hash functions. The virtual structure in Chord is a circle, while CAN uses
a dj dimensional tuple space. Chord further virtualizes the server addressesand maps these to the virtual
structure aswell, while CAN only virtualizes the namespaceelemeris.

Tapestry,®® the lookup service usedin the Oceanstoré® global Te system, and PASTRY,*? the lookup
serviceusedin the PAST®> 7 global Te system,both usevirtualized hierarchies similar to Plaxton trees!® In
the caseof Tapestry, the virtual hierarchies are augmerted with attenuated bloom Tters and a limited form of
cading.

TerraDir di®ersfrom all of theseapproachesby mapping the application-visible namespacedirectly onto the
topology, and by not employing any virtualization. There are someinteresting rami cations of such a design,
e.g. in TerraDir, if a server \exp orts” a set of corntiguous namespaceelemeris, they are all mapped to the same
sener. Sud adesignwill leadto lower accesdatenciesfor correlated accesse$ typical accesse a lesystem,
the web, or a digital library. Howewer, such a designcan also lead to load concerration unlessthe underlying
load balancing schemeis robust. In general,a complicated virtual structure may be more dizcult to maintain
when senersjoin and leave the system;in comparison, serners can be added and remaoved with very little cost
in TerraDir.

We have limited our discussionto query routing, which is the sole service provide by Chord, CAN, and
Tapestry. Direct performancecomparisonis ditcult, but note that Chord and CAN useO(log N ) information
and route in O(logN) steps. While the size of the caches used in most of our experimerts is also roughly
O(logN), note that TerraDir's requires O(logN) stepsto route a query only when neither replication nor
caches are used (in this caseour state is O(1)). When replication and caces are used, TerraDir's query
latenciesare signi cantly smaller, although no tight analytic bound can be derived.

However, while theseother servicesonly provide lookup services,TerraDir alsoprovidesfor excient searding.
By retaining application information in the structure of the distributed tree, TerraDir is able to exploit the
locality of most searhes® For example, assumethat we wish to seard for all red cars. If the TerraDir was
set up with this sort of seard in mind, all red cars will be combined to one subtree of the ertire structure.
By cortrast, the other systemswill needto either use someauxiliary mecdanism, e.g. certralized indexes, or
°ood the ertire distributed structure. This application information is also useful when directory accessesave
locality.



Freenet? is a distributed, deceriralized, peer-to-peer Te system that emphasizespublishing anonymity.
Seard latenciesare not bounded, searhesare not guararteed to nd existing material, and the material itself
has no guarantee of persistence.

The Globe?! systemis similar to TerraDir in that it implements a hierarchical structure,?> complete with
caching and limited replication. However, the system does not integrate these servicesto the externt that
TerraDir does,and is more heavyweight.

TerraDir, aswell asthe lookup servicesdiscussedabove, are quite similar in scope to directory servicessuc
asDNS.2> 24 DNS is one of the cornerstonesof the Internet and is possibly the most widely deployed directory
service ewver. Its decerralized design has withstood order of magnitude increasesin both directory size and
participating seners. While DNS provides somewhat similar lookup functionality to TerraDir, the deployed
infrastructure is not provisionedto handle queriesfor arbitrary RRs from arbitrary applications. Further, DNS
doesnot allow wildcard searhesor searhesusing attributes, as TerraDir does.

X.500%% 26 is an international distributed directory standard jointly developed by the ISO and CCITT (now
ITU/T). X.500 is well-suited for federatedinternational directories for large organizations, but imposesfar too
much overheadto be useful in our cortext. As an example, in order to use X.500, applications must use the
X.500 object schema, use ASN.1 to describe their object attributes, usemaster-slave replication, obey the X.500
consistencyrules, and implemernt the entire suite of X.500 auxiliary protocols.

6. CONCLUSIONS

TerraDir is a distributed directory service that provides both lookup and searding primitiv es for large dis-
tributed applications, such as peer-to-peer object sharing systems,global Te systems,and resourcediscovery.
TerraDir provides these primitiv esin a secure,robust, and deceriralized manner.

TerraDir is able to exploit query locality and to provide seardiing capabilities because,unlike seweral other
current projects with similar motivations, TerraDir does not virtualize the name spaceof the data. Instead,
TerraDir maps hierarchical structure in an application's namespacedirectly onto the structure of the TerraDir
network. Load balancing and availability are addressedthrough an adaptive method of creating replicas that
provides higher replication for nodes higher in the hierarchy, while constraining the overhead of replication to
a constart factor when averaging acrossthe ertire structure.

More information about TerraDir can be found at http://terr adir.cs.umd.edu.
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