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iéasure 10 acknewledge and honor the broad,
lilEieaching contributions of Dr Basili.

ork presented here is based on relational
Ilterpretation ofi programs and specifications

=is an outgrowth of functional/ relational

approach advocated by Vic and his group
Relations vs pre/post-conditions: algebraic
structure; body of programming laws (relational
algebra) that precedes programming.




%_htegrated Approach to Reliability
SUhifermi Representation for Dependability

: preliminary work; raise questions rather than
provide answers. Partially funded by ORNL;
interest in security.

sendability: A MUlti Dimensionall
: Attribute

== Security: Probability of Interference Free Operation
(exposure, intrusion, damage).

Conceptually orthogonal, actually interdependent.
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= Dependent on Reliability.

Related to Security: DoS affects availability.

_ S\Warning of misbehavior.
- stEailure. Impact of fault on system (mis)
behavier. Observable misbehavior.

System feature; State feature; Output feature.




Eault Telerance, Error detection and
recovery.

Three successive, increasingly desperate, lines of
defense.

= accident imminent.
= Accident. Unplanned, undesirable event.
* Damage. Lossthat results from an accident.




= Damage Limitation. Limit the impact of an
accident.

Three successive lines of defense.




12y Caplezuts
Viilnerability. System feature that makes an

- attack possible.
s Exposure/ Attack. Deliberate or accidental
l@ss of data and/or resources.

NEYAVIEASUres:
WVilerability Avoidance. Vulnerability Free
clesiejnl
B Aitack Detection and Neutralization.
= —=ntervene before Attacks cause loss/ damage.
s Exposure Limitation. Limit the impact of
attacks/ exposure. Intrusion-tolerance.

Three successive lines of defense.




,, \Without reliability, there can be no security.
Security measures can be viewed as part of the
fiunctional requirements of the system.

- o Adams, study of IBM software products: some
faults cause failure after hundreds of thousands
of months of product usage




elyiical angument saews Wiay™

= * unmaskable errors may be recoverable.

. unrecoverable errors may produce outputs
within tolerance of specification.

=== 0ne concession: faults are sensitized at random,
- vulnerabilities are not.

* |ittle acknowledgement in security literature.




IRerabilities.

O Measuring security
By (hypothesized)
number of vulnerabilities
(faults per KLOC long
since discredited as a
measure of reliability).

" define an independent

characterization of
security, that focuses on
external /visible /
measurable security
properties.

Focus security
improvement on
measures that lead us to
the highest impact
vulnerabilities first.

E ssSecurity certification formula
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giegreied Approach teiReraniiny™

e
gyoidance, fault removal, fault tolerance.

 Pragmatic position: use all three in concert,
whenever possible/ warranted.

——

saiionalefonEclecticApproach™

JSpECiTication.
- glilnement calculus allows us to compose
= Verification efforts/ claims.

— Refinement calculus allows us to decompose
verification goals.




= _?iﬁspected the program for some key property.

" added some assert statements to Improve error
detection/ fault tolerance.

... SO What?

= :i'esting: Relations that are good candidates
fior oracles (reliably implemented).

* Fault Tolerance: Unary relations that are
reliably and efficiently implemented.
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OIMIPOSING\/.erifilcatienERor™

inement calculus (based on relations) offers
JIChraicommon framework.

'Specifilcations and programs are relations;
refinement ordering between relations; lattice
properties.

PoV.

_ ésting: Certification testing, Oracle €, test
= dataD’, successful test on D.

PoT,
where T =n2.
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> :_ave each time, all we can claim is;
R
whereF =C N R.

P;F.

P o (VUTCLF).

Cumulatl ng verification resultsinto a
comprehensive correctness claim.
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PIAVPIB=PI(AND)

S=SuUSu... US.

¢ \We can consider each S in turn, mapping it to
the method that 1s most efficient for it.
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A\ Ui fiorm Repr esentationifior
= [Dependabnliity: Measures

il

.

olCEl representation of Verification results

contingent upon different conditions.

s |Viany verification results can be interpreted in
more than one way.
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_ Verification systems may fail.
* \We want to guantify level of confidence.

Vg Conditional eniverification rules
Bilojeonsistent with actual compiler/ being
BEIIEIBUL by runtime environment.
Siesiing: Conditional on testing environment
19eing identical to/ more stringent than
- Operating environment.
s [Fault Tolerance: Conditional on system
preserving recoverability.
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probahbility p<1.0, conditional on D being
representative.

\Which interpretation do we choose? We do not have
to choose, in fact. We can keep both, and learn to
add/ cumulate them.

Regirement, Security Reguirement, etc.

Assumption. Implicit conditions in each method.
= Certainty. Quantified by probability.

Stake/ failure cost. Cost of failure to satisfy a

property with respect to areference.

Penalty/ verification cost. The cost of performing a
verification task (for a given property/ reference/
assumption, €etc).
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Meohdiiional probability:
M(SoR| A)=P.
Bledditional cost functions:
\/erfication cost:
Prop x Ref x Meth x Assum — Cost.

s [Fallure cost:
Prop x Ref — Cost.

BRElability: S refines R, contingent upon
eestimption VA (verification rules borne out by
BiME environment)

sSalety: Same as reliability, much higher failure
cost, hence higher probability of failure free

operation.
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Certification: that for each event trace, behavior is
within functional/ operational tolerances.

conflict between security (reduce capabilities) and reliability
(give enough capabilities to get the job done).

IEINEMENT property.

ERREceVerability verification: recoverability

: Eesenvation.

E=—eESECUrity measures: certification property.

* Model checking: functional/ operational

property.

* \erification of Adaptive Systems: partial
functional properties.
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'_' I(SonQ | TA) = 1.0,

= % Second: (S Q| TA & R)=07,
where R is representativity of D.

~where R is system specification, VA is
condition that the verification method borne
out by the operational environment.
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| nference Rules«

ollecting claims s insurficient.
U Ml ng/Synthesizing claims (as we did
ithiegical results) isimpractical.

o F il inference mechanisms that can infer
= conclusions from a set of claims.

\We will explore applications of this capability,
Subsequently.

rJg checked):
WES(RLR) [A)
TI(SSR: | A) X TI(SoR: | A).
FH(SS(RiNR) | A)
<TI(SoR: | A) + (SR | A).
[(SS(RnR:) [ A)
> max(I1(SoR: | A), [1(SoR: | A)).
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[I(S2R | A) x I1(SoR | B) / TI(S2R).
* Bayes' Theorem.

= -:?'(A1:> Az) =
VC(o,R, M, A2) 2VC(2,R, M, Ay).
* RoR:= FC(o,R:) = FC(o,R2).
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° _“hlights relations between various
OPErties.
Rreserves correctness: Preserves
“recoverability.
s Preserves recoverability wrt R: preserves
correctness wrt F(R).

M SzichIgoals to methods to control verification
SCOS(S)
= _ljispatch verification effort to verification goals to
— control failure costs.
- » Budget verification cost.
* Minimize / assess failure risk (probability, severity of
failure).
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_ r' By eclectic/ dlverse approaches.

_ecord all' measures in knowledge base.
Updatl ng knowledge base as system evolves.
IViaximize coverage.

Minimize overlap.
Budget verification cost.

Minimize/ assess failure risk (probability, severity
of failure).

udget certification cost.

=ranget certification effort (certification goa
~ Inferred from claims established by
certification activity).
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Nl Sel O1 claliis, Wikl Wihat propapility car
WENe/alm tat S refines R subject to A?° Greatest
eIVEIound for I1(S S R| A).

BL S refines R under assumption A with
Bprobapility at least p? Theorem I1(S o R|A) = p.
= SSGlver a set of claims, provide a weighted average
of fallure costs. Mean of a random variable.

s Given a set of claims, identify the specification,
property and method maximize impact.
Maximizing derivative d FC/ d VC.

> AU

2 13

= .. Integrated approach to dependability management:
minimizing overall failure cost.
* Means to identify next stepsin V& V.
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tl &) V/et Integrated, Approach:
JlGWsUs toimodel diverse approaches, and

- ¢ Allews us to budget cost, risks.

s Allows us to model multiple stakeholders:
multiple failure cost functions.

= Une Science a |’ age de ses instruments de mesure.
L_ouis Pasteur.

A Scienceis as advanced as its measurement tools.
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