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Abstract

We presentanimprovedExplicit CongestionNotification
(ECN) medanismthat enablesa router to signal conges-
tion to the sendemwithouttrustingthereceiveror othernet-
work devicesalongthe signalingpath. Without our meda-
nism,ECN-basedransportscan be manipulatedo under
mine congestioncontrol. Web clients seekingfasterdown-
loads, for example can trivially concealcongestion sig-
nals from Web serves. A misbehavingconnectionwould
exceedits fair bandwidthshare at the expenseof compet-
ing traffic by as mud as an order of magnitude in our
simulations. Our improved medanismis robust because
it doesnot dependon correctimplementatiorat locations
other than the senderand marking router and it is prac-
tical becausdt admitsan efficientimplementatiorthat is
badkwards-compatiblevith prior ECNand TCP/IP medha-
nisms.

1. Intr oduction

Explicit CongestiorNotification(ECN) [21], with active
gueuemanagemenin theform of RED gatavays[10], has
beenproposedas a standardmechanisnto improve con-
gestioncontrolin the Internet. With ECN, routersareable
to mark pacletsto signalincipient congestionaswell as
simply drop themduring congestion.This avoidslossand
improvesperformancg24].

Unfortunately existing transportprotocolsthatuseECN
aremorevulnerableto faultsthanwhencongestionis sig-
naledonly by paclet drops. ECN-basedransportsdepend
onreceversandnetwork devicesto returncongestiorsig-
nalsto sendersppeningthe doorto misbehaiors thatcon-
ceal congestionindications and causewell-implemented
sendergo transmittoo aggresaiely. In contrast,paclet
dropscannotbe concealedvithout sacrificingreliable data
transfer

Misbehaior may be the result of a deliberateattempt
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to exploit ECN. Thereis an opportunityfor Web clientsto

reducetheir download times, regardlessof the impacton

others,by concealingcongestionsignalsfrom seners. A

deceitfulclientis trivial to implementrequiringonly asin-

gle line changeto the TCP sourcecode. Our simulations
shav that suchdeceitis both effective gainingup to ten
timestheir fair shareof bandwidth,and harmful, slowing

competingflowsto aslittle asonetenththeir fair share.

Misbehaior mayalsobethe accidentatesultof incom-
patible designsor buggy implementations. For example,
ECN is not recommendedor usewith older IPSECtun-
nels becausecongestiorsignalsmay be inadwertently lost
atthe tunnelendpointwhenonelayer of paclet headerss
removed [22]. Deploymentof ECN dependson the reli-
abledelivery of congestiorsignals,andeven unintentional
lossof congestiorsignalsresultsin anunfair distribution of
bandwidth.

Oneapproachto the problemof misbehaior is to rely
on network supportsuchasFair Queuing[3] to enforcefair
bandwidthallocations.This addressemtentionallyaggres-
sive sendersaaswell as misbehaiors that indirectly affect
the sendingrate. However, therearedravbacksto depend-
ing solelyon network enforcementWhile ECNis poisedto
enter mainstreandeployment, efficient bandwidthalloca-
tion mechanismsrestill the subjectof research4, 15, 29].
Evenif fair bandwidthallocationis deployed, robust con-
gestioncontrolis still neededecausat allows sendergo
male efficient useof allocatedbandwidth.Withoutconges-
tion control, a flow cannotdeterminethe currentallocated
bandwidth which changeslynamicallywith the numberof
active flows.

We focuson what canbe accomplishedvith an end-to-
endapproachhatrequiresno network supportoeyondECN
paclet marking. We malke three contritutionsin this pa-
per. First,we demonstrat¢hatincorrectECN behavior can
causean unfair disparityin bandwidthallocation. Second,
we presenthe designof a congestiorsignalingmechanism
that enablesthe senderto detectmisbehaior without the
cooperatiorof any network device otherthanthe marking
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Figure 1. ECN avoids dropped packets by allowing
router s to signal cong estion by setting the Con-
gestion Experienced (CE) bit in the IP header. In
TCP, the receiver returns cong estion signals by
setting the ECN-Echo (ECE) flag. The sender sets
the Cong estion Windo w Reduced (CWR) flag to in-
form the receiver that it has reacted to cong estion.

router Third, we shov how to implementour designfor
deploymentin TCP. We baseour designon TCP, becausét
is theonly mainstreantransportprotocolfor whichECN s
currentlydefined. However, our designcanreadily be ap-
pliedto othertransportssuchasSCTP[28] andTFRC[9].

Our designincludesa randomnoncein the IP headerof
eachpaclet, which is erasedby routersto signal conges-
tion. The transportrecever returnsnonceinformationin
acknavledgementgo the transportsenderto demonstrate
that receved paclets did not experiencecongestion. Our
designcanbeimplementecefficiently becausevenasingle
bit of nonceinformationis sufficientto detectmisbehaior.
To carrythisnonce purdesignusesanewly allocatedcode-
pointin the IP headef22] andonebit in the TCP header

The remainderof this paperis organizedasfollows. In
thenext section,we describehow ECN canbe undermined
by misbehaior. In Section3, we presentthe designof a
robust congestiorsignalingprotocol that doesnot depend
ontrust. Thisis followedby implementatiordetailsin Sec-
tion 4, shaving how our protocol can be combinedwith
TCP/IR In Section5, we presentan evaluationandsimula-
tion resultsthatshav our protocolis effective at preventing
misbehaior. We presentrelatedwork in Section6 before
we concluden Section?.

2. Moti vation

Signalingcongestiorvia packet dropshasprovento be
a simple and robust mechanism.It demanddittle of con-
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Figure 2. By hiding cong estion signals, a misbe-
having TCP receiver can cajole the sender into
increasing the cong estion windo w. Because the
data packets are ECN-capable, they will not be
dropped by the router until the link becomes con-
gested.

gestedrouters,and oncea paclet is dropped,subsequent
routerscannotinterferewith the congestiorsignal. To im-
plementreliabletransfer receversmustcorrectlyacknawl-
edgelostpaclets,therebyreturningthe congestiorsignalto
thesender

Explicit CongestiorNotification(ECN)[21] changeshe
charactef congestiorsignalingto improve performance.
It allows routersto signal congestionto end hostsexplic-
itly, ratherthanimplicitly via packet drops. Routersmark
pacletsalongcongestedinks, andthereceverreturnghese
congestiormarksto the sendeiin atransport-specificman-
ner. The basicECN protocolfor usewith TCPis shovn in
Figurel. To signalcongestionyouterssetthe Congestion
Experienced CE) statein the IP headerof ECN-capable
paclets. The recever returnsthis signalto the senderby
setting the ECN-Echo (ECE) flag in the TCP headerof
subsequentacknavledgements. To ensurereliable deliv-
ery of this signal,therecever continuedo setthe ECEflag
in acknavledgementsintil a CongestiorWindow Reduced
(CWR) flag is received,implying the sendethasreactedo
thecongestion.

Unfortunately the designof ECN requiresroutersand
receversto explicitly andcorrectlyparticipatein the con-
gestioncontrolloop, but hasno meansto checkor enforce
this cooperation.As notedin the ECN specification[22],
this raisesthe possibility of misbehaior. Thefollowing be-
haviorsaredangeroudecausehey subvertcongestiorcon-
trol:

A recever may recevve marked pacletsbut neglectto
inform thesenderasshavn for TCPin Figure?2.



A router may clear congestiorsignalsreceved from
upstream.

A routeron thereversepathmay clearthe congestion
echosignalsbeingreturnedo the sender

Misconfiguredor incompatibledevices,suchasproxies,
firewalls, tunnels,andNATS, could exhibit thesebehaiors.
They arenot hypothetical. ECN deploymenthasrevealed
incompatibilitieswith somelPsectunnels[22] andinterfer
encein ECN negotiationby somefirewalls [6, 11].

Intentionalmisbehaior by receverswould allow Web
clientsto improve their download performanceat the ex-
penseof competingtransfersasshown in Section2.2. Un-
scrupulousSPscouldevenprovideanacceleratotservice”
thatunmarkspacletsto improve performancdor their cus-
tomers.The ECN specificatiorarguesthat network andre-
ceiver misbehaior is no worsethanthe problemof aggres-
sive senderg22]. While this is true, receversandsenders
oftenhave conflictingincentiveswith respecto congestion
control: Web senersaim to sharebandwidthbetweenall
clients, while Web clients aim to improve their download
times. We arguethat recever misbehaior is animportant
casein its own right.

Thesemisbehaiors arenot possiblewhenpaclet drops
arethe only signalof congestiorbecauseaeceverscannot
concealpaclet losswithout sacrificingreliability, and net-
work agentscannot‘undrop” a packet asthey canunmark
ECN congestiorsignals. The intent of our work is to ease
the deploymentof ECN by makingit asrobust as paclet
dropsto suchmisbehaiors, ensuringthat ECN canonly be
usedasintendedandnotin away thatunderminesonges-
tion control.

2.1 Simulation Setup

Totesttheimpactof abusingthe ECN protocol,we simu-
late,usingns[19], amisbehaing receverthatignorescon-
gestionsignalsby never settingthe ECN-Echoflag. Our
simulatednetwork extendsthe ECN evaluationnetwork in-
cludedin nsto incorporatefasterlinks and recentexperi-
encein tuning RED. We do not expectthat simulationson
small networks will accuratelypredict a misbehaing re-
ceiver's impactin the heterogeneoumternet,but they do
highlightits potential.

Our network topology includesa 10 Mbit/s bottleneck
link asshavn in Figure3. We configurethe RED queueus-
ing the bestpracticesdescribedn [5, 7]: minth= 25 pack-
ets,maxth= 75 paclkets,the maximuminstantaneougueue
sizeis 150 paclets,the paclet sizeis 1,000bytes,andthe
recent‘gentle” optionis enabled Decreasindhe queueca-
pacitydecreasethe performancémbalancecausedy mis-
behavior, but alsoreducedink utilization.

To reduceharmful synchronizatioreffects, flows begin
independentlythe bottleneckcarriesreversetraffic, andthe

Figure 3. The simulated network topology is

shown. Arrows represent the direction of traf-
fic flow. Links other than the bottlenec k are
100Mbit/s. The link to Node 2 has a one way la-

tency randoml y chosen unif ormly between 2.5 and
3.5ms. Several traffic sour ces or sinks were placed
on each node to vary cong estion at the bottlenec k.

resultspresente@reaveragegrom differentsimulationaus-
ing differentrandomnumberseedsTheseedof therandom
numbergeneratoaffectsthe behaior of the RED gatavay,
the starttime of connectionsandthelateng to node2. All
flows supportselectie acknawledgement$17] andarenot
limited by flow control. Theseattributesrepresenmodern
TCPimplementationg13, 26]

2.2 Effects of a Misbehaving ECN Recever

In this section,we only addresshe effectsof misbeha-
ior on long flows. Figure4 shows the performanceof the
ECN misbehaer competingwith ECN-enabledlows. We
shav the bandwidthobtainedby all flows relative to their
“fair share”of the bottleneckasthe numberof competing
flowsvaries.The“f air share”is easyto interpret,but under
estimategheimpactof misbehaior becauseot only does
themisbeh&er receve up to six timesits fair sharethe be-
haversreceve as little as one tenth their fair share. The
dottedline at representsin equaldistribution of the
capacityof thelink.

Figure4 shows thatmisbehaior gainsa significantper
formanceadvantageovercompliantflows, doesnotharmits
own performancen the absencef contention,andgreatly
reduceshe bandwidthavailableto compliantflows. When
the misbehaer competesvith ECN-enabledl CP connec-
tions, it forcesthe senders congestiorwindow to increase
until therouterdropspaclkets. Whenthe numberof flowsis
sufficient to saturatethe router, it no longermarkspaclets
to alleviate congestionand insteaddropspacletsfrom all
flows in proportionto their queueconsumptiongdecreasing
the misbehaer’s effectiveness.This explainsthe decrease
in the misbehaer’s shareof the bandwidthwhenthe link
hasmorethantwenty connections.

The performanceadvantagedor a misbehaing recever
areevenmoresignificantwhenit contendsith conformant
flowsthatarenotECN-enabledln Figure5, themisbehaer
takesup to tentimesits fair share.While therouterdrops
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Figure 4. The ECN misbeha ver contends with behav-
ing ECN flows through a 10Mbit/s bottlenec k. The
misbeha ver (upper line) is able to achieve signifi-
cant performance gains at the expense of conform-
ing ECN flows (lower line). As the number of flows
increases, all flows suffer losses, and the misbe-
haver loses its advantage.

paclets from other flows, it incorrectly assumeghe mis-
behaver will respondto the explicit signalsand back off.
This givesthe misbeh&er evenmorespacen the queueto
gain additionalbandwidth. In this graph,the misbehaer’s
performancedoesnot decreasasthe numberof flows in-
creasesbovetwentybecausenary flows suffer timeoutsto
recoverfrom lossesyielding their bandwidth.

3. A Robust ECN Design

Whena routerdropsa paclet to signalcongestionthis
signalis permanentadownstreanroutercannot‘'undrop”a
paclet. By enablingthe ECN sendeto detectwhenmarked
pacletsareunmarled, we make ECN asrobusta conges-
tion signalaspaclet drops. Unlike earlierdesignspur de-
signusesmultiple unmarledpaclet statessothatthe orig-
inal unmarled state cannotbe recovered from a marked
paclet. To prove the absenceof congestionthe recever
returnsthe original unmarled statesn acknavledgements.
We referto the original unmarledstateasa nonce because
this exchangeof randomnumberds analogouso the useof
noncesn securityprotocols.

Our solution,ECN with nonceshasthefollowing prop-
erties:

It doesnot remove ary of the benefitsof ECN for be-
having participants.

It detectamisbehaiorswith a high probability.
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Figure 5. The ECN misbeha ver contends with non-
ECN flows through a 10Mbit/s bottlenec k. The mis-
behaver’'s advantage (upper line) is even more pro-
nounced, as the router drops packets from the non-
ECN flows (lower line). The misbeha ver suffers
fewer drops than non-ECN flows, who often have
to recover from those losses by timeout.

It never falselyimplicatesbehaing receversandnet-
works.

It is efficient in termsof paclket overhead perpaclet
processingandstaterequiredatthe endpoints.
Consideran implementationthat useshbillions of un-
marked statesj.e. nonceswhich are clearedby routersto
signalcongestionandfurthermore thereceveris required
to returnthe correctnoncefor every paclet. A sendercan
detectwhenpaclet marksareconcealedbut this solutionis
inefficient: headerbits are sparseand mosttransportpro-
tocols do not sendperpaclet acknavledgments,nor de-
liver themreliably. We addressboth of theseshortcom-
ings. We first showv that asfew astwo noncevaluescan
detectmisbehaior. Thenwe demonstratéhatjust astrans-
port protocolsusecumulativeacknavledgementsgcumula-
tive nonceseliminate the needfor perpaclet reliable ac-
knowledgements.

3.1 One-bit Nonces

Largenonceof 16 or 32 bits would be effective atiden-
tifying concealedECN congestionsignals. However, the
paclet’'s noncemustbe storedin protocol headerswhich
havefew availablebits. An insightenablingalessexpensve
implementationis that congestioncontrol appliesto a se-
guenceof paclets.Evenaone-bitrandomnonceperpaclet
is enoughto detectmisbehaior in the congestioncontrol
loop, sinceeachmark of congestioris a separatérial. Al-
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Figure 6. This diagram shows the ECN-nonce pro-
tocol as applied to TCP and one-bit nonces. The
sender attaches a random nonce (N=0 or N=1) to
each packet [I. The receiver always returns the
one-bit cumulative nonce, which is the one-bit
sum (i.e. parity) of these nonces [1. When a router
marks the cong estion experienced bit (CE), the
nonce is cleared [I. The sender can verify that
no cong estion signals are concealed by check-
ing that the sum reported by the receiver is cor-
rect [1. However when cong estion is experienced,
the receiver’ s nonce sum will be incorrect and is ig-
nored [, and the sender must resync hroniz e with
the receiver’ s sum by resetting its own sum to the
receiver’ s sum [J.

thougha misbehaing node might occasionallyavoid de-
tection,thisis acceptableaslong asthe senderespondgo
misbehaior sufiiciently whendetected.

3.2 Cumulative NonceProtocol

Cumulative noncesallow thereceverto provereceiptof
unmarled paclets without returningevery original nonce.
Thesendeiplacesarandomnoncein eachpaclet, whichis
clearedby arouterto signalcongestionTherecever main-
tainsa cumulative nonce,which is the sumof the nonces
recevedfor all in-orderpaclets,andincludesit in everyac-
knowledgemento beverifiedby the senderBecausevery
nonceis neededo calculatehecorrectcumulative nonce jt
depend®n thereceiptof only unmarled paclets. Figure6
givesan exampleof this protocol,asadaptedor TCP and
one-bithonces.

Resynchronizatioof thesendeandrecever cumulatve
noncess neededafter congestioreventsasshown in Fig-
ure 6. Whenpacletsaremarked, the nonceis clearedand
the cumulative nonceat the recever will no longermatch

the senders. Oncea noncehasbeenlost, the difference
betweensenderand receiver cumulative nonceswill not

changeuntil thereis furtherloss. After reactingto the con-

gestionevent, the senderresynchronizesvith the recever

by adoptingits view of the cumulative nonce. Resynchro-
nizationdepend®nthedetailsof thetransporfrotocol,but

is not requiredto happenimmediatelybecauseongestion
indicationsarenot corveyed morefrequentlythanonceper

roundtrip [22]. In the caseof TCRE we suspencd:hecking
of the cumulative noncewhile the CongestionVindow Re-

duced(CWR) signalis deliveredto the recever. We reset
the senders cumulative nonceto the recevver’s when the

paclet containingCWR is acknavledged. This schemeis

simple and hasthe benefitthat the recever is not explic-

itly involvedin theresynchronizatioprocessTherecever

could delaythe resynchronizatiomprocessn two ways: 1)

never acknavledgethe paclet containingCWR or 2) re-

turn ECN-Echo(ECE)in the acknavledgmeniof the CWR

paclet. However, both of theseactionsare interpretedas
new congestiorsignals,which will discouragegherecever
from interferingwith resynchronization.

3.3. DetectedMisbehaviors

ECNwith noncesrotectsECN from variousabusesand
incompatibilities.ECN-noncesendersareableto detectthe
dangerousnisbehaiorslistedin Section? andthe potential
misbehaior of network devicesremaving ECN capability
from paclets.

The ECN-noncecanalso be usedto protectothercon-
gestionrelatedprotocolsfrom misbehaior. For example,
Eifel [16] is a recently proposedmechanismfor improv-
ing TCP performanceby disambiguatingetransmissions.
WhenanEifel recever claimsto have recevedthe original
transmissiorof aretransmittegaclet, the senderundoes”
the congestionactionto maintainits sendingrate. How-
ever, amisbehaing recever might claim all acknavledge-
mentsare of original transmissionssubverting congestion
control. Becausaetransmissionare ECN-incapablgd22],
thecorrectcumulative nonceis evidenceof having receved
original transmissions.

The ECN-noncealso preventsthe optimistic acknawl-
edgementulnerability that we identified previously [25].
By optimistically acknavledging paclets, a recever can
simulatea muchsmallerround-triptime andgainan unfair
shareof the bandwidth.ECN with noncesreventsthis be-
causeplacingthe correctcumulative noncein anacknavl-
edgmentlepend®n thereceiptof eachpaclet.

The ECN-nonceprovides a mechanisnto detectmis-
behavior, but leares unspecifiedhe senderspecificpolicy
to addresst. Differentpoliciesare possible:for example,
a sendercould sendmore slowly or no longersendECN-
capablepaclets. Whatever the policy, theincentve for vio-



lating the congestiorcontrol specificatiorshouldbe elimi-
natedsothatmisbehaior is not effective.

3.4. Extensionsfor Other Transports

The StreamControl TransmissiorProtocol(SCTP)[28]
is anew, reliabletransportprotocolbeingdevelopedby the
IETF. It includesmodernfeaturessuch as multi-homing,
framing, and multiple concurrentstreamsper connection.
SCTPusesselectve acknavledgementandsupport<ECN.
The cumulatve noncecanbe usedin SCTP becausdike
TCR it usescumulative acknavledgmentsThe cumulative
noncecan be carriedin a new SCTP option, known asa
chunk.

The ECN-noncecanalsobe appliedto unreliabletrans-
ports by taking adwantageof the transport specific ac-
knowledgmentmechanism.The Rate AdaptationProtocol
(RAP)[23] is a TCP-friendly, unreliabletransportprotocol
designedor unicasttransferof realtimestreams.RAP re-
ceiversacknavledgeconsecutie rangesof paclets. Aug-
menting RAP with the ECN-nonceconsistsof returning
the cumulative noncefor the rangeof consecutie pack-
etsin eachacknavledgement. TCP-FriendlyRate Control
(TFRC) [9] is an unreliabletransportprotocol that usesa
modelof TCP performanceo calculatea smoothsending
ratebasedn thelosseventrateandroundtrip time. TFRC
receverscalculatethe loss event rate from a weightedav-
erageof the length of recentlossintervals. TFRC canbe
adaptedo usethe ECN-nonceby requiringthe recever to
providethecumulative noncefor eachinterval betweerloss
events.

4. Implementation

In this section,we shav that ECN with noncescanbe
implementedefficiently in termsof both protocol header
spaceandpaclket processingverheadsSpecifically we de-
scribethe high-level featuresof our Linux implementation
of ECN-nonces.

4.1 Protocolin Depth

ECNwith noncesaddsfour new aspectso the ECN pro-
tocol: 1) generatingandsendingthe nonces?) clearingthe
nonceswhencongestioris experienced3) computingand
returningthe cumulative nonce,and4) checkingthe cumu-
lative noncein acknavledgements.

Generating and Sending Nonces. Thesendemustgen-
eraterandomnonceghatcannotbe guessedby therecever
or anothernetwork agent. This is a lightweight opera-
tion becauseayeneratinga single 32-bit pseudo-randonn-
teger, which requiresfewer thantwentyinstructionsyields
enoughone-bitnoncedor 32 paclets. Thesendetransmits

a one-bitnoncewith eachECN-capablepaclet. For each
unacknaevledgedpaclet, the senderstoresthe cumulatve
nonceexpectedn its acknavledgement.

The ECN-nonceis carriedin the IP headerso that it
canbe cleanlymanipulatecby routers. The ECN Proposed
Standard22] includesour encodingof the one-bitnonce,
but doesnot specifyits use. Two code-pointsECT(0) and
ECT(1), areallocatedfor the ECN-Capablelransportflag
asdescribedin Table 1. In eachECN-capablepaclet, a
transportsendercansendeitherECT(0) or ECT(1), allow-
ing it to encodea nonceof eitherO or 1.

| RFC2481Meaning ProposedMeaning[22]
00 | ECN-incapable ECN-incapable
10 | No congestion No congestionNonce=0
01 | undefined No congestionNonce=1
11 | Congestion CongestionNoncecleared

Table 1. The Experimental Standard ECN
(RFC2481) encoding is compared with the
Proposed Standard ECN encoding, which sup-
ports the ECN-nonce . The ECN-Capable Transpor t
(ECT) codepoints 10" and '01' are called ECT(0)
and ECT(1) respectivel y.

Clearing Nonces. Routerddentify ECN capablepaclets
and mark themif indicatedby active queuemanagement.
To mark paclets, routers changeeither of the unmarled
statego thesinglemarkedstate.This processautomatically
eraseghe original noncecarriedwith the paclet, which is
key to ourschemeNeithertherecevernorary otherdevice
canclearthe paclet'scongestiormarkwithoutguessinghe
valueof theoriginal nonce.

Computing and Returning Cumulative Nonces. In ad-
dition to distinguishing marked paclets and setting the
ECN-Echoflag asbefore,receversmaintaina cumulatve
nonceas pacletsarrive andreturnthe appropriatecumula-
tive noncewith eachacknavledgementThereceverstores
the noncevalue for eachout-of-orderpaclet and a single
cumulative noncefor all in-order paclkets. A cumulatve
nonceis computedby taking the exclusive-or of the previ-
ouscumulative nonceandthe mostrecentnonce,asshavn
in Figure6. In the caseof marked paclets,the nonceval-
ueswill be unknown to the recever. The missingnonce
valuesareignoredwhen calculatingthe cumulative nonce,
andECN-Echais setto signalcongestiorio thesenderThe
cumulative nonceis returnedo the sendeiin a TCPheader
bit thatis currentlyunallocated.This is the only additional
bit that ECN with noncesrequiresin eitherthe TCP or IP
header

Checking Nonces and Synchronization. Checkingthe
cumulative nonceis straightforvardandis performedevery
time an acknavledgemenis receved, exceptduring con-



gestionrecovery. Minimal stateis requiredat the sender
to checkcumulatve noncesasthe sendemaintainsonly a
one-bitcumulative noncefor eachunacknavledgedpaclet.
Checkingconsistsof comparingthe cumulative noncein
eachacknavledgemento the correctvalue.

If ECN-Echois set,thereceveris sendinga congestion
signal, and the senderignoresthe cumulatve nonce. As
specifiedby ECN, the senderrespondgo congestiorin the
standardmannerby halving the congestionwindow, and
thensendsCWR in the next new paclet to inform the re-
ceiverthatit hasreactedo congestion.Therecever clears
the ECN-Echoflag oncethe CWR signalis receved.

During thisrecovery processthe cumulative noncemay
beincorrectbecaus@neor morenonceswverecleared.This
doesnot matter becauser CP invokes congestionrmecha-
nismsat mostonceperroundtrip time, evenif therewere
multiple congestionsignalsduring that period. However,
after recovery, the senderand recever resynchronizecu-
mulative noncesso that further acknavliedgementsan be
checled. We usea simpleresynchronizatioomechanism,
which doesnot explicitly involve the recever: whenthe
senderreceivesan acknavledgemenfor the paclet carry-
ing the CWR flag, the senderesetsts cumulative nonceto
thatof therecever. In mostinstancesthis will bethefirst
acknavledgementvithoutthe ECN-Echoflag set.

4.2 Corner Cases

An issuein our designis whethemoncesshouldbeona
byte or paclet granularity Noncesaresentper packet, but
TCP acknavledgementsover byte ranges. A recever is
not requiredto sendacknavledgement®n packet bound-
aries, and TCP retransmissiongn rare circumstancesre
segmentedon different byte boundariesthan the original
transmissionlt is importantfor our implementatiorto be-
have correctlyevenin theserarecasesarecevermustnever
belabeledasmisbeha&ing unlessthis hasbeenproven.

Partial Acknowledgements. If a TCP recever doesnot
acknavledgetheentirepaclet contentsthereis someques-
tion asto what cumulative nonceshouldbe returned. We
assumehatthe noncesentwith a paclet coverseachbyte
of the paclet. Therefore,if any byte of the paclet is ac-
knowledged thatpaclket’s nonceis includedin the cumula-
tive nonce.

Retransmitted packets. An additionalconcernis what
noncevaluesto placein retransmittedpaclets, especially
whenthe retransmittecpaclets spandifferentbyte bound-
ariesthanthe original paclets. Accordingto [22], retrans-
mitted pacletsarenot marked asECN-capablepreventing
themfrom carryinga nonce. Although the original nonce
cannotbe sent, the noncesassociatedvith retransmitted
pacletsare unimportantbecauseackets are only retrans-
mitted due to congestionsignals. The senderignoresall

cumulative noncesuntil all lost paclketshave beenacknawl-
edgedatwhichpoint,thesenderscumulatvenonceis reset
to matchtherecevers.

Interactions with Selective Acknowledgement. The
TCP Selectve Acknowledgement(SACK) [17] option
loosensthe restrictionsof cumulatve acknavledgements
by allowing a recever to acknavledge out-of-orderpack-
ets. This improves performancewith small windows and
whenmultiple pacletsarelostin a singlewindow of data.
Althoughthe ECN-noncecould be extendedto includethe
out-of-orderpaclets, this extensionis unnecessaryas se-
lective acknavledgementgannotbe usedto artificially in-
creasghesendingrate.

5. Evaluation

In this sectionwe shawv thatmisbehaior canbedetected
by aonebit nonce.Wethendescribenow to makethesingle
bit nonceeffective by respondingggressiely whenmisbe-
havior is detectedFinally, we demonstratéheeffectiveness
of the ECN-noncefor shortflows.

5.1 Accuracy of One Bit Nonces

While multi-bit noncesmprove the accurag of our cu-
mulative noncedesign,we shawv thatit sufficesto useonly
a singlebit. Challengingthe recever with a 32-bit nonce
would leave solittle opportunityfor concealingcongestion
signalsthatan incorrect32-bit cumulative noncecould re-
placethe ECN-echoflag. Figure7 shavs the effectiveness
of the misbeh&er when detectedby 1, 2, 4, and 10-bit
nonces. The sendertreatsan incorrectcumulatve nonce
asthoughit were a normal signal of congestion. Both 4
and10-bit noncescorvergenearthe expected fair shareof
bandwidth.Althoughthe onebit noncereduceshe perfor-
mancebenefitof misbehaior from 6X in Figure4 to 1.5X
in Figure 7, a more aggressie congestiorresponses re-
quiredto eliminateit completely

5.2 Compensatingfor One Bit Nonces

A onebit noncealonewould allow a misbehaing re-
ceiver to gain 1.5 timesits fair sharebandwidth: perhaps
sufficientfor faultdetectionput not sufiicientto discourage
misbehaior. An alternatveis to useamoreaggressie con-
gestionresponsavhenmisbehaior is detected.One such
responsereducingthe congestiorwindow to onepaclet, is
evaluatedin Figure 8. Using this aggressie responsethe
misbehaer’s performances broughtin line with the fair
sharebandwidth,andbehaing connectionsreprotected.

The sendercanalsochooseo disableECN for the mis-
behaing connectionso that additionalcongestionsignals
arenotconcealedThe combinationof disablingECN with
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Figure 7. Misbehavior is detected by 1, 2, 4 and
10-bit nonces. When misbeha vior is detected, the
cong estion windo w is reduced by one-half. A 10-
bit nonce closely approximates a true ECN signal,
while 4, 2, and 1-bit nonces allow the misbeha ver
to gain progressivel y more band width.

thecongestiomesponsén Figure8 makestheone-bitnonce
sufficient to protectagainstmisbeh&ior. We balancethe
needto protectagainstintentional misbehaior with the
needto gracefullysupportnon-compliantECN implemen-
tations. We shouldremove ary incentve for intentional
misbehaior without needlesslypenalizingbuggy systems.

5.3. Short Flow Behavior

While long flows that misbeha&e have the greatesim-
pactonthe network asshavn in Section2, we demonstrate
thatourtechniques alsovaluablefor short,lesscongestion-
sensitve flows. We evaluatethe performancembalanceof
misbehaior asa function of transfersizeandshaw the ef-
fectivenesf theone-bitnoncein Figure9.

Nine long-runningeCN flows provide backgroundraf-
fic throughthe bottlenecklink. After theseflows saturate
thelink, atenthflow begins sendingwith oneof four con-
gestionbehaiors:

1. Misbehaver without nonces: The recever never re-
turnscongestiorsignals.

2. ECN behaer: The recever correctlyreturnsconges-
tion signals.

3. Misbehaver with nonces: The recever never returns
congestiorsignals,but is detectecby the ECN-nonce.
After detectinga concealednark, the sendereduces
the congestionwindow to one paclet and disables
ECN for theremaindeof the flow.
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Figure 8. If the sender reduces the cong estion
window (cwnd) and slow start threshold to one
whene ver misbeha vior is detected, the misbeha v-
ing receiver gets between 70-110% of the expected
bandwidth. If the sender uses the ordinary con-
gestion response of reducing cwnd by one half,
the misbeha ver is allowed a significant improve-
ment in band width.

4. ECN-disabledbeharer: ECN is not usedfor this con-
nection.

We measurgransferrateasthenumberof acknavledged
bytesdivided by the time sincethe connectionstarted. To
reducethe numberof requiredsimulationswe usea single
long flow andestimateherateatwhich all smallertransfers
would completeby recordingwhenevery paclet of theflow
is acknawvledged.To reducethe effectsof occasionatime-
outsandtransientbehaiors, eachratemeasuremerghaovn
is theaverageof fifty simulations.

Misbehavior is effective for flows that arelong enough
to suffer and reactto congestion. For flows longer than
50 kilobytes, performancealiverges: misbehaior increases
performancecorrectECN behavior corvergesto afair rate
with otherECN flows, anddetectednisbehaior is reduced
to ECN-disabledperformance.However, misbehaior can
drive the bottleneckqueueinto serere congestionduring
slow start,forcing it to drop mary pacletsfrom all flows.
Thisexplainsthelossin performancdor misbehaing flows
between200 and400 kilobytesin this simulation. Correct
ECN behavior exhibits a smoothtransitionfrom slow start
into congestioravoidance cornverging to its fair share,one
megabit per second. Detectedmisbehaior is recognized
quickly, sinceit is difficult to concealrepeatedcongestion
signals,and performancedropsbecauseECN is disabled
after detectingmisbehaior. This demonstrateshe effec-
tivenesof theone-bitnoncefor arangeof flow lengths.



5 Misbehaver without nonces
——— ECN behaver
Misbehaver with nonces

o4 ECN-disabled behaver
@
%
ey 3
o)
2
L2
ol
a4

1 .....................................

0 T L) AL IR |

1 10 100 1000 10000

Kilobytes received

Figure 9. The transfer rate of flows with vary-
ing length and diff erent cong estion behaviors is
shown. Flows shorter than 20KB see few or no
cong estion signals and thus have similar perfor-
mance. At 50KB, performance diverges: misbe-
havior increases the transf er rate in slow start until
the bottlenec k queue is so cong ested that several
packets are lost and performance suffers, correct
ECN behavior smoothl y reaches a fair rate, and
detected misbeha vior may see initial benefits, but
is slowed to ECN-disab led performance after an
incorrect nonce sum.

6. Related Work

ECN with noncesprevents recevers and network de-
vicesfrom accidentallyor intentionallyconcealingconges-
tion signalsfrom sendersand causingthemto transmitat
anexcessverate. Thedesignbuilds on our earlierwork on
ACK verification[25] by extendingit to preventconceal-
mentof paclet marks,aswell asdrops,anddemonstrating
how nonce-basedesignscanbeimplementecefficiently.

A differentapproachs to dependon network level sup-
port, enforcingfairnessat routerswith mechanismsuchas
Fair Queuing[3], or detectingandpunishingflows thatare
not TCP-friendly[8]. TheECN specificatior{21] notesthat
thiswould limit theimpactof bothsendemlandrecever mis-
behaior. The obvious downsideof this approachis that
practical, lightweight fairnessmechanismssuch as those
basedon the “penalty box” strateyy arestill a researchs-
sue,andunlike ECN, their widespreadieploymentcannot
bedependednin thenearfuture.

However, we seethis approactascomplementaryo our
own. Evenwith network-level supportfor fair bandwidth
allocation,end-to-endcongestiorcontrolis still neededo
adaptto the available bandwidth. Our mechanismis valu-

ableasa checkthatend-to-endcongestiorcontrolis being
implementegroperly Further lightweightfairnessmecha-
nismsaretypically approximatebecausehey make simpli-

fying assumptions$o avoid maintainingper flow state. An

end-to-endapproachsuchasours, enablegprecisecheck-
ing of congestiorsignalingbecaus@erflow stateis already
maintained.

Our ECN-noncemechanisiris loosely basedon the ad
hoc authenticatiortechniqueslevelopedby researcherm
responséo problemswith individualInternetprotocols.For
example,the Domain Name System(DNS) matchesDNS
repliesto requestdy usinga randomizedransactioriden-
tifier. With agoodimplementationthis preventsanattacler
from poisoningthe DNS cachewith spoofedreplies[2].
Similarly, the three-vay TCP handshak usedfor connec-
tion establishmer27] checkshatthehostacceptingacon-
nectionhas successfullycommunicatedvith the hostini-
tiating the connection. While the original motivation for
this designwasreliability of connectionestablishmentgx-
changingrandominitial sequencaumbersis an effective
mechanisnfor preventingthe protocolfrom beingmisused
to establishconnectiongo spoofedaddresse§l]. As an-
otherexample ,Photurisusesanunencryptedandomnonce
asaninexpensve way to filter certainkinds of denial-of-
serviceattacks[14]. Thesemechanismsre both efficient
andeffective,andwe have adaptedhemto thetaskof con-
gestionsignalingoveranunreliablechannel.

Finally, intrusiondetectiontechniqueg§20] demonstrate
a differentapproachto the problemof recognizingmisbe-
havior. They aim to identify an attackat an early stage,
whenit is still possibleto deterthe attackor otherwisdimit
its damage However, thistaskis complicatedy its passive
approachof observingactivity from selectvantagepoints.
For this approacho provide a comparabldevel of protec-
tion to the ECN-nonce two thingsarerequired. First, the
passve monitor hasto be nearthe recever to seeall con-
gestionmarks. Second,t eitherhasto have a mechanism
to deliver notificationsof misbehaior to thedistantsendey
or drop pacletsto negatethe effects of misbhehaior. We
extendedthe ECN protocolso thatit is straightforvard to
checkbehavior andlimit theimpactof misbeh&ing parties,
makingit a failsafetool that cannotbe turnedagainstthe
sender

7.Conclusions

It isreasonabléo assuméhatasthelnternetcontinuego
grow andmature,problemsof misbehaior will be of con-
tinued or even greaterimportance. In this paper we have
shavn two resultsthatshedight onmisbehaior in thecon-
text of congestiorcontrol.

First,we have exploredExplicit CongestiorNatification
(ECN)[21] with aneye towardsreceieror network misbe-



havior. ECN s acongestiorsignalingmechanisnin which

pacletscanbe marked aswell asdropped. When paclets
aremarked,anECN-capableéransporsuchasTCPmustre-

turnacongestiorsignalfrom thereceverto thesenderWe

obsene thatit is easyto cheatin this modelby concealing
marked pacletsfrom the senderECN wasnot designedo

preventsuchmisbehaior. We thenshovedthatcheatings

effective at capturinganunfair shareof thebandwidthwhen
thereis competitionwith otherflows, anddoesnot reduce
performancavhenthereis no competition. It is prudentto

understandhis potentialabuseof ECN becausdt is widely

consideredo be the next improvementto congestiorcon-

trol to be deployed,andcongestiorcontrolis centralto the

robustnes®f thelnternet.

Second,and more importantly we have addressedhe
guestionof whetherit is possibleto designrobustconges-
tion signalingprotocolsthatdonotadmittheabovecheating
behaior. Thesolutionwe presenis bothsimpleandeffec-
tive. It carriesone-bitnonceson unmarledIP pacletsfrom
the senderto the recever, and returnsone-bit cumulative
noncesfrom the transportrecever to the transportsender
This allows the senderto probabilisticallycheckthat con-
gestionsignalsarenotbeingconcealedvithouttrustingary
partyotherthanthemarkingrouter We furtherdemonstrate
anefficientimplementatiorthatis compatiblewith TCP/IP
headerspacdimitationsandInternetdeploymentconsider
ations. While we focus on the combinationof ECN and
TCP for concretenesghe ideaswe presentare applicable
to othertransportsuchasSCTP[28].
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