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Abstract

This paper presents FABLE, a core formalism for a programming language in which programmers may specify
security policies and reason that these policies are properly enforced. In FABLE, security policies can be expressed
by associating security labels with the data or actions they protect. Programmers define the semantics of labels in a
separate part of the program called the enforcement policy. FABLE prevents a policy from being circumvented by al-
lowing labeled terms to be manipulated only within the enforcement policy; application code must treat labeled values
abstractly. Together, these features facilitate straightforward proofs that programs implementing a particular policy
achieve their high-level security goals. FABLE is flexible enough to implement a wide variety of security policies,
including access control, information flow, provenance, and security automata. We have implemented FABLE as part
of the LINKS web programming language; we call the resulting language SELINKS. We report on our experience
using SELINKS to build two substantial applications, a wiki and an on-line store, equipped with a combination of
access control and provenance policies. To our knowledge, no existing framework enables the enforcement of such a
wide variety of security policies with an equally high level of assurance.

1 Introduction

For 35 years or more, computer security researchers have explored techniques for ensuring that a software system
correctly enforces its security policy, and that, as a result, the software exhibits a desirable security property [31, 25].
A notable success toward this goal has been work on defining programming language-based techniques for enforcing
information flow security policies [36]. A common form of information flow policy defines a set of security levels
that can be ordered as a lattice, where sensitive data within a program is assigned a label derived from this lattice [17].
Correct enforcement of this policy implies that a program exhibits some flavor of noninterference, which states that
no information visible at level /& can be leaked onto a channel visible to level / < 4. By including the notion of security
label in a programming language’s types, one can show that a correctly-typed program is certain to enforce its security
policy [43]. This approach has been implemented successfully in the Jif [13] and FlowCaml [33] languages.

While information flow policies are useful and important, there are many other styles of policy that are in com-
mon use, including access control, type enforcement [5] (as in SELinux [27]), tainting [39, 40] (as via Perl’s raint
mode [32]), provenance tracking [9], stack inspection [21, 18], and forms of security automata [21, 45]. One approach
to verifying the correct enforcement of these policies is to encode them as information flow policies for programs writ-
ten in Jif of FlowCaml. While this will work in some cases (e.g., access control, type enforcement, and tainting could
be encoded in conjunction with Jif’s declassification operators [37]) it is not likely to scale. For example, Jif’s use of
noninterference as a baseline property and its attendant restriction of implicit flows via the program’s control flow, can
be cumbersome to work with. Moreover, Jif and FlowCaml fix the format of security labels, which complicates the
means to interface with external infrastructure, such as policy management systems, databases, etc.

What we want is a programming language that can enforce a wide range of policies—including, but not limited
to, information flow—while providing the same assurance as Jif or FlowCaml that programs enforce their policies
correctly. As a step toward this goal, this paper presents FABLE, a core language for writing programs that enforce
a variety of security policies. A key observation is that many security policies work by associating labels with data,



where the label expresses the security policy for that data. What varies among policies is the specification and inter-
pretation of labels, in terms of what actions are permitted or denied.

This observation is embodied in FABLE in two respects. First, programmers can define custom security labels and
associate them with the data they protect using dependent types. For example, a programmer could define a label
LOW, and an integer value protected by this label would have type int{ LOW}. As another example, the programmer
could define a label ACL(Alice, Bob) where an integer with type int{ACL(Alice, Bob)} is meant to be accessed by
only Alice or Bob. Second, programmers define the interpretation of labels in special enforcement policy functions
separated from the rest of the program. For example, the semantics of our access control label could be implemented
by the following enforcement policy function:

policy access_simple (acl:lab, x:int{acl}) = if (member user acl) then {o}x else —1

This function takes a label like ACL(Alice, Bob) as its first argument, and an integer protected by that ACL as its
second argument. If the current user (represented by variable user) is a member of x’s ACL (according to some
function member, not shown), then x is returned with its label removed, expressed by the syntax {o}x, so that it can
be accessed by the main program. If the membership test fails, it returns —1 and x’s value is not released.

FABLE does not, in and of itself, guarantee that a security policy is correctly implemented, but FABLE’s design
greatly simplifies proof of this fact. In particular, FABLE’s type system ensures that labeled data (that is, data with a
type t{1}) is treated abstractly by the main program, since terms with a labeled type can only be constructed, examined,
or changed within enforcement policy code. Moreover, FABLE’s type system ensures that the main program cannot
sever or forge the association between a label and the data it protects. In effect, FABLE ensures complete mediation of
the user’s label policy in that no data can be accessed without consulting the correct security policy.

To demonstrate FABLE’s flexibility we have used it to encode a range of policies, including access control, static [36]
and dynamic information flow [51] with forms of declassification [24], provenance tracking [10] and policies based
on security-automata [45]. In our experience, the soundness of FABLE makes proofs of security properties no more
difficult—and arguably simpler—than proofs of similar properties in specialized languages [33, 42, 43]. To demon-
strate this fact we present proofs of correctness for our access control policies, provenance policies, and static infor-
mation flow. FABLE opens the possibility of partially automating such proofs, along the lines of user-defined type
systems [11], though we leave exploration of this possibility to future work. To our knowledge, no existing framework
enables the enforcement of such a wide variety of security policies with an equally high level of assurance.

To evaluate FABLE’s practicality we have implemented FABLE as part of the LINKS web-programming language [15].
We call the resulting language SELINKS (for security-enhanced LINKS). We have used SELINKS to build two sub-
stantial applications: SEWIKI, a 3500-line secure blog/wiki inspired by Intellipedia [35] that implements combined
access control and provenance policies, and SEWINESTORE, a 1000-line e-commerce application provided with the
LINKS distribution that we extended with an access control policy. In general, we have found that FABLE’s label-based
security policies are neither lacking nor burdensome, and the modular separation of the enforcement policy permitted
some reuse of policy code between the two applications.

In the remainder of the paper we present FABLE, our core language for defining and enforcing custom, label-
based security policies (Section 2). We show how FABLE can be used to define a range of security policies and that
FABLE’s design simplifies proofs that these policies are implemented correctly (Section 3). In Section 4 we discuss
our SELINKS implementation of FABLE for building web applications and our experience building SEWIKI and
SEWINESTORE. Section 5 discusses related work, and Section 6 sketches future work and concludes.

2 FABLE: System F with Labels

This section presents the syntax, static semantics, and operational semantics of FABLE. The next section illustrates
FABLE’s flexibility by presenting policies that can be expressed along with proofs of attendant security properties.

2.1 Syntax

Figure 1 defines FABLE’s syntax. Throughout, we use the notation & to stand for a list of elements of the form
ai,...,ap; where the context is clear, we will also treat d as the set of elements {ay,...,a,}.

Expressions e extend a standard polymorphic A-calculus, System F [20]. Standard forms include integer values n,
variables x, abstractions Ax:t.e, term application e; e», the fixpoint combinator fix x:z.v, type abstraction A o..e and type
application e [t].



Expressions e = n|x|Axt.e|ejer|fixxtv|Aoa.e|elr] Patterns p == x|C(p)

(Fable-specific) |  C(é) | match e with p; = ¢; | (e)) | {o}e | {e}¢’  Pre-values u n= n|C@H) | Axte|Aa.e
Types t == int|a|Vo.t|(xt)—t App. values v, == u|({e}v,)
(Fable-specific) | lab|lab~e|t{e} Policy values v,, == u|{e}v,u
Figure 1. Syntax of FABLE.

type abbreviation typename Noa=tine; = (Ni'— ((a—1)1))es

let binding letx=ejine; = (Ax:t.ex)e for some ¢

polymorphic function def. let la)(xit) =ejine; = letf=fixfit . Aa.Ax:t.e;ine; for some ¢’

policy function def. policy fla)(x:t) =ejiney = letf=fix fir .\Aa.Ax:t.(e1) ines for some ¢/

dependent tuple type xtxt' = Va.(xt)—t—a)—a

dependent tuple introduction (e,el) = AaAfi((xt) =t —a).fee for some 7,7’

dependent tuple projection letx,y=fine = flt](Ax:t.Ay: .e) for some ¢,¢, and 1,

Figure 2. Syntactic shorthands.

The syntactic constructs specific to FABLE are distinguished in Figure 1. The expression C(€) is a label, where C
represents an arbitrary constructor and each e; € € must itself be a label; e.g., in ACL(Alice, Bob), ACL is 2-ary label
constructor and Alice and Bob are O-ary label constructors. Labels can be examined by pattern matching. For example,
the expression match z with ACL(x,y) = x would evaluate to Alice if z’s run-time value were ACL(Alice, Bob).

As explained earlier, FABLE introduces the notion of an enforcement policy that is a separate part of the program
authorized to manipulate the labels on a type. Following Grossman et al. [22] we use bracketed expressions (e) to
delimit policy code e from the main program. In practice, one could use code signing as in Java [21] to ensure that
untrusted policy code cannot be injected into a program.As illustrated earlier, the expression {o}e removes a label
from e’s type, while {¢’}e adds one; we discuss these operations in detail below. Labeling and unlabeling operations
may only occur within policy code.

Standard types ¢ include int, type variables ¢, and universally-quantified types V «c.z. Functions have dependent
type (x:t;) — f, where x names the argument and may be bound in 7,. We illustrate the usage of these types shortly.
Labels can be given either type lab or the singleton type lab ~ e, which describes label expressions equivalent to e. For
example, the label constructor High can be given the type lab and the type lab~ High. Singleton types are useful for
constraining the form of label arguments to enforcement policy functions. For example, we could write a specialized
form of our previous access_simple function:

policy access_pub (acl:lab ~ ACL(World), x:int{acl}) = {o}x

The FABLE type checker ensures this function is called only with expressions that evaluate to the label ACL(World)—
i.e., the call access_pub(ACL(Alice,Bob),e) will be rejected. In effect, the type checker is performing access control at
compile time according to the constraint embodied in the type. We will show in Section 3.3 that these constraints are
powerful enough to encode an information flow policy that can be checked entirely at compile time.

The dependent type #{e} describes a term of type ¢ that is associated with a label e. Such an association is made
using the syntax {e}e’. For example, {High}1 is an expression of type int{High}. Conversely, this association can
be broken using the syntax {o}e. For example, {o}({High}1) has type int. Now we can illustrate how dependent
function types (x:f;) — t, can be used. The function access_simple can be given the type (acl:lab) — (x:int{acl}) —int
which indicates that the first argument acl serves as the label for the second argument x. Instead of writing (x:t1) —
when x does not appear in 7,, we simply omit it. Thus access_simple’s type could be written (acl:lab) —int{acl} —int.

The operational semantics of Section 2.3 must distinguish between application and policy values in order to ensure
that policy code does not inadvertently grant undue privilege to application functions. Application values v,,, consist
of either “pre-values” u—integers n, labels containing values, type and term abstractions—or labeled policy values
wrapped with (-) brackets. Values within policy code are pre-values preceded by zero or more relabeling operations.

Encodings. To make our examples more readable, we use the syntactic shorthands shown in Figure 2. The first three
shorthands are mostly standard. We use the policy keyword to designate policy code instead of using brackets (-). A
dependent pair (e,¢’) of type x:t x t* allows x, the name for the first element, to be bound in #’, the type of the second



policy login(user:string, pw:string) = policy member(u:lab, a:lab) = policy access{(k,o.)(u:lab ~ USER(k),

let token = match checkpw user pw with match a with cap:int{u},
USER(k) = USER(k) ACL(u, i) = TRUE acl:lab, data:af{acl}) =
_=FAILED in ACL(j, tl) = member u tl match member u acl with

(token, {token}0) _=FALSE TRUE = {o}data

_ = halt#access denied

Figure 3. Enforcing a simple access control policy.

element. For example, the first two arguments to the access_pub function above could be packaged into a dependent
pair of type (acl:lab~ACL(World) x int{acl}) which is inhabited by terms such as (ACL(World),{ACL(World)}1).
Dependent pairs can be encoded using dependently-typed functions. We extend the shorthand for function application,
policy function definitions, type abbreviations, and tuples to multiple type and term arguments in the obvious way. We
also write _ as a wildcard (“‘don’t care”) pattern variable.

Phantom label variables. We extend the notation for polymorphic functions in a way that permits quantification over
the expressions that appear in a type. Consider the example below:

policy add(l)(x:int{l}, y:int{l}) = {I}({o}x + {o}y)

This policy function takes two like-labeled integers x and y as arguments; unlabels them and adds them together; and
finally relabels the result, having type int{/}. The unusual thing about this function is that the label / is not a normal
term argument, but is being quantified—any label / would do.

The reason this makes sense is that in FABLE, (un)labeling operations are merely hints to the type checker to
(dis)associate a label term and a type. These operations, along with all types, can be erased at runtime without
affecting the result of a computation. After erasing types, our example would become policy add (x, y) = x + y, which
is clearly only a function of x and y, with no mention of /. For this reason, we can treat add as polymorphic in the labels
of x and y—it can be called with any pair of integers that have the same label, irrespective of what label that might
be. We express this kind of polymorphism by writing the phantom label variable I, together with any other normal
type variables like «, f3,. .., in a list that follows the function name. In the example above, the phantom variable of
add are listed as (I). Of course, not all label arguments are phantom. For instance, in the access_simple function of
Section 1, the acl is a label argument that is passed at runtime. For simplicity, we do not formalize phantom variable
polymorphism. Our technical report [2] does model phantom variables and contains the associated proof of soundness.

Example: Access control policy. Figure 3 illustrates a simple, but complete, enforcement policy for access control.
Protected data is given a label listing those users authorized to access the data. In particular, such data has type t{acl}
where acl encodes the ACL as a label.

The policy’s login function calls an external function checkpw to authenticate a user by checking a password. If
authentication succeeds (the first pattern), checkpw returns a label USER(k) where k is some unique identifier for
the user. The login function returns a pair consisting of this label and a integer labeled with it; this pair serves as
our runtime representation of a principal. The access function takes the two elements of this pair as its first two
arguments. Since FABLE enforces that only policies can produce labeled values, we are assured that the term with
type int{ USER(k)} can only have been produced by login. The access function’s last two arguments consist of the
protected data’s label, acl, and the data itself, data. The access function calls the member function to see whether the
user token u is present in the ACL. If successful, the label TRUE is returned, in which case access returns the data
with its acl label removed.

2.2 Typing

Figure 4 defines the typing rules for FABLE. The main judgment I'F; e : ¢ types expressions. The index ¢ indicates
whether e is part of the policy or the application. Only policy terms are permitted to use the unlabeling and relabeling
operators. I records three kinds of information; x : + maps variables to types, a records a bound type variable, and
e > p records the assumption that e matches pattern p, used when checking the branches of a pattern-match.

The rules (T-INT), (T-VAR), (T-FIX), (T-TAB) and (T-TAP) are standard for polymorphic lambda calculi. (T-ABS)
and (T-APP) are standard for a dependently-typed language. (T-ABS) introduces a dependent function type of the
form (x:t;) — 2. (T-APP) types an application of a (dependently-typed) function. As usual, we require the type #; of
the argument to match the type of the formal parameter to the function. However, since x may occur in the return type
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* (pi) \ dom(I’) i P * erpikce (T-MATCH) ”—H (T-UNLAB)
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'kt TI'k,e:lab I'tn Twx:nbon Iatt
(K-LABT) (K-FUN) —— (K-ALL)
I'tt{e} 'k () >t I'-Vo.t

Figure 4. Static semantics of FABLE.

1, the type of the application must substitute the actual argument e, for x in #,. As an example, consider an application
of the access_simple function, having type (acl:lab) —int{acl} —int, to the term ACL(Alice,Bob). According to (T-
APP) the resulting expression is a function with type int{ ACL(Alice,Bob)} — int, which indicates that the function can
be applied only to an integer labeled with precisely ACL(Alice,Bob). This is the key feature of dependent typing—the
type system ensures that associations between labels and the terms they protect cannot be forged or broken.

Rule (T-LAB) gives a label term C(€) a singleton label type lab~ C(€) as long as each component ¢; € € has type
lab. According to this rule ACL(Alice,Bob) can be given the type lab ~ACL(Alice,Bob). For that matter, the expression
((Ax:lab.x) High) can be given the type lab ~ ((Ax:lab.x) High), there is no requirement that e be a value. The rule (T-
HIDE) allows a singleton label type like this one to be subsumed to the type of all labels, lab. Rule (T-SHOW) does
the converse, allowing the type of a label to be made more precise.

Rule (T-MATCH) checks pattern matching. The first premise confirms that expression e being matched is a label.
The second line of premises describes how to check each branch of the match. Our patterns differ from patterns in,
say, ML in two respects. First, the second premise on the second line requires I',X; : lab ;. p; : lab, indicating that



patterns in FABLE are allowed to contain variables that are defined in the context I'. Second, pattern variables may
occur more than once in a pattern. Both of these features make it convenient to use pattern matching to check for term
equality. For example, in the expression let y = Alice in match x with ACL(y,y) = e, the branch e is evaluated only if
the runtime value for the label variable x is ACL(Alice,Alice).

A key feature of (T-MATCH) is the final premise on the second line, which states that the body of each branch
expression e¢; should be checked in a context including the assumption e > p;, which states that e matches pattern p;.
This assumption can be used to refine type information during checking (similar to typecase [23]) using the rule (T-
CONYV), which we illustrate shortly. (T-MATCH) also requires that no branch “leaks” any variables bound by patterns
in the final type of the match; this is ensured by the second premise, I" - ¢, which confirms ¢ is well-formed in the
top-level environment (i.e., one not including pattern-bound variables). For simplicity we require a default case in
pattern matching expressions: the third premise requires the last pattern to be a single variable x that does not occur in
I'. In our SELINKS implementation we check that matching is complete using standard techniques [44].

Rule (T-UNLAB) types an unlabeling operation. Given an expression e with type 7{e’}, the unlabeling of e strips off
the label on the type to produce an expression with type ¢. Conversely, (T-RELAB) adds a label ¢’ to the type of e. The
pol-index on these rules indicates that both operations are only admissible in policy terms. This index is introduced by
(T-POL) when checking the body of a bracketed term (e]). For example, given expression e = Ax:int{ Public}.({o}x),
we have - |, e : int{Public} — int since {o}x will be typed with index pol by (T-POL).

Rule (T-CONV) allows e to be given type ¢’ assuming it can given type ¢ where ¢ and ¢’ are convertible, written I" -
t = ¢'. Rules (TE-ID) and (TE-SYM) define convertibility to be reflexive and symmetric. Rule (TE-CTX) structurally
extends convertibility using type contexts T. The syntax T -t denotes the application of context T to a type ¢ which
defines the type that results from replacing the occurrence of the hole e in 7" with #. For example, if T is the context
o {C}, then T -int is the type int{ C}. (Of course, rule (TE-CTX) can be applied several times to relate larger types.)

The most interesting rules are (TE-REFINE) and (TE-REDUCE), which consider types that contain labels (con-
structed by applying context L to an expression e¢). Rule (TE-REFINE) allows two structurally similar types to be
considered equal if their embedded expressions e and p have been equated by pattern matching, recorded as the
constraint e > p by (T-MATCH). To see how this would be used, consider the following example:

let tok,cap = login "Joe" "xyz" in
match rok with USER(k) = access tok cap
_=>halt

We give the login function the type string — string — (I:lab x int{/}) The type of access (defined in Figure 3) is
(u:lab~ USER(k)) —int{u} —t. We type check access tok using rule (T-APP), which requires that the function’s
parameter and its formal argument have the same type ¢. However, here tok has type lab while access expects type
lab ~ USER(k). Since the call to access occurs in the first branch of the match, the context includes the refinement
tok = USER(k) due to (T-MATCH). From (T-SHOW) we can give fok type lab ~ fok, and by applying (TE-REFINE) we
have lab ~tok = lab ~ USER(k) and so tok can be given type lab ~ USER(k) as required. Similarly, for access tok cap,
we can check that the type int{fok} of cap is convertible with int{ USER(k)} in the presence of the same assumption.

Rule (TE-REDUCE) allows FABLE types to be considered convertible if the expression component of one is re-
ducible to the expression component of the other [3]; reduction e ~~ ¢’ is defined shortly in Figure 4. For example, we
have - F int{(Ax:lab.x) Low} = int{Low} since (Ax:lab.x) Low ~> Low. One complication is that type-level expres-
sions may contain free variables. For example, suppose we wanted to show y : lab - int{(Ax:lab.x) y} = int{y}. It
seems intuitive that these types should be considered convertible, but we do not have that (Ax:lab.x) y ~~ y because y
is not a value. To handle this case, the rule permits two types to be convertible if, for any well-typed substitution ¢ of
the free variables of e, o(e;) ~+ o(e2). This captures the idea that the precise value of y is immaterial—all reductions
on well-typed substitutions of y would reduce to the value that was substituted for y.

Satisfying this obligation by exhaustively considering all possible substitutions is obviously intractable. Addition-
ally, we have no guarantee that an expression appearing in a type will converge to a value. Thus, type-checking in
FABLE, as presented here, is undecidable. This is not uncommon in a dependent type system; e.g., type-checking in
Cayenne is undecidable [4]. However, other dependently typed systems impose restrictions on the usage of recursion
in type-level expressions to ensure that type-level terms always terminate [6]. We explore one such option in the full
system presented in Appendix C. Additionally, there are several possible decision procedures that can be used to
partially-decide type convertability. One simplification would be to attempt to show convertability for closed types
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Figure 5. Dynamic semantics of FABLE.

only—i.e. no free variables. In our implementation of FABLE, SELINKS, we use a combination of three techniques.
First, we use type information. If / is free in a type, and the declared type of [ is lab ~ e, then we can use this informa-
tion to substitute e for /. Similarly, if the type context includes an assumption of the form / > e (when checking the
branch of a pattern), we can substitute / with e. Finally, since type-level expressions typically manipulate labels by
pattern matching, we use a simple heuristic to determine which branch to take when pattern matching expressions with
free variables. These techniques suffice for all the examples in this paper and both our SEWIKI and SEWINESTORE
applications. Our technical report [2] discusses these decision procedures in greater detail and proves them sound.

Finally, the judgment I" - ¢ states that ¢ is well-formed in I". Rules (K-INT), (K-TVAR), and (K-LAB) are standard,
(K-FUN) defines the standard scoping rules for names in dependent function types, and (K-ALL) defines the standard
scoping rule for universally-quantified type variables. (K-SLAB) and (K-LABT) ensure that all expressions e that
appear in types can be given lab-type. Notice that type-level expressions are typed in pol-context. Because FABLE
enjoys a type-erasure property any (un)labeling operations appearing in types pose no security risk. We use this feature
to good effect in Section 3.2 to protect sensitive information that may appear in labels.

2.3 Operational semantics

. N . . . . . app pol
Figure 5 defines FABLE’s operational semantics. We define a pair of small-step reduction relations e ~% ¢’ and e ~> ¢’

for application and policy expressions, respectively. Rules of the form e ~~ ¢’ are polychromatic—they apply both to
policy and application expressions. Since the values for each kind of expression are different, we also parameterize the
evaluation contexts £, by the color of the expression; i.e., the context, either app or pol, in which the expression is to
be reduced. Rule (E-CTX) uses these evaluation contexts E., similar to the type contexts used above, to enforce a left-
to-right evaluation order for a call-by-value semantics. Policy expression reduction e 2% ¢! takes place within brackets
according to (E-POL). The rules (E-APP), (E-TAP), and (E-FIX) define function application, type application, and
fixed-point expansion, respectively, in terms of substitutions; these are all standard. Rule (E-MATCH) relies on a
standard pattern matching judgment v > p : 0, also defined in Figure 5, which is true when the label value matches
the pattern such that v = o (p). (E-MATCH) determines the first pattern p; that matches the expression v and reduces
the match expression to the matched branch’s body after applying the substitution. The (U-CON) rule in the pattern
matching judgment v > p : ¢ is the only non-trivial rule. As explained in Section 2.2, since pattern variables may occur
more than once in a pattern, (U-CON) must propagate the result of matching earlier sub-expressions when matching
subsequent sub-expressions. For example, pattern matching should fail when attempting to match ACL(Alice, Bob)
with ACL(x,x). This is achieved in (U-CON) because, after matching (Alice > x : x — Alice) using (U-VAR), we must
try to match Bob with (x — Alice)x, which is impossible.

An applied policy function will eventually reduce to a bracketed policy value v,,,. When v,,, has the form (u)), the
brackets may be removed so that the value u can be used by application code. (E-BLAB) and (E-BINT) handle label



expressions (C(#)]) and integers n, respectively. To maintain the invariant that (un)labeling operators only appear in
policy code, rules (E-BABS) and (E-TABS) extrude only the A and A binders, respectively, from bracketed abstrac-
tions, allowing them to be reduced according to (E-APP) or (E-TAP). Brackets cannot be removed from labeled values
({e}u) by application code, to preserve the labeling invariant. On the other hand, brackets can be removed from any
expression by policy code, according to (E-NEST). This is useful when reducing expressions such as (Ax:z.x)(v]),
which produces ((v)) after two steps; (E-NEST) (in combination with (E-POL)) can then remove the inner brackets.
Finally, (E-UNLAB) allows an unlabeling operation to annihilate the top-most relabeling operation. Notice that the
expressions within a relabeling operation are never evaluated at runtime—relabelings only affect the types and are
purely compile time entities. The types that appear elsewhere, such as (E-TAP), are also erasable, as is usual for
System F.

2.4 Soundness

We state the standard type soundness theorems for FABLE here. In addition to ensuring that well-typed programs
never go wrong or get stuck, we have put this soundness result to good use in proving that security policies encoded in
FABLE satisfy desirable security properties. We discuss this further in the next section. Appendix C contains proofs
of the following theorems for an extension of FABLE that includes references and substructural types (Section 3.4).

Theorem (Progress). If - I e : t; then either 3e'.e ~ €' or Fv..e = v..
Theorem (Preservation). If - = e :t and e ~ €'; then, - - € : t.
3 Example Policies in FABLE

This section demonstrates FABLE’s flexibility by using it to encode several security policies. We prove that any
well-typed program using one of these policies enjoys relevant security properties—i.e., the program is sure to enforce
the policy correctly. Space constraints preclude presentation of all of the encodings we have explored, so we focus on
three kinds of policies: access control, provenance, and static information flow. We also sketch extensions to FABLE
that support substructural types useful for enforcing state-based policies, like security automata. We conclude by
discussing how FABLE’s design eases the construction of proofs of policy correctness.

3.1 Access Control Policies

Access control policies govern how programs release information but, once the information is released, do not
control how it is used. To prove that an access control policy is implemented correctly, we must show that programs
not authorized to access some information cannot learn the information in any way, e.g., by bypassing a policy check
(something not uncommon in production systems [38]) or by employing some kind of covert channel. We call this
security condition non-observability.

Intuitively, we can state non-observability as follows. If some program P is not allowed to access a resource v|
having a label /, then a program P’ that is identical to P except that v; has been replaced with some other resource v,
(having the same type and label as v1) should evaluate in the same way as P—it should produce the same result and
take the same steps along the way toward producing that result. If this were not true then, assuming P’s reduction is
deterministic, P must be inferring information about the protected resource.

To make this intuition formal, we will show that the evaluations of programs P and P’ are bisimilar, where the only
difference between them is the value of the protected resource. To express this, first we define an equivalence relation
called similarity up to | (analogous to definitions of low-equivalence [36, 10]) which holds for two terms e and ¢’ if
they only differ in sub-terms that are labeled with /, with the intention that / is the label of restricted resources.

Definition 1 (Similarity up to [). Expressions e and €, identified up to o-renaming, are similar up to label | according
to the following relation:

e~ye {I}e ~; {l}e

/ /
e~e I'#£1 e~ e ep~je; exr~e

{l'}e~ {l'}e Ax:it.e ~; Axit.e ey ey~ €} e

The second rule is the most important. It states that arbitrary expressions e and ¢’ are considered similar at label
[ when both are labeled with [. Other parts of the program must be structurally identical, as stated by the remaining
congruence rules (not all are shown; the full relation can be found in Appendix D). We extend similarity to a bisimu-
lation as follows: two similar terms are bisimilar if they always reduce to similar subterms, and do so indefinitely or
until no further reduction is possible (thus this notion of bisimulation is both timing and termination sensitive).



typename Prov a= (I:lab{Auditors} x o{{o}I}) policy flatten{c) (x:Prov (Prov o)) =

policy apply{a.,3) (If:Prov (@ — B), mx:Prov &) = let Linner = x in
let l,f=Ifin let m,a = inner in
let m.x =mxin let Im = Union({o}, {o}m) in
lety=({o}p) ({o}x)in ({Auditors}im, {Im}a)

let Im = Union({o}1, {o}m) in
({Auditors}im, {im}y)

Figure 6. Enforcing a dynamic provenance tracking policy.

Definition 2 (Bisimulation). Expressions e; and e, are bisimilar at label [, written e ~; ey, if and only if e; ~; e; and
there exists €|, ¢ such that e; ~ €| < ey ~~ ¢, and €} ~ ¢,

The non-observability theorem states that we have some program e that contains no policy-bracketed terms (it is just
application code) but, according to the substitution ¢ may refer to our access control functions access and member via
the free variables a and m and use a capability ({user}0) via the free variable cap. This capability gives the program
the authority of user user. The program may also refer to some protected resource x whose label is acl, but the
authority of user is insufficient to access x according to the access control policy because (member user acl ~ False).
Under these conditions, we can show that for any two (well-typed) v; we substitute for x according to substitution o,
the resulting programs are bisimilar—their reduction is independent of the choice of v;.

Theorem (Non-observability). Given a (-)-free expression e such that (a : ty,m: ty,, cap :int{user},x: t{acl} ¥, e:1,)
where acl and user are label constants, and given a substitution ¢ = (a — access,m — member,cap — ({user}0)).
Then, for type-respecting substitutions 0; = ©,x — v; where - &, v; : t{acl} for i=1,2, we have (member user acl 5
False) = o1(e) =~ .1 02(e).

Notice that this theorem is indifferent to the actual implementation of the acl label and the member function. Thus,
while our example policy is fairly simplistic, a far more sophisticated model could be used. For instance, we could
have chosen labels to stand for RBAC- or RT-style roles [34, 26] and member could invoke a decision procedure
for determining role membership. Likewise, the theorem is not concerned with the origin of the user capability—
a function more sophisticated than login (e.g., that relied on cryptography) could have been used. The important
point is that FABLE ensures the second component of the user credential (I:lab~ USER(k) x int{}) is unforgeable by
application code. Finally, it would be straightforward to extend our theorem to speak to policies that provide access to
more than one resource with a single membership test, as in the following code

policy access_cap(k)(u:lab~ USER(k), cred:int{u}, acl:lab) =
match member u acl with True = A a.Ax:o{acl}.{o}x
_=#fail

Here the caller presents a user credential and an access control label ac/ (but no resource labeled with that label).
If the membership check succeeds, a function with type V .a{acl} — o is returned. This function can be used to
immediately unlabel any resource with the authorized label. This is useful when policy queries are expensive. It is also
useful for encoding a form of delegation; rather than releasing his user credential, a user could release a function that
uses that credential to a limited effect. Of course, this may be undesirable if the policy is known to change frequently,
but even this could be accommodated. Variations that combine static and dynamic checks are also possible.

3.2 Dynamic Provenance Tracking

Provenance is “information recording the source, derivation, or history of some information” [10]. Provenance is
relevant to computer security for at least two reasons. First, provenance is useful for auditing, e.g., to discover whether
some data was inappropriately released or modified. Second, provenance can be used to establish data integrity, e.g.,
by carefully accounting for a document’s sources. This section describes a label-based provenance tracking policy we
constructed in FABLE. To prove that this policy is implemented correctly we show that all programs that use it will
accurately capture the dependences (in the sense of information flow) on a value produced by a computation.

Figure 6 presents the provenance policy. We define the type Prov o to describe a pair in which the first component
is a label [ that records the provenance of the second component. The policy is agnostic to the actual form of /.
Provenance labels could represent things like authorship, ownership, the channel on which information was received,



policy lub(x:lab, y:lab) = match x,y with _, HIGH | HIGH, - = HIGH | _, - = LOW
policy join{a,lm) (x:a{l}{m}) = ({lub I m}x)

policy sub{o,l) (x:o{l}, m:lab) = ({Iub I m}x)

policy apply(a.,B.lm) (f:(a — B){1}, x:00) = {[}(({o}/) x)

Figure 7. Enforcing a static information flow policy.

etc. An interesting aspect of Prov « is that the provenance label is itself labeled with the 0-ary label constant Auditors.
This represents the fact that provenance information is subject to security concerns like confidentiality and integrity.
Intuitively, one can think of data labeled with the Auditors label as only accessible to members of a group called
Auditors (of course, a more complex policy could be used). Finally, note that because the provenance label [/ is itself
labeled (having type lab{Auditors}) it would be incorrect to write a{l/} as the second component of the type since
this requires that / have type lab. Therefore we unlabel / when it appears in the type of the second component. As
explained in Section 2.2, unlabeling operations in types pose no security risk since the types are erased at runtime.

The policy function apply is a wrapper for tracking dependences through function applications. In an idealized
language like FABLE it is sufficient to limit our attention to function application, but a policy for a full language would
define wrappers for other constructs as well. The first argument of apply is a provenance-labeled function If to be
called on the second argument mx. The body of apply first decomposes the pair If into its label / and the function
fitself and does likewise for the argument mx. Then it applies the function, stripping the label from both it and its
argument first. The provenance of the result is a combination of the provenance of the function and its argument. We
write this as the label pair Union(l,m) which is then associated with the final result. Notice that we strip the Auditors
labels from / and m before combining them, and then add the label to the label of the final result.

The policy also defines a function flatten to convert a value of type Prov (Prov o) to one of type Prov a by extracting
the nested labels (the first two lines) and then collapsing them into a Union (third line) that is associated with the inner
pair’s labeled component (fourth line).

An example client program that uses this provenance policy is the following:

let client{o,B,Y) (f: Prov(oc — B— ), x: Prov o,y : Prov B) = apply [B1[Y] (apply [@1[B — V] fx)y

This function takes a labeled two-argument function f as its argument and the two arguments x and y. It calls apply
twice to get a result of type Prov y. This will be a tuple in which the first component is a labeled provenance label
of the form Union(Union(lf,lx), ly) and the second component is a value labeled with that provenance label. In the
label, we will have that If is the provenance label of the function argument f and Ix and [y are the provenance of the
arguments x and y, respectively. Note that a caller of client can instantiate the type variable y to be a type like Prov int.
In this case, the type of the returned value will be Prov (Prov int), which can be flattened if necessary.

We can prove that provenance information is tracked correctly following Cheney et al. [10]. The intention is that if
a value x of type Prov a influences the computation of some other value y, then y must have type Prov 3 (for some f3)
and its provenance label must mention the provenance label of x. If provenance is tracked correctly, a change to x will
only affect values like y; other values in the program will be unchanged. We can express this using a similarity relation
vy ~; v like the one defined in Section 3.1 which relates two values if they differ only on sub-terms of type Prov «
whose provenance label mentions /. Thus, an application program e that is compiled with the policy of Figure 6 and
is executed in contexts that differ only in the choice of a tracked value of label / will compute results that differ only
in sub-terms that are also colored using /.

Theorem (Dependency correctness). Given a (-)-free expression e such thata :tq, f :tf,x: Provtt,, e:t', and given

app

a substitution & = (a — apply, f — flatten). Then, for type-respecting substitutions 6; = 0,x — v; where -, v; : Prov t
apps

or i=1,2 it is the case that vi ~j v implies (G1(e) 5V, A 0a(e) “5 V) = Vi~V
P 1 2 1 2

3.3 Static Information Flow

Both policies discussed so far rely on runtime checks. This section illustrates how FABLE can be used to encode
static lattice-based information flow policies that require no runtime checks. In a static information flow type system
(as found in FlowCaml [36]) labels / have no run-time witness; they only appear in types 7{/}. Labels are ordered by
arelation C that typically forms a lattice [17]. This ordering is lifted to a subtyping relation on labeled types such that
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L ChL=t{li} <:t{lr}. Assuming the lattice ordering is fixed during execution, well-typed programs can be proven
to adhere to the policy defined by the initial label assignment appearing in the types.

Figure 7 illustrates the policy functions, along with a small sample program. In our encoding we define a two-point
security lattice with atomic labels HIGH and LOW and protected expressions will have labeled types like t{ HIGH}.
The ordering LOW  HIGH is exemplified by the [ub (least-upper-bound) operation for the lattice. The join function
(similar to the flatten function from Figure 6) combines multiple labels on a type into a single label. The interesting
thing here is the label attached to x is a label expression /ub [ m, rather than an label value like HIGH. The type rule
(T-CONV) presented in Figure 4 can be used to show that a term with type int{/ub HIGH LOW} can be given type
int{ HIGH} (since lub HIGH LOW ~~ HIGH). This is critical to being able to type programs that use this policy.

The policy includes a subsumption function sub, which takes as arguments a term x with type a{/} and a label m
and allows x to be used at the type o{lub [ m}. This is a restatement of the subsumption rule above, as [ C m implies
[Um = m. (Once types are erased, sub is essentially the identity function and could be optimized away.) Finally, the
policy function apply unlabels the function f in order to call it, and then adds f’s label on the computed result.

Consider the following client program as an example usage of the static information flow policy.

let client (f(int{HIGH} — int{HIGH}){LOW}, x:int{ LOW}) =
let x = (sub [int] x HIGH) in
Jjoin [int] (apply [Int{ HIGH} |[Int{ HIGH}] f x)

The function client here calls function f with x, where f expects a parameter of type int{ HIGH} while x has
type int{ LOW}. For the call to type check, the program uses sub to coerce x’s type to int{lub LOW HIGH} which is
convertible to int{ HIGH}. The call to apply returns a value of type int{ HIGH}{LOW?}. The call to join collapses the
pair of labels so that client’s return type is int{lub HIGH LOW}, which converts to int{ HIGH}.

We have proved that FABLE programs using this policy enjoy the standard noninterference property (Appendix F).
We have also shown that a FABLE static information flow policy is at least as permissive as the information flow policy
implemented by the functional subset of Core-ML, the formal language of FlowCaml [33] (Appendix G). Finally,
Appendix A shows how the dynamic provenance tracking and static information flow policies can be combined to
enforce dynamic information flow.

3.4 Tracking side-effects with FABLE

Thus far, we have presented security policies that apply only to purely functional programs. Enforcing policies that
take side-effects into account is challenging because side-effects can be conduits of information. Consider the small
program x := 0; if p == 0 then x := 1. In this program, the assignment to x occurs only when p is 0. Thus the contents
of x contain information about p, e.g., if at the end x is zero then p is nonzero. The usual strategy in information flow
type systems to prevent such leaks is to add a label / to the type of mutable pointers, as in o ref{l/}. Extending our
prior information flow policy we might try to write a wrapper for assignments as follows:

policy update(a,l) (x:c ref{l}, y:a) = let _= ({o}x) :=y in {Effect(])}0
let client(l)(x:int ref{l}) = let _ = update [int] x 0in O

Here, the update function returns a value of type int{ Effect(l)} that witnesses the side-effect—the label Effect(l)
reveals that a side-effect involving reference [ occurred during the computation. By requiring application functions
that have side-effects to include effect witnesses in their returned values, we can design a policy that limits information
leaks through effects. However, in the FABLE system we have presented, nothing prevents an application program from
ignoring the returned effect. Consider the client application program. This function updates the location x, obtains an
effect witness from the update policy, and then discards it. We can give client the type x:int ref{/} — int. Even though
calling this function clearly produces a side-effect (a write to a location labeled /), the type of this function does not
reflect this fact; i.e., we would like the type of this function to be something like x:int ref{l} — int{ Effect(l)}. This
indicates correctly that calling f has an effect / that may have influenced the returned value.

The full FABLE calculus addresses this problem by embedding the language in Figure 1 in a substructural type
system [46]. In such a type system, the return type of update can be given a relevant type, which enforces that the
returned value is “used” at least once. In our setting, a use occurs when the value is passed to policy code. Thus the
type system would fail to type check client because it discards a relevant value. Space constraints preclude a discussion
of the full language, which appears in Appendix C along with proofs of Progress and Preservation theorems.
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With the addition of relevant types, we show, in Appendix B, how policies encoded in full FABLE can be used to
track memory effects. Appendix B.4 shows how affine types (another kind of substructural type—values with an affine
type may be used at most once in the program) can be used to enforce arbitrary safety properties encoded as security
automata, in a manner similar to Walker [45].

3.5 Proofs of security properties in FABLE

As mentioned in the introduction, FABLE does not, in and of itself, guarantee that well-typed programs implement
a particular security policy’s semantics correctly. That said, FABLE has been designed to facilitate proof of such
theorems. To illustrate how, we chose to use three very different techniques for each of the correctness results reported
here. We conclude from our experience that the metatheory of FABLE provides a useful repository of lemmas that
can naturally be applied in showing the correctness of various policy encodings. As such, we believe the task of
constructing a correctness proof for a FABLE policy to be no more onerous, and possibly considerably simpler, than
the corresponding task for a special-purpose calculus that “bakes in”” the enforcement of a single security policy. In the
remainder of this section, we report on our experience with each of the three proofs and discuss preliminary progress
towards reasoning about proofs involving multiple policies.

In all our proofs, two key features of FABLE play a central role. First, dependent-typing in FABLE allows a policy
analyst to assume that all policy checks are performed correctly. For instance, when calling the access function to
access a value v of type t{acl}, the label expressing v’s security policy must be acl, and no other. The type system
ensures that the application program cannot construct a label, say ACL(Public), and trick the policy into believing that
this label, and not acl, protects v; i.e., dependent-typing rules out confused deputies [8]. Second, the restriction that
application code cannot directly inspect labeled resources ensures that a policy function must mediate every access
of a protected resource. Assuring complete mediation is not unique to FABLE— Zhang et al. [50] used CQual to
check that SELinux operations on sensitive objects are always preceded by policy checks and Fraser [19] did the same
for Minix. However, the analysis in both these instances only ensures that some policy check has taken place, not
necessarily the correct one. As such, these other techniques are vulnerable to flaws due to confused deputies.

When combined with these two insights, our proof of non-observability for the access control policy (Appendix D)
is particularly simple. In essence, the FABLE system ensures that a value with labeled type must be treated abstractly
by the application program. With this observation, the proof proceeds in a manner very similar to a proof of value
abstraction [22]. This is a general semantic property for languages like FABLE that support parametric polymorphism
or abstract types. Indeed, the policy as presented in Figure 3 could have been implemented in a language like ML,
which also has these features. For instance, an integer labeled with an access control list could be represented in
ML as a user list integer pair with type (string list x int). A policy module could export this pair as an abstract type,
preventing application code from ever inspecting the value directly, and provide a function to expose the concrete type
only after a successful policy check. While such an encoding would suffice for the simple policy of Figure 3, it would
not work for other idioms like the function access_cap of Section 3.1, which reveals some of the structure of a label
to avoid the need for additional checks. Abstract types on their own are also insufficient to support static checking of
policies, as in the case of information flow or security automata.

To show dependency correctness (Appendix E) we followed a proof technique used by Tse and Zdancewic [42].
This technique involves defining a logical relation [29] that relates terms whose set of provenance labels include the
same label /. Recall that our goal in this theorem is to show that given x : Prov ¢, e : t that o (e) is related to o> (e),
where o; substitutes a provenance labeled value v; for x in e. The crux of this proof involves showing that the logical
relation is preserved under substitution—i.e., a form of substitution lemma for the logical relation. While constructing
the infrastructure to define the logical relation requires some work, strategic applications of standard substitution
lemma for FABLE can be used to discharge the proof without much difficulty.

While it would be possible to reuse our infrastructure for the dependency correctness proof to show the nonin-
terference result for the static information flow policy (as in Tse and Zdancewic), we choose instead to use another
technique, due to Pottier and Simonet [33] (Appendix F). This technique involves representing a pair of executions
of a FABLE program within the syntax of a single program and showing a subject reduction property holds true. As
with the logical relations proof, once we had constructed the infrastructure to use this technique, the proof was an easy
consequence of FABLE’s preservation theorem.

All our correctness theorems impose the condition that an application program be “()-free”. That is, these theorems
apply only to situations where a single policy is in effect within a program. However, in practice, multiple policies may
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be used in conjunction and we would like to reason that interactions between the policies do not result in violations of
the intended security properties. To characterize the conditions under which a policy can definitely be composed with
another, we defined a simple type-based criterion, which when satisfied by two (or more) policies 7p and 7y, implies
that neither policy will interfere with the functioning of the other policy when applied in tandem to the same program.

Intuitively, a policy can be made composable by enclosing all its labels within a unique top-level label constructor
that can be treated as a namespace. A policy that only manipulates labels and labeled terms that belong to its own
namespace can be safely composed with another policy. The main benefit of compositionality is modularity; when
multiple composable policies are applied to a program, one can reason about the security of the entire system by
considering each policy in isolation. Policy designers that are able to encapsulate their policies within a namespace
can package their policies as libraries to be reused along with other policy libraries.

Our notion of composition is a noninterference-like property—a policy is deemed composable if it can be shown
not to depend on, or influence the functioning of another policy. As with noninterference properties in other contexts,
this condition is often too restrictive for many realistic examples in which policies, by design, must interact with each
other. We find that policies that do not compose according to this definition perform a kind of declassification (or
endorsement) by allowing labeled terms to exit (or unlabeled terms to enter) the policy’s namespace. We conjecture
that the vast body of research into declassification [37] can be brought to bear here in order to recover a degree of
modularity for interacting policies. Appendix H contains the formal statement and proof of the policy noninterference
theorem and further discussion of the applicability of this condition.

4 SELINKS: FABLE applied to web programming

We have implemented FABLE as an extension to the LINKS functional web-programming language [15]; we call
our extension Security-Enhanced LINKS, or SELINKS. This section briefly describes our SELINKS implementation
and presents our experience using it to build two applications, a wiki SEWIKTI and an on-line store SEWINESTORE.

4.1 SELINKS

LINKS is a new programming language designed to make web programming easier. It allows a programmer to
write an entire multi-tier web application as a single LINKS program and the compiler will split that program into
components to run on the database (as SQL), server (as a local fragment of LINKS code), and client (as Javascript).
By extending LINKS with FABLE’s label-based security policies, we can build applications that police data within and
across tiers, up to the level of trust we have in those tiers. In our test applications we assume the server and database
are trusted but the client is not.

LINKS is a functional programming language equipped with standard features such as recursive variant types
(“datatypes”), pattern matching, parametric polymorphism, and higher-order functions. As such, the FABLE poli-
cies we have presented so far transliterate naturally into SELINKS. One difference is that rather than define a special
type lab as in FABLE, in SELINKS, we allow values of certain recursive variant types to be treated as labels, which
can then be pattern matched using standard LINKS syntax. Legal variants can consist only of nullary constructors or
constructors whose types refer only to other legal variants. Policy functions are designated by the qualifier policy, as
in our examples, and SELINKS has native support for dependent products.

4.2 SEWIKI and SEWINESTORE

SEWIKI consists of about 3500 lines of SELINKS code. It was constructed to mimic Intellipedia, a set of web-
based document management systems designed to promote information sharing between the sixteen agencies that
comprise the United States intelligence community [35]. A SEWIKI document is represented as a tree according to
the following type definition:

typename Doc = Node of (Doc x Doc) | Leaf of String | Labeled of (I:DocLabel x Doc{l})

The Labeled constructor allows nodes to have a security label according to the dependent pair (:DocLabel x Doc{l}).
Here, the type DocLabel is an alias for AclLabel, used to define security labels for documents. It defines an access
control policy:

typename Group = Authors | Auditors | Administrators
typename AclLabel = Acl of (read:List(Group) x write:List(Group))
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The type AclLabel includes a single constructor Ac/ applied to a tuple in which we maintain a list of groups authorized
to read a document and a list for those allowed to modify a document. There are three groups: Authors, in which all
document authors are members; Auditors, the group of users that are trusted to audit a document; and Administrators,
which include only the system administrators. We implement authentication credentials as terms of the type Credential
(not shown). This type is similar to the type of credentials produced by login in the FABLE access control policy
(Figure 3) except that Credential includes additional useful information such as the user’s identifier and name.
Possible document modifications are mediated by the write_access policy function, which has the following type:

policy write_access : ¥ a,. Credential — (f:a — ) — (l:AclLabel) — a{l} — B{I}

This function allows a caller to pass in a user’s credential and function fthat is intended to modify a resource o labeled
with an access control label /. If write_access determines that the user is in the writer’s group of the AclLabel I, the
function fis applied and the policy relabels the modified document with the (access control) label of the original.

We also added a revision history tracking policy to SEWIKI, similar in spirit to the provenance tracking policy of
Section 3.2. We track provenance through all operations that alter a document while still enforcing the access control
policy. To do this, we redefine DocLabel to be a CompLabel type that also contains provenance labels:

typename ProvOp = Create | Modify | Copy | Delete | Restore | Relabel
typename ProvAction = (oper:ProvOp X user:User)
typename CompLabel = Composite Of (acl:AclLabel X prov:List(ProvAction))

The prov component of the Composite constructor records the provenance information as a list of ProvActions. A
ProvAction records an operation that was performed together with the identity of the authorizing user. Tracked oper-
ations are of type ProvOp. Operations include document creation, modification, copy-pasting from other documents,
deletion and restoration (documents are never completely deleted in SEWIKI), and document relabeling. For the last,
authorized users are presented with an interface to alter the access control labels that protect a document. Policy func-
tions that enforce this composite policy are fairly modular—there is one set for access control and one for provenance.
Each projects out the appropriate component from the composite label without considering the remaining labels.

In addition to building SEWIKI, we extended the “wine store” e-commerce application that comes with LINKS
by creating labels to represent users and associating such labels with orders in a shopping cart and order history.
This helps ensure that an order is only accessed by the customer who created it. As in the SEWIKI, the user id is
stored as a Credential; order information is defined below. The policy functions to view and add items to an order are
implemented as simple wrappers around the same read and write access policies used in the SEWIKI.

typename Order = (I:AclLabel x List(Cartltem){l})

Our experience using SELINKS to write these applications has been quite positive. The access control policies
were easy to define and to use, with policy code consisting of roughly 200 lines of code total (including helper
functions). The access control and login policy code was modular enough to be shared in its entirety by the two
applications. The provenance policy consists of about 100 lines of code, and was also straightforward to use. Unlike
the provenance policy from Section 3.2, SEWIKI provenance labels essentially track only direct data flows to and
from other documents. This makes them much easier to program with since far fewer program operations need to
be mediated by the policy. To support richer policies while easing the programming burden we are investigating an
approach based on program rewriting that, given a policy specification, automatically transforms a program to insert
the appropriate label manipulations.

5 Related Work

Dependently-typed languages have found use in a wide variety of applications [48, 47, 4, 6]. In the context of
security, Zheng and Myers [51] formalize support for dynamic security labels that can be associated with data to
express information flow policies. The technical machinery for associating labels to terms in their system is similar
to ours. There are two main differences. First, the security policy—an information flow policy with a particular label
model—is expressed directly in the type system whereas in FABLE both the security policy and the label model are
customizable. As discussed in Section 3.3, dynamic labels for information flow policies can be encoded in FABLE
as a combination of our dynamic provenance and static information flow policies. Second, FABLE allows non-values
to appear in types, e.g., lub I m in Figure 7. This permits a combination of static and dynamic policy checking, but

14



at the cost of potentially-undecidable type checking. Our SELINKS implementation uses heuristics to ensure that
type-checking never diverges.

Walker’s “type system for expressive security policies” [45] is also dependently-typed. Labels in Walker’s language
are uninterpreted predicates rather than arbitrary expressions. Walker’s system can enforce policies expressed as
security automata, which can capture any safety property. This kind of policy is also enforceable in FABLE when
extended with substructural types. However, in Walker’s system, the policy is always enforced by means of a runtime
check. In order to recover some amount of static checking, Walker suggests that a user might add additional rules
to the type system, though he is not specific about how this would be done. These additional rules would have to be
proved correct with respect to a desired security property.

It has been observed that dependent types can be used to express a kind of customized type system [47], and
FABLE’s policy functions fit this description. For example, the sub function in the policy of Figure 7 effectively
introduces a subsumption rule into the type system. Researchers have explored how user-defined type systems can
be supported directly via customizable type qualifiers. Shankar et al. [39] have used lattice-based type qualifiers in
CQual [16] to track dataflow properties like taintedness [39], and Zhang et al. [50] and Fraser et al. [19] have used
qualifiers to check complete mediation in access control systems. Millstein et al [11, 1] have developed an approach
in which programmers can indicate data invariants that custom type qualifiers are intended to signify. In some cases,
they are able to automatically verify that these invariants are correctly enforced by the custom type rules. While
their invariants are relatively simple, we ultimately would like to develop a framework in a similar vein, in which
correctness properties for FABLE’s enforcement policies can be at least partially automated. Marino et al. [28] have
proposed using proof assistants for this purpose, and we plan to explore this idea in the context of FABLE policies.

Li and Zdancewic show how to encode information flow policies in Haskell [49]. They define a meta-language that
makes the control-flow structure of a program available for inspection within the program itself. Their enforcement
mechanism relies on the lazy evaluation strategy of Haskell that allows the control flow graph to be inspected for
information leaks prior to evaluation. While their encoding permits the use of custom label models, they only show
an encoding of an information flow policy. It is not clear their system could be used to encode the range of policies
discussed here.

Our technique of separating the enforcement policy from the rest of the program is based on Grossman et al’s
colored brackets [22]. They use these brackets to model type abstraction, whereas we use them to ensure that the
privilege of unlabeling and relabeling terms is not mistakenly granted to application code. As a result, we do not need
to specially designate application code that may arise within policy terms, keeping things a bit simpler. We plan to
investigate the use of different colored brackets to distinguish different enforcement policies, following Grossman et
al.’s support for multiple agents.

Finally, inasmuch as we have targeted the LINKS web-programming language [15] as the platform on which to build
FABLE, our work is related to Swift [12] and SIF [14], two Jif-based projects that aim to secure web applications. The
former is a technique that permits a web application to be split according to a policy into Javascript code that runs on
the client and Java code on the server, while the latter is a framework in which to build secure servlets. As discussed
in Section 4, LINKS provides similar functionality, except it additionally integrates database access code into the
framework. With our new security checking features in SELINKS, as in Swift, practical, verified, end-to-end security
for multi-tiered applications is within reach.

6 Conclusions

This paper has presented FABLE, a core formalism for a programming language in which programmers may specify
security policies and reason that these policies are properly enforced. We have shown that FABLE is flexible enough
to implement a wide variety of security policies, including access control, provenance, and static information flow,
among other policies. We have also argued that FABLE’s design simplifies proofs that programs using these policies
do so correctly. We have implemented FABLE as part of the LINKS web programming language, and we have used
the resulting language, which we call SELINKS, to build two substantial applications, a secure wiki and a secure on-
line store. While more work remains to make SELINKS a fully satisfactory platform, to our knowledge, no existing
framework enables the enforcement of such a wide variety of security policies with an equally high level of assurance.
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policy flow(src:lab, dest:lab) = let client(ct)(Ib:lab, b:bool{ib}, Ix:lab, x:a{ix}, ly:lab, y:a{ly}) =
let f = if oracle src dest then let Ixy = JOIN(Ix,ly) in
FLOW(src,dest) let fx,capx = flow Ix Ixy in
else NOFLOW in let fy,capy= flow ly Ixy in
¢ {10) match fx.fy with
FLOW(lx,xy), FLOW(ly,Ixy) —
policy low(c) (x:a) = let I = oracle_low() in (I, {I}x) let x* = sub [o(] capx x in
lety’ = sub [a] capy y in
policy sub(a,src,dest)(cap:unit{ FLOW(src,dest)}, x:a{src}) = {dest}x let tmp = app [a] [0 — a] (b[a) x” in
app o] [a] tmp y’
policy app{a.,B.Lm)(f:(oc — B){I}, x:a{m}) = {JOIN(I, m)} ({o})) ({o}x) _, - — ... #flow must be allowed if oracle is a lattice

Figure 8. Enforcing a dynamic information flow policy.

policy flow(src:lab, dest:lab) =
let f = if oracle_flow src dest then FLOW(src,dest)
else if oracle_enc src dest then ENC(src,dest)
else NOFLOW in

(- A30)

policy aes_enc(src.des) (cap:unit{ ENC(src.dest)},
data:bytes{src},
key:bytes{dest}) =
{dest}( ... key ... data)

Figure 9. A trusted declassifier, explicit in the policy.

A Dynamic Information Flow and Downgrading

Realistic information flow policies are rarely as simple as that of Section 3.3. For example, the security label of
some data may not be known until run-time, and the label itself may be more complex than a simple atom—e.g., it
might be drawn from the DLM [30] or some other higher-level policy language, such as RT [41]. Figure 8 shows how
dynamic security labels can be associated with the data and an information flow policy enforced using a combination
of static and dynamic checks [51].

The label lattice defined by the external oracle function and the enforcement policy interfaces with this policy through
the function flow, which expects two labels src and desr as arguments and determines whether the oracle permits in-
formation to flow from src to desr. The representation of these labels is abstract in the policy and depends on the
implementation of the oracle.

The flow function has the following type:

(src:lab) — (dest:lab) — (I:lab x unit{/}).

If the oracle permits the flow, the jsiow function returns a capability similar to that provided by the iogin function of
Figure 3. The sub function takes this capability as its first argument as proof that type «{src} may be coerced to type
af{desty. The low function must appeal to the oracle to acquire the bottom label in the lattice.

The main program in this example has the same high-level behavior as in the static case—it branches on a boolean
and returns either x or y—but here the security labels of the arguments are not statically known. Instead, the argument
Ib is a label term that specifies the security level of », and similarly ix for x and iy for y. As previously, our encoding of
booleans requires each branch to have the same type, including the security label. In this case, the program arranges
the branches to have the type Join(x,ly). The first three lines of the main expression use the flow function to attempt to
obtain capabilities that witness the flow from ix and iy to JoiN(x.ly). The match inspects the labels that are returned by flow
and in case where they are actually FLowt... the final premise of (T-MATCH) permits the type of f to be refined from
lab~jfx tO lab~FLOW(Ix,lxy) and the type of capx to be refined to unit{ FLOW(x.lxy)}, and similarly for capy. The remainder of
the program is similar to the static case, but requires more uses of subsumption since less is known statically about the
labels. The type inferred for this program is:

Y a. (Ib:lab) — Bbool{Ib} — (Ix:lab) — a{lx} — (Iy:lab) — B{ly} — a{JOINUJOIN(Ix,ly), Ib)}

A.1 Downgrading policies

Pure information flow policies are too strong for most programs. Realistic policies must include a provision for
downgrading information from higher to lower security levels. Figure 9 shows how a simple, but practical, downgrad-
ing policy in the form of a trusted declassifier [24] can be encoded in FABLECORE. Here we enhance the fiow function
of the previous example so that it may produce more than one kind of capability. Now, oracle_flow defines a label lattice
and if sre T dest then a FLOW(sre.dest) capability is returned, as previously. However, the oracie_enc function decides whether
or not an encrypted flow of data labeled src is permissible to a destination labeled desr; if so, flow returns an ENC(sre,dest)
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capability.

In this case, the policy defines a particular encryption function, aes_enc that requires an ENC(sre.dest) capability as an
argument, and encrypts and downgrades dara at level sre to the level desr. The type of the function is precise enough to
state that an encrypted downgrading from sre to desr is only permissible using a key that is known to dest. This ensures,
first, that the downgraded data can be decrypted by desr, and perhaps more importantly, ensures that desr never receives
data encrypted using a key that is secret to desz, thereby ensuring that information about a secret key is not released.

Including the implementation of the aes_enc function in the policy is also beneficial, as it clearly establishes a trusted
component of the application.

B Embedding FABLECORE in a Substructural Type System (Summary)

Throughout the appendices we use FABLECORE to refer the the functional core of FABLE presented in Section 2
and FABLE to stand for the full system presented in summary here, and in toto in Appendix C.

Thus far, we have presented security policies that apply to purely functional programs. However, a much wider
variety of security properties can be enforced when we add substructural typing, [46] to the framework. For instance,
while references and side-effects are straightforward to add to FABLECORE, enforcing policies that take side-effects
into account is challenging without additional support from the type system.

In this section, we informally discuss why FABLECORE is inadequate for enforcing policies that track side effects.
Then we sketch an extension of the type system of Figure 4 to add relevant types (values with a relevant type must be
used at least once in the program), and show an example information flow policy that correctly tracks effects. Other
kinds of substructural types are also useful. Appendix B.4 shows how affine types (values with an affine type may be
used at most once in the program) can be used to enforce arbitrary safety properties encoded as security automata, in
a manner similar to Walker [45].

B.1 Attempting to track effects using FABLECORE

In a language with references, information flow policies must account for leaks that occur due to side-effects. For
instance, if an assignment to a variable x occurs in a context that is control-dependent on a secret value », then the
contents of x contain information about the secret. The usual strategy to prevent such leaks is to label locations with a
secrecy level and to prevent assignments to all locations with a security level that is lower than the label of 5. Using
FABLECOREwe might try to write a policy function that permits assignment through a labeled reference. It might look
something like the following:

policy update(c,l) (x:oc ref{l}, y:a) = (unit{ C(LOW,EFFECT(]))})({c ref)x) := y

This function returns a labeled unit value as a witness of a side-effect—the label indicates that a side-effect occurred
in the computation that produced () as a result. However, nothing in FABLECORE prevents the program from ignoring
the captured effect, so the following application program will type check: Axint ref{/}. let _ = update [int] x 0 in 0

This function has the type i.xintref{/} —int. Even though calling this function clearly produces a side-effect (a write
to a location labeled /), the return type of this function does not reflect this fact. We can use the fact that relevant types
must be used at least once to reject the above program as incorrect, since it it discards the effect witness without using
it.

B.2 Adding Relevant Types to FABLECORE.

FABLE augments FABLECORE by adding references and supporting relevant types. The syntactic extensions are
summarized below, as an extension of FABLECORE syntax.

, Effects ¢ == 0|1
Expressions e = ...|x/|le|e;:=ey|{rel}e T o e |
Pre-values u = ...|x ypes 1 n= ... | (x:t1) = tp | £ ref | relt
Kinds ¥ == ...|R

Expressions now include memory locations x;, dereferencing and assignment, while pre-values are augmented to
include locations. In addition, we provide policy code with the ability to designate certain values as being relevant
by extending the form of the relabeling operator to optionally include a rel qualifier. Since expressions can now have
side-effects, we must be careful to ensure that expressions that appear in types are pure. The static semantics of FABLE
is now a very coarse grained type and effect system that assigns the effect 1 to any expression that may access memory.
The type language is extended to include effect annotations that appear above function arrows. We also include ¢ ref,
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IGARE e : t;¢ Expression e has type ¢ and effect € in environment I" with relevant assumptions A

List of relevant assumptions A = | x]A1L,A
x:tel AC{x} x:tel AL, et e
T-VAR ——————————  (T-POLVAR T-RLAB
AR x:1;0 ( ) AR, x:1;0 ( ) AL, {rel}e:relt;e ( )
t#relt AR cx = (xn)>n  (k=R)= (A =A,x)else (A’ =A)
Ak e t;e SUBR Ix:t;A ket e (A=0)= (t=1")else (t =rel ) TABS
AR e:relte ™ ) AR Axity.e: t;0 (T-ABS)
ARt =M ACFV(e)
AR e trefie LDRE A L epitrefe ThiArker:itie (TASN) AR, e t;e (TPOL
AR le:t;1 (T-DRE) AL @ Ar F ep := e :unit; 1 ’ AL (e]) it e oD
AFRf:k Type t has kind « in environment I'; A
ARtk CARt =M INAF, e:lab0 ARtk AL, e:lab;0
Kl ———" " (K2 K-3 K-4
I'iAFrelr iR &D I'"AFt::R &2 I'iAFlab~e s U &3 AR t{e} s MUK &5

Figure 10. Static semantics of FABLE. (Selected judgments)

the type of references to ¢; and most importantly, we include a type rels, which qualifies the type ¢ as being relevant.
Finally, we extend the language of type-kinds to include the R-kind, which is the classification given to relevant types.

Figure 10 shows the main elements of the FABLE language; the full semantics can be found in Appendix C. In
addition to the properties of FABLECORE, the FABLE type system enforces two main invariants. First, it tracks effects
on expressions to ensure that all type-level expressions are pure. Second, it ensures that any value given a relevant
type is always passed, at least once, to a policy function, where it can be consumed in a manner chosen by the policy
function. With the machinery of relevant types in hand, the policy can ensure that a term that is generated as a witness
to a side-effect (with a type like rel unit{c(Low, EFFECT()}) cannot be hidden away by the program—if such a value is
produced in a function, it must be part of the returned value (say a component of a tuple); or, it must be passed to the
policy which can decide how to propagate the effect information.

The main typing judgment in Figure 10 is of the form I';A I e : t; €. Here, I" has the same form as in FABLECORE.
The context A component records the set of relevantly typed variables that are used in e. Finally, the effect € records
whether or not e has an effect.

Given a list of assumptions A, we use A = A & A, to denote splitting A into two disjoint lists A; and A,. Given
a judgment I';A |, e : t; €, the system must ensure that on all possible control paths through e, every assumption
in A is used at least once. However, we also want to exempt a policy expression e from such restrictions since the
policy is trusted to manipulate relevant values, like effect witnesses, in a manner of its choosing. The first two type
rules, (T-VAR) and (T-POLVAR), enforce this requirement. In (T-VAR), since a variable x uses at most a single
relevant assumption, we require A to be no larger than {x}. This restriction does not apply when typing policy code; a
relevant assumption can be treated intuitionistically within policy code. (T-RLAB) provides the policy with a way of
introducing relevantly typed values and is similar to (T-RELAB) from FABLECORE.

According to (T-SUBR), any type can be treated as a relevant type. When typing an abstraction, we must ensure
that any relevant assumptions used in the body of the abstraction are reflected in the type of the function. Similarly,
effects in the body should also be reflected in the type. In the second premise of (T-ABS), if the argument of the
function is a given a relevant type (k = R), then we must record the function argument as a relevant assumption. In
the third premise, if the body has an effect €, then we must record this effect on the function arrow. Finally, in the
conclusion, if relevant assumptions in A are used in the body of the function e, then, since we must ensure that every
relevant value is used at least once during runtime, we must give the function itself a relevant type (rel(x : #; 5 1)) in
the conclusion. This ensures that the function will be applied at least once.

(T-DRF) records that !e has a side-effect by recording an € = 1 in the conclusion. The rule (T-ASN) first records that
an assignments has a side-effect (¢ = 1). Then, as is standard in a substructural system, we are permitted to split the
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policy update{o.l) (x:(a ref){l}, y:a) = {rel}{ C(LOW, EFFECT())} ({o}x) ==y
policy combine (I:lab, m:lab) = match I m with C(11 fx1),C(12,fx2) =) C(lub 1 12, glb fxI fx2)
policy seq(ce::U, B::U, Lm)(el:(unit—rel a{I}), e2:(unit—rel B{m})) =letx = el () in {rel}{combine | m}(e2 ())

Figure 11. Tracking effects using relevant types in FABLE.

set of relevant assumptions A into A; and A, and ensure that e; discharges all assumption in A;. Finally, for simplicity,
we do not allow relevant values to escape into the heap (I';A ¢ :: M). In a system system that attempts to track, say,
resource usage, it might be useful to lift this restriction. However, for our purposes, the additional complication does
not provide any obvious benefit. We leave investigation of this issue to future work.

Finally, (T-POL) is as before; we can type a policy term in a pol-colored context. However, we have the additional
restriction that every relevant assumption A should occur somewhere in the body of e. This ensures that an application
function cannot mistakenly hide a relevant value from the policy. Consider, as an example, the following application
program as an example: Aeffect: rel unit{/}.(¢ )0 Here, we must ensure that the effect witness argument effecr is destructed
by the policy. By requiring that efecr appear free in the policy expression e, we ensure when this function is applied
to some witness that the witness is passed to the policy expression e. Without this restriction, it would be possible for
the witness to be “forgotten” when this function is applied.

Finally, Figure 10 shows some of the kinding judgments. (K-1) gives R-kind to a relevant type; (K-2) encodes the
sub-kinding relation; (K-3) and (K-4) ensure that all type-level expressions are effect free; (K-4) additionally ensures
that kind of 7{e} is no less that M-kind, given the kind hierarchy U C M C R.

Appendix C contains proofs of the standard progress and preservation theorems for FABLE (Theorems 5 and Theo-
rem 13) stated below. In addition, we have proved that, for programs which terminate, every relevantly-typed value in
an application program is eventually passed to policy code where it can be destructed (Theorem 15). Finally, it is also
straightforward to prove a type erasure property as none of the reduction rules ever inspect the types.

Theorem (Progress). Given I';- well-formed; T;- . e : t;€; and memory M such that T |= M. Then either 3e'.(M,e) ~
(M',€') or Fve.e =v,.

Theorem (Preservation). Given T;- well-formed; T;- . e : t;€; and memory M such that T |= M, and e such that
[;-ke:t;e Then (Mye) ~ (M',e') = T;-ke:t;6 AN TEM N €<e

B.3 Tracking effects using FABLE

Equipped with relevant types, we can write a policy that accurately tracks effects through a program. Our strategy
is to label values with a composite label cu1, 12), where i1 describes the standard (confidentiality) label of the value, and
12 represents the effect of the computation that produced the value as a result. The policy, shown in Figure 11, includes
a function updare to assign to a labeled reference; it returns a relevantly typed labeled unit as a witness to the side-effect.

To allow imperative style programming with side-effects, the policy provides the seq function to sequence effectful
computations. This function takes two arguments ¢/ and ¢2, which produce values of type « and g respectively, where
each of the values are protected with a label recording both their confidentiality and the effect of the computation. The
body of seq executes each computation in sequence and returns the result of the second computation. However, seq is
careful to record the effects of both e7 and ¢2 in the label of the result. This it does by using the label combine 1 m to assert
that the confidentiality of the result is no less than either component, while the effect is no greater than the effect of
each component. Notice that even though x is given a relevant type in the body of seq, since seq is a policy function, it
is free to ignore x. Finally, both type variables « and B in seq are given U-kind; this ensures these variables cannot be
instantiated with a type such as 7{c#HIGH, EFFECT(LOW))}, thereby hiding the effect from the policy.

B.4 Encoding Security Automata Using Affine Types

While relevant types are useful in tracking effects, other substructural types are useful too. We briefly sketch how
affine types can be used to encode policies that are expressible using security automata, following Walker [45].

Suppose we wish to enforce the following policy: a program can read data from files on the file system where each
file is tagged with a label indicating its security level. As long as the program has not read data from a high-security
file, it is free to send data across the network. However, once the program reads from a high-security file, it must never
subsequently send data across the (low-security) network [7]. Figure 12 shows an encoding of this policy in FABLE.
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abbrv state ~ e = afn (I:lab~e x unit{/})
policy app A o.A B.gi.As:state ~i.Alf:lab.

policy delta @i.As:state ~i.Af:lab.Ax:lab. Af(@j.k.state ~ State(jlf.k) — a{k} — B){if}.
let r = match (fst s) f x with Alx:lab.Ax:a{ix}.
State(Start,- ,-), Read, High =) State(Has_read, f, x) let it,t = delta s If Ix in
State(Start,- ), -, - =) State(Start, f, x) match Ir with
State(Has_read, - ,_), Send, _ =) BAD BAD =) halt
State(Has-read,- ,-), -, - =) State(Has_read, f, x) State(_ lf,Ix) =)
_=) BADin ({@j.k.state ~ State(j If,k)— o {k}— B) ) t x

t, {afn} ¢, {t}0)
Figure 12. A security automaton in FABLE using affine types.

The notation afn r represents an affine type :. In contrast to relevant assumptions that must be discharged at least once,
affine assumptions may be discharged at most once. Such types are easily added to the semantics of Figure 10—we
simply permit affine assumptions to be dropped at will, instead of forcing them to be used at least once. The rest of
the system is unchanged.

Our strategy to enforce this kind of policy is as follows. We model the current state of the security automaton using
an affine dependent product, the type of which we abbreviate as stare~e. Since stare~e is affine, it cannot be duplicated;
this ensures that there is a single object in the program that represents the current state. Here, the expression e is a
label expression describing the current state of the automaton. Functions can be given types such as sware~e —a— B;
such a function requires the current state as its first argument; furthermore, the type expresses a precondition that the
current state be described by the expression e. The FABLE type checker can ensure that a function with such a type is
only called in states that satisfy the state precondition.

Figure 12 shows the whole policy. It begins by giving a representation for the state object as an affine pair. The
function deira encodes the transition relation of the automaton. Its first argument is an object representing the current
state—any state is acceptable. The second argument is a label s that is intended to be a label on a function. For
instance, the function that reads from the file system will have the label read, while the network send function will
have the label send. The third argument is the label x of, say, the message that it is to be sent over the network using the
send function. The body of the function encodes the automata: if the state is the swir state, the function is Read and the
file being read has the label High, then the next state is State(Has_read, f, x). This label denotes that from the current state s, a
transition to the Has_read state occurs if the function f is called with argument x. Importantly, the deira function includes
a clause stating that from the Has_read state, executing the send function with any argument results in the BAD state. All
legal program states are represented by labels where the top-level constructor is Staze.

We now turn to the app function, which ensures that a function’s preconditions (expressed in the type of its stare~e
argument) are met before it is called. This function, takes the current state s as its first argument. The second argument
of app is a function label i (such as Read or send) followed by the function fitself. The last two arguments are ix and x,
the labeled argument of f. The type given to ris the key. The state precondition is that f must be called in some state
such that calling s with argument x results in a legal next state, i.e., the top-level constructor of the state label is Stare
and not BAD.

To apply £, app must provide evidence to the FABLE type checker that f's precondition can be met. This it does by
invoking deira with the current state and labels of s and x and inspecting what the next state of the automaton will be.
If the state is BAD, then evidence for the precondition cannot be provided and the program halts. If, however, a legal
state results, then the type of the next state can be refined (by adding an assumption to Q.A in the last premise of
(T-MATCH)) and the evidence for the call to fis provided.

C Soundness of FABLE
Definition 3 (Well-formed environment). Q = I';R; € is well-formed if and only if

(i.)  All names bound in T are distinct

(ii.) FZF],X:t,Fz = E|K.Q[FZF1,F2]|—ICZK

(iii.) ey =e el = Qkej:rellab A QF e5:rellab

(iv.) R=Ry,x:t,R; = I'=Tx:t,I / QR=0]Fr=R
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() |x|C@) | Axt.e|erer | Aak.e|elr] unit, variable, label, abstraction, application, type abstraction, type application

| fix fi' Ax:t.e | match e with p; = ¢; | {o}e | {e}e¢’ | {rel}e fixed point, matching, unlabeling, relabeling, relevant ascription

| (€ |x|er:=ex|le policy brackets, locations, assignment, deref
p = x|C(p) patterns
t = unit|o|Vasks | (et) S |lab|lab~e | t{e} | rel ¢ ¢ ref unit; var; universal; function, label; labeled; relevant type; reference
o == olf]... type variables
€ = 0|1 effects
Kk == U|MJ|R unlabeled, maybe-labeled and relevant kinds

Figure 13. Full syntax of FABLE.

Definition 4 (Store typing). A store M is modeled by the environment Q (Q |= M) if all of the following are true.

(i)  dom(M) C dom(Q.I)

(ii) QI'=Ty,x:t,I> = 3 ere{the,t'ret{e}} N QM AN QFY =M
(iii) range(M) ={v1,...,vn}

(iv) T(x) € {t'ref,t’ret{e}} = QF, M(x):t

Theorem 5 (Progress). Given Q =T';-;€, Q well-formed, (Al) Qt; e :t, and memory M such that Q =M and
dom(M) = dom(T'); then either 3¢’ .(M,e) ~~ (M',€') or Iv.e = v.

Proof. By induction on the structure of (A1l).

Case (T-VAR): By assumption, dom(I") = dom(M). Thus, if (T-VAR) is applicable, then Jx;.x = x; then x; is a value
and is thus irreducible.

Case (T-SUBR): Trivial use of the induction hypothesis.

Case (T-UNIT): () is a value.

Case (T-FIX): e takes a step via (E-FIX).

Case (T-L1), (T-L2): If e is C(V,,e,€) is an evaluation context of the form E, -e. The induction hypothesis is
applicable since each R; is empty. So, e ~~ ¢’. Thus, by (E-CTX) the goal is established.

Case (T-L3), (T-L4), (T-L5), (T-L6): Straightforward by application of the induction hypothesis the first premise.
Case (T-ABS), (T-TAB): e is a value.

Case (T-TAP): We cither have e = e [t] or v.[t]. In the first case, we use the induction hypothesis and apply (E-CTX)
to show that (M, e [t]) ~~ (M’,-¢' [t]). In the second case, by second premise of (T-TAP) we have (A1.2) QF v, : va:K.L.
By inversion on (A1.2), we get that v. must be of the form (v = Aa:k.e) and (E-TAP), since the types of both (r)u and
((t)u) are of the form ¢'{e}.

Case (T-APP): If eis either -eje, or v, - €3, then, by applying the induction hypothesis to the third and fourth premises
respectively, we get our result using (E-CTX). If, e is vV, then, if ¢ = pol, by inversion, third premise of (T-APP)
(A1.3) must be an application of (T-ABS) using the same inversion principle as for (T-TAP). Thus, v. = Ax : f.e and
(E-APP) is applicable. If ¢ = app, v, could also be (Ax : z.e) since it is a legal value. In this case, reduction proceeds
by (E-BAPP).

Case (T-ASN): If we have e := e, or v| := -e3, then by the induction hypothesis on the first and second premise
respectively, we have our result via (E-CTX). If, however, x; := v,, then by assumption, dom(Q.I') = dom(M) and by
QEM,M=M,;,(¢,v),M, and from (T-ASN) we have Q I v, : t with Q I ¢ :: M. Now, if ¢ = app we can take a step
by (E-ASNAPP); otherwise, if ¢ = pol, depending on what kind of value v, is, we take a step by (E-ASNPOL1) or
(E-ASNPOL2), which are two mutually exclusive and complete rules.

Case (T-DRF): If e = :€, then, by the induction hypothesis on the premise e can take a step via (E-CTX). If e = :/,
then by an argument identical to (T-ASN), a step by (E-DREF) is possible.

Case (T-MATCH): If e is match €’ with. .. then we just use the induction hypothesis on the fifth premise of (T-MATCH)

(R; = -) and we have our result via (E-CTX). If, however, e is match v, withx;.p; = e;, then we must show that reduction
via (E-MATCH) is applicable. To establish this, note that the third premise of (T-MATCH) requires p, = x4.. Thus,
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Additional syntactic forms used in judgments

I == -|x:it|aczk|e>e |, variable bindings, type variables, refinement assumptions
R == -|x:t|R,R Context to track relevant assumptions
Q == TI;Re Typing context triple of bindings, relevant assumptions and effect
¢ u= pol|app Color index
Ql e:t Expression e has type ¢ in environment Q
QFt=M  t=x:1 Ltz
x:t€eQ QRC{x:t} Qlte:t QR=0 Qlf itk Axtyet
T-VAR ——— (T-SUBR) ———=————— (T-UNIT T-FIX
Qlx:t ( ) Qlze:relt ( ) Qb () :unit ( ) Qb Afix fir.Axity.e:t ( )
QERI @©...OR, V:i.Q[R:R,-][e:ﬁO] fze;:rellab (TLD) QER @...®R, V:i.Q[R:Ri]Ee:O] Fzei:lab (TL2)
QL C(@) :rellab~C(é) QL C@):lab~C(e)
Qle:rellab~e Qe =0]ke:rellab Qle:lab~e Qe =0]tze:lab
————— (TL3 T-L4 T-L5 T-L6
ohereiiab Y T arcirellab~e (Y heiab Y T oiciabee  (THO
Qlazk|ke:t t,=Va:k.t Q¢ Qle:relVa:k.t'
[o:x] ke ” (T-TAB) tuK ce:re v,oc K. (T-TAP)
Qb Aozk.e:t(QR=")= (r=t,)else (t =rel 1) Qlelt]: (a— 1)t
Q1 ik QR=FR|x:n]ke:n QE R ®R o= (x—e2) g < Q.
(k=R)= (R'=Q.R,x:t1)else R =QR) '=x:p 2, (T-ABS) QR=R||ker:rel (x:ty B6) QR=Ryker:ty (L-APP)
Qb Ax:t1.e: t(QR=0)= (1 =1")else (t =rel ') Qlerer:0(n)
QKR &R QR=R||e :tref QR=Ry)|ker:t QFt:M :
cRI®Ry [ 1] lzer [ : 2]k e (T-ASN) _ Qfge:mref (T-DRF)
Qe =1]k e :=e; s unit Qle=1]ke:t
QERI @Ry X =FV(pi))\dom(QTI)  (%,pn) = (Xger,Xaer)  (te € {rellab,lab})
QR=R||lce:t, Q[xi:t,] )—C.pi:rellgb QR =Ry[X;i :te]le - pi]lcei:t  QFruk (T-MATCH) Qle:t QlFryf (T-CONV)
Qk match ewith py =e;...p, = e, :t bee:t
QRCFV(e)
Qb et Qb e:t{e Qb e:t THt{ Qb et
_ S oy 20 Y N plt ;{ L rRELAB) 2P0 pppay
Ql; (e) : ¢ Qb {o}e:r Qb {e}e:t{e'} Qb {relte:rel
R=R|®Ry ; QLR ®R, Splitting of relevant assumptions
- R=R; &R, R=R| &R, R=R &R,
=9 (XE) Rx:t=R|,x:t®R, (X-L) Rx:t=R1®Ry,x:t (X-R) Rx:t=Ry,x:t®Ry,x:t X-LR)
R= levant(Q.T) =R, ©...®R R,...RYC{Ri,...,R
QR=R1&...0R, yp _ relevan (@I =k i (&, ' i} AR n} (X-ESC)
Qb,, R ©...0R, Qb R ®...®R,
QFt:k Type t has kind k in environment Q
) o0 keQl QkFn ok Qxinlknok Qlok| bk QFt:M
[ :: - — Y (K- - AT (K- e G\
QFunit: U K-1) QFa:x (K-V) QFx:ty = U (K-F) QFYVoa:k.t::U (K-U) QFt:R (K-MR)

Q12U (e uMy Qf rellabsR KLY — = Ol eir@la e o tap vy _HES O rerellab
— 0 (K- r I - - i - -
arrm KUM ellabs RICLD o tellabe g (02 @Flab=UELS Qrlab~ezu Y
QFr:M  Q[e=0]k, e:rellab QFri:k  Qe=0]k,e:rellab .
e = 0]t (K-SEC) £ =0l (K-RSEC) —S2ELEK (g pEp)
QFt{e} =M QFr{e} =R Qbtrelt:R
QFr=yt Types t and ¢’ are convertible
T == e]rele|e{e}|x:0 —t|x:t—e QFr=y Qrr=t
QFt >t (TE-ID) ——F (TE-SYM) ————— (TE-CTX
|  Va:ke|lab~e |[t{e} ( ) QFt' >t ( ) QFT t=T-t ¢ )
{i,j} ={1,2} Vo.dom(c)=FV(e;) QtFo(e):t o(e) e olej) e eQ

QFT -1 2T ey

(TE-REDUCE) — (TE-REFINE)

QFT-exT-¢

Figure 14. Static semantics of FABLE.

24



Additional syntactic forms used in judgments

M n= | (4y) | My, M, Memory: finite map from locations to values
E. n= e |ec|vee e[ Evaluation contexts

| C(i,e,é) | matche with ¥.p; = ¢;

| (the |le |@:=c|v.:=9
u u= ()| C@H) | x| Ax:te| Aoik.e pre-values
Vapp = u|{e}vpa) application values: pre-values; labeled, bracketed abstractions
Vpol = U | {e}vp,)l policy values: pre-values and labeled values
(M, e) ~ (M',e') Small-step chromatic reduction rules

c , pol ;g
R S (/0 LS U N
(M7EC'6)W(MIﬂEC'el) (que]))u (Mlv(Ie,D)

(M,(Ax:t.e)v.) ~> (M,(x — v.)e) (E-APP)  (M,Aa:k.e[t]) > (M,[a1le) (E-TAP) (M, fix fir.v) ~ (M,(f — fixf:r.v)v) (E-FIX)

Vi< j. fvepi:o; -}_Vc>pj26j

— = (E-MATCH)
(M, match Ve with bi~pi = e,-) ~ (M, Gj(ej))

app app

(M, (C(@))) ~* (M,C(il)) (E-BLAB)  (M,(()))~* (M,()) (E-BUNIT) (M, (x))~* (M.,x;) (E-BLOC)

app app

(M, (Ax:t.e)) ~ (M, Ax:t.((Ax:t.e)x)) (E-BABS) (M, (Aoc:k.e)) ~ (M,Aa:k.(e)) (E-BTAB)

pol

(M, () %% (M.e) (E-NEST) (M, {o}eIvpo) s (M,v,1) (E-UNLAB) (M, {rel}v,,) % (M,v,,) (E-RLAB)

M:MI',(evV((/)/))yMZ M:Mly(éy—),MZ
. (E-DREF) — (E-ASNAPP)
(M: :E) ~ (Mvvullp) (Mve = Vupp) ~ ((Ml,(Z., Vu/)/))7M2)-, ())
M =M, (¢, .),M Varp Vool = Vapp M=M, (¥ ),M Vool = Vapp
1 ( ) ),I 2 /E app+Vpol apy (E-ASNPOL1) 1 ( I) 2 pol apy (E-ASNPOL2)
o o
(M>£ = V/wl) [“”\’ ((Ml s (f’ (va()IDaMZ)a ()) (M:E = V/wl) [“}"’ ((Ml 3 (ﬁ V(l[)[??M2)7 ())
e~p:o Expression e matches pattern p under substitution &
Vi.Gl-* :(0'0,.4.,0',;1) e; >—0'l-*e; . O
e > e: - (U-EXPID) v>=x:x+—v(U-VAR) (U-CON)

C@) >C(d): 6

Figure 15. Operational semantics of FABLE.
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it suffices to show that v, = x4.r : 0 for all label-typed values v, (since by the fifth premise v must have type rellab or
lab). We now proceed by inversion on the fifth premise to establish that the syntactic form of v, (and all it’s sub-terms)
is

Sub-case (((¢)u)), where ¢ = lab,rel lab, ...): Impossible, since v is a not a value and can be reduced using (E-STRIP2).
Sub-case ((C(v))): Impossible, since v is a not a value and can be reduced using (E-XL).

Sub-case (((v'))): Impossible, since reduction by (E-NEST) is possible.

Sub-case (C(i)): (U-VAR) succeeds for any value.

Case (T-POL): If we have e = (e]) we can use (E-BRAC) with the induction hypothesis in the premise. If ¢ = pol we
can reduce by (E-NEST). Otherwise, if e = ([vp 1), then Vpol must be either

Sub-case v = (): In which case, a reduction via (E-BUNIT) or is possible.
Sub-case v = C(i): In which case, a reduction via (E-BLAB) is possible.
Sub-case v = x;: In which case, a reduction via (E-BLOC) is possible.
Sub-case v = Ax:t.e: In which case, (v) is reducible using (E-BABS) to a value.
Sub-case v = A« :: k.e: In which case, a reduction via (E-BTAB) is possible.
Sub-case v = (t{e})u: In which case, (v) is an application value.

Case (T-UNLAB): Clearly, in this case, ¢ = pol. If e = {o}¢’ then by using the induction hypothesis on the second

premise we have our result via (E-CTX). If e = {o}vp by the premise we have that Q v, ;:t{e}. Thus,

()la pol p Vp()l

must be of the form {¢” }vp o and reduction can proceed using (E-UNLAB).

Case (T-RELAB): Clearly, in this case, ¢ = pol. If e = {¢" }¢’ then by using the induction hypothesis on the second

premise we have our result via (E-CTX). If e = {¢” }vp o> then, by definition, e is a value.

Case (T-RLAB): Clearly, in this case, ¢ = pol. If e = {€}¢’ then by using the induction hypothesis on the second

premise we have our result via (E-CTX). If e = {rel}vp o[> then, by (E-RLAB) a reduction to a value is possible.

Case (T-CONYV): Straightforward after the induction hypothesis is used on the first premise.
O

Lemma 6 (Preservation of well-formedness). If Q is well-formed, and (Al) Q& e : t contains a sub-derivation of
the form Q'+ €' :t' then Q' is well-formed and Q'+ t' :: x. Similarly, if (Al) contains a sub-derivation of the form
Q' k1, then Q' is well-formed.

Proof. Straightforward induction on the structure of the expression-typing and type-kinding derivations. OJ
Lemma 7 (Sub-coloring of derivations). If, for well-formed Q, QF,, e :t, then QL e :t.

app pol

Lemma 8 (Substitution). Given well-formed Q, Q' both well-formed, and Q" such that Q'[Q"] is well-formed. If all
of the following conditions are true:

(Al) QR =0

(A2) Q' =Q[x:t1][Ry], where Ry ={x:t,} if QF 1 : R; R, = 0 otherwise.
(A3) QQ"Fe:1

(Ad) Qe =0]Fv:n

Then, for ¢ = x+— v,

QoQ"|\; ce: ot
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Proof. By induction on the structure of assumption (iii).

Throughout, we are free to assume 6Q = Q, since x ¢ dom(Q)

Case (T-VAR): We first consider the case where R = (). Here we have two sub-cases, depending on whether or not
x € dom(o”).
Sub-case (a): (A3) is of the form Q[x: ][R, = 0][Q"| F y : 12; y # x and thus, o (y) = y.

We have two further sub-cases:

Sub-case (a.i): y: 1, € Q".I'. In this case, FV () Ndom(c”’) # 0; thus our conclusion is of the form Q[c’Q"] F y:
o'(12)

Sub-case (a.ii): y: 1, € Q.I'. From our initial remark, we know that 6’Q = Q; thus, ¢’(t,) = . Our conclusion is of
the form Q[6’'Q"|Fy: 6'(1).

Sub-case (b): (A3) is of the form Q[x : ;][R = 0][Q"] F x : ;. But, o(x) = v and, so, from (A4), QF o(x) : 7 is
trivial. Furthermore, o(¢;) = 11, since Q F #; :: k¥ and x ¢ dom(Q), by well-formedness of Q[Q"]. Finally, we must
show that Q[c Q"] F v : 11; however, from the premise of (T-VAR), we have that Q.R = Q”.R = 0. Thus, we establish
the conclusion since weakening of Q.I" is permissible.

Now, we consider the case where R # (0. Again we have two sub-cases, depending on whether or not x € dom(o).
Sub-case (a): (A3)is of the form Q[x: 71][R,|[Q"] k. y : 1, where y # x and thus R, = 0 (since R, must be a singleton).
Again, we proceed by cases on whether the y : # assumption is present in Q or in Q”, in a manner identical to (T-VAR),
sub-case (a).

Sub-case (b): (A3) is of the form Q[x: ][R, = x: 1][Q"] F x : ;. Again, we proceed similar to (T-VAR) sub-case
(b). This time, we can conclude that Q”.R = 0 since R, # 0 and (T-RVAR) requires only a single relevant assumption
in the context. Thus, using weakening Q.I" by adding Q”.T" we reach our conclusion.

Case (T-SUBR): Straightforward use of induction hypothesis on the premise.

Case (T-UNIT): Trivial.

Case (T-L1): We use the induction hypothesis on each of the n-premises, obtaining Q[cQ"][R = oR;| |- c(e;) :
rel lab for the ith premise. For the conclusion, we note that 6(C(¢€)) = C(o(€)) and obtain Q[c Q"] o(C(é)) :
o (rellab~C(€)), the desired result by noting that, by (Al), all of the R;’s are present in Q" and thus Q[cQ"]
OR| @ ... ® oR,. The relevant assumptions can therefore be partitioned according in a manner that makes the in-
duction hypothesis applicable.

Case (T-L2): Similar to (T-L1).

Case (T-L3), (T-L4), (T-L5), (T-L6): Straightforward use of induction hypothesis on the premise.

Case (T-FIX): We have f ¢ dom(o). Thus, o(fix f.v) =fix f.0(v). Now, we can use the induction hypothesis on the
second premise to establish the conclusion.

Case (T-TAB): Since o ¢ dom(o) we can use the induction hypothesis on the first premise of (A3). However, we must
be careful in the conclusion with R. If, R, # 0 in (A3); and Q".R = 0, then, where initially we have Q'[Q"]F, e : relz,, in
the conclusion we have Q[oc Q"] | oe: 6't,. To restore the type in the conclusion to relo’(s,), we can use (T-SUBR),
if necessary.

Case (T-ABS): Our goal is to show, via (T-ABS), Q[cQ"| K. Ay : ¢'(s1).0'(e) : ' (), since dom(o) cannot mention
y. From (A3), we have Q'[Q"] I, Ay : s1.e : t with the premise, Q'[Q"][y : s1][R)] I e : 5. However, this context is of
the form Q'[Q"], and is well-formed by Lemma 6. Thus, the induction hypothesis is applicable and we obtain

(T1) Q[oQ"|[y: osi][oRy| I oe: G52

Thus, to reach our goal, we use this last judgment (T1) in the premise of (T-ABS). Finally, if Ry = Q”.R =0 and R, # 0,
then we conclude with an application of (T-SUBR) to ensure that our conclusion preserves the relevant qualifier on
the function type (similar to the conclusion of (T-TAB).

Case (T-TAP): We use Lemma 9 (proved by simultaneous induction together with this Lemma) to establish that
Q[oQ"|F o1 :: k. Now, we use the induction hypothesis on the second premise, and the conclusion is straightforward.
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Case (T-APP): From the assumption (A1) that Q.R = 0, we conclude that R} & R, = (R, UQ".R). We can use the
induction hypothesis on the first premise of (A3) to establish

Q[6Q"|[R=0(R \R,)]F cey :rel(y: o1) 5 on
Similarly, for the second premise we obtain
.Q[GQ.N] [R =0o(R, \Rx)] E oey:on

For the conclusion, we get Q[o Q"] k. 6(ejez) : (y— 0ey)(0t). However, since y & dom(o) and FV (range(o)) =
0, the substitutions y — Ge; and 6 commute to give us the necessary conclusion of & (y — e;)r,.

Case (T-ASN): Straightforward application of induction hypothesis to the first two premises, again noting that by
(A1) all the relevant assumptions are from Q".

Case (T-DRF): Straightforward application of induction hypothesis.
Case (T-FX): Straightforward application of induction hypothesis.

Case (T-MATCH): As with (T-APP) Ry ® R, = R, UQ".R. The first four premises are trivial to re-establish since
dom(c”’) does not include any of X;. For the fifth premise, we use the induction hypothesis and restore oe : 7,. The sixth
and seventh premises is also established by the induction hypothesis. For the final premise, we rely on the companion
Lemma 9.

Case (T-CONV): Applying the induction hypothesis to the first premise, we obtain Q[oc Q"] k. ce : of. We proceed
by cases on the structure of (A3.2) Q -t = ¢’ from the second premise of (A3), to show that cQ - ot = o1,

Sub-case (TE-ID): Trivial.

Sub-case (TE-CTX): Induction.

Sub-case (TE-REFINE): ¢ > ¢ € Q = ce - 0’ € Q.

Sub-case (TE-REDUCE): By construction, we have that Vo'.c”e ~~ ¢’¢’.

Case (T-POL): We have Q'[Q"] K, (e) : r with Q'[Q"] F,, e : 7 in the premise. Now, if (A4) is QF,, v : 71, then we
can use the induction hypothesis to establish Q[cQ"| -, o(e) : (¢) and conclude with (T-POL). However, if (A4) is
QF,  v:t, then we must first use Lemma 7 before proceeding as before.

app

Case (T-UNLAB), (T-RELAB), (T-RLAB): Induction hypothesis on the first premise. OJ

Lemma 9 (Substitution for kinding judgment). Given well-formed Q, Q' both well-formed, and Q" such that Q'[Q"
is well-formed. If all of the following conditions are true:

(Al) QR =0
(A2) Q' =Q[x:11][R,], where R, ={x:1,} if QF 1 : R; R, = 0 otherwise.
(A3) Q Q| Kk
(A4) Qle =0k v:n
Then, for 6 = x — v,

QloQ" |k o(t) : k

Proof. By simultaneous induction with cases of Lemma 8 on the structure of assumption (iii).

Case (K-1), (K-L1), (K-L3): Trivial.

Case (K-V): 0 = (x+—v); Thus, « € Q[cQ"].

Case (K-F): Induction hypothesis on first premise; then, since Q'[Q"][y : #;] is well-formed, we must have y # x.

Case (K-F): Induction hypothesis on each premise.
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Case (K-UM), (K-MR): Induction hypothesis.

Case (K-L2): We use the IH of Lemma 8 (proved simultaneously) to show Q[cQ"][e = 0] | oe : rel lab. If (A4) is of
the form Q F,,, v : #, then we first use Lemma 7 before proceeding.

app
Case (K-L4): Similar to (K-L2).
Case (K-LSEC), (K-RSEC): Induction hypothesis on the first premise, and then similar to (K-L2) on the second

premise.
O

Corollary 10 (Contraction of assumptions). For well-formed Q and Qe > e3), if both of the following are true
i. Q[X:lab]le; = 2] [Q"| et
ii. e1=e: 0
iii. dom(c) =X
Then, Q[cQ"| . oe: 0't, where 6' € {0,0}.

Proof. If (i) does not contain a sub-derivation with an application of (T-CONYV) using (TE-REFINE), then the as-
sumption e; > e, is redundant and we conclude with ¢’ = 0.

If (i) does contain an application of (TE-REFINE) then, we can use the substitution lemma to establish our result.
By Lemma 8, we have that (T1) Q[ce; = 0e|[cQ"] | oe: ot. However, by construction of pattern matching and by
assumption (ii), we have oe; = ce;. Thus, every relevant application of (TE-REFINE) in (T1) that concludes with
oT -e; = oT - e; can be replaced by an application of (TE-ID) in the result Q[c Q"] F, oe : ot. O

Lemma 11 (Type substitution). Given well-formed Q, Q' both well-formed, and Q" such that Q'[Q"] is well-formed.
If all of the following conditions are true:

(Al) QR=QA=0
(AZ) Q = Q[(X::K]
(A3) Q" ke tor Q" F1iK
(Ad) Q1 x
(A5) o =art
Then,
QcQ"|k oe: ot
or
QoQ"| kot k

Proof. By induction on the structure of (A3).

Case (T-VAR): Ifx:7 € Q, then by well-formedness, o is not free in# and o(¢) =¢. If x: 1 € Q/, thenx: 6(¢) € 0 (Q’)
and we have the conclusion using (T-VAR).

Case (T-SUBR): Induction hypothesis.
Case (T-UNIT): Trivial.
Case (T-FIX): The second premise is of the form

Qo= k][Q"][f: 1] vt
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Applying the induction hypothesis to this premise, we have

Qo(Q")][f: o) o(v):0(r)
This is sufficient to use (T-FIX) to establish the goal:

Qo (Q")]k ofix fv:o(t)
using Lemma 6 for the first premise.
Case (T-L1), (T-L2), (T-L3), (T-L4), (T-L5), (T-L6), (T-FX): Induction hypothesis.
Case (T-TAB): We have
Qla][Q][p:Kk] et 1, =vp:K.t
Q[a][Q"| K Ap:K.e 1 1(QR=") = (t =1t,)else (t =relz,)
with o # g by Lemma 6. Thus, by the induction hypothesis we have

(T-TAB)

Qo (Q")][p:k] F o(e)

which is sufficient to establish the goal:

Qo (Q")][p:k] F Ap:k.0(e) : o(t)
Case (T-TAP):
Q][Q|Frk  Qa][Q"]F e:relvp:k.t/
Qlo][Q ] elt] : (p— 1)t
By the induction hypothesis (using the right side of the dijunct in (A3)), we have

(T-TAP)

Qlo(QN]Fol(t) =k

and, using the left side of the dijunct in (A3), we have

Qo (Q")]k o(e):relvp:x.o(t')
Together, this is sufficient to establish the goal.
Case (T-ABS):
Qla:: k][Q" Ft =k Qla: k][ Q"[R=R]x:n]le=€]ke:n
(k=R) = (R =Qo:: «|[Q"].R,x:11)else (R = Qo :: k][Q"].R) ' =x:1, LA )
Qo k][Q"] K ax:t.e: 1(Q[a :: k][Q"].R=0) = (t =1')else (r =relt’)

(T-ABS)

Using the induction hypothesis on premise 1 we have

Qo(Q]Fo(t):: k

and using IH on premise 2, we have

Qlo(Q")[R=0o(R)][x: o(t)][e =€k a(e) : o(r2)

This is sufficient to conclude

Qo (Q")]F ax:o(t)).0(e): o(t)

Case (T-ASN), (T-DRF), (T-APP), (T-MATCH): Induction hypothesis.
Case (T-CONYV): Induction hypothesis on the first premise. We must establish
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Qo k|[Q" Ft 2t = Qlo(Q")]|Fo(t) 2o(f)

For (TE-REDUCE), we can establish Q[c(Q")] F ¢’(o(e)) : lab by the induction hypothesis and ¢’(c(e)) ~~
o’(o(¢')) since, by erasure, type substitution does not affect reduction.
For (TE-REFINE), we proceed similarly to (T-VAR) by cases on whether e > ¢’ appears in Q or Q”.

*

Case (T-POL): Induction hypothesis. (Note, the statement of the Lemma does not impose any restrictions on the
color of the derivation.)
Case (T-UNLAB), (T-RELAB), (T-RLAB): Induction hypothesis.
We now proceed to the case of Q ¢ :: K
Case (K-1), (K-L1), (K-L3): Trivial.
Case (K-2): By assumption (A4) if « = p; otherwise g:k € Q[c(Q")].
Case (K-F), (K-U), (K-UM), (K-REL), (K-MR): Induction hypothesis.
Case (K-L2), (K-L4), (K-SEC), (K-RSEC): Induction hypothesis using the left-side of the disjunct (A3). O

Lemma 12 (Strong normalization for type-level expressions). Given -k t{e} :: k; then e -

Proof. Type-level expressions are from pure System-F (no fix). The result follows from Girard’s proof of strong
normalization of System F [20]. O

Theorem 13 (Preservation). Given Q =T';-;& and memory M such that Q \= M, and e such that
(Al) Qke:rt and (A2) (M,e) ~ (M',e)
Then, Q=M and Q. ¢ :1.

Proof. By induction on the structure of the derivation (A2). We examine all the side-effect free cases first, (i.e., where
M = M") where the obligation of Q = M’ is satisfied by assumption. In each case, upon inversion, one or more of the
subtyping judgments is also applicable. We treat all the subtyping cases uniformly and separately.

Case (E-TAP): By inversion, (A1) must conclude with an application of (T-TAP), Q k. Aa:ke [t1] : (o — 1) )t, Where
t = (a+ 11)tp. Inverting the second premise of (T-TAP), we find an application (A3) of (T-TAB) of the form Qa::k] F
t,. In order to re-establish that the conclusion of (A2) is well-typed, we must show that Q I (« +— t1)e : t. However,
this is a straightforward application of the type-substitution lemma, Lemma 11, to (A3), where Q" is empty.

Case (E-FIX): By inversion, (Al) concludes with (T-FIX). By applying the substitution Lemma 8 to the second
premise of (T-FIX), taking o = (f — fix f.v). From the first premise of (T-FIX) we have that f ¢ FV(¢). Thus,
o (1) =t and we have the desired result.

Case (E-APP): : By inversion, we have that (A1) concludes with an application of (T-APP) of the form Q F, Axt;.e v, :
t. From the fourth premise of (T-APP), we have (A1.4) QK axt.e:rel(x: &, tr, since Q.R = R; = R, = -, with
t = (x — vy)tp. Inverting (A1.4), we find that it is an application of (T-ABS). From the second premise of (T-ABS) in
(A1.4), we have (A1.4.2) Q[R = R'][x: 1] - e : 1, and from the fifth premise of (A1) we have (A1.5) QF vy : ;.

Our goal, then, is to show that Q I (x +— vp)e : (x — v)f;. Using (A1.4.2) and (A1.5), the substitution lemma
(Lemma 8) is applicable with Q" empty.

Case (E-MATCH): : By inversion, (A1) is an application of (T-MATCH), Q F; match v with... : £.

The third premise of (A2) gives us (A2.1) v > p; : 0; and from the premise (Al) we get (AL.5) QF v:1,; by
(T-LAB) all sub-terms of v must also be values of type #,. Thus, for eachx € FV(p;), QF oj(x) : t,. Thus, by repeated
application of the substitution lemma to the second last premise of (A1), (A1.7) Q[e > p;][Xj : rellab] I e; : t, we have
that (T1) Q[e - Pj] F Gj(ej) : Gj(l).

Now, we must show that from (T1) and (A2.1), that (T2) Q. oj(e;) : GJ/»(Z‘). This we can establish by an application
of Corollary 10 taking Q" = -.

Finally, by the last premise of (A1), (A1.8) QF 7 :: k, and noting that x; ¢ dom(Q.I"), and since GJ’~ =(0dom(o;) =],
we have that ¢;(¢) = . Thus, from (T2), we have Q ;. ¢;(e;) : £, which is our goal.
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Case (E-BUNIT): Use (T-1) for the conclusion.
Case (E-BLAB): By inversion, (A1) is (T-POL) with (T-L.1) or (T-L2) in the premise. For the non-trivial case, we
must show that Q &, C(i) : rel lab => Omega ,,, C(ii) : rel lab, which is straightforward by induction since each sub-term

app

is pre-value of the form C' (i), with the base case being Q F,, C :lab.
Case (E-BLOC): Use (T-VAR) for the conclusion.
Case (E-BABS): We have

Q.RgFV(?Lx:tl.e) Qh,,,,?tx:tl.e:tlitz

(A1) .
QF (Ax:t1.e):t) > 1

To conclude, we must show

(G) Qx: 1) K (Ax:ty.e)x]) : 2
QF Axity.(Ax:ty.e)x]) : ¢t
The interesting case is when #; = rel ¢{. Then, to satisfy the premise of (G), we must show that Q.RU{x} C FV((Ax:
t1.€)x), which is true by construction, since we have Q.R C FV (Ax : t;.e) from (A1) and x is free in (Ax : 71.e)x.
Case (E-BTAB): Trivial.

Case (E-POL): By inversion, (Al) is (T-POL), with Q I, e : ¢ in the premise. Thus, we can use the induction
hypothesis to establish Q |-, ¢’ : 7. Which is sufficient, even if (A1) is of the form Q I, (e) : ¢.

pol

Case (E-NEST): By inversion, QF,, (e) : 7 is an instance of (T-POL) with QF,, e : ¢ in the premise, which is sufficient
for the conclusion.

Case (E-UNLAB): By inversion, (A1) must be (T-UNLAB), with

QF, Vpol it

Q l_pol {el}v/ml : t{el}
Q l_[ml {O}{el}vpol it

To conclude, we use the nested premise Q I, Vool * t.

Case (E-RLAB): By inversion, (A1) must be (T-RLAB), with

Qb v, it

pol

Q I_pnl {rel}vp(,[ . relt

To conclude, we use

QkF

pol V]m] ot

Qb v,,irelt

pol

(T-SUBR)

Case (E-DREF): By inversion, (Al)is Q1 :/ : r with (A1.1) QF, [ : tref in the premise. By well-formedness of Q and
Q | M we have that Q F v : 1.

Case (E-ASNAPP): By inversion, (Al) is (T-ASN). To establish the well-formedness of M’ we use (A1.2) and
(A1.3) along with clause (iv) of well-formedness of M to show that vy and vapp’ have the same type. Finally, since
Q l_ Vapp.

app
Case (E-ASNPOL1): Similar to (E-ASNAPP), except given Q |-, Vpol 1, We can construct QF, ([vpo )t
Case (E-ASNPOL2): Similar to (E-ASNAPP).
Case (E-CTX): We proceed by cases on the syntactic structure of evaluation contexts. Case E = e is already com-
pleted.

Sub-case (E = C(V,-¢;,€)): The judgment (A1) has the form Q F, E : ¢, using (T-L1) or (T-L2). For (T-L2), we use
the induction hypothesis to establish that QR = R;| i e;- : lab, and replace the appropriate premise in (A1) for the
conclusion. For (T-L1), we have t = Iab C(V,e},€), while using the induction hypothesis alone we can establish (T1)
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QK E-¢,:1ab C(V,¢,é). But, by (A2), we have that e; ~ ¢’ and FV (e;) = 0. Thus, to re-establish the conclusion, we
use (T-CONYV) with (T1) for the first premise, and (TE-CTX) using (TE-REDUCE) with (A2) in the second premise.

Sub-case (E = -ejep): By inversion, we have (A1) an instance of (T-APP), with (A1.4) QF e; : ¢;. To re-establish the
hypothesis, we will apply (T-APP) again. By the induction hypothesis we have that Q I ¢ : ;. By assumption, since
e is unchanged, the remaining premises are unchanged.

Sub-case (E = v-e): Similar to the previous case, except using the induction hypothesis for the second premise of
(T-APP).

Sub-case (E = {¢'} - ¢): Straightforward use of the induction hypothesis with (T-RELAB).

Sub-case (E = {o} -e): Straightforward use of the induction hypothesis with (T-UNLAB).

Sub-case (E = match -e with...): The top-level typing judgment is (T-MATCH). We use the induction hypothesis on
the sixth premise. The other premises are unchanged.

Sub-case (E =:e | @ :=¢ | v:=e): Trivial from use of induction hypothesis.

Case OTHER: : In each case, it is possible that the top-level typing judgment be one of (T-SUBR), (T-CONV), (T-L3),
(T-L4), (T-L5) or (T-L6); these are all the “subtyping” judgments in the static semantics.

Sub-case (T-SUBR), (T-CONV), (T-L3), (T-L5): Trivial use of the induction hypothesis.

Sub-case (T-L4), (T-L6): Using the induction hypothesis in the premise, it is easy to establish the (T1) QF ¢’ : lab~¢'.
However, by (A2) we have e ~ ¢/, and FV(e) = 0. Thus, following sub-case (T-L1) in (E-CTX), we establish the

conclusion using (T-CONV) using (TE-REDUCE) with (A2) in the premise.
O

Lemma 14. Given Q[R = x : t] well-formed and QR = x : t]};,, e : t; then, x € FV (e).

Proof. By induction on the structure of the typing derivation. The only interesting case is (T-VAR). There, R=x: ¢
we must have e = x and x € FV (x). O

Theorem 15 (Discharging relevant assumptions). Given Q = I';R; € well-formed, such that R =x : t,; t, = t'{e;} and
-ty i M; and an expression e such that,

(Al) QF, e:t

app

(A2) -l—“,,,, Vit
(A3) 6= (x—v)
(A4) (M,ce) ~" (M V)

Then, either (i) V' is a value containing v as a sub-term, and -+ ot :: R and - }-ot :: M. or; (ii) (A4) contains a
sub-derivation of the form: (Ax:t.e)V' ~ (Ax:t.eV")) (E-BAPP) where v is a sub-term of V'; or (iii) 6(e) contains a
subterm (') where v is a subterm of ¢'.

Proof. By induction on the structure of (A1l).

Case (T-VAR): oe =v, since R =x:t,; and v is irreducible. By (A2) and clause 4 of well-formedness of €, we have
that - -z, :: R and by assumption - f#, :: M.

Case (T-SUBR): Induction hypothesis on the premise.

Case (T-UNIT): Impossible, since (T-UNIT) requires R = 0.

Case (T-FIX): Inverting the third premise, we find an application of (T-ABS) with Q.R # 0 (by assumption); but
this requires # = rel(x : 1; — 1,), which is impossible. The fixed-point combinator is not applicable in a context with
non-empty relevant assumptions.

Case (T-L1): e =C(€). If oe is a value, then by Lemma 14 v is a sub-term of e and the conclusion produces the
type rel lab~e, which, by (K-L2) must be given :: R. Otherwise, x appears in the ith subterm, and e does not diverge,
we use the I.H. on the ith premise to ensure that the reduction sequence contains the necessary sub-derivation.
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Case (T-L2): Similar to (T-L1).
Case (T-L3), (T-L4), (T-L5), (T-L6), (T-FX): Straightforward with induction hypothesis.

Case (T-TAB): Since v = Aa:K.e is a value, we must show that (i) holds. However, since Q.R = x : ¢, the side
condition ensures that # = relt, :: R. Finally, by Lemma 14, x is free in e and so oe contains v as a sub-term.

Case (T-TAP): e =¢'[t'], with QF,, ¢ : ¢’ in the premise (A1.2). By the LH., if ¢’ ~> 6V contains the necessary
sub-derivation then we are done. Otherwise, by the substitution lemma (Lemma 8) we have that - = o¢’[¢'] : 67 and by
Theorem 13, we have - |, 6V'[t] : ot and, by the converse of Lemma 8, (A1’) QF,,, V/[t'] : . Now, by inverting (A1")
we find that v must be of the form Aa:k.e or (V']). However, this latter possibility is handled trivially since (T-POL)
requires Q.R C FV (V") and so condition (iii) is satisfied by 6(v"). Thus, the second premise of (A1), (A1°.2) must
be an application of (T-TAB). We conclude by constructing the necessary derivation by starting with (E-TAP) and then

using Lemma 11 followed by the induction hypothesis on (A1°.2)
Case (T-ABS): Similar to (T-TAB).

Case (T-APP): e =ejer. If x is free in e; and the reduction sequence Ce; N ov; contains the necessary sub-
derivation then we are done. Likewise, if x is free in e, and the reduction sequence oe> & ovy. If not, by the
substitution lemma (Lemma 8) we have that - Iz 6(ejez) : o) and by Theorem 13, we have - I, 6(viv2) : ot and,
by the converse of Lemma 8, (A1’) Q 1, viv, : t. Now, by inversion of (A1’) we have that v is either of the form
Ay:tr.eor (Ay:t.e).
Sub-case (v; = Ay :f;.e): The fourth premise of (A1°), (A1°.4) is an application of (T-ABS). We proceed by cases on
the structure of R| and R; in (A1’).

If R =0 in (A1), then R, = x : ¢, by the definition of (X-R), since R = R; ® R,. Thus, applying the induction
hypothesis to the fifth premise of (A1”), we find that Q[R;] |, v, : 611 and - - 7; :: R. Thus, in the second premise of

app
(A1’.4), we have QR =y 1|, e : tp. For the conclusion, we construct the necessary derivation using (E-APP) and
then use Lemma 8 followed by the induction hypothesis on (A1’.4) (applied to the relevant assumption y : #;).

If Ry = 0 then R; = x : t and we proceed as previously, but this time applying the induction hypothesis to to the
relevant assumption x : #; in (A1’.4).

Finally, if Rj = R, = x : ¢, then (A1’.4) has the form [x: 71,y :#;] I, e : 1, and the induction hypothesis is not directly
applicable. To solve this, we consider (A1°.4°) [y: ] |, Oe : ot, which is well-formed by the substitution lemma
and apply the induction hypothesis to (A1’.4’).

Sub-case (vi = (v|]): (A1°.4) is an application of (T-POL) and so R; = @ (otherwise & (e) trivially satisfies condition
(iii)) and R, = x : £, in (A1’). By Lemma 14, v is a sub-term of ov,. Thus, o(V|)v2 ~» o (V| (v2)) B-aPP), satisfying
condition (ii).

Case (T-ASNAPP), (T-ASNPOL1), (T-ASNPOL2): Induction hypothesis on second or third premise, as neces-
sary.

Case (T-DRF), (T-CONYV): Induction hypothesis.

Case (T-MATCH): If Ry = x: t then we use the induction hypothesis on the fifth premise. Otherwise, given e =

match v with p; — €1 ...p, — ey : t, by Theorem 5, we are guaranteed that 3 such that e ~ oje;j. From the premises
of (T-MATCH) we have that Q[x: /| I, e; : r. Thus, by repeated application of the substitution lemma we have

app
QF,, oje;: ojt, to which we can apply the induction hypothesis.

app
Case (T-LOP): Inapplicable, since the color index ¢ = pol.
Case (T-POL): For e = (¢'), we have from the first premise that x € FV (¢'). Thus, o(e) satisfies condition (iii).
O
D Correctness of the access control policy
Figure 16 reproduces the access control policy from Section 2.1. In this section we prove the correctness of this
policy with respect to the non-observability condition.

Definition 16 (Similarity up to [). Expressions e and €', identified up to o-renaming, are similar up to label | according

34



policy login(user:string, pw:string) =
let foken = match checkpw user pw with
USER(k) =) USER(k)
_=) FAILED in
(token, {token}0)

policy member(u:lab, a:lab) =
match a with
ACL(u, i) =) TRUE
ACL(j, tl) =) member u tl
_=) FALSE

policy access(k,ot)(u:lab~ USER(k),
cap:int{u},
acl:lab, data:af{acl}) =
match member u acl with

TRUE =) {o}data

_ => halt#access denied

Figure 16. Enforcing a simple access control policy.

to the following relation:

i=1,2

e|en ~y 8/16/2

/
e~ e e~ e ei~e;

{I'Ye~ {I'}e

! {lye ~i {1} Axit.e ~paxit.e

vV e~ e e~e  t~t Vi.ej ~ €]
fix fit.v ~y fix fi1.0/ Aa.e ~j Aa.e eft] ~ elt'] C(@) ~ C(e)
e~ie e~ fi picig e~y e~pé
match e with p; — e; ~; match €’ with g; — f; (e) ~1 (€) T -e~T-€

dom(()o1) =dom(()o2)  Vx.01(x) ~; O2(x)

01~ 02

The interesting case in the definition of similarity is the second judgment. Arbitrary expressions e and e’ are
considered similar at label / as long as they are preceded by a labeling operator that gives them the label /. The
remaining rules are congruences. The full relation can be found in Appendix D. We extend the similarity relation to a
bisimulation in the standard manner.

Definition 17 (Bisimulation). Expressions e| and e, are bisimilar at label [, written e| = ey, if, and only if, e} ~; e
and for {i, j} = {1,2}, e; ~ ¢; = e; ~ ¢’ and €| = ¢},

Notice that this definition of bisimulation is timing and termination sensitive. We require both e; and e, to be reducible
for an identical number of steps, with similarity up to / true of each intermediate term and of the final values, if any.
We can now define our security property for the access control enforcement policy in Figure 3.

Lemma 18 (Similarity under substitution). Given substitutions G| ~; Oy, then G(e) ~; 02(e).

Proof. By construction of e ~; ¢’ and definition of substitution. O
Theorem 19 (Non-observability). Given two label constants acl and user, and for

(Al) i=1,2, -F,, vi:t{acl}

(A2) a (-)-free expression e such a : ty,m : ty,,cap : unit{user},x : t{aci} I, e : t,

(A3) Then, for type-respecting substitutions 6; = (a +— access,m +— member,cap — ({user}()]),x — v;),

(A4) member user acl ~> False
Then, o1(e) ~qc O2(e); and

o1(e) ~ o1(e') <= os(e) ~ 02(€) N o1(e) =y 02(€)

Proof. By induction on the structure of the typing derivation (A2).
Case (T-UNIT): Trivial, since () ~, () and () is a value.

35



Case (T-VAR): The interesting case is when (A1) is of the form I' -, x : t{acl}. In this case, we have o;(x) = v,

app
and 0> (x) = v,. By inverting assumption (A2), we have v; = {acl}v!, which, by definition, gives us v| ~ v2. Since

v; is irreducible, we get v /2, v2. In any other case, we get 0] (x) = 02(x).
Case (T-FIX): We have

fix f:01(t).01(v) ~~ (f — fix f:01(t).01(v))o1(v) = 01(f + fix fit.v)v
and
fix £:02(t).02(v) ~ (f = fix f:00u(t).02(v))02(v) = 02 (f — fix fit.v)v

and since o;(f — fix f:t.v)v is a value, we have

(9] (6) ~acl 62(6) = 01 (6) Racl 62(6)
Case T-TAB: We have, from (A1)
o1 (ra.e) = V| ~ue vy = 02 (ha.e)
, and since both are values bisimilarity is as in (T-FIX).

Case (T-TAP): We have I\, ¢[t] and o;(/a.eft]) ~~ 0i((a +— t)e) We have 01 ((a — t)e) ~ue1 O2((a +— t)e) from
Lemma 18. But, from the type-substitution lemma (Lemma 11) we have

a:tg,m:ty,cap : unit{user},x : t{act} b, (a—1t)e:t,
Thus, for bisimilarity, we use the induction hypothesis applied to this last judgment.
Case (T-ABS): Similar to (T-TAB).

Case (T-APP): The interesting case is when o;(e) = vivg. In other cases, we use the induction hypothesis and (E-
CTX).
Sub-case (v; = Ax:t.e) and e is (-)-free:

We have (A2) of the form below, where I' = a : t,,m : t,y, cap : unit{user},x : t{ac}:

(A21.1),x:thk,, et

app

'k, (Axit.e)V/
To conclude, we must show,
(01, (x = 01(V)))e Ract (02, (x — G2 (V) )e

But, by hypothesis, we have 6} ~,. 0> and by the induction hypothesis we have 01 (V') ~,; 02(V'). Thus, we have

(01, (x = 61(V)))e ~aet (Oa, (x = G2 (V)))e

immediately, from Lemma 18. To conclude with bisimilarity, we use

(01, (x = 0;(V')))e = oi((x — V')e)

and we use (A2.1.1) and the substitution lemma, Lemma 8 to establish

a:tg,m:ty,cap: unit{user}, x : t{aci} k5, (x —1V)e: (x =V,
Finally, we apply the induction hypothesis to this last judgment to get bisimilarity.
Sub-case (v; = Ax:7.(e)) and e is (-)-free:

In this case, we are unable to use the induction hypothesis to establish bisimilarity since,

(A21.0)x:th, et

pol

'k, (Axit.(e))V
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and the hypothesis only applies to app-context judgments. However, our assumption was that e is ()-free. Thus,
since we are assuming that o;(e) is of the form Ax:z.(e')V/, (€') must result from an application of apply : t,, Where
(a — apply) € 0;. We proceed by cases on the syntactic form of Ax:t.(e')y

Sub-case (Au : lab~USER®).(Acap:t.e)): After a step of reduction, we get (u — v})(Acap:t.e)) and since apply is a closed
term o;(Acap:t.e) = (Acap:t.e). Thus, by Lemma 18, we have

(u—))(Acap:t.e) ~aer (ur—h)(Acap:t.e)

To establish bisimilarity, each side reduces in one step to a values using (E-BABS)

Acap:t.((u— v))e) ~ae Acap:t.((u—h)e)
Sub-case (Acap:unitu.(e])): We must have that u = user since, we have an application
e = (Ax: unit{u}.(e)o;(v)
, and, by assumption V' is ())-free. Thus, we have an application in which e; = Ax : unit{user}.(e)) ({user}()) reduces,
as in the previous subcase, to similar values.

Sub-case (Aacl : lab.(e]): Similar to previous sub-case.

Sub-case (Ax : tl.(e])): We must have [ = acl, since we have an application

e = (Ax: t{l}.0;((e))o:(v)

, and, by assumption V' is ()-free. Thus, we have an application in which e; = Ax : t{acl}.(e])v; which reduces in one
step to

match member user acl with
TRUE — {o}data

_ —halt#access denied
But, by assumption we have member user act ~~ FALSE. Thus, in both cases the program halts, maintaining bisimilarity.
Case (T-LAB): If we have I'F;,, C(ii,e,€) : lab C(€), then we can reduce the ith subterm using (E-CTX) and establish

app

the result using the induction hypothesis. Otherwise, we have o1 (e) = C(ii) = 02(e), because, if x € FV(e) = v; is
a subterm of ¢ (e) which is lab-typed. This is impossible since by (A1) v; has a labeled type and unlabelings are not
permitted in app-context.

Case (T-HIDE), (T-SHOW): Induction hypothesis.

Case (T-MATCH): The interesting case is when the matched expression is in fact a value v; in all other cases we
conclude using (E-CTX) and the induction hypothesis. However, by the first premise, we have I' - o;(v) : lab and
01(v) ~ac1 02(v), which at type lab implies o;(v) = 02(v). Thus, both o;(e) and 0 (e) reduce to the same pattern
branch and we conclude with the induction hypothesis.

Case (T-UNLAB), (T-RELAB): Inapplicable, since by assumption (A2) is in app-context.
Case (T-POL): Inapplicable, since by assumption e is ()-free.
Case (T-CONV): Induction hypothesis. O

E Dynamic Provenance Tracking

Figure 17 reproduces the provenance policy from Section 3.2. Figure E defines a logical relation parameterized by
a label [ in order to relate terms with similar provenance.

Lemma 20 (Substitution for type-shape relation). Given a well-formed I such that
(Al) Tt x
(AZ) 01 ) 02! F,F

Then, o1t =~ Ost :: K
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typename Prov a= (l:lab{Auditors} x a{{c}i}) policy flatten{c) (x:Prov (Prov o)) =

policy apply{c.,B) (If:Prov (o« — ), mx:Prov o) = let Linner = x in
let If=Ifin let m,a = inner in
let m,x = mx in let Im = Union({o}1, {o}m) in
lety=({o}) {o}x)in ({Auditors}im, {Im}a)

let Im = Union({o}1, {o}m) in
({Auditors}im, {im}y)

Figure 17. Enforcing a dynamic provenance tracking policy.

Proof. Straightforward induction on the structure of (Al)—a substitution of free variables in ¢ does not change the
shape of 7. OJ

Lemma 21 (Substitution for logical relation). Given a well-formed 1" such that
(AI) T’k e:t

(A2) eis (-)-free

(A3) o1 ~,0y:T',T"

(A4) e = ey &T

Then, o1e =, 0ye : 011,05t

Proof. By induction on the structure of (A1l).
Case (T-INT): Trivial, with (R-INT) and o;(¢) = .
Case (T-VAR): By assumption (A3) o1 =, 0> : I',I" by (R-SUBST) with o (x) =, 0>(x) : I'(x),I'(x) in the premise,
where I'(x) =1 = 0;(¢).
Case (T-FIX): Fix can be handled using a standard labeled reduction as in Mitchell [29], section 8.3.4. Note that
according to (R-EXPR), we are only concerned with terminating computations.
Case (T-TAB):
INoa:kkFe:t
I'E Aa:K.e:Va:k.t

app

(T-TAB)
We use the induction hypothesis on the premise to show that

Ole =), Oye : O|1,05t
where 0] = 0;,a — 1/ and #] ~ t} :: k. Thus, by (A3) we have 0] =, 0} : (I, :: k),(I',« :: k). This suffices to
establish the conclusion via (R-UNIV).

Case (T-TAP):
'tk Tk, e:vak.t

app

Ik, elt]:"

app

(T-TAP)

From the second premise we can use the induction hypothesis to establish that
oi(e) =, o2(e) : 01(Va :: K.1), 00 (Vo 1 K.1)

via (R-UNIV). L.e. YVt Jhil1 Rlh: i K = O] (e)[t]] ~p 62(8)[l‘2] : (G],(X = t])t/, (62,05 = tz)t/.
But, from the first premise (T-TAP) and from Lemma 20 we have that o) (7) ~ 0,(¢) :: k. Thus, we can conclude

(¢ (6)[611‘] ~p Gz(e)[Gzl‘] : Gll‘”,Gzl‘”

as required.
Case (T-ABS):
'tk Tx:tike:n
I'E Ax:tie:x:ti —t

app

(T-ABS)
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le] Interpretation of labels as sets

[€] = {c} [wmion(11,12)] = (1] U L]
t<t Prefixing relation on types
/
1<t %
e~,e 1,1 e and ¢’ are related at types ¢ and ¢/, parameterized by a provenance color p

iE{l,Z} vt t{{ei}gt,» 1<t eilfji;vfab
c e TN [v5"] Vo Audiors € [T N [V37]

— - (R-EQUIVC)
Vi Rp Vit Q
iE{l,Z} ‘Feitt;
el-i@v,- = Vi Rp Vi,
n=pn:int,int (R-INT) (R-EXPR)

e1=peyil,h

Evi(en) —n V() — 1
WL,V vi R, VLt = v R, VY (e v, (e V)8
LV V1 =p V- M55 / 1~p /1 (/ 1)1z, ( 0L (R-ABS)
v,V () =, (xit) — 1
ie{l,2} -Evi i Vauk.g
Vit ik = il Ry nlt] i (a—H)t, (a— )0
(R-UNIV)
V1 Rp V2 Yokt VoK.t
ie{1,2} -KC(e):lab Vj.ejr,es:lab,lab el =) e : lab, lab
— — (R-LAB) <~ o oo, RLABY
C(e') =, C(e?) : lab, lab €17p €2 1abr~€1,/80~€2
e| ~, e t,t ic{l1,2} -t ic{l,2 Bt vim,vaity,t
1 P 2 la 2 {, 7,} L i (R-CONV) { b) } q l]) l 1 P 2 17 2 (R.BRAC)
e1 e it],th (1) =p (v2) 111,12
dom(o) = dom(o”) Vo € dom(o).I'(a) =T"(«)
veay, Vit o(a)~o'(a):T(a) Vxedom(o).o(x)~, o (x):T(x),I"(x
Py S0 T 1(0) 09 %y 00 T
{e}vm, {'}V 1 t{e}, ' {e'} o~,0 Il
t~t ik Types t and ¢’ are related (have the same shape) at kind k¥
T < ie{l,2} -kFlab~eiik
r~rk RFID lab~e] &~ lab~ey i K (RTLAB)
ie{l,2 Htfeit M 1=K
{1,2} i{ei} L= (RT-LABELED)
ti{e1} ~t{e} = M
ie{1,2} (et =tk K
Wi bvitti = (xR (- )l s K
- - (RT-FUN)
(xty) =t = (xhr) =ty K
ie{l,2} Evoskd K
Vijdi=t ik = (a—nDh=(a—t)nK
(RT-UNIV)

Va:K.l1 &= Voa:K.1hp K’

Figure 18. A logical relation for dynamic provenance tracking. (Limited to FABLECORE)
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Our goal is to establish o1 (Ax:ti.e) =, or(Axity.e) : 01((x:t]) — 1), 02 ((x:t1) — o) via (R-ABS).
To use (R-ABS), we must first show fori € {1,2},

(TI) - |—,,,,/, O'i(lxih.e) : Gl‘((xill) — tz)

But this follows directly from the substitution lemma, Lemma 8.
Next, we must show

(R3)¥vi,va.vi =p v i O111,00t1 = O1(Axiti.e)vy =) O2(Axiti.e)vy 1 (O1,x = vi)tr, (G2, x — V)t
which, by (R-EXPR) requires showing

(R4) (o1 (Ax:t1.€)vi ~> Vi AOp(Axiti.e)vy ~> vy) = V) mp1h i (01,X = v, (G2,x — v2)ih
By (E-APP), this is equivalent to showing

(R4) (o7 (e) ' ViAo (e) ' Vh) = v ~p vy 1 (01,x v, (02,X — o)t

where 6,-’ = 0;,x — v; and v| =, v, : 0111, 02t. This follows from the induction hypothesis applied to the first
premise of (Al).

Case (T-APP):
Fheli(xtl‘l)—Mz I'Ee:ty
I'kejer:t)

(T-APP)

Our goal is to show, via (R-EXPR),

o1 (6162) Rp 62(6162) : G]lé, Gzlé

By the induction hypothesis applied to the premises of (A1) we have
(Rl) G](el) ~p 62(81) : G]((XZZ]) — t2),62(()€2t1) — IQ)

(R2) o1(e2) =), 02(e2) : 011,001

If e; is not a value, then by inversion (R1) is an instance of (R-EXPR) and we have

o€y & Vi N\ Opeq & Vy = VIR,V 61((x2t1) — tz),Gz((x:l‘l) — t2)
If e; is a value we have the conclusion of the previous implication directly. Inverting this relation, an instance of
(R-ABS), we can derive
RL1) W, vx,V o, 0t = (oi(er)v N NG (er)V N V) = v Rpva it (01,x = V)1, (02,x — V)1
Similarly, inverting (R2) we can conclude
(R2.1) o (62) 5 Vi A 62(62) 5 V) = V] =p Vo 1 0111, 021
If either, oje; or oje; diverge then we can establish the result trivially using (R-EXPR) since the guard in the

implication of the last premise is false.

If neither diverges, we use (R1.1) instantiating v and ' to v; and v», respectively, from (R2.1).

Case (T-LAB), (T-HIDE), (T-SHOW): Induction hypothesis on the premise and concluding with either (R-LAB?2)
or reusing the premise of (R-LAB2) to conclude with (R-LAB).

Case (T-MATCH):

I'ke:lab 'tk pn=x wherex ¢ dom(I)
X;=FV(p;))\dom(I') T.,Xi:labk p;:lab T ,X;:labe > p;Fe;i:t
I' . match e with py = e1...p, = e, it

Applying the IH to the first premise we get that

(T-MATCH)
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e (R1) oy(e) =, 02(e) : lab, lab

However, by inverting (R1), we find that it must be an instance of (R-EXPR) or (R-LAB). We are only concerned
with the case in which both o} (e) and 0,(e) reduce to a values v; and v, respectively, since otherwise ojmatch... )
oOpmatch... : t vacuously, using (R-EXPR) and the substitution lemma. In this case (where they both converge), we can
consider the last premise of (R-EXPR) to be an instance of (R-LAB). However, v; =, v, : lab, via (R-LAB) only if
VI =Vvy =

Thus, if matchv... ~o G*Gl (ej), iff matchvs... ~ G*Gz(ej').

But, from (A1) we have

I',X;:lab,v = pjl.e;:t

By Corollary 10 we have I, X; : lab I e; : t. Furthermore, since v = v, we have

0" ~, 0" X lab,X; : lab

using (R-LAB) repeatedly, as necessary. Therefore,

01,0" =, 02,06 : I',X; : lab,I", X : lab

Finally, using the induction hypothesis on ¢;, 61,06", 02,6 we have our conclusion.
Case (T-UNLAB), (T-RELAB): Impossible; the statement only applies toI'-,, e : .
Case (T-POL): Impossible; the statement only applies to (-)-free terms.

Case (T-CONYV):
I'ke:t Thkrt

I'ke:t

(T-CONV)
By the induction hypothesis applied to

'k e:t

app

we have

oi(e) =, 02(e) : 011,00t

By the second premise of (A1), we have that 7 2 ¢'. But, by definition of (TE-REDUCE), t ¢’ iff V5.0 () ~ o(1').
Thus, we establish the conclusion using (R-CONV).
OJ

Note that this relation permits terms at different types to be related. For instance, suppose we have

[ 2 1ab{Auditors} F Aa.Ax:a.x [int{{o}1}] : (x:int{{o}{} — int{{o}{})

And /1 = {Auditors}Union(P,Red) and [2 = {Auditors}Red. Clearly, we have [1 =, [2 : lab{Auditors},1ab{Auditors}.
Lemma 21 states that after substitution,

Ax:int{Union(P,Red)} x =, Ax:int{Red} .x : (x:int{ Union(P,Red)}) — int{Union(P,Red)}, (x:int{Red} — int{Red }
which requires showing that for

vi & v tint{Union(P,Red)},int{ Red } = Ax : int{ Union(P,Red)} .x vi =, Ax:int{Red} xvy: ...

This result is justified easily in two ways:
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1. The guard is impossible to satisfy, since, by inversion, the only potentially applicable rule is (R-EQUIVC) and
the disjunction in the last premise cannot be satisfied.

2. Assuming the guard, we can show the result using (R-EXPR) and (E-APP) since each side reduces to vy, v»
resp. and the resulting implication is a tautology.

We can now use Lemma 21 to state and prove the main result of this section.
Theorem 22 (Dependency correctness). Given all of the following:

(Al) a (-)-free expression e such that a: t,, f :tg,x: ProvtF,, e:t,

app

(A2) a type-respecting substitution ¢ = (a v apply, f + flatten).
(A3) &, vi:Provt fori=1,2and vy =, vy : Provt

(A4) forie{1,2}, o,=0,x+—;

appx appx

Then, (o1(e) ~ V] A 0Oa(e) ~Vvh) = V| =, v, 01t 0ot
Proof. It suffices to show that apply =, apply : 1, and flatten =2, flarten : tr. Then using (A3) to establish 61 ~, 02 :a : 14, f :
ty,x: Provt and can use Lemma 21 for the conclusion.

Case (apply): The interesting case of apply =, apply : t, amounts to showing

apply[ty, 12]v1 R apply[t1,12]va i 2y
where (AS5) vy &, vy : Prov ] — 1, Prov 1] — 1. We write (AS5) using the more convenient notation of dependent
tuples.

(AS) ({Auditors}l) =, ({Auditors}l") : ab{Auditors},iab{Auditors} — ({I}f) =, ({I'}g) : (1 — 0){I}, (11 — ){l'}

(({Auditors}l)), ({1} 1) ~p (({Auditors}l'), ({I'}g) : Prov (t1 — t2),Prov (t1 — 12)

The first premise is an instance of (R-BRAC) followed by (R-EQUIVC) since we have a labeling with Auditors. We
now proceed by cases on the structure of the second premise of (AS), (AS5.2).

Inverting (AS5.2), we find that it must be an instance of (R-EQUIVC) or (R-BRAC).
Case (R-EQUIVC): In this case, we have from the last premise, that ¢ € [[;] N [[]]. Since appiy[ti,t2]v; and
apply[t1,12]v are values with type 1} — Prov 1, we must establish the relation using (R-ABS). However, from inspection
of apply, we find that whenever appiy[t1, 12 ]vix terminates, it does so with a value of the form ([;,v}) : Prov 1y, i.e. v} : 12{l;}.
Since we have already established t hat ¢ € [[[;] N [[12]], we can establish that (I;,v}) =, (l2,V5) : Prov tp, Prov 15 using the
same form as (AS5).

Case (R-BRAC):

) 'T[,,,, (Hl}f]) ot ’ l_u/w ([{l’}g]) 4 {l}f ~p {l/}g : t7t/
{13 f) ~p ({1'3g) 21,
Inverting the third premise, we find that it must be an instance of (R-RELAB), with (R-ABS) in the premise. That
is, we have that

(R-BRAC)

(A6) WLV mp V) st = V] R, V) (= V) )i, (x = )i

To establish the conclusion

apply[l‘l,lz]vlvll ) apply[tl,l‘z]VQ\/lz : té,l‘g
we notice that if both expressions do not diverge, the left side reduces to ({1, ({Union(l,,1})}fv})) and the right
side to (I, ({Union(l»,15)}gv5)). To establish the goal, we use reuse (AS5) with (R-BRAC), (R-RELAB) and the
conclusion of (A6) for the second premise.

Case (flarren): Following an argument similar to apply and concluding with (R-EQUIVC), since Auditor-labeled terms are
always considered equivalent in the relation. O
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policy Iub (x:lab, y:lab) = match x,y with policy app{ce::U, B,Lm) (f:(oc — B){I}, x:a{m}) =

HIGH, _ — HIGH {lub I m}_4 ({0}_5 ) ({0}_6 x))
_,HIGH — HIGH
_, MED — MED policy app2{c.,B.l) (f:(oe — B){I}, x:a0) =
MED, _ —MED {1}.7 (({o}-8 x)
_—LOW
typename bool [ =V a.(a — a— a){l}
policy low({a)(x:0) = {LOW}_I x let client{ct) (b: bool HIGH, x:0.{LOW}, y:a{MED}) =
letb’> =b [ax] in
policy join{a,lm) (x:a{l}{m}) = {lubim}_2 x let X" = sub [o] x MED in
let tmp = app [a] [ — ] b’ X’ in
policy sub{o.,l) (x:o{l}, m:lab) = {lub I m}_3 x app o] [a] tmp y

policy def{c) (L:lab, x:00) = sub [a] (low [a] x) [

Figure 19. Enforcing a static information flow policy.

Additional syntactic forms

e = ... |{e | e} Bracketed expressions represent multiple executions
ve u= o {ve L vel} | {oHve || ve} Extensions to values
E. == ...|{e]e}|felle} Evaluation contexts
Qfe:t Additional type rules
t=rt{e} QFf:U lwb&SHIGH Qlei:t Qker:t Viei#{e | €'} (L-BRACKET)
Qb fer || e} o

e~ e Additional reduction rules

ic{1,2 ic{1,2 ic{1,2 e

ie{1,2} (PROJ1) ie{1,2} (PROJ2) {r.2) v {{vi llvalt, Ofvi | va}t} (PROJ-3)

[fvi [ 2} li=wi LOLv v} i = (v vli=v

v2 # {o}e{y || v

(Ax:t.e)vy ~> (x—v)e
{ebaa({odssllvr | Vilve = {Hedar({odsgve) e i Il {etaa({o}ssv)) L ve ]2} (E-BAPPI)

ve# ) | v}
{e}avr({oYefve | Vi B)) ~ {{etavs({odeve) || {etavr({c}evi)}

(E-APP)

(E-BAPP2)

Figure 20. Semantics of FABLECORE®.

F Correctness of the static information-flow policy

Figure 19 reproduces the policy of Figure 7, expanding it to a three-point lattice and showing an example program
client. However, to assist with the proof, we have annotated each relabeling operator with a unique index corresponding
to its location in the source program. These annotations are similar to the allocation site indices commonly used in
pointer analyses.

Figure F gives the semantics of FABLECORE?, an extension of FABLECORE in the spirit of Core-ML? [33], Pottier
and Simonet’s technique for representing multiple program execution within the syntax of a single program.

Our first lemma, Progress for FABLECORE?, is necessary to establish that our augmented operational semantics are
sufficiently expressive to capture the evaluation of a pair of FABLECORE programs. It relies on the indices given to
each relabeling operation.

Lemma 23 (Progress for FABLECORE?). Given well-formed T =X : 7, where { = tyup, . . . ,Lappa, the types of the policy
7, of Figure 19, and a ()-free FABLECORE? program e such that T;-;- & e : t; then 6(e) ~ ¢/, or 6(e) is a value,
where 6 = (X — 1)

Proof. By induction on the structure of Q - ;e : ¢, relying on Theorem 5 for most cases, where Q =1T7;-;-. (limited
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to the functional core)

Case (T-UNIT, T-VAR, T-SUBR, T-L1, ..., T-L6): Trivial, by using Theorem 5 and appealing to evaluation
context {o || e}} or {e || o }.

Case (T-UNLAB): If e # {v; || v»} then we follow Theorem 5, appealing to evaluation context {e || e} or {e | o},
if necessary. Otherwise, if e = {v; || v2}, then, by definition {o}e is a value.

Case (T-APP): If ¢; and e, are not bracketed values, then we follow Theorem 5. If ¢; is bracketed, then ¢; must be
{o}{v1 || v2}, since, by (T-BRACKET) QF, {v; || v2}} : 'e, and from the first premise of (T-APP) we must have e;
of unlabeled type, and so f must be an unlabeled type.

We now proceed by cases on the possible unlabeling indices i € {5,6,8}. In the first case, we have an evaluation
context

E-({o}sfvr I vihme

No reduction rule is applicable at this context, but, from the structure of app, we can expand this context to:

E-{e}a({o}s{vy I Vi B

Similarly, for

E-({o}sfvs I Vidve

and

E-{etr({o}sf{vs Il vi}ve

In either of these cases (E-BAPP1) is applicable and a reduction is possible.

Finally, we observe that it is impossible for ¢; = {o}¢{v; || v2}}. From the source program, we note that such a term
is introduced by ¢’ = €| ¢}, where €, = {o}¢{vi || v2}}. Reduction of ¢’ in this case can only be handled by (E-BAPP1)
or (E-BAPP2), since (E-APP) specifically rules out this case. By inspection of (E-BAPP1), if €, = v, = {o}¢{v1 ||
v2 }, then, in one step of reduction, using the definition of | v, |, the {o}¢{v || v2}} term is immediately destructed.
Similarly for (E-BAPP2). Thus, it is impossible for {o}¢{v || v} to appear in the left-side of an application.

By the above argument, it is also straightforward to establish that if e; = {o}¢{v || V'}, then, although (E-APP)
rules out this case, a step is possible via (E-BAPP2).

Case (T-MATCH, T-TAP, T-FIX): In each of these cases, we must consider the possibility that the expression v in
redex position is of the form {o}{v; || v2}}. Note that the bracketed term must be prefixed by an unlabeling operator
since by (T-BRACKET) {{v; || v» } always has a labeled type, and the premises of each of these rules require unlabeled
types for v. Again, the only unlabeling operators in the program are labeled 5, 6, 8; but, as our examination in (T-APP)
has shown, all these unlabeled bracketed terms are destructed immediately. Thus, the case of v = {o}{v; || w2} is

ruled out and we can rely on Theorem 5.
O

Lemma 24 (Subject reduction for FABLECOREZ). Given well-formed Q =T;-;-, where T =X : 7 as in Lemma 23, and
a ()-free FABLECORE? program e such that Q. e : t. Then,

e~e =>QFé:t
Proof. By induction on the structure of e ~+ ¢/. We must consider on the additional rules in Figure F, relying on

Theorem 13 for the other cases.

Case (E-APP): Again, v; remains a lambda-abstraction as in the FABLECORE case, so no change in the analysis is
required. If v| contains a bracketed sub-term, then we must extend the substitution lemma to handle the (T-BRACKET)
case. However, this is straightforward by using the substitution lemma, Lemma 8 on the fourth and fifth premises,
relying on the last premise to establish that the e; are not nested bracketed values.

Case (E-BAPP1): The left-side of the reduction is typed using :
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pyp— 7 1 2 '
e = 0 | x| ftxf.lx.le lerer expresszvons (© — @)% (Subtyping) Guards [ < unit L;l,

t o ou= unit] (t; —tp) types l<a(t—t)

I Fasz () : unit (ML-UNIT) I Fpex: T(x) (ML-VAR)
Me:t][f: (t—t) ] Fare: (t—t) (ML-ABS) Meyrer: (t—t) Tryrex:t lat (ML-AFP)
My fixfAxe: (t—t)! MFuLerer
< n<n n<t I1CI
Mhue:t <ty GUB) 1</ (SUBID) =1 2-=2 '=' (SUBFN)
Myre:t (h—n) <@ —b)

Figure 21. Core-ML syntax and typing (functional fragment).

QF {o}ssf{vs | V}} (T-BRACKET)

QF A{etar({olssfvs | vihve:t
It is straightforward to show that {o}sgv, and {o}s v have the same type as {o}sg{vy || v}:}, using the third

and fourth premises of (T-BRACKET). Similarly for v, and | v, |;, and finally that in e ~ {{e; || e} that e has the
same type as e; and e;. The critical point to show is that {e; || ex} is itself well-typed; i.e. protected at level HIGH.
However, {e}s = {lublm}4 where t{l} is the type of {v/ || v};}. Thus, by (-BRACKET), it must be the case that
1 = HIGH. Given that e; has type ¢, and we have just established that 7 is guarded at HIGH, we have sufficient evidence to
show that {e; || e2}} can be typed using (T-BRACKET) to satisfy its first two premises.

Case (E-BAPP2): Similar to the previous case to show that each e; is well-typed. Now, must still provide the
evidence for the first two premised of (T-BRACKET) in order to type {e; || e2}. However, by inspection of the
policy function app, in which {o}¢ appears, we can conclude that 7, :: U and thus has no label. However, as previously
{e}s = {mb1m}s where t,{m} is the type of {v, || v.}. From, (T-BRACKET) we can conclude that z,{m} is guarded at
level HIGH and thus ¢ is also guarded at HIGH, which is the type of e; and e;. This is sufficient for (T-BRACKET). [

Theorem 25 (Noninterference). Given p:7,x:t{HIGH} e :t'{LOW}, where e is ()-free and Q - t' :: U; and, for
i=1,2, - K v : t{HIGH}. Then, for type-respecting substitutions o; = (p — T, x — v;), where T is the policy of
Figure 19, 01(e) ~> V| A 0a(e) ~> vy = V| =V,

Proof. Straightforward from the substitution lemma, Lemma 8; Lemma 24 and from construction, Q I~ v : ¢ where ¢
not guarded at HIGH, implies [ v |} = | v 2. O

G Completeness of the static information-flow policy

In this section, we show that the information flow policy of Appendix F, Figure 19 is complete with respect to to
the purely functional fragment of Pottier and Simonet’s Core-ML [33]. Figure 21 reproduces the syntax and the static
semantics of a minimal functional fragment of Core-ML.

Definition 26 (Non-degeneracy of Core-ML typing). A Core-ML type (t; — t,)" is non-degenerate if, and only if, 1<t
and both t| and t, are non-degenerate; unit is non-degenerate. A typing derivation 9 =T by e : t is non-degenerate
if. and only if, for every sub-derivation 2’ with conclusion t', t' is non-degenerate.

The non-degeneracy condition above assures that all function-typed expressions e are given types that permit the
application of e. Note the third premise of (ML-APP) that requires the type of the function to be non-degenerate. So,
while in programs such as (Ax.0)e;, e; may be given a degenerate type since it is never applied. It is straightforward
to transform a typing derivation for such programs into a non-degenerate derivation.

Figure G shows a translation from Core-ML typing derivations & to FABLECORE programs e.

Theorem 27 (Completeness of static information flow). Given e such that, 2 =T by e : t is non-degenerate; then
[T+ 7 [2] : [t], where m is the policy of Figure 19.
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[tD, Ir7] Translation of Core-ML types and environment

e, € {LOW,MED, HIGH}
[unit] = unit{e; }

[(t1 = )] = ([ta] — [e2D{10 "}

[[unit]] = unit

- [ =r

[x:e, 7] =x:[[t],[] =9=r

" Translation of Core-ML labels to FABLECORE terms
[]"=Low [M]"=MED [H]" =HIGH

2] Translation of derivations 2 to FABLECORE expressions.

9
Ity fixfAx.e: (tl — tz)l

My it = () X-U) [Fhyex:TE)]=xX-V) [ I =fix £.([(t1 — t2)'Ax: [t1].[2] (X-ABS)

@1 =T Fu ey: (tl —>t2)l @2 14ty
My erer:tn

[ Il(t2 = t)] =join [t2] (app2 [[t1]][[£21][21][22]) (X-APP1)

D =TkyLer: (t1 — tz)[ Dy laty
Iy erer it

[ [[(t2 = unit)] = app2 [[t:]]][[t]]][21 ] [Z2] (X-APP2)

2 1<t
[— 1=t <t](X-SUB)
Mppe:t
<t =¢ Translation of the subtyping judgment given as a translation of a [[t]]-typed FABLECORE expression, e.

[t < t] = e (SUB-ID)

_@1:t/1§t] @2:t2§t,2 lEl/
U
(1 —t2) < (1) — )

[

[ =def [t} — 1] ey (Ax:1].[2]) (SUB-FN)

where n=[ul], 4=I[t]
ty=t2,e, =[]

=[] =te,}, n=[t]
e =[l],ey =[I'I', ~ and,

¢ = joinlt](app [1] [t2] e [Z1]))

Figure 22. Translation from a Core-ML derivation 2 to FABLECORE.
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Proof. By induction on the structure of the translation [Z].
Case (X-U): Trivial.

Case (X-V): Trivial.

Case (X-ABS): By the induction hypothesis we have

M, f: (=) x:tu]l km 2] : [t]

To establish the conclusion we use, (T-FIX) with (T-SFX) followed by (T-ABS), with the induction hypothesis appli-
cable in the third and fourth premises of (T-ABS), and X = 0.

Case (X-APP1, X-APP2): By the induction hypothesis we have both

L[M] w2 [0 — )], and,
i [M]F (2] : ]

The type of app2 is Va:M. ¥V B:M.gLf:(o— B){1} —x:a— B{l}

Thus, we have the type of app2...[%] to be [th]. In case (X-APP2) this is specifically (){[[/]"} which is an ac-
ceptable translation of the Core-ML type unit. In case (X-APP1), this type is specifically [t]{[/'] }{[[{] } which
is not yet an acceptable translation of t. Thus, we apply join... which has type voa.¢lm.x:a{l}{m} —a{iubm} to obtain
[e]{ws[[I'] [1]"}. To conclude, we use the final premise of (ML-APP) which asserts that [ < t,, which requires [ C /',
Thus, w[[I']"[1]" = [']-

Case (CASE X-SUB): We proceed by induction on the structure of the subtyping derivation using the induction
hypothesis to establish that [[']] - 7; [Z] : [t]]. That is, we wish to establish that given

[MkEme:[t], then
[ Fm: [t <t]:[t]

The (SUB-ID) case is trivial. We examine first the type of ¢’ in (SUB-FN). By assumption we have that the type of
e is (1] — 1){e;}. We have that x : 7] by ascription in the lambda binding. Thus, by the inductive hypothesis we
have that [[]],x: 7] = [Z1] : t;. Now, using the type for app given in (Case X-APP1), we conclude that app. .. [[Z;] has
type 12{e;}. After the application of join we conclude that e’ has type {ub e, e;}. However, from the non-degeneracy
assumption, we have [ <ty or [, T [; thus, the type of ¢’ is t{e},} = [[t2]. To type ax : t].[Z] we use the induction
hypothesis to establish that [25] has type 5, to arrive at the type #; — #, using (T-ABS) with X = 0. Finally, the type
of def is ¥ a::M.1lab — a— {1}, which is sufficient to establish the type of (£} — £5){e;} = [[(t} — t})"] for the translation,
which is our goal. O
H Secure Policy Composition

Theorem 28. Given

(Al) X:1,y:5k,, e:t,, such that e is (-)-free

(A2) %:1,y: 5t = {P(...)}

(A3) {ei,...,en} suchthatVi.-&, e;:t; N Composes(P,t;)

(A4) {fi,....fm} {81,-.8m} such thatVi.-&, fi:si N -k,gi:si AN Composes(Q,s;) with P # Q
(A5) of = (X—=((e1], -, (en)), 5 = ((f1), -, (f])) and 6 = (X = ((e1), -, (€n]), ¥ = ((g1), -, (gm)))
(A6) Op(e) " vy N Ogle) v

Then, vy = v,

Proof. This encoding is an application of the static information flow policy using a degenerate lattice where P and Q
are incomparable. The result follows from Theorem 25. O
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A policy term that wraps all its types with a P namespace is composable

Composes(P,t) ‘Fi{e} =t{P(e)} Composes(P,t;)  Composes(P,t;)

Composes(P, unit
poses(P.unil Composes(P,Va::K.t) Composes(P,t{e}) Composes(P,x:t — t3)

Figure 23. A type-based composability criterion.
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