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Abstract

Link analysis and social network analysis frequently require com-
bining attribute-based and link-based information. Relational clas-
sifiers are a simple yet effective means that use attribute and link
information for collective classification of nodes and/or links. How-
ever, in many cases, real world network classification tasks are ac-
companied by varying relational misclassification costs. We give
a number of motivating examples, and propose the relational cost-
sensitive learning problem. Our main contribution is to develop
a novel relational cost-sensitive classifier which directly optimizes
the relational misclassification costs. We compare our proposed re-
lational cost-sensitive classifier to existing relational classifiers and
show that it can help lower misclassification costs.

Keywords: Relational Classification, Link Analysis, Social Net-
works, Discriminative Models, Maximum Entropy Classifiers,
Cost-Sensitive Learning.

1 Introduction

SocialNetwork Analysishaslong beenanimportant®eld of
researchin the social sciences.Recentdevelopmentssuch
astheproliferationof the onlinecommunitiesandcommuni-
cationnetworks hasshavn the needfor scalabletechniques
for extracting,analyzingandmining large real-world social
networks. Thesenetworks consistof entitieslinked by var
iousrelations Predictve modelswhich exploit boththe at-
tributesof entitiesandrelationsandtheir relationalpatterns
are importantfor identifying key actorsand important(or
anomalous)inks.

Therehasbeena recent,growing interestamongstre-
searchersn the machinelearning community for classi®-
cationandlink predictionin relationaldomains. A hostof
methoddik e ConditionalRandontields(CRFs)[3] andRe-
lationalMarkov Networks (RMNSs) [1] have beenintroduced
which aredesignedo enableusersto build accurateclassi-
®ersfor diversegraphdatasetsvith a minimum of effort. In
this paper we develop extensionsof relationalclassi®erdo
perform varioustasksinvolving social networks and high-
light their advantage®ver othermethods.

Researchin areassuchaslink analysis,socialnetwork
analysisandtext analysisfrequentlyneedto combineinfor-
mationfrom theattributesof entitiesandtheinformationrep-
resentedy relationsto solve variousproblemssuchasiden-
tifying a setof nodeswith somegiven commonproperties
(e.g.,identifyingtheterroristsin agivenaf®liation network).
Discriminatie relationalclassi®ersare very well suitedfor
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suchtasks. Moreover, the outputof suchclassi®erausually
leadsusto take certainactions(e.qg.,classifyingthe entities
into terroristsandnon-terroristsnayleadto arrestingheter-
rorists). Incorrectclassi®cationdeadto undesirableactions
with differentconsequencesf we areto build accurateclas-
si®ersthatareto be appliedto real-world networksthenwe
needto take careof thevaryingmisclassi cationcosts Most
relationalclassi®erdmplicitly assumehatall misclassi®ca-
tionsareequallycostly.

Within the machinelearning community thereis a
rich tradition of cost-sensitie learning [8, 7] applied to
independenidenticallydistributeddata(non-relationatata)
which canhandlevarying misclassi®catiorcosts. Our main
contributionis to develop cost-sensitie relationalclassi®ers
which canhandlevarying misclassi®catiortosts.

We motivate the use of relational classi®ersand the
needfor cost-sensitie relationalclassi®eraisinga seriesof
examples. Our examplesare modeledupon a speci®ctype
of socialnetwork known asa communicatiometwork([4])
because¢hey offer theappropriatemountof compleity that
allows us to highlight the variousaspectsof cost-sensitie
relationalclassi®cation.However, noneof the methodswe
discussare speci®cto communicationnetworks; they are
equallyapplicableto ary type of network data.

2 Link-based Classification

In the following subsectionsywe introducethreelink-based
classi®cationproblems,using communicationnetworks to
motivateeachtask.

2.1 Link-based Object Classification Communication
networks are networks where nodesrepresententities and
edgesbetweennodesrepresensomeform of communica-
tion betweenrentities([4]). Differentmodesof communica-
tion (eg: email,phonecall etc.) canberepresentedsdiffer-
enttypesof relationsin the communicatiometwork but for
simplicity wewill considemetworkswith asingletypeof re-
lation. We emphasizéoweverthattheapproachedescribed
in this papercaneasilybe appliedin the caseof multiple re-
lation typesin the network.

Traditionally in machinelearning, classi®cationis the
problemof predictingsomeunobsered, discretevaluedat-
tribute (referredto asthe classi®cationclasslabelor simply,
label) givenall the otherattributesof the data. Considerthe



problemof classifyingentitiesin acommunicatiometwork. nectedvia an edgeobey the correlationrepresentedy the
Eachentity may have someobsered attributesassociated edge. If we believe thatthe links representingommunica-
with it describingcharacteristicef the entity. For example, tionsin communicatiometworks representorrelationsbe-
in a corporatedatasenetwork suchasthe Enronemailcor- tweenthe labelsof the correspondingentitiesthenwe can
puswherethe entitiesarethe employeesin the corporation, connectthe randomvariablesof thoseentitieswith anedge
someexamplesof attributescouldbethe age,educatiorand in the Markov network. The quantitatve partof the Markov
positionof the emplo/ee which canbe usedto classifythe network describeghe correlationsin the network and are
emplojeesasmanagementr support. storedin the form of clique potentialswhich we de®nein
Link-basedobjectclassi®cationis the problemof pre- Section3. A Markov network de®nesa joint probability
dicting entity classi®cationsdasedon both entity attributes distribution and the optimum joint labeling for all the tar-
andthe classi®cationof relatedentities. The relationships getrandomvariablesn thegraphis obtainedby maximizing

canrepresenpossiblecorrelationdetweerclassi®cation®f
connectecntitiesandthesecorrelationamaybeexploitedto

obtain correctclassi®cations.As an example, supposeour
taskis to predictthe roles of the entitiesin a communica-
tion network. It might bethe casethatentitieswith acertain
role usuallycommunicatevith arestrictedsubsebf entities
having speci®croles. For example,dentistsusuallycommu-
nicatewith patientsandhygenisty[5]). Traditionalmachine
learninghasfocussedn classifyingindependenandidenti-

cally distributed (1ID) entitiessolely on the basisof its ob-

senedattributevalues.This completelyignorestherelations
in the network. Exploiting correlationsamongentity labels
accordingto their relationshasbeenshowvn to improve clas-

si®cationaccuracie$26, 17, 1, 29].

In addition, the communicationsetweenentities can
contain various attributes such as the words in an email.
A good classi®ershouldbe able to exploit all threeforms
of evidence: 1) entity attribute values, 2) relationsin the
network and3) theattribute valuesof therelationsto achieve
the correctclassi®cation.Relationalclassi®ersarea simple
yet powerful meango thisend.

Link-basedclassi®cationis an active areaof machine
learning researchand mary types of relational classi®ers
have beenproposed. Here we provide a high-level intro-
ductionto relationalclassi®ersbasedon Markov networks
[1]; we provide a formal treatmentandall the requireddef-
initions in Section3. A Markov network consistsof two
parts: a qualitatve partanda quantitatve part. The quali-
tative partconsistf a graphformedby nodesrepresenting
randomvariableseachassociateavith adomainfrom which
it can be assignedvalues. When classifying entities, the
Markov network shouldcontaina randomvariablefor each
entity thatneeddo beclassi®ed.Theserandomvariablesare
unobservedr target randomvariablesand our problemis
to determinethe correctvalue that needsto be assignedo
themfrom their respectre domains. The Markov network
representsttributesandtheir valuesby usingobservedan-
domvariablesvhosevaluesareknown andconnectinghem
to the randomvariablescorrespondingo the entities. Be-
sidesthe randomvariables,the Markov network also con-
tains edgesconnectingthe target randomvariables. These
edgesrepresentorrelationsandtwo randomvariablescon-

thedistribution.

2.2 Link-based Edge Classification Link-basedclassi®-
cationhasbeenusedin variousdomainsto classifyvarious
typesof entities. Theimportanceof relationsis raisedto an-

otherlevel whenoneis interestedn classifying,notthe en-

tities but, the relationsthemseles. For example,consider
classifying communicationlinks in a communicationnet-

work into links which requiresunweillanceandlinks which

do not. We next describehow the problemof link-based
edge classi®cationcan be describedin termsof a Markov
network.

As part of the ongoing efforts to reduceterrorism, a
considerablemountof communication(e.g.,email, phone
callsetc.)is analyzed Givenacommunicatiometwork, one
needgo determinghekey linksin thenetwork whichrequire
monitoring sinceit might be infeasibleto monitor all com-
municationlinks for a sustainecperiod of time. For exam-
ple, afterthe Londonbombings([6]) a considerableamount
of securitywasdedicatedo preventary suchoccurrencen
major cities of the USA. In suchsituations,oneway to im-
prove suneillancewould be to identify the communication
links which had beendiscussingthe relevant topics (“sub-
way”, “suicide”, “bombs” etc.) anddevotemoreresource$o
keeptabsonthem.Notethateventhoughwe arestill dealing
with a communicatiometwork, we areno longerinterested
in classifyingthe entitiesthemseles. We are more inter-
estedn classifyingthelinks in thecommunicatiometworks
to determinewhetherthey aresuspiciousor unsuspicious.

To classifylinks in a communicatiometwork we need
to constructaMarkov network which containgargetrandom
variablescorrespondingo eachcommunicationlink. Just
like the problemof classifyingentitiesin a communication
network, we have all threeforms of evidencewhich require
combining:

e Every communicationlink may have certainobsered
attributes(eg: wordsin atelephonecorversationetc.)
andthesecanberepresentethy observedandomvari-
ablesandconnectinghemto thetargetrandomvariable
representinghe communicatiorink they belongto.

e Eachentity in the communicationnetwork may have



one or more communicationlink emanatingfrom it
andthe labelson communicatiorlinks which emanate
from the sameentity might be correlated For example,
a terrorist who is discussinghow to make a bomb
with terrorist A is probably going to discusswhere
to plant the bomb with some other terrorist B and
thus both thesecommunicationlinks are suspicious.
Oneway to represensuchcorrelationss to introduce
an edgebetweentwo target randomvariablesif and
only if the correspondingcommunicationlinks share
an entity in common. Figure 1 shavs an exampleof a
communicatiometwork andits correspondingviarkov
network to facilitatecommunicatiorink classi®cation.

e The third form of evidenceis the attribute valuesbe-
longing to the entitiesthemseles and theseattribute
valuesmay help us classify eachand every communi-
cationlink emanatingrom the entity. Onceagnin we
canrepresentheseattribute valuesusingobservedan-
dom variablesand connectingthemto eachandevery
targetrandonvariablerepresentingll thecommunica-
tion links which emanatdrom the entity.

2.3 Cost-sensitive link-based classification As men-
tionedin theintroduction,in mary casestheoutputof classi-
®cationis usedto take certainactions.Incorrectoutputswill
lead to suboptimalactionswhich may lead to undesirable
consequenceslo build anaccurateclassi®erwhich canbe
appliedto real-world socialnetworks oneneeddo take into
accountthe varying costsassociatedvith eachmisclassi®-
cation.Unfortunately mostrelationalclassi®ersassumehat
all misclassi®cationareequallycostlyandarethusreferred
to asO/1 lossrelationalclassi®ers Traditionalcost-sensitie
learning[8, 7] hasworked on the problem of classifying
IID datawith differentmisclassi®catiorcostsfor variousdo-
mainslik e tamgetedmarketing, fraud andintrusiondetection
etc. Next we motivatethe needfor cost-sensitiveelational
classi ers which canhandlevarying misclassi®catiorcosts
in the context of classi®catiorin socialnetworks.
Considetthe earlierproblemof classifyingcommunica-
tion links in acommunicatiometwork comprisingof terror
ists. Supposeave wantto classifyeachlink into oneof “sus-
picious” (links which may be discussingerroristactiities
associatedvith the bombingof a subway station)and“un-
suspicious’(links which discussharmlesgopics). Consider
aparticularcommunicatiorink [ in thecommunicatiomet-
work. [ canbe misclassi®edn two ways: ®rst labelingl as
“suspicious”whenit is not andsecond labeling! asbeing
“unsuspicious'whenit actuallyis. The®rsttypeof misclas-
si®cationwill causeusto devote resourcedike manpaver,
wire-tapsetc. to monitor! eventhoughthis suneillanceis
uncalledfor. The secondtype of misclassi®catioris more
seriousandmight causetheterroristactuity (like the bomb-
ing of a subway station)to succeedesultingin high costs

like damageo life andproperty Notethatthetwo misclas-
si®cationcostscanbe measuredn commonunits (eg: mon-
etory units) and may differ considerably Suchvaried costs
associateavith differentmisclassi®cations thehallmarkof
cost-sensitie learning.

A novel aspectof relational cost-sensitivdearning is
the presenceof relational misclassi cationcosts In other
words, besidesthe misclassi®cationcosts associatedvith
eachmisclassi®cationywe now have misclassi cationcosts
associatedvith misclassifyinggroupsof relatedtarget ran-
domvariables Consideran entity ¢ in the communication
network. Theresultof misclassifyingany of the communi-
cationlinks emanatingrom e asbeing“suspicious”whenin
factit is not might prompte to move to courtfor invasion
of privagy andclaim compensatiomesultingin a misclassi-
®cation cost. This misclassi®catiorcostis associatedvith
all of the targetrandomvariablesrepresentinghe commu-
nication links emanatingfrom e andis in fact an instance
of arelationalmisclassi cationcostassociateavith agroup
of relatedrandomvariables. Relationalcostscan be mod-
eledasa costmatrix Costc(yc, gc) Which speci®eshe cost
incurredwhena setof relatedrandomvariablesdenotedby
cligue ¢ whosecorrectsetof labelsis . is labeledwith the
sety.. In theabove casec denotesa setof randomvariables
correspondindgo the communicatiorinks emanatingrom a
singleentity in the communicatiometwork, . denoteshe
setof correctlabelscorrespondingo thosecommunication
links andy. denoteghe setof labelspredictedby our classi-
®er.

In this papemwe considetthe problemof link-basedclas-
si®cationin the presencef unequalmisclassi®catiorcosts.
In fact,we arenotawareof ary otherwork which considers
cost-sensitie classi®catiorof relationaldata. Note that 0/1
lossrelationalclassi®ersare a specialcaseof cost-sensitie
classi®ersobtainedby setting all misclassi®cationgo be
equallycostly We devote therestof the paperto the devel-
opmentof the more generalcost-sensitie relationalclassi-
®er. In Section3 we begin with somepreliminaryde®nitions
andnotation. In Section4 we describehow traditional 0/1
lossrelationalclassi®erdasedon Markov networks canbe
usedto performrelationalcost-sensitie classi®cation.The
drawvbackof usinga 0/1 lossrelationalclassi®erto perform
cost-sensitie classi®cations therequiremento estimateac-
curateclassconditionalprobabilities. In Section5 we pro-
poseacost-sensitierelationalclassi®emhich doesnotneed
to estimateclassconditionalprobabilities. In Section6 we
compardhe performancef variouscost-sensitie classi®ers
on syntheticdata. In Section7 we describesomeof there-
latedwork in thisareaand®nally, concludewith adiscussion
in Section8.
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Figure 1: An exampleshawing the conversionfrom a communicatiometwork on the left ([9]) to a Markov network on
theright whereeachrandomvariablerepresenta communicatiorink (bluecirclesrepresenentitiesin thecommunication

network andgreensquaresepresentandomvariables).

3 Preliminaries

We review the de®nitionsof conditionalMarkov networks
from Taskaret al [1]. Let V be a setof discreterandom
variablesandletv beanassignmentf valuesto therandom
variables. A Markov network is describedoy a graphG =
(V, E) andasetof parameterd. Let C'(G) denotea setof
(notnecessarilynaximal)cliquesin G. For eachc € C(G),
let V; denotethe nodesin the clique. Eachclique ¢ hasa
clique potentialyc (V) which is a non-ngative functionon
the joint domainof V; andlet ¥ = {4c(Vc)}coc(c)- For
classi®catiorproblemsawve areofteninterestedn conditional
models. Let X be the setof obsered randomvariables
we condition on, let x denotethe obsered valuesof X
andlet X. denotethe obsened randomvariablesin clique
¢ € C(G). LetY bethesetof tamgetrandomvariableswe
want to assignlabelsto, let y denotean assignmento Y
andlet Y; denotethe setof targetrandomvariablesin clique
¢ € C(G). A conditional Markov networkis a Markov
netwgtk (G, ¥) which de®nesthe distriputigy P(y | X) =
; e c2c(e) Ye(X, yc) whereZ(x) ‘gjyoqs ¢ Ye(X,19).
Forthecostsensitve versionof thisproblem,in addition
to (G, ¥) asin ordinary Markov Networks, we alsohave a
costgraph H = (V, E% which is de®nedover the sameset
of randomvariablesV but hasa differentedgeset E°. Let
C(H) denotethe setof (not necessarilymaximal) cliques
in H. Let Y, denotethe set of target randomvariables
presentn cliqueh € C(H) andlety, denoteanassignment
to Y,. For eachclique h € C(H) thereis a clique loss
function lp (yn, 9n). In is determinecdby the costmatrices
{Cost (yn,9n)th2c(n) involvedin theproblemandit is not
necessaryhatthey bethe same.Costh, (yn, gn ) is ameasure
of how severethemisclassi®catioris if ¥, is labeledwith yy,
whenits correctlabelsaregy .

The misclassi®catiorcostof a completeassignmeny
relative to the correctassignmeny is:

Z(x)

X
Cost(y,y) = Cost(yn, Jh)-
h2C(H)

Our aim is to determiney which correspondgo the mini-
mum misclassi®catiorcost. In this paper we considerthe
specialcasewhereC(G) = C(H).

4 Cost Sensitive classification with Conditional Markov
Networks

One approachto perform cost-sensitie classi®cationis to
usea classi®emvhich canoutputconditionalprobabilitiesas-
sociatedwith eachpossiblecompleteassignmento Y . We
canusetheseprobabilitiesto computethe completeassign-
menty which minimizesthe expectedcostof misclassi®ca-
tion:

P(y°| x)Cost(y,y")
yO
Note thatthe setof conditionalprobabilitiesrequiredin the
above equationcanbe quite large, solarge thatno classi®er
might wantto list themout. It is moreusefulto expressthe
problemin termsof the mamginals:

argminy,

X
argmin, Cost(yn, yn)teh (Y | X)
h2C(H)y9

wherepn (v | X) = P yo yo P(y°| x) andy®~ ¢?° denotes
a full assignmeny® consistentvith partial assignmeny?.

Any enegy minimizationtechniquecanbe usedto perform
this optimization.

5 Cost Sensitive Markov Networks

In this sectionwe outline the designof a classi®erfunction
which computeghe completeassignmeny giventhegraph
G = (V, E), the nodeswe conditionon X andthe clique
loss matrices{lc(y2, yc) }e2c(c)- We ®@rst derive the form
of the classi®erfunctionfrom maximumentrofy principles.
The basicideais to modify the constraintof the maximum
entropy framavork so that an assignmentith higherloss
is assigned correspondinglylower probability The tradi-
tional maximumentrofy constraintsanbe expresseds:



X
fk(xvy)P(y |X) :Akv Vk = ]-7~'~7K

y

wheref, isthek featureandwe employ K suchfeatures.
We assumehat tqg featuresdistribute over the cliques
andthus fi (X,y) = . fk(X,yc). Also we assumethat
gf thefully labeledtrainingdatasetlabeledy andso, Ax =
o Jk(X, 7). With theseassumptionghe above equation
canberewritten as:

Differentiatingwith respecto P(y):

oL

oOP(y)
—log P(y) —1—u
le (Yo, Yo ) [fi (X, Ye) — fic (X, )]

Wk
k c

Settingthe derivative to 0 we obtain:

X X i P(y) =. 4
P(y ‘X) F.fk(xvyC){_ka(XayC)?zoa 1 X X 5 B
y clique specifi ¢ penalty term Eexp - Wy lc(?Jc,?Jc)(fk (X7y0) - fk (X7yc))
Vk=1,...,K K ¢
Our basicideais to modify the clique speci®cpenaltyterm where
by scalingit with the lossincurredby the misclassi®cation 7 -
of theclique. X " X X #
X X exp = wk le(yd o) (fie (X, 53) — f(X Gc))
PYIX) folbesGe) ((Xyg) — X, 5e)) =0, ’ o
y ¢ scaled clique specifi ¢ penalty term Substitutingthe expressiorfor P(y) backin thelagrangian
Vek=1,...,.K L givesus:

The new maximum entrogy formulation can now be ex-
presseas:

mRx
—P(y)log P(y)
y
subjectto:
X
Ply)=1
X X ] ]
P(y |X) ZC(yvaC) (fk(xayC)_fk(XayC))zoa
y c
Ve=1,...,K
Thelagrangiarformulationis thus:
|
X X '
L=— " P(y)logP(y)—p P(y) -1
y y
X X
- wk P(y | x)
k y |
X !

le(Ye, Ue) [fi (X, ye) — fu (X, Fc)]

C

wherep andwy Vk = 1... K arelagrangiamrmultipliers.

L=logZ

Thusthedual of our maximumentrogy formulationis:
(5.1) !

X X X
min  exp we (W Fe) (fie (%, yQ) — fic (X, Tc))

y° k c

where{wy }{ arethe parametersf the classi®er Eq. (5.1)

is the basicform of our classi®er Note that this classi®er
is not a log-linear classi®er Thus the standardmethods
of inferenceand learningdon't apply We next describe

learningandinferencealgorithmsfor our classi®er

5.1 Learning. Given fully labeledtraining datawe can
learnthe modelby solvingthefollowing optimizationprob-
lem:

argmin,, |
X X 0 0 .
exp Wk le(Ye, Ue) (fi (X, ye) — fu (X, Fc))

yO k c

whereg is the completeassignmenbf the labeledtraining
data. Note that this problemis corvex for fully labeled
trainingdata.

Differentiatingwith respecto wy:



5.2 Inference. Theinferenceproblemisto compute:

l= 2 (5.2)
X X - X X X 0 0
log4  exp Wk agmin, exp Wk le(Ye> o) (fk (X, ¥g) — fu(X, yc))
yo K yO k c

| #
- - Unlessthe underlyingMarkov network hasspecialproper
0 0
le(Ye o) (fi (X, 1) — fic(X Ge)) ties (e.g.,beinga tree,a sequenc®r a network with a low
Y treawidth) exact inferencemay be infeasible. For the do-
= mains describedin Sectionl, the Markov network might

Gy " consistnot only of thousandsof nodesbut may also be
X 1 X denselyconnected.ln suchcaseswe resortto approximate
. 7 &P Wk inference.
Y k I In orderto obtainalower boundapproximatiorwe take
- - log of Eq. (5.2) andapplyJensersinequalityto get:
142, 56) e (%, 59) — fe(x, 7)) 9 ofEa.(52)andapply ualiytog
Cc
# (5.5) 3
le(y2, ) (fie (%, 92) — fic (X, c)) X X X
¢ i : log4  exp  we Ul o) (0,90 — flx,5c) 5
0 k c
yX X X
Let us now de®ne the following probability distribution > gy w12 we) (fie (%, 19) — f(X,ye))
(whichis, of coursenormalized): yox k c
— qy9loga(y?
q(y®) o I " P
X X 5 _ whereq(y9) is a distribution over all yo ( oq(y®) = 1,
exp we le(ye, Te) (fi (6, 90) — fu(X, 7)) a(y9) >(0)(_5 oy
k c -

To ®nd the optimal completeassignmenty we will
@V@L canbeexpressedn termsof ¢(y©) as: emplc_y a Z-SFepiterati\/e procedure._ln eachiter_atio_n,@rst,
. we will obtain the bestapproximationby maximizing the

ol X X o - 0 3 right handsidein Eq. (5.3) w.r.t ¢(y° and,secondwe will
e, a0 le(ye 5o [fe(, ) — il Fe)]  minimizew.rt, y. Wewill keepiteratingbetweerthesetwo
¢ stepsuntil our objective functionstabilizes.
= 23y (v2, T [ fi (%, 10) — fi (X, e)] The Lagrangiarof theRHSin Eq. (5.3)is:
cy?
wherepd(y?) is the maginal probability of labelingcliquec '= x X X 0 0
with 40 underthe ¢ distribution. Soif we cancomputethe a9 w18 ve) (fi (X ¥Q) — fu(X,ye))
marginalsthenwe cancomputethe gradientwithout having y° K ¢ 0 1
to sumup for eachpossiblecompleteassignmeny °. X X
One way to computethe mamginals is to run loopy — q(y9loga(y9) —n@ q(y%—1A
belief propagtion[2] (for pairwisemarkov networks)or its y© y°

extensiongfor markov networkswith larger cliques)for the

q distribution b){‘de®ningthefollowing cliquepotentials: Differentiatingwith respecto g(y9):

#
q(,0 X 0 -~ 0 ~ ol
Ye(ye) =exp  wile(ye, ¥e) (fi (X, 4e) — fie(X, %e)) = =
k 5CI(YX)
0 0

Having computedthe gradientwith respectto the weights wk Yo, Ye) (fi (X, ye) — fu (X, ye))
{wk }1.:x we can use ary gradient basedoptimization k ¢

method (like conjugate gradient descent)to perform the —1—logq(y®) — p

learning.



Settingthederivative to 0:

X X
Wk
k c

#

q(y®) o exp 12, ye) (fi (%, 1) — fi (X, )

P
where  oq(y%) = 1.

Let
2%y) = . 4
X X 00 g
exp Wk l(ycvyC)(fk(Xayc(j fk(xayc))
y 00 Kk c
Thus:
q(y®) =

P

Zo—%y)exp[ k Wk cl(y(?vyc)(fk(xvy((:))_fk(xayc))]

Notethatcomputingg(y©) for every completeassignmeny ©

is not feasiblebecausehe setof all completeassignments

couldbe very large. We needto seeif we cancomputethe
optimal completeassignmentvithout explicitly computing
all g(y9.

The secondstageof the optimizationrequiresminimiz-
ing with respecto y. Thuswe only needto look atthe ®rst
termin the lagrangian(sincethis is the only termwhich in-
volvesy):

X X
ay? w1 ye) (e (X, yd) — f(X,ye)) =
o X
(5.4) wicd (Y&, ye) (fic (%, ) — fie (X, ye))ud (12)
yo%c k

wherepd(y?) is the maginal probability of labeling clique
c with y¢ underthe ¢ distribution. Thus we only need
the mawginal probabilitiesto perform the secondstageof
the optimization. We can performthe secondstageof the
optimizationby usingthemamginalsof the ¢(y ) distribution
and determiningthe y which maximizesgq. (5.4). This
becomesour nenv best guessof the solution. We can
iteratebetweerthetwo stepsuntil our guesdor the optimal
completeassignmenstabilizes.

One way to computethe maginal probabilitiesunder
the ¢(y©) distribution is to run loopy belief propagtion [2]
(for pairwisemarkov networks) or oneof its extensiongfor
marlov networks with larger cliques) with the following
cliquepotential:

" #
X

'll)g(yg) = €exp wle(ygv yC)(fk(X,yg) - fk (XayC))
k
wherey is the currentguessof the optimal completeassign-

ment.

Oneway to maximizeEqg. (5.4) is to de®nethe following
distributionfor y:

r(y) ) 3

X
exp 4 wicl (g, ) (fie (%, 58) — fie (%, ye) )l (4Q)®
y%c k
P ) o
where | r(y) = 1. Thusthey which maximizesEq. (5.4)

correspondso the mostoptimaly underthe r(y) distribu-
tion. To computethe optimaly underther(y) distribution
we canrun loopy belief propagtion[2] or or oneof its ex-
tensionswith thefollowing clique potentials:

X X

wicd (Y2, ye) (fic (%, 8) — fie (X, ) ) d (12)
ye ok

Ve (Ye)

andchooseahey with thehighestmamginal probabilities.

6 Experiments

We performedexperimentson syntheticrandomgraphdata
with misclassi®catiortosts.Commonlyavailablerealworld
networks exhibit propertiedik e preferentialattachmenand
correlationsamongstthe labels acrosslinks.  Since our
aim is to ®nd out how relational classi®erswill perform
on such networks we choseto model our synthetic data
generatingalgorithmaccordingto the evolutionary network
modeldescribedn Bollobaset al [27] which cangive rise
to powerlaw graphs. Further we were also interested
in varying graph characteristicdike the strength of the
correlationamongstlabelsacrosslinks and link densityin
the network to ®nd out how thesevariationsaffect classi®er
performance.

In all our experimentswe comparemisclassi®cation
costsachiered by different classi®ers. The ®rst modelwe
considereds anon-relationamodelwhich only looksatthe
attribute valuesin the dataandbuilds mary one-aginst-the-
restlogistic regressionclassi®erg[28]) to predictthe prob-
ability of the nodebelongingto eachclasschoosingthe one
with the highestprobability (LOGREQG. The secondmodel
we reportresultsfor is a discriminatve relationalclassi®er
basedn conditionalmarkov networkswhich minimizesthe
expectedcostof misclassi®catiorasdescribedn Section4
(MN). Thethird and®nal modelwe reportresultsfor is the
modeldescribedn Section5 (CSMN.

For simplicity we considercliques of maximum size
2 in all our experiments. For eachclassi®ey we assumed
a "shrinkage” prior and computethe MAP estimateof the
parametersMore precisely for LOGREGwe assumedhat
different parametersare a priori independentand de®ne
p(wi) = Mw?. After trying out a rangeof regularization
constantswe found that A = 0.03 gave the bestresult.
For MN, we assumedhat different parametersre a priori



independenandde®nep(v;) = \w?. After trying arange
of regularizationconstantsve found that A = 10 returned
the bestresults. For CSMN we assumedthat different
parameterareapriori independenandde®nep(u; ) = Aw?.
We tried regularization constantin the range[1,200] and
foundthat\ = 20 returnedthe bestresults.

For all runsof CSMN we setthe clique loss matrices
equalto thecostmatrices:

le (ym gc) = Costc (ym gc)

6.1 Synthetic data generation. Our algorithmfor gener
ating synthetic datasetsclosely follows the algorithm de-
scribedin Bollobas et al [27]. For all our experiments
we generatedinary classrandomgraphdatasincethis is
whatis commonlyencounteredéh mostcost-sensitie appli-

cations(terrorist/non-terroristgood-customer/bad-customerlo:

etc.). Thealgorithmis outlinedin Algorithm 6.1.

ALGORITHM 6.1. (SYNTHETIC GRAPH DATA GENERATION)
SynthGraph{umNodes, «, p, vocabSize, numObs,
attrNoise)
1. Seti=0

G=10
: while 7 < numNodes do
Sampler € [0, 1] uniformly atrandom
if r <= « then

connectNodeg, p)
else

addNodeG, p)

g—1+1
end if
: end while
. for i = 1to numNodeglo
v «— i nodein G
genAttributesg, vocabSize, numObs, attr N oise)
genNodeCostMatrixy)
. end for
. for eachedgee in G do
genEdgeCostMatrix]
: end for
: returnG
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ALGORITHM 6.2. (ADDING AN EDGE TO THE GRAPH)
connectNodesg, p)

1. v + selectary existing nodeuniformly atrandomfrom
G
sampler uniformly atrandomfrom [0, 1]
if r < pthen
¢n <« v.label
else
¢n — (v.label + 1) nod 2
end if

N o g wDd

8 w <« selecta nodefrom G with w.label = ¢, and
probability of selectionproportionalto its out-degree
9: introduceanedgefrom v to w

ALGORITHM 6.3. (ADDING A NODE TO THE GRAPH)
addNode(, p)

1: addanew nodev to G
choosev.label from {0, 1} uniformly atrandom
sampler uniformly atrandomfrom [0, 1]
if r < pthen

cn — v.label
else

¢n — (v.label + 1) nod 2
end if
w <« selecta nodefrom G with w.label = ¢, and
probability of selectionproportionalto its out-deyree
introduceanedgefrom v to w

© N OO ®N

The algorithm “grows” a graphfrom an empty set of
nodes.The numberof nodesin the ®nal graphis controlled
by the parameternumNodes. « is a parameterwhich
controlsthe numberof links in thegraph.Roughly the ®nal
graphshouldcontain %numNodes numberof links. As
mentionedbefore,we experimentedwith binary classdata.
We useda uniform setof classpriors.

The algorithmimplementsa rudimentaryform of pref-
erential attadimentwherea nodecanchoosehelabelof the
nodeit wantsto link to. Thisintroducesorrelationsamongst
the labelsacrosslinks. The degreeof thesecorrelationsis
controlledby the parametep. Eachnodecanlink to nodes
of its own classwith probability p. With probability 1 — p
a node can choosea nodeof the otherclassto link to. If
p is closeto 1 thenthe generatediatasetill primarily fea-
turelinks betweemodeswith thesameclasdabels,whereas,
if p is closeto 0.5 thenthe generatomwill producedatasets
wherenodeshave equalchanceof linking to nodesof their
own classor nodesof the otherclass. A further aspectof
our syntheticdatageneratoss preferentialattachments that
nodeswith higherout-dggreehave a a higherchanceof get-
ting linkedto. This introducesthe powver-law degreedistri-
bution commonlyobseredin mostrealworld networks. We
refertheinterestedeaderto Bollobasetal [27] for morede-
tails regarding this aspectof our syntheticdatageneration
algorithm.

After generatingthe graph, we generateattributesfor
eachnode(genAt t ri but es). Foreverynode anattribute
caneitherbepresenbrabsentThetotalnumberof attributes
is controlledby the parameterwocabSize. For eachnode
we sampletheids of the attributeswhich arepresenfrom a
noisy class-speci®binomial distribution. The noisein the
attributesis controlledby the parameteitir Noise. With
probability attr N oise we samplean attribute id uniformly
from theset{0, ..., vocabSize — 1}. With probability 1 —
attr Noise, we samplean attribute id from the distribution



| name | value |
numN odes for trainingset 300
numN odes for testset 300
numLabel s 2
vocabSize 5
attr N oise 0.3
numQObs 4
Tablel: Parametesettingsfor our syntheticdatagenerator

Binomial(p 1/3,vocabSize) if the node belongsto
class0 and Binomial(p = 2/3,vocabSize) if the node
belongsto classl. For eachnodewe samplenumObs such
attribute ids. For our experimentswe set vocabSize
5, attrNoise 0.3 and numObs 4. Intuitively,

nodeswith classlabel 0 will have presentttributeswith ids

betweern) and3 whereamodeswith classlabel1 will have

presenttributeswith ids betweenl and4 with somenoise
introducedn theprocess.

Finally, we generatethe cost matricesfor the data
(genNodeCost Mat ri x and genEdgeCost Matri x) .
For simplicity, we considerealiquesonly uptosize2 (nodes
andedgespyndthuswe neededo generatanly two typesof
costmatrices:onefor the nodesandonefor the edges.For
thenodecostmatricesCos{y, §) we setthediagonalentries
to 0 andwe sampledhe off-diagonalentriesuniformly from
[0,2]. For the edgecost matricesCos{yc, i), we setthe
diagonalentriesto 0 andsampledhe off-diagonalelements
uniformly from [0, w] whereham(yc, 7c) denoteghe
hammingdistancebetweery. andyc.

Table 1 describesour parametesettings. For eachof
our experimentswe producedonetraining andthreetesting
datasetsEachnumberwe reportis the misclassi®catiorost
averagedverthreetestsets.All graphdatasetsveredisjoint
from eachother

6.2 Performance Comparisons. For our ®rstexperiment
we variedthe correlationamongstabelsacrosdinks to ®nd
outif relationalclassi®ersactuallyhelpdecreasenisclassi®-
cationcosts.We variedthe valueof p from 0.5 to 1.0 while
keepinga constantat0.3. Recallthat p controlsthe chance
of a nodewith label ¢ linking to anothemodewith label c.
Settingp = 1 will causenodeswith label ¢ to exclusively
link with othernodesof labelc whereassettingp = 0.5 will
causenodeswith labelc to randomlychoosenodegto link to
irrespectve of their classlabels.

Figure2 shavs thatwhenp = 0.5 (no correlationsall
threeclassi®erstendto performequally oncewe begin to
introducecorrelationdn thelink structurethe two relational

classi®ershegin to shov somesavings in misclassi®cationwas usedin Taskaret al [1].

costsover the non-relationamethodbut this doesnt happen
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Figure2: Avg. misclassi®catiorcostsattainedby varying p
(X-axis). o waskeptconstantat0.3.

LOGREG| MN | CSMN
Training 0.27 48.41| 10.81
Testing 0.066 | 0.126| 0.11

Table2: Averageruntimes(secondsfor the variousclassi-
®erswith o keptconstantat 0.3 and p keptconstantat 0.7.
All runsweredoneona2.4GHz Xeon.

until p reachesa valueof 0.7. The plot shavs that CSMN
managedo producelower misclassi®catiorcoststhat MN
on all settingsof p. CSMN achieves 10.6% reductionin

costsover LOGREGat p = 0.8 which increasego 24.6%
atp = 1.0. Note thatthe 0/1 loss MN classi®erachieres
anavg. classi®cationaccurag of 79.76%at p = 0.5 and
this improvesto 80.83%at p = 0.7 which shavs that 0/1

lossrelationalclassi®erscanexploit correlationsn the link
structureto improve classi®cationaccurag. Moreover at
p = 0.8, CSMNachiezesanavg. accurag of 81.1%whereas
the 0/1 loss MN achieves an avg. accurag of 82.65%
indicatingthata higheravg. accuray doesnotimply alower

avg. misclassi®catiortost.

We also reporttraining and testtimes requiredby the
various classi®ersin Table 2. Training time for MN and
CSMNaregreatethanLOGREGwhichis notsurprisingdue
to theadditionalcompleity introducedby learningfrom the
link structure.Interestingly CSMNtendsto train fasterthan
MN. Testtimesareroughlythe samefor all threeclassi®ers.

In Figure 2, at p = 0.9 and above, MN shaws very
high misclassi®catiorcosts. This hasmoreto do with the
inferencealgorithmsusedin ourimplementatiorof MN. We
usedoopy belief propagtion (LBP) [2] for inferencein our
implementationwhich is the sameinferencealgorithmthat
LBP is a messageassing
algorithmwhich suffers (returnsvery poorestimate®f class



conditionalprobabilities\whenthegraphhasanumbeloops
with small clustersof nodes[30]. To obsere this more
carefully, we looked at the degreedistributions of two test
setsone generatedwith p = 0.8 (when MN doeswell)
and anothergeneratedvith p = 1.0 (when MN performs
poorly). The test set generatedwith p 1.0 contained
morenodeswith degrees> 1 thanthetestsetgeneratedvith
p = 0.8. Speci®cally the testsetgeneratedvith p = 1.0
containeda higherfraction of nodeswith degrees2,3,4,6,7
thanthe testsetgeneratedvith p = 0.8 respectiely. Note
that both test setshave roughly the samenumberof links
(411and414)dueto the samesettingof «. A lower value
of p tendsto distribute links arounda bit while the graph
is evolving and thus managedo avoid a few loops while
a higher value of p causesnen edgesto form using the
samenodeswith the highestout-degree. Theseloopscause
MN (which usesLBP) to return extremely poor estimates
of classconditionalprobabilitiesthusreturninga very high
misclassi®catiorcost. CSMN avoids this pitfall becauset
doesnot rely on estimatingprobabilitiesandis morerobust
to loops. Inferencein graphicalmodelswith loopsis still an
active ®eld of reseactwhich aimsto developmoreaccurate
inferencealgorithms.

Anotherway to producetightly linked clustersin the
generatedlatais to simply increasethe numberof links in
the graph. In our secondexperimentwe varied o from 0
to 0.8 andkept p constantat 0.8. Recallthat « is directly
proportionalto thefrequeng with whichconnect Node is
called andthat the numberof links in the graphis roughly
1# timesthe numberof nodes.Figure3 shavs thatat low
link densitiega = 0,0.1,0.2), all threeclassi®ersgproduce
comparableesults.With anincreasdn the numberof links
comesanincreasdn the numberof edgecostmatricesthus
increasingthe total misclassi®catiorcostsas showvn in the
plot for LOGREG At « 0.2 the relational classi®ers
exploit thesecorrelationsto produceresultsslightly better
than LOGREG(MN's 91.6 and CSMNs 94.5 comparedto
LOGREGs 94.8). But at « = 0.4 andhigher MN begins
to shav signs of poor estimationof probabilities due to
an excessof links (andloops)in the data. CSMN on the
other hand, shawvs more resilienceto the increasein links
andexploits the correlationsin thelink structureto produce
resultsbetterthan the othertwo classi®ersuntil & = 0.6.
Beyond o 0.6, however, even CSMN faltersdueto an
excessn link density

In the ®nal setof experimentswe exploredthe effects
of correlationgresenin thecostmatriceshemseles.Con-
sidertheearlierproblemof classifyingcommunicatiorinks
into oneof “suspicious”and“unsuspicious”.Recallthatwe
have threetypesof costs:the costassociateavith resources
for sunweillanceincurredwhenanunsuspiciousink wasmis-
classi®edthe costassociatedavith damageo life andprop-
erty incurredwhena suspicioucommunicatioink wasla-
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Figure3: Avg. misclassi®catiortostsattainedby varying «
(X-axis). p waskeptconstanat0.8.

beled otherwiseand the relational costincurredwhen ary
one of a non-terrorists communicationink was classi®ed
as‘“suspicious”. An honestnon-terroristentity in the com-
municationnetwork is goingto be morecon®dentandmore
protective of his rightsto privagy thana terroristwho does
not wantto attractattentionby moving to courtif anyoneof
her/hiscommunicatiorlinks is being monitored. Thusthe
relationalmisclassi®catiortostassociatedvith a communi-
cationlink belongingto a non-terrorists goingto be higher
thantherelationalmisclassi®catiortostof aterrorist's com-
municationlink. This pointsto the factthatin somecases
correlationgresenin thecostmatricesmight provide usin-
formationaboutthe classlabelsandwe needto exploit these
correlationsalso. In our last setof experimentswe tried to
mimic this scenaricandobsenedtheperformancef thedif-
ferentclassi®ers.

We introducedanotherparametery in our synthetic
data generatorwhich controlled the generationof the re-
lational (edge) cost matrices. For every edge cost ma-
trix Cos{yc, 7c), if the labels at both ends of the edge
are 0 (“unsuspicious”)then with probability v we sample
the off-diagonal elementsuniformly from [0, ham(yc, ¥c)]
whereaswith probability 1 — v we sampleuniformly from
[0, Mei¥d) ] \where ham(ye, ji:) denotesthe hamming
distancebetweeny. and §.; otherwisewe samplefrom
[0, %}. Thediagonalelementsarestill setto 0.

In the ®rst experimentwe kept « constantat 0.3,
constantat 1.0 andvariedp from 0.5 to 1.0, in otherwords,
wevariedthecorrelationsn thelink structuran thepresence
of strongcorrelationsin the costmatrices. Figure 4 shavs
that CSMNthriveson suchcorrelationsn the costmatrices
while MN improves slightly when the correlationsin the
links are pronouncedp = 0.8) but falterswhenthereare
too mary loopsin thegraph(p = 0.9, 1.0).
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Figure4: Avg. misclassi®catiorcostsattainedoy varying p
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Avg. misclassification costs

Figure5: Avg. misclassi®catiortostsattainedoy varyingy
(X-axis). « andp werekeptconstantt (0.3 and0.8 resp.

In our lastexperimentwe varied~ from 0 to 1.0 while
keepinga constantat 0.3 and p constantat 0.8. Figure5
shows theresults. Note thattherearetwo thingshappening
here. As we increasey, we increasethe chancesf larger
costsappearingn the edgecostmatricesandthusthe mis-
classi®catiorcostresultsgo higherasshowvn in the plot for
LOGREG Asweincreasey wealsoincreasehecorrelations
in thecostmatricesvhichcanbeexploited. MN neithertakes
adwantagenor is adwerselyaffectedby the changein v and
shavsroughlythesamemisclassi®catiorostthroughouthe
plot. CSMNshavs aslightincreasén misclassi®catiorosts
initially (v = 0.1) but quickly recorersandshaws progres-
sive improvementdn resultsreturninglower andlower mis-
classi®cationcostswith increasingcorrelationsin the cost
matrices.

7 Related Work

Link-based classi®cationhas been a topic of interestin
mary researctcommunitiesat differentpointsin time. Re-
searchersn computervision, natural languageprocessing
andmachinelearninghave looked at this problemat length
anddevelopeda variety of methods.Chakrabartiet al [26]
was one of the ®rst to notice that exploiting correlations
presentamongstthe labels of relatedentities signi®cantly
improvesclassi®catioraccuray. Lafferty etal [3] followed
up by proposingConditionalRandontields(CRFs)for clas-
sifying entitieswhich form linear chainswhich is a problem
frequentlyencounteredn the ®eld of naturallanguagepro-
cessing. Taskaret al [1] extendedLafferty et al's work to
handleirregulargraphs.

Much of theresearcton link-basedclassi®catiorin the
machinelearningcommunityhasconcentrateen classify-
ing text corporawith links lik e hypertext corporawith hyper
links or scienti®cpublicationswith citations.Onereasorfor
this is the easeof availability of text classi®catiordatasets.
Otherapplicationdomaindncludeclassifyingemailtext cor
pora([16]), classifyingdatasetwith informationregarding
variouscorporationg[17]), classi®catiorof links in hyper
text datasetg[18]), predictinglinks in friendshipnetworks
([18]), predictinglinks in text corpora([19]), opticalcharac-
terrecognition([20]) etc.

The cost-sensitie learningcommunity hasyet to em-
brace link-basedclassi®cation. Much of the researchin
cost-sensitie learningconcentrateiD data. Oneapproach
to perform cost-sensitie learningis to usea standard0/1
loss classi®erto predict classconditional probabilitiesus-
ing which one attemptsto ®nd the labelswhich minimize
the expectedcost of misclassi®cation[7], [21]). Another
approachis to make particular classi®erscost sensitve.
Speci®c methodshave beendevelopedfor decisiontrees
([23, 22]), supportvectormachineg[25]), neuralnetworks
([24]) etc. Noneof theseapproachesonsiderelationaldata.

Socialnetwork analystamainly usenetwork connecty-
ity informationto acquireknowledge.Link analysishasac-
knowledgedthe needto combinetext andlink information
([13]). Yet mostof the work either exploits only content
information ([15, 10Q]) or only link information ([14, 11]).
Oneexceptionis McCallumetal [12] which combinesboth
contentandlink informationto generateopic mixturesof
emailsand determineroles. McCallum et al usesa proba-
bilistic graphicalmodelwhich requiresconsiderablefforts
to designand involves making a numberof independence
assumptionghat rarely hold in the realworld. In contrast,
the methodsdiscussedn this paperinvolve discriminatize
modelswhich areamucheasiemway to designclassi®ersn-
volving bothlink andcontentinformationfor relationaldata
andmale noneof theindependencassumptionsMoreover,
to the bestof our knowledge,noneof the previous work in
link analysisconsidersrariedmisclassi®catiortosts.



8 Conclusion

In thispaperwe proposedheuseof relationalclassi®ersasa
methodto combinedifferenttypesof information(e.g.,link
and attribute) to solve variousclassi®cationtasksin social
networks. We shavedthat classi®catiorcanbe usedto for-
mulatea numberof problemsin social networks like iden-
tifying terroristsin a terroristnetwork andidentifying com-
municationlinks which needmonitoringin communication
networks. Most of theseproblemscomewith variouscosts
of misclassi®catiorwhich needto be keptin mind if we are
to solve theseproblemscorrectly To this end, we devel-
opedrelationalclassi®ergo performcost-sensitie classi®-
cation. We demonstratethe performancef relationalclas-
si®ersandour proposedost-sensitie relationalclassi®eron
syntheticdata. Our main obsenrationswere that the pres-
enceof correlationsin labelsacrosslinks can be exploited
by relationalclassi®ersto achieve resultsbetterthan stan-
dard non-relationalclassi®ers. We shaved that increasing
correlationdn thelink structureof the dataimprovesthere-
sultsof relationalclassi®ers.We alsoshaved thatwhenthe
numberof links is high or whentherearetoo mary loopsin
thegraph,standardelationalclassi®erdalterdueto theirre-
lianceon classconditionalprobabilitieswhile our proposed
cost-sensitie classi®elis morerobustto theseproblems Fi-
nally, we shaved thatthe proposedcost-sensitie relational
classi®ercanexploit correlationdn the costmatrices some-
thing the othertwo classi®ergnon-relationaklassi®ersand
standardelationalclassi®ersyshaved no evidenceof being
ableto do.
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