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a
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 p
a
ssw

o
rd
. 

• 
A
lw
a
ys vu

ln
e
ra
b
le
 to
 e
a
ve
sd
ro
p
p
in
g a

tta
ck a

n
d
 o
n
-lin

e
 p
a
ssw

o
rd
 gu

e
ssin

g 

A
p
p
ro

a
c
h
 1

: 

A
 (p
a
ssw

d
 p
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, p
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, p
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, p
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; m
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 b
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 p
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b
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L
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’s p
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, p
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w
A ) a

ga
in
st 

p
a
ssw

d
 file

 e
n
try fo

r A
 

• 
m
a
tch

 a
u
th
e
n
tica

te
s A

 
 • 
V
u
ln
e
ra
b
le
 to
 e
a
ve
sd
ro
p
p
in
g a

n
d
 to
 o
n
-lin

e
 p
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s b
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 b
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 p
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y m
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 m
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u
th
e
n
tica

tio
n
 

 • 
A
 u
se
s o
n
ly a

 sp
e
cia

l se
t o
f co

m
p
u
te
rs 

• 
A
 is a

u
th
e
n
tica

te
d
 b
y th

e
 a
d
d
re
ss (n

e
tw
o
rk, lin

k le
ve
l, e

tc) o
f its co

m
p
u
te
r. 

 • 
V
a
lid
 if  

• 
A
cce

ss to
 sp
e
cia

l co
m
p
u
te
rs is w

e
ll-gu

a
rd
e
d
 

• 
N
e
tw
o
rk is p

ro
te
cte

d
  a
ga
in
st sp

o
o
fin
g/
in
te
rce

p
tio
n
 o
f m

e
ssa

ge
s 

 • 
E
xa
m
p
le
s: 

• 
U
n
ix: o

s-w
id
e
 /
e
tc/

h
o
sts.e

q
u
iv file

, p
e
r-u
se
r .rh

o
sts file

. 
• 
V
M
S: P

R
O
X
Y
 d
a
ta
b
a
se
 

• 
E
a
rly m

a
in
-fra

m
e
 m
a
ch
in
e
s a
cce

sse
d
 b
y d

u
m
b
 te
rm
in
a
ls.  

• 
O
p
e
ra
to
r co

n
so
le
 o
n
 m
a
n
y w

o
rksta

tio
n
s (e

g, sin
gle

-u
se
r m

o
d
e
 in
 Lin

u
x) 
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C
ryp

to
gra

p
h
ic a

u
th
e
n
tica

tio
n
 

• 
A
 a
u
th
e
n
tica

te
s itse

lf to
 B
 b
y p

e
rfo

rm
in
g a

 cryp
to
g
ra
p
h
ic o

p
e
ra
tio
n
 o
n
 a
 

q
u
a
n
tity co

m
p
o
se
d
 o
f a
 p
a
rt su

p
p
lie
d
 b
y B

 a
n
d
 a
 se
cre

t sh
a
re
d
 b
y A

 a
n
d
 B
. 

• 
B
e
ca
u
se
 o
p
e
ra
tio
n
 is cryp

to
gra

p
h
ic, th

e
 se
cre

t is n
o
t d
isclo

se
d
 b
y 

e
a
ve
sd
ro
p
p
in
g. 

 L
im

ita
tio

n
s if A

 is h
u
m

a
n
 

• 
A
 ca

n
 o
n
ly re

m
e
m
b
e
r lo

w
-q
u
a
lity se

cre
t, ie

, p
a
ssw

o
rd
, n
o
t ke

y. 
• 
A
 ca

n
n
o
t d
o
 cryp

to
gra

p
h
ic o

p
e
ra
tio
n
s. 

• 
So
 A
 in
p
u
ts p

a
ssw

o
rd
 in
to
 co

m
p
u
te
r n

A  w
h
ich

 co
n
ve
rts p

a
ssw

o
rd
 to
 ke

y. 
H
e
n
ce
 vu

ln
e
ra
b
le
 to
 o
ve
rru

n
 o
f n

A . 
 A
p
p
ro

a
c
h
 1

 to
 tra

n
sfo

rm
 p

a
ssw

o
rd

 to
 k

e
y
 

• 
O
b
ta
in
 ke

y b
y (sa

y) h
a
sh
in
g p

a
ssw

o
rd
 (a
n
d
, fo

r D
E
S, ta

kin
g sp

e
cifie

d
 5
6
 b
its). 

• 
O
k fo

r se
cre

t-ke
y e

n
cryp

tio
n
, w

h
e
re
 a
n
y 5

6
-b
it strin

g is a
 va

lid
 ke

y. 
• 
G
e
n
e
ra
lly n

o
t u
se
d
 fo
r p
u
b
lic ke

y cryp
to
, w

h
e
re
 ke

ys h
a
ve
 ce

rta
in
 co

n
stra

in
ts. 

O
n
e
 w
a
y to

 d
o
 th
is fo

r R
SA
:  

• 
U
se
 p
a
ssw

o
rd
 a
s se

e
d
 to
 sp
e
cifie

d
 p
se
u
d
o
-ra
n
d
o
m
 n
u
m
b
e
r ge

n
e
ra
to
r, 

a
n
d
 ch

o
o
se
 first tw

o
 p
rim

e
s ge

n
e
ra
te
d
. 

• 
C
a
n
 re
d
u
ce
 co

m
p
u
ta
tio
n
a
l co

st b
y h

a
vin

g u
se
r re

m
e
m
b
e
r a
n
d
 in
p
u
t m

o
re
 

in
fo
, e
g, in

d
ice

s j
1  a
n
d
 j
2  o
f th

e
 tw

o
 p
rim

e
s in

 p
se
u
d
o
-ra
n
d
o
m
 se
q
u
e
n
ce
. 

(T
e
xt sa

ys j
1  a
n
d
 j
2  n
e
e
d
 n
o
t b
e
 se
cre

t, b
u
t th

e
y d

o
.) 
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A
p
p
ro

a
c
h
 2

 to
 tra

n
sfo

rm
 p

a
ssw

o
rd

 to
 k

e
y
 (g

e
n
e
ra

lly
 u

se
d
 fo

r p
u
b
lic

 k
e
y
 p

a
ir) 

 • 
U
se
 p
a
ssw

o
rd
 to
 d
e
cryp

t a
 h
igh

-q
u
a
lity ke

y ke
p
t in

 a
 d
ire
cto

ry se
rvice

. 
• 
L
e
t K

A  b
e
 A
’s m

a
ste

r ke
y. 

• 
L
e
t K

A
p
w
 b
e
 th
e
 (lo

w
-q
u
a
lity) ke

y o
b
ta
in
e
d
 fro

m
 A
’s p

a
ssw

o
rd
  

(e
g, b

y h
a
sh
in
g). 

• 
D
ire
cto

ry se
rvice

 sto
re
s K

A
p
w
{K
A } (ie

, K
A
 e
n
cryp

te
d
 b
y K

A
p
w
). 

• 
C
o
m
p
u
te
r n

A  ge
ts (A

, K
A
p
w
{K
A }) fro

m
 d
ire
cto

ry se
rvice

,  

K
A
p
w
 fro

m
 A
’s p

a
ssw

o
rd
, a
n
d
 d
e
cryp

ts to
 ge

t K
A  

 
• 
Is th

is vu
ln
e
ra
b
le
 to
 o
ff-lin

e
 (d
ictio

n
a
ry) a

tta
ck? 

• 
A
tta

cke
r gu

e
sse

s ca
n
d
id
a
te
 p
a
ssw

o
rd
 p
. 

• 
A
tta

cke
r o
b
ta
in
s ca

n
d
id
a
te
 m
a
ste

r ke
y X

A  =
 d
e
cryp

t(h
a
sh
(p
), K

A
p
w
(K
A )). 

B
u
t ca

n
n
o
t d
e
cid

e
 w
h
e
th
e
r X

A  is co
rre

ct b
e
ca
u
se
 K
A  h
a
s n
o
 stru

ctu
re
. 

N
o
te
: in

 R
SA
, e
n
cryp

t [d
], n

o
t [d

,n
] (b

e
ca
u
se
 la
tte

r h
a
s stru

ctu
re
). 

• 
B
u
t it is vu

ln
e
ra
b
le
 w
ith
 a
 b
it m

o
re
 w
o
rk in

 so
m
e
 c
a
se
s, e

g,  
� 
If A

 u
se
s a
 se
ssio

n
 ke

y e
n
cryp

te
d
 w
ith
 K
A , u

se
 X
A  to

 o
b
ta
in
 ca

n
d
id
a
te
 

se
ssio

n
 ke

y, a
n
d
 ch

e
ck if it ca

n
 d
e
cryp

t co
n
ve
rsa

tio
n
.  

� 
If A

’s sign
a
tu
re
 o
n
 a
 d
o
cu
m
e
n
t p
ro
d
u
ce
d
 u
sin
g K

A  is a
va
ila
b
le
, 

ch
e
ck if X

A  m
a
tch

e
s ve

rify A
’s sign

a
tu
re
 o
n
 a
n
 a
va
ila
b
le
 d
o
cu
m
e
n
t 
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P
ro
te
ctin

g a
ga
in
st e

a
ve
sd
ro
p
p
in
g a

n
d
 se
rve

r p
a
ssw

d
 file

 e
xp
o
su
re
 (sp

fe
) 

E
a
sy

 w
ith

 p
u
b
lic

 k
e
y
 c

ry
p
to

  
• 
A
 h
a
s p
riva

te
 ke

y.  
• 
B
 sto

re
s A
’s p

u
b
lic ke

y (so
 e
xp
o
sin
g B

’s d
a
ta
b
a
se
 d
o
e
s n
o
 d
a
m
a
ge
).  

• 
A
u
th
e
n
tica

tio
n
:  

• 
B
 se
n
d
s a
 ra
n
d
o
m
 va

lu
e
 to
 A
 

• 
A
 e
n
cryp

ts u
sin
g A

’s p
riva

te
 ke

y a
n
d
 se
n
d
s b
a
ck 

• 
B
 ch

e
cks re

ce
ive

d
 va

lu
e
 u
sin
g A

’s p
u
b
lic ke

y 

H
a
n
d
lin

g
 sp

fe
 (b

u
t n

o
t e

a
v
e
sd

ro
p
p
in

g
) w

ith
 h

a
sh

/se
c
re

t-k
e
y
 c

ry
p
to

 
• 
B
 sto

re
s h
a
sh
 o
f A
’s p

a
ssw

o
rd
  

• 
A
u
th
e
n
tica

tio
n
: 

• 
A
 se
n
d
s p
a
ssw

o
rd
 to
 B
 

• 
B
 co

m
p
a
re
s h
a
sh
 o
f re

cie
ve
d
 p
a
ssw

o
rd
 w
ith
 sto

re
d
 h
a
sh
 

H
a
n
d
lin

g
 e

a
v
e
sd

ro
p
p
in

g
 (b

u
t n

o
t sp

fe
) w

ith
 se

c
re

t-k
e
y
 c

ry
p
to

 
• 
A
 a
n
d
 B
 sh
a
re
 a
 se
cre

t K
A
B  (e

g, A
’s p

a
ssw

o
rd
). 

• 
A
u
th
e
n
tica

tio
n
: 

• 
A
 se
n
d
s (A

, lo
gin

) to
 B
 

• 
B
 se
n
d
s ra

n
d
o
m
 n
u
m
b
e
r R
 to
 A
 

• 
A
 re
sp
o
n
d
s w

ith
 K

A
B {R

} 

H
a
n
d
lin

g
 b

o
th

 w
ith

 se
c
re

t-k
e
y
 c

ry
p
to

  
• 
L
a
m
p
o
rt h

a
sh
 sch

e
m
e
 (la

te
r) 
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Sca
lin
g to

 n
e
tw
o
rk o

f N
 p
rin
cip

a
ls 

 • 
Stra

igh
tfo

rw
a
rd
 a
p
p
ro
a
ch
:  

• 
D
istin

ct ke
y fo

r e
ve
ry p

a
ir o

f p
rin
cip

a
ls. 

• 
N
o
t sca

la
b
le
:  

� 
N
2 sto

ra
ge
 co

st a
t e
a
ch
 n
o
d
e
 

� 
N
 co

st fo
r a
d
d
in
g n

e
w
 p
rin
cip

a
l 

 • 
U
se
 h
ie
ra
rch

y o
f tru

ste
d
 in
te
rm
e
d
ia
rie
s 

• 
K
D
C
 (k

e
y
 d

istrib
u
tio

n
 c

e
n
te

r) in
 se
cre

t-ke
y cryp

to
 

• 
C
A
 (c

e
rtific

a
tio

n
 a

u
th

o
rity

) in
 p
u
b
lic-ke

y cryp
to
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K
D
C
 (fo

r sh
a
re

d
-se

c
re

t k
e
y
s) in

 sin
g
le

-d
o
m

a
in

 c
a
se

 

• 
K
D
C
 sh
a
re
s a
 ke

y K
X  fo

r e
ve
ry p

rin
cip

a
l X
 o
f its d

o
m
a
in
 

• 
W
h
e
n
 A
 w
a
n
ts to

 ta
lk to

 B
:  

A
 

K
D
C
 

B
 

se
n
d
 [A
, B
, co

n
n
] to

 K
D
C
 

 
 

ge
n
e
ra
te
 se
ssio

n
 ke

y K
A
B  

ge
n
e
ra
te
 tkt

A
B =
 [K

B {A
, B
, K

A
B }]  (tic

k
e
t) 

se
n
d
 [K

A {A
, B
, K

A
B }, tkt

A
B ] to

 A
 

se
n
d
 [A
, B
, co

n
n
, tkt

A
B ] to

 Y
 

 
 

d
e
cryp

t tkt
A
B  a
n
d
 ge

t K
A
B
 

<
 ---   a

u
th
e
n
tica

tio
n
 b
e
tw
e
e
e
n
 A
 a
n
d
 B
 u
sin
g K

A
B   ---- >

 
 • 
A
d
va
n
ta
ge
s: 

• 
A
d
d
in
g n

e
w
 p
rin
cip

a
l: O

(1
) in

te
ra
ctio

n
 b
e
tw
e
e
n
 p
rin
cip

a
l a
n
d
 K
D
C
 

• 
R
e
vo
ca
tio
n
 o
f p
rin
cip

a
l: O

(1
), d

e
a
ctiva

te
 p
rin
cip

a
l’s m

a
ste

r ke
y a

t K
D
C
 

• 
D
isa
d
va
n
ta
ge
s: 

• 
K
D
C
 ca

n
 im

p
e
rso

n
a
te
 a
n
yo
n
e
 to
 a
n
yo
n
e
. 

K
D
C
 co

m
p
ro
m
ise
 m
a
ke
s th

e
 w
h
o
le
 n
e
tw
o
rk vu

ln
e
ra
b
le
. 

• 
K
D
C
 fa
ilu
re
 m
e
a
n
s n
o
 n
e
w
 se
ssio

n
s ca

n
 b
e
 sta

rte
d
.  

• 
K
D
C
 ca

n
 b
e
 a
 p
e
rfo

rm
a
n
ce
 b
o
ttle

n
e
ck. 

• 
L
a
st tw

o
 ca

n
 b
e
 a
lle
via

te
 b
y h

a
vin

g K
D
C
 re
p
lica

s, b
u
t  

� 
n
e
e
d
 to
 p
ro
te
ct a

ll re
p
lica

s 
� 
w
h
e
n
 a
 p
rin
cip

a
l’s m

a
ste

r ke
y is ch

a
n
ge
d
, n
e
e
d
 to
 syn

c re
p
lica

s 
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C
A
 (fo

r p
u
b
lic

 k
e
y
s) in

 sin
g
le

-d
o
m

a
in

 c
a
se

 
 • 
E
a
ch
 p
rin
cip

a
l h
a
s a
 p
u
b
lic ke

y p
a
ir. 

R
e
m
e
m
b
e
rs its o

w
n
 p
riva

te
 ke

y a
n
d
 C
A
’s p

u
b
lic ke

y. 
• 
C
A
 ge

n
e
ra
te
s c

e
rtific

a
te

 (sign
e
d
 p
u
b
lic ke

y) fo
r e
a
ch
 p
rin
cip

a
l X
: 

• 
[(X
, p
u
b
ke
y
X , e

xp
d
a
te
), p

rivke
y
C
A {(X

, p
u
b
ke
y
X , e

xp
d
a
te
)}]. 

• 
C
e
rtifica

te
s a
re
 p
u
b
licly d

isse
m
in
a
te
d
 (e
.g., a

t d
ire
cto

ry se
rvice

s). 
 • 
A
 a
u
th
e
n
tica

te
s B
 a
s fo

llo
w
s (ign

o
rin
g ce

rtifica
te
 re
vo
ca
tio
n
): 

• 
O
b
ta
in
 ce

rtifica
te
 fo
r B
 fro

m
 a
n
yw
h
e
re
, typ

ica
lly fro

m
 B
. 

• 
If ce

rtifica
te
 n
o
t e
xp
ire
d
 a
n
d
 sign

a
tu
re
 ve

rifie
s (u

sin
g C

A
’s p

u
b
lic ke

y), 
th
e
n
 A
 h
a
s B
’s p

u
b
lic ke

y. 
• 
A
 se
n
d
s ch

a
lle
n
ge
 a
n
d
 e
xp
e
cts ch

a
lle
n
ge
 e
n
cryp

te
d
 b
y B

’s p
riva

te
 ke

y, 
a
fte

r w
h
ich

 A
 a
n
d
 B
 se
ttle

 o
n
 a
 se
ssio

n
 ke

y. 
 • 
A
d
va
n
ta
ge
s 

• 
C
A
 d
o
e
s n
o
t n
e
e
d
 to
 b
e
 o
n
-lin

e
 o
r n
e
tw
o
rke

d
, so

 ca
n
 b
e
 m
o
re
 se
cu
re
. 

• 
C
A
 cra

sh
 d
o
e
s n
o
t sto

p
 n
e
w
 se
ssio

n
s fro

m
 sta

rtin
g u

n
til e

xp
ira
tio
n
 d
a
te
. 

• 
C
e
rtifica

te
s n
e
e
d
 n
o
t b
e
 se
cu
re
d
 (e
xce

p
t fo

r d
e
le
tio
n
 o
f ce

rtifica
te
s). 

• 
C
o
m
p
ro
m
ise
d
 C
A
 ca

n
n
o
t d
e
cryp

t co
n
ve
rsa

tio
n
s (u

n
like

 K
D
C
). B

u
t it ca

n
 

se
rve

 fa
lse
 p
u
b
lic ke

ys a
n
d
 th
u
s im

p
e
rso

n
a
te
 a
n
y p

rin
cip

a
l. 



1
0
/
3
0
/
2
0
0
8
 sh
a
n
ka
r 

 
 

 
 

 
a
u
th
e
n
tica

tio
n
 slid

e
 1
7
 

C
A
 (fo

r p
u
b
lic

 k
e
y
s) in

 sin
g
le

-d
o
m

a
in

 c
a
se

 (c
o
n
t) 

 • 
D
isa
d
va
n
ta
ge
s 

• 
C
e
rtifica

te
 re
vo
ca
tio
n
 is m

o
re
 co

m
p
le
x th

a
n
 in
 K
D
C
. 

• 
C
A
 p
e
rio
d
ica

lly (e
g, h

o
u
rly) issu

e
s C

R
L
 (C
e
rtifica

te
 R
e
vo
ca
tio
n
 List) 

� 
sign

e
d
 {issu

e
 tim

e
, list o

f ce
rtifica

te
s re

vo
ke
d
 a
t issu

e
 tim

e
} 

 
• 
A
 a
u
th
e
n
tica

te
s B
 (in

 p
re
se
n
ce
 o
f C
R
L
) b
y o

b
ta
in
in
g
 (typ

ica
lly fro

m
 B
) 

• 
a
 ce

rtifica
te
 fo
r B
 th
a
t h
a
s n
o
t e
xp
ire
d
 (a
s a
b
o
ve
), a

n
d
 

• 
a
 C
R
L
 th
a
t d
o
e
s n
o
t h
a
ve
 B
 a
n
d
 w
a
s issu

e
d
 su
fficie

n
tly re

ce
n
tly, e

g, 
a
t th

e
 sta

rt o
f th

e
 cu

rre
n
t p
e
rio
d
. 

• 
A
 se
n
d
s a
 ch

a
lle
n
ge
 a
n
d
 a
w
a
its ch

a
lle
n
ge
 e
n
cryp

te
d
 b
y B

’s p
riva

te
 ke

y, 
a
fte

r w
h
ich

 A
 a
n
d
 B
 se
ttle

 o
n
 a
 se
ssio

n
 ke

y. 
 • 
X
.5
0
9
 fo
rm
a
t fo

r ce
rtifica

te
 a
n
d
 C
R
L
 

• 
C
e
rtifica

te
 =
  

  [u
se
r n
a
m
e
, u
se
r p
u
b
lic ke

y, e
xp
ira
tio
n
 tim

e
, se

ria
l n
u
m
b
e
r,  

   C
A
’s sign

a
tu
re
 o
n
 e
n
tire

 co
n
te
n
ts o

f ce
rtifica

te
] 

• 
C
R
L
 =
 [ issu

e
 tim

e
, list o

f se
ria
l n
u
m
e
rs o

f u
n
e
xp
ire
d
 re
vo
ke
d
 ce

rtifica
te
s]  
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K
D
C
s fo

r m
u
lti-d

o
m

a
in

 c
a
se

  
 C
a
se

 1
: A
 in
 d
o
m
a
in
 (w

ith
 K
D
C
 X
) w

a
n
ts to

 ta
lk to

 B
 in
 d
o
m
a
in
 (w

ith
 K
D
C
 Y
), 

   
 

a
n
d
 X
 a
n
d
 Y
 sh
a
re
 a
 ke

y, sa
y K

X
-Y . 

 A
 

X
 (K
D
C
 o
f D

1 ) 
Y
 (K
D
C
 o
f D
2
)
 

B
 

se
n
d
 [A
, B
 in
 D

2 , co
n
n
] to

 X
 

 
 

 

 
ge
n
e
ra
te
 se
ssio

n
 ke

y K
A
-Y  

ge
n
e
ra
te
 tkt

A
-Y  =

 [K
X
-Y {A

, X
, K

A
-Y }] 

se
n
d
 [K

A {A
, Y
, K

A
-Y }, tkt

A
-Y ] to

 A
 

 

 
 

se
n
d
 [A
, B
, co

n
n
, tkt

A
-Y ] to

 Y
 

 

 
ge
n
e
ra
te
 se
ssio

n
 ke

y K
A
-B  

ge
n
e
ra
te
 tkt

A
-B  =

 [K
B
-Y {A

, B
, K

A
-B }] 

se
n
d
 [K

A
-Y {A

, B
, K

A
-B }, tkt

A
-B ] to

 A
 

se
n
d
 [A
, B
, K

A
-B {A

, B
, co

n
n
}, tkt

A
-B ] to

 B
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K
D
C
s fo

r m
u
lti-d

o
m

a
in

 c
a
se

 (c
o
n
t.) 

 C
a
se

 2
: K
D
C
s ch

a
in
 fro

m
 so
u
rce

 to
 d
e
stin

a
tio
n
 

 • 
In
 a
 la
rge

 in
te
rn
e
tw
o
rk w

ith
 m
a
n
y d

o
m
a
in
s,  

u
n
like

ly th
a
t e
ve
ry tw

o
 d
o
m
a
in
s w

ill h
a
ve
 a
 sh
a
re
d
 ke

y. 
 • 
B
u
t if th

e
re
 is a

 se
q
u
e
n
ce
 o
f d
o
m
a
in
s D

1 , D
2 , ⋅⋅⋅, D

N   su
ch
 th
a
t  

fo
r e
ve
ry i, K

D
C
 o
f D

i  a
n
d
 K
D
C
 o
f D

i+
1  h
a
ve
 a
 sh
a
re
d
 ke

y 
th
e
n
 A
 o
f D

1  ca
n
 se
cu
re
ly o

b
ta
in
 a
 se
ssio

n
 ke

y to
 ta
lk to

 B
 o
f D

N : 
• 
L
e
t X

i  b
e
 th
e
 K
D
C
 o
f D

i  
• 
A
 ta
lks to

 X
1  a
n
d
 ge

ts [se
ssio

n
-ke

y, ticke
t
A
-X
2 ] to

 ta
lk to

 X
2  

• 
A
 ta
lks to

 X
2  a
n
d
 ge

ts [se
ssio

n
-ke

y, ticke
t
A
-X
3 ] to

 ta
lk to

 X
3  

• 
a
n
d
 so
 o
n
 u
n
til  

• 
A
 ta
lks to

 X
N  a
n
d
 ge

ts [se
ssio

n
-ke

y, ticke
t
A
-B ] to

 ta
lk to

 B
 

 • 
H
o
w
 d
o
e
s A

 ge
t th

e
 se
q
u
e
n
ce
 X

1 , X
2 , ⋅⋅⋅, X

N . 
• 
Sta

tic h
ie
ra
rch

y w
ith
 a
d
d
itio

n
a
l lin

ks (p
e
rh
a
p
s ca

c
h
e
d
) fo

r e
fficie

n
cy. 

• 
G
o
o
d
 if A

 a
lso
 p
a
sse

s a
lo
n
g th

e
 se
q
u
e
n
ce
 o
f d
o
m
a
in
s to

 b
e
 tra

ve
rse

d
, so

 th
a
t 

B
 ca

n
 se
e
 w
h
e
th
e
r it tru

sts e
ve
ry K

D
C
 o
n
 th
e
 ch

a
in
. 
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C
A
s fo

r m
u
lti-d

o
m

a
in

 c
a
se

  
 C
a
se

 1
: A
 in
 d
o
m
a
in
 w
ith
 C
A
 X
 w
a
n
ts to

 ta
lk to

 B
 in
 d
o
m
a
in
 w
ith
 C
A
 Y
,  

 
 

a
n
d
 X
 a
n
d
 Y
 h
a
ve
 ce

rtifica
te
s fo

r e
a
ch
 o
th
e
r. 

 A
 

X
 d

ire
c
to

ry
 se

rv
ic

e
 

Y
 d

ire
c
to

ry
 se

rv
ic

e
 

B
 

• 
G
e
ts fro

m
 X
’s d

ire
cto

ry se
rvice

 a
 ce

rtifica
te
 fo
r Y
 sign

e
d
 b
y X

; 
A
 ca

n
 ve

rify ce
rtifica

te
 b
e
ca
u
se
 A
 h
a
s X
’s p

u
b
lic k

e
y;  

so
 A
 n
o
w
 h
a
s Y
’s p

u
b
lic ke

y. 
 

• 
G
e
ts fro

m
 Y
’s d

ire
cto

ry se
rvice

 a
 ce

rtifica
te
 fo
r B
 sign

e
d
 b
y Y

; 
A
 ca

n
 ve

rify ce
rtifica

te
 b
e
ca
u
se
 A
 n
o
w
 h
a
s Y
’s p

u
b
lic ke

y;  
so
 A
 n
o
w
 h
a
s B
’s p

u
b
lic ke

y 
 

• 
A
 ca

n
 n
o
w
 se
n
d
 m
e
ssge

s to
 B
 e
n
cryp

te
d
 w
ith
 B
’s p

u
b
lic ke

y
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 C
a
se

 2
: C

A
 c

h
a
in

 fro
m

 so
u
rc

e
 to

 d
e
stin

a
tio

n
 

 • 
In
 a
 la
rge

 in
te
rn
e
tw
o
rk w

ith
 m
a
n
y d

o
m
a
in
s, u

n
like

ly th
a
t th

e
 C
A
s o
f e
ve
ry tw

o
 

d
o
m
a
in
s w

ill h
a
ve
 a
 ce

rtifica
te
 fo
r e
a
ch
 o
th
e
r. 

 
• 
B
u
t if th

e
re
 is a

 se
q
u
e
n
ce
 o
f d
o
m
a
in
s D

1 , D
2 , ⋅⋅⋅, D

N   su
ch
 th
a
t 

fo
r e
ve
ry i, d

ire
cto

ry se
rvice

s o
f D

i  a
n
d
 D

i+
1  h
a
ve
 ce

rtifica
te
s fo

r e
a
ch
 o
th
e
r 

sign
e
d
 b
y th

e
ir C

A
’s 

th
e
n
 A
 o
f D

1  ca
n
 se
cu
re
ly o

b
ta
in
 th
e
 p
u
b
lic ke

y o
f B
 o
f D

2  b
y ite

ra
tin
g: 

• 
L
e
t X

i  b
e
 th
e
 C
A
 o
f D

i  
• 
A
 ge

ts ce
rtifica

te
 fo
r X

2  sign
e
d
 b
y X

1  
• 
A
 ge

ts ce
rtifica

te
 fo
r X

3  sign
e
d
 b
y X

2  
• 
a
n
d
 so
 o
n
 u
n
til  

• 
A
 ge

ts ce
rtifica

te
 fo
r X

N  sign
e
d
 b
y X

N
-1  

• 
A
 ge

ts ce
rtifica

te
 fo
r B
 sign

e
d
 b
y X

N  
 1
0
/
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/
2
0
0
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a
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ka
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S
e
ssio

n
 k

e
y
 (if u

se
d
) 

 • 
Sh
o
u
ld
 b
e
 d
iffe

re
n
t fro

m
 lo
n
g-te

rm
 sh
a
re
d
 ke

y u
se
d
 fo
r a
u
th
e
n
tica

tio
n
 

• 
so
 lo
n
g-te

rm
 ke

y d
o
e
s n
o
t “
w
e
a
r o
u
t”
 (o
ff-lin

e
 cryp

to
 a
tta

ck) 
• 
Sh
o
u
ld
 b
e
 u
n
iq
u
e
 fo
r e
a
ch
 se
ssio

n
 

• 
If co

m
p
ro
m
ise
d
, o
n
ly a

ffe
cts d

a
ta
 se
n
t in

 th
a
t se

ssio
n
. 

• 
C
a
n
 b
e
 give

n
 to
 re
la
tive

ly u
n
tru

ste
d
 so
ftw

a
re
 

• 
Se
ssio

n
 ke

y sh
o
u
ld
 b
e
 fo
rgo

tte
n
 a
fte

r se
ssio

n
 e
n
d
s 

 D
e
le

g
a
tio

n
 o

r a
u
th

e
n
tic

a
tio

n
 fo

rw
a
rd

in
g
 

• 
If A

, w
h
e
n
 lo
gge

d
 in
to
 B
, w

a
n
ts to

 a
cce

ss C
 (e
g, p

rin
te
r),  

th
e
n
 B
 n
e
e
d
s to

 a
u
th
e
n
tica

te
 itse

lf a
s A

 to
 C
. 

• 
A
 ca

n
 lo
g in

to
 C
 e
xp
licitly (to

o
 m
u
ch
 tro

u
b
le
) 

• 
A
 ca

n
 give

 B
 its p

a
ssw

o
rd
 (to

o
 risky) 

• 
A
 ca

n
 give

 B
 a
 ticke

t (ca
lle
d
 d

e
le

g
a
tio

n
 o
r a

u
th

e
n
tic

a
tio

n
 fo

rw
a
rd

in
g) w

ith
 

� 
typ

e
s o
f a
cce

ss a
llo
w
e
d
 b
y B

 (e
g, A

’s p
rin
t q
u
e
u
e
)  

� 
e
xp
iry tim

e
 (typ

ica
lly sh

o
rt) 
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A
u
th
e
n
tica

tio
n
 o
f P
e
o
p
le
 (K
P
S 1

0
: m

a
r 2
0
 2
0
0
6
) 

 C
o
n
stra

in
ts w

h
e
n
 a

u
th

e
n
tic

a
tin

g
 h

u
m

a
n
:  

• 
C
a
n
 o
n
ly re

m
e
m
b
e
r lo

w
-q

u
a
lity

 se
cre

t  
(e
g, 1

0
 le
tte

r “
p
ro
n
o
u
n
ce
a
b
le
”
 p
a
ssw

o
rd
). 

• 
C
a
n
n
o
t p
e
rfo
rm
 cryp

to
gra

p
h
ic o

p
e
ra
tio
n
s. 

 H
u
m

a
n
 a

u
th

e
n
tic

a
tio

n
 b

a
se

d
 o

n
 o

n
e
 o

r m
o
re

 o
f 

• 
W
h
a
t yo

u
 kn

o
w
: p
a
ssw

o
rd
 

• 
W
h
a
t yo

u
 h
a
ve
: a
u
th
e
n
tica

tio
n
 to
ke
n
s, e

g, 
• 
p
h
ysica

l ke
ys, A

T
M
 ca

rd
 

• 
W
h
a
t yo

u
 a
re
: b
io
m
e
tric fe

a
tu
re
s, e

g, 
• 
fin
ge
rp
rin
t, vo

ice
 re
co
gn
itio

n
, re

tin
a
 sca

n
 

 P
a
ssw

o
rd

 lim
ita

tio
n
s 

• 
E
a
ve
sd
ro
p
p
in
g 

• 
O
n
lin
e
 p
a
ssw

o
rd
 gu

e
ssin

g 
• 
d
e
fe
n
se
: lim

it n
u
m
b
e
r o
f a
tte

m
p
ts a

fte
r w

h
ich

 u
se
r m

u
st ta

lk to
 a
d
m
in
 

� 
p
ro
b
le
m
: va

n
d
a
l ca

n
 e
a
sily lo

ck u
p
 a
cco

u
n
ts (d

e
n
ia
l-o
f-se

rvice
) 

• 
d
e
fe
n
se
: lim

it sp
e
e
d
 o
f a
tte

m
p
ts 

• 
E
xp
o
su
re
 o
f p
a
ssw

o
rd
 file

 o
n
 se
rve

r 
• 
D
o
in
g o

fflin
e
 gu

e
ssin

g if p
a
ssw

o
rd
 file

 is h
a
sh
e
d
. 

• 
E
xp
o
sin
g p

a
ssw

o
rd
s in

 e
m
a
il, scrip

t file
s, e

tc. 
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 G
o
o
d
 p

a
ssw

o
rd

, ie
, ra

n
d
o
m

 6
4
-b

it, n
o
t fe

a
sib

le
 

• 
2
0
 ra
n
d
o
m
 d
igits 

• 
1
1
 ra
n
d
o
m
 ch

a
rs (fro

m
 0
-9
, a

−
z, A

−
Z
, co

u
p
le
 o
f p
u
n
ctu

a
tio
n
 m
a
rks) 

• 
C
o
m
p
u
te
r-ge

n
e
ra
te
d
 ra
n
d
o
m
 p
ro
n
o
u
n
ce
a
b
le
 p
a
ssw

o
rd
 

• 
C
a
se
 in
se
n
sitive

: 4
.5
 b
its o

f ra
n
d
o
m
n
e
ss p

e
r ch

a
ra
cte

r 
• 
E
ve
ry th

ird
 ch

a
ra
cte

r a
 vo

w
e
l, 6

 vo
w
e
ls: 2

.5
 b
its o

f ra
n
d
o
m
n
e
ss p

e
r vo

w
e
l 

• 
R
e
q
u
ire
s 1
6
 ch

a
ra
cte

rs 
• 
H
u
m
a
n
-ge

n
e
ra
te
d
 p
a
ssw

o
rd
s 

• 
A
b
o
u
t 2
 b
its o

f ra
n
d
o
m
n
e
ss p

e
r ch

a
ra
cte

r 
• 
So
 re
q
u
ire
 a
b
o
u
t 3
2
 ch

a
ra
cte

r p
a
ssw

o
rd
 

• 
If p

a
ssw

o
rd
 is to

o
 go

o
d
, u
se
rs w

rite
 it d

o
w
n
 

 
W

o
rk

a
b
le

 a
p
p
ro

a
c
h
  

• 
“
p
a
ss-p

h
ra
se
”
 w
ith
 in
te
n
tio
n
a
l m

issp
e
llin

g, p
u
n
ctu

a
tio
n
 m
a
rks,  

 sym
b
o
ls (e

g, $
 fo
r S), o

d
d
 ca

p
ita
liza

tio
n
, e
tc. 
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L
o
g
in

 T
ro

ja
n
 H

o
rse

 to
 c

a
p
tu

re
 p

a
ssw

o
rd

s  
 • 
L
e
a
ve
 p
ro
gra

m
 ru
n
n
in
g o

n
 p
u
b
lic te

rm
in
a
l th

a
t im

ita
te
s lo

gin
 p
ro
m
p
t 

• 
ge
ts p

a
ssw

o
rd
 fro

m
 n
a
ive

 u
se
r a
n
d
 a
tte

m
p
ts to

 e
xit in

co
n
sp
icu

o
u
sly 

� 
e
g, e

xit w
ith
 “
lo
gin

 fa
ile
d
”
 m
e
ssa

ge
 

� 
b
e
tte

r ye
t: ru

n
s virtu

a
l O
S fo

r d
u
ra
tio
n
 o
f u
se
r se

ssio
n
 

 • 
D
e
fe
n
se
s b
y O

S/
h
a
rd
w
a
re
: 

• 
H
a
ve
 sp
e
cia

l p
ro
m
p
t sym

b
o
l a
t a
n
y in

p
u
t fie

ld
 b
y n

o
n
-lo
gin

 p
ro
gra

m
 

• 
A
llo
w
 o
n
ly lo

gin
 scre

e
n
 to
 fill e

n
tire

 d
isp
la
y 

• 
N
o
n
-m
a
p
p
a
b
le
 ke

y to
 in
te
rru

p
t a
n
y ru

n
n
in
g p

ro
gra

m
 

� 
e
g, a

lt-ctrl-d
e
l (b

u
t o
fte

n
 O
S a

llo
w
s re

m
a
p
p
in
g o

f th
is) 

• 
D
isp
la
y n

u
m
b
e
r o
f u
n
su
cce

ssfu
l lo

gin
 a
tte

m
p
ts sin

ce
 la
st su

cce
ssfu

l lo
gin

. 
• 

A
n
y
 d

e
fe

n
se

 fa
ils g

iv
e
n
 a

 su
ffic

ie
n
tly

 n
a
iv

e
 u

se
r 

  In
itia

l d
istrib

u
tio

n
 o

f p
a
ssw

o
rd

s n
e
e
d
s to

 b
e
 se

c
u
re

 
  P
a
ssw

o
rd

s c
a
n
 a

lso
 b

e
 u

se
d
 fo

r n
o
n
-lo

g
in

 p
u
rp

o
se

s (p
ro

te
c
tin

g
 in

d
iv

id
u
a
l file

s) 
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A
u
te
n
tica

tio
n
 to
ke
n
s 

 P
h
ysica

l d
e
vice

 th
a
t a
 p
e
rso

n
 ca

rrie
s a
ro
u
n
d
:  

• 
p
h
ysica

l ke
y, m

a
gn
e
tic strip

 ca
rd
, sm

a
rt ca

rd
, e
tc. 

 M
a
g
n
e
tic

 strip
 c

a
rd

s  
• 
C
re
d
it ca

rd
s, d

e
b
it ca

rd
s, id

 ca
rd
s, m

o
n
e
y ca

rd
, e
tc 

• 
C
a
n
 h
o
ld
 h
igh

-q
u
a
lity se

cre
t a
n
d
 o
th
e
r d
a
ta
 (u
su
a
lly re

a
d
-o
n
ly) 

• 
If ca

rd
 h
a
s p
ictu

re
 o
r sign

a
tu
re
, th

e
n
 a
lso
 se
rve

s a
s b
io
m
e
tric ch

e
ck b

y h
u
m
a
n
. 

 S
m

a
rt c

a
rd

 (e
m

b
e
d
d
e
d
 C

P
U
 a

n
d
 m

e
m

o
ry

) 
• 
ca
n
 h
o
ld
 h
igh

-q
u
a
lity se

cre
t 

• 
m
e
m
o
ry ca

n
 b
e
 p
a
ssw

o
rd
 p
ro
te
cte

d
 

• 
ca
n
 d
o
 cryp

to
gra

p
h
ic o

p
e
ra
tio
n
s (ch

a
lle
n
ge
/
re
sp
o
n
se
) 

 
A
d
v
a
n
ta

g
e
s, d

isa
d
v
a
n
ta

g
e
s, fe

a
tu

re
s 

• 
T
o
ke
n
s ca

n
 b
e
 lo
st o

r sto
le
n
 (u
n
le
ss it is a

tta
ch
e
d
/
e
m
b
e
d
d
e
d
 in
 u
se
r) 

• 
So
 u
su
a
lly n

e
e
d
s to

 b
e
 a
u
gm

e
n
te
d
 w
ith
 p
a
ssw

o
rd
 

• 
W
h
e
n
 to
ke
n
 is lo

st, n
e
e
d
 a
n
 o
ve
rrid

e
 th
a
t is u

su
a
lly n

o
t m

u
ch
 le
ss 

co
n
ve
n
ie
n
t th

a
n
 th
e
 o
ve
rrid

e
 fo
r “
I fo

rgo
t m

y p
a
ssw

o
rd
”
 

• 
P
e
o
p
le
 se
e
m
 le
ss w

illin
g to

 “
lo
a
n
”
 a
 to
ke
n
 th
a
n
 to
 sh
a
re
 a
 p
a
ssw

o
rd
 

• 
R
e
q
u
ire
s cu

sto
m
 h
a
rd
w
a
re
 (ke

y slo
t, ca

rd
 re
a
d
e
r, e

tc) o
n
 e
ve
ry a

cce
ss d

e
vice

 
• 
e
xce

p
tio
n
 is cryp

to
gra

p
h
ic ca

lcu
la
to
r (o

r re
a
d
e
rle
ss sm

a
rt ca

rd
) 
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 C
ry

p
to

g
ra

p
h
ic

 c
a
lc

u
la

to
r (o

r re
a
d
e
rle

ss sm
a
rt c

a
rd

) 
 • 
Sm

a
rt ca

rd
 th
a
t d
o
e
s n
o
t re

q
u
ire
 sp
e
cia
l h
a
rd
w
a
re
.  

• 
H
a
s d
isp
la
y a

n
d
 ke

yb
o
a
rd
 fo
r h
u
m
a
n
 in
te
ra
ctio

n
 

• 
U
se
r e
n
te
rs p

a
ssw

o
rd
 to
 u
n
lo
ck d

e
vice

 
• 
U
se
r e
n
te
rs ch

a
lle
n
ge
 in
to
 d
e
vice

 a
n
d
 re
a
d
s cryp

to
g
ra
p
h
ic re

sp
o
n
se
 

• 
T
im
e
-b
a
se
d
 a
lte
rn
a
tive

 
• 
U
se
r e
n
te
rs p

a
ssw

o
rd
 to
 u
n
lo
ck d

e
vice

 
• 
C
a
rd
 d
isp
la
ys e

n
cryp

tio
n
 o
f cu

rre
n
t tim

e
, w

h
ich

 u
se
r e
n
te
rs a

s 
a
u
th
e
n
tica

tio
n
 in
fo
rm
a
tio
n
. 

• 
A
u
th
e
n
tica

tin
g co

m
p
u
te
r ch

e
cks th

a
t re

su
lt is va

lid
 

� 
N
e
e
d
s to

 ch
e
ck fo

r a
ll p

o
ssib

le
 cu

rre
n
t tim

e
s w

ith
in
 a
llo
w
e
d
 clo

ck d
rift. 

• 
A
d
va
n
ta
ge
s: 

� 
Sa
ve
s h
a
lf th

e
 typ

in
g 

� 
W
o
rks w

ith
 p
a
ssw

o
rd
 “
fo
rm
-fa
cto

r”
 a
u
th
e
n
tica

tio
n
 p
ro
to
co
ls 
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B
io

m
e
tric

 a
u
th

e
n
tic

a
tio

n
 d

e
v
ic

e
s 

• 
R
e
tin
a
l sca

n
n
e
r 

• 
sca

n
s b
lo
o
d
 ve

sse
ls in

 b
a
ck o

f yo
u
r e
ye
 

• 
e
xp
e
n
sive

 a
n
d
 “
p
sych

o
lo
gica

lly th
re
a
te
n
in
g”
 (lo

o
k in

to
 la
se
r d
e
vice

) 
• 
Iris sca

n
n
e
r 

• 
L
e
ss in

tru
sive

 th
a
n
 re
tin
a
l sca

n
n
e
r (ca

n
 b
e
 d
o
n
e
 w
ith
 ca

m
e
ra
 se
ve
ra
l fe

e
t 

a
w
a
y). 

• 
F
in
ge
rp
rin
t re

a
d
e
r 

• 
d
e
vice

s a
va
ila
b
le
 b
u
t a
u
to
m
a
tio
n
 h
a
s n
o
t b
e
e
n
 su
cce

ssfu
l fo

r m
a
n
y ye

a
rs 

• 
F
a
ce
 re
co
gn
itio

n
 

• 
n
o
t in

tru
sive

 b
u
t n
o
t ve

ry a
ccu

ra
te
 su
sce

p
tib
le
 to
 fa
lse
 n
e
ga
tive

s 
• 
H
a
n
d
p
rin
t re

a
d
e
rs 

• 
M
o
re
 fa
lse
 p
o
sitive

s th
a
n
 fin

ge
rp
rin
t re

a
d
e
rs b

u
t le

ss e
xp
e
n
sive

 a
n
d
 le
ss 

p
ro
b
le
m
-p
ro
n
e
 

• 
V
o
ice

p
rin
ts 

• 
C
h
e
a
p
 a
n
d
 ca

n
 b
e
 a
s a
ccu

ra
te
 a
s fin

ge
rp
rin
tin
g 

• 
C
a
n
 b
e
 d
e
fe
a
te
d
 w
ith
 ta
p
e
 re
co
rd
in
g 

• 
F
a
lse
 n
e
ga
tive

s (vo
ice

 ch
a
n
ge
 d
u
e
 to
 illn

e
ss) 

• 
K
e
ystro

ke
 tim

in
g 

• 
F
a
lse
 n
e
ga
tive

s (in
ju
ry) 

• 
Sign

a
tu
re
 

• 
N
o
t a
ccu

ra
te
 b
a
se
d
 o
n
ly o

n
 sta

tic sign
a
tu
re
 

• 
A
ccu

ra
te
 if a

lso
 b
a
se
d
 o
n
 tim

in
g in

fo
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Se
cu
rity H

a
n
d
sh
a
ke
 P
itfa

lls (N
S ch

a
p
te
r 1
1
) 

 A
ssu

m
e
 A
 in
itia

te
s co

n
n
e
ctio

n
 to
 B
. 

 C
a
n
 cla

ssify th
e
 a
u
th
e
n
tica

tio
n
 p
ro
to
co
ls a

lo
n
g fo

llo
w
in
g fe

a
tu
re
s:  

• 
O
n
e
-w
a
y a

u
th
e
n
tica

tio
n
:  

• 
B
 a
u
th
e
n
tica

te
s A

  (e
g, lo

gin
)  o

r 
• 
A
 a
u
th
e
n
tica

te
s B
  (se

rve
r B
 w
ith
 p
u
b
lic ke

y, clie
n
t A
 w
/
o
 p
u
b
lic ke

y) 

• 
M
u
tu
a
l-a
u
th
e
n
tica

tio
n
:  

• 
B
 a
u
th
e
n
tica

te
s A

  a
n
d
  A
 a
u
th
e
n
tica

te
s B
 

• 
Se
ssio

n
-ke

y: 
• 
A
u
th
e
n
tica

tio
n
 m
a
y a

lso
 e
sta

b
lish

 se
ssio

n
 ke

y 

• 
Se
cre

t-ke
y cryp

to
 vs  P

u
b
lic-ke

y cryp
to
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O
n
e
-W
a
y A

u
th
e
n
tica

tio
n
 

 S
o
lu

tio
n
 1

.1
: o

n
e
-w

a
y
 a

u
th

, se
c
re

t-k
e
y
 (K

A
B ) 

A
 

 
B
 

se
n
d
 [A
, B
, co

n
n
]  -->

 
 

 
<
--  se

n
d
 ch

a
lle
n
ge
 R
 

se
n
d
 re
sp
o
n
se
 f{K

A
B , R

}  -->
 

 
 N
o
te

 

• 
R
e
sp
o
n
se
 f{K

A
B ,R

} is  a
 ke

ye
d
-h
a
sh
 o
f R
  o
r  R

 e
n
cryp

te
d
 w
ith
 K

A
B  

• 
C
h
a
lle
n
ge
 R
 m
u
st b

e
 n
e
w
 (a
 n

o
n
c
e
) so

 th
a
t f{K

A
B ,R

} h
a
s n
o
t b
e
e
n
 se
n
t b
e
fo
re
 

(b
y A

 o
r b
y B

) a
n
d
 h
e
n
ce
 h
a
s n
o
t b
e
e
n
 se
e
n
 b
y a

tta
c
ke
r. 

• 
If ch

a
lle
n
ge
 R
 is o

b
ta
in
e
d
 fro

m
 a
 clo

ck o
r a
 co

u
n
te
r  a

n
d
  

if B
 m
a
y h

a
ve
 re
ce
ive

d
 p
a
st m

sgs m
 to
 w
h
ich

 it se
n
t f{K

A
B ,m

} re
sp
o
n
se
s 

(e
g, a

n
o
th
e
r a
u
th
e
n
tica

tio
n
 p
ro
to
co
l w

ith
 A
 u
sin
g K

A
B ) 

th
e
n
  

• 
B
 m
u
st e

n
su
re
 th
a
t ch

a
lle
n
ge
 R
 is n

o
t a
m
o
n
g th

e
se
 m
sgs,  o

r  
• 
re
sp
o
n
se
 sh
o
u
ld
 a
lso
 in
d
ica

te
 th
e
 se
n
d
e
r (e

g, f{K
A
B ,A

,R
}) 

• 
T
h
e
se
 p
ro
b
le
m
s a
re
 n
o
t th

e
re
 if R

 is o
b
ta
in
e
d
 fro

m
 a
 ra
n
d
o
m
 n
u
m
b
e
r 

ge
n
e
ra
to
r. 
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 S
o
m

e
 v

u
ln

e
ra

b
ilitie

s: 
  • 
If K

A
B
 is d

e
rive

d
 fro

m
 p
a
ssw

o
rd
, a
n
 e
a
ve
sd
ro
p
p
e
r ca

n
 d
o
 o
ff-lin

e
 p
a
ssw

o
rd
 

gu
e
ssin

g a
tta

ck. 
 • 
If a

tta
cke

r ge
ts B

’s p
a
ssw

o
rd
 file

, it ca
n
 im

p
e
rso

n
a
te
 A
 

• 
P
ro
te
ctin

g p
a
ssw

o
rd
 file

 is h
a
rd
e
r if B

 is re
p
lica

te
d
  

o
r A
 u
se
s sa

m
e
 p
a
ssw

o
rd
 o
n
 d
iffe

re
n
t se

rve
rs. 

 • 
A
tta

cke
r ca

n
 im

p
e
rso

n
a
te
 B
 sin

ce
 th
is is o

n
e
-w
a
y a

u
th
e
n
tica

tio
n
 o
n
ly  

(b
u
t th

is is a
 “
fe
a
tu
re
”
 ra
th
e
r th

a
n
 a
 vu

ln
e
ra
b
ility). 
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S
o
lu

tio
n
 1

.2
: o

n
e
-w

a
y
 a

u
th

, se
c
re

t-k
e
y
 (K

A
B ) 

A
 

 
B
 

se
n
d
 [A
, B
, co

n
n
] to

 B
  -->

 
 

 
<
--  se

n
d
 ch

a
lle
n
ge
 [ K

A
B {R

}] 
se
n
d
 [R
]  -->

 
 

N
o
te

 
• 
R
e
q
u
ire
s ch

a
lle
n
ge
 to
 b
e
 re
ve
rsa

b
le
 (ie

, e
n
cryp

tio
n
, n
o
t ke

ye
d
-h
a
sh
). 

• 
R
 sh
o
u
ld
 n
o
t o
n
ly b

e
 a
 n
o
n
ce
 b
u
t u
n
p
re
d
icta

b
le
 (ie

, ra
n
d
o
m
ly ge

n
e
ra
te
d
). 

• 
E
g, if R

 is o
b
ta
in
e
d
 fro

m
 a
 co

u
n
te
r, a

n
 a
tta

cke
r ca

n
 im

p
e
rso

n
a
te
 A
  

b
e
ca
u
se
 it w

o
u
ld
 kn

o
w
 th
a
t th

e
 n
e
xt ch

a
lle
n
ge
 ge

n
e
ra
te
d
 b
y B

 is R
+
1
. 

V
u
ln

e
ra

b
ilitie

s: a
s in

 so
lu
tio
n
 1
.1
 p
lu
s th

e
 fo
llo
w
in
g: 

• 
If K

A
B  d
e
rive

d
 fro

m
 p
a
ssw

o
rd
 a
n
d
 R
 h
a
s stru

ctu
re
, th

e
n
  

a
 sp
o
o
fe
r (w

/
o
 e
a
ve
sd
ro
p
p
in
g) ca

n
 ge

t K
A
B {R

} a
n
d
 d
o
 o
fflin

e
 gu

e
ssin

g. 
• 
N
o
te
: R
 is ra

n
d
o
m
ly ge

n
e
ra
te
d
 a
n
d
 n
e
e
d
 n
o
t h
a
ve
 stru

ctu
re
. 

F
e
a
tu

re
 

If A
 a
n
d
 B
 h
a
ve
 clo

cks th
a
t a
re
 w
ith
in
 D
 se
co
n
d
s o
f e
a
ch
 o
th
e
r 

a
n
d
 R
 h
a
s a
 tim

e
sta

m
p
 (in

 a
d
d
itio

n
 to
 th
e
 ra
n
d
o
m
 n
u
m
b
e
r), 

th
e
n
 th
is a

lso
 a
u
th
e
n
tica

te
s B
 to
 A
 in
 th
e
 fo
llo
w
in
g se

n
se
: 

• 
A
 a
ssu

re
d
 th
a
t K

A
B {R

} m
e
ssa

ge
 w
a
s o
rigin

a
lly se

n
t b
y B

 w
ith
in
 la
st D

 se
co
n
d
s 

• 
A
 n
o
t a
ssu

re
d
 th
a
t K

A
B {R

} w
a
s se

n
t in

 re
sp
o
n
se
 to
 its [A

,B
,co

n
n
] m

sg 
• 
C
a
n
 b
e
 fixe

d
 b
y in

clu
d
in
g a

 n
o
n
ce
 in
 [A
,B
,co

n
n
] a
n
d
 in
 R
. 
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a
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c
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e
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 (K

A
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sta

m
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-b

a
se

d
 

 A
ssu

m
in
g A

 a
n
d
 B
 h
a
ve
 clo

cks th
a
t a
re
 w
ith
in
 D
 se
co
n
d
s o
f e
a
ch
 o
th
e
r. 

 
A

 
 

 
B
 

se
n
d
 [A
, B
, co

n
n
, K

A
B {ts}] to

 B
  -->

 
 

B
 d
e
cryp

ts, ch
e
cks th

a
t ts w

ith
in
 D
 

 N
o
te

 
• 
Sin

gle
 tra

n
sm
issio

n
 su
ffice

s, n
o
 h
a
n
d
sh
a
ke
 n
e
e
d
e
d
 

• 
B
 d
o
e
s n
o
t n
e
e
d
 to
 m
a
in
ta
in
 sta

te
 p
e
r a
ctive

 co
n
n
e
c
tio
n
 

V
u
ln

e
ra

b
le

 
• 
R
e
p
la
y a

tta
ck w

ith
in
 clo

ck ske
w
 D
 

• 
d
e
fe
n
se
: B
 re
m
e
m
b
e
rs ts se

n
t b
y A

 w
ith
in
 la
st D

 se
co
n
d
s (re

q
u
ire
s sta

te
) 

• 
R
e
p
la
y a

tta
ck if K

A
B  u
se
d
 w
ith
 m
u
ltip

le
 se
rve

rs 
• 
d
e
fe
n
se
: in

clu
d
e
 se
rve

r id
 a
lo
n
g w

ith
 ts 

M
a
y n

o
t b
e
 d
o
a
b
le
 if se

rve
rs a

re
 re
p
lica

s o
f B
 (w

ith
 sa
m
e
 e
xte

rn
a
l id

) 
• 
B
’s clo

ck b
e
in
g se

t b
a
ck 

If e
n
cryp

tio
n
 is re

p
la
ce
d
 b
y ke

ye
d
-h
a
sh
, B
 h
a
s m

u
ch
 m
o
re
 w
o
rk  

• 
B
 h
a
s to

 ge
t ke

ye
d
-h
a
sh
 o
f e
ve
ry p

o
ssib

le
 va

lu
e
 in
 D
 a
n
d
 co

m
p
a
re
. 

• 
C
a
n
 o
ve
rco

m
e
 b
y A

 in
clu

d
in
g u

n
e
n
cryp

te
d
 ts in

 co
n
n
 m
sg. (Is th

is a
s se

cu
re
?) 
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a
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u
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u
b
lic

-k
e
y
 (o

p
e
n
 c

h
a
lle

n
g
e
, sig

n
e
d
 re

sp
o
n
se

) 
 A

 
 

B
 

se
n
d
 [A
, B
, co

n
n
] to

 B
  -->

 
 

 
<
--  se

n
d
 ch

a
lle
n
ge
 R
 

se
n
d
 [ [R

]
A ]  -->

  
 ([R

]
A  is R

 e
n
cryp

te
d
 w
ith
 A
’s p

riva
te
 ke

y) 

 

 N
o
te

 
• 
B
’s p

w
 file

 co
n
ta
in
s A
’s p

u
b
lic ke

y; ca
n
 b
e
 re
a
d
a
b
le
 (b
u
t n
o
t m

o
d
ifia

b
le
) 

 • 
N
e
e
d
 to
 e
n
su
re
 th
a
t R
 h
a
s d
istin

ct stru
ctu

re
 th
a
t is n

o
t u
se
d
 fo
r sign

in
g 

m
e
ssa

ge
s 
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e
y
 (e

n
c
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p
te

d
 c

h
a
lle

n
g
e
, o

p
e
n
 re

sp
o
n
se

) 
 A

 
 

B
 

se
n
d
 [A
, B
, co

n
n
] to

 B
  -->

 
 

 
<
--  se

n
d
 e
n
cryp

te
d
 ch

a
lle
n
ge
 {R
}
A
 

 ({R
}
A  is R

 e
n
cryp

te
d
 w
ith
 A
’s p

u
b
lic ke

y) 
se
n
d
 R
  -->

  
 

 N
o
te

 

• 
B
’s p

w
 file

 co
n
ta
in
s A
’s p

u
b
lic ke

y; ca
n
 b
e
 re
a
d
a
b
le
 (b
u
t n
o
t m

o
d
ifia

b
le
) 

• 
N
e
e
d
 to
 e
n
su
re
 th
a
t R
 h
a
s d
istin

ct stru
ctu

re
 th
a
t is n

o
t u
se
d
 fo
r se

n
d
in
g 

co
n
fid
e
n
tia
l m

e
ssa

ge
s to

 A
 

• 
W
h
y is o

k to
 se
n
d
 re
sp
o
n
se
 R
 in
 th
e
 o
p
e
n
, in

ste
a
d
 o
f sa

y {R
}
B   
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M
u
tu
a
l (tw

o
-w
a
y) A

u
th
e
n
tica
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