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Chapter 1

Introduction

1.1 Concurrent systems

A concurrent system is a collection of active entities that execute simultaneously and interact with each
other during the course of their lifetimes. Concurrency is inherent in the real world, arising whenever multiple
active entities cooperate to achieve a goal. Small variations in the speeds of the agents can result in widely
differing executions. Consequently, a concurrent system has many possible executions, and its behavior is
usually not reproducible. This is what makes a concurrent system so interesting to behold, and so infuriating
to debug.

The objective in concurrent system design is to ensure that every possible execution satisfies the desired
properties while allowing as much variation in speeds as possible, that is, freeing the individual entities
to run at their own speeds. Achieving this for systems of realistic complexity requires a “compositional”
methodology for design and implementation, that is, one in which the design and implementation of a
concurrent system can be broken up into the design and implementation of component concurrent systems.
And that is what this book is all about, a practical and rigorous compositional methodology for concurrent
systems. Our focus is on systems in the computer world, but the methodology applies to discrete-event
systems in general.

In the computer world, the term process is used to refer to an active entity. A process executes a
program. The program defines variables and statements, and the process executes the statements one by
one. The state of the process consists of the values of its variables (including a control variable indicating
the next statement that the process is to execute). Some statements only affect the state of the executing
process. Some statements also affect the state of other processes, for example, writing to variables readable
by other processes, sending messages to other processes, doing remote procedure calls, freeing a process from
a wait, and even starting or terminating processes. When one process changes the state of another process,
we say that an interaction has occurred between the processes, with the first process doing an output and
the second process doing an input.

For a concurrent system with a single process, an execution is a sequence of statement executions along
with the intermediate states. Some of the statement excutions correspond to inputs from or outputs to
other processes in the environment. Figure 1.1 illustrates such an execution. For a concurrent system with
several processes, an execution consists of executions of its individual processes “stitched together” at their
interactions, that is, at corresponding input and output pairs. Figure 1.2 illustrates this for a system of two
processes. Clearly, small changes in the speeds of the individual processes can result in different executions
of the concurrent system. In Figure 1.2 for example, if process 2 executed faster, its first output would
happen before process 1’s first output, resulting in a very different overall execution.

The properties we are interested in are so-called correctness properties. A correctness property is
nothing but a condition about the sequence of states that a system goes through; for example, “variable x
never exceeds 57, “statement Y is eventually executed after statement Z”, and so on. A correctness property
is satisfied by a concurrent system if it is satisfied by every possible execution of the system. Correctness
properties can be classified into safety properties and progress (also called “liveness”) properties. A safety
property states that “nothing bad” happens, for example, “variable x never exceeds 5”7, “statement Y is
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Figure 1.1: A possible execution of a single process concurrent system.
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Figure 1.2: A possible execution of a concurrent system with two processes.

executed only after statement Z”, and so on. A progress property states that “something good” eventually
happens, for example, “variable x eventually becomes 57, “statement Y is eventually executed after statement
77, and so on. We use assertions (i.e., temporal logic formulas) to express correctness properties.

Concurrent systems are everywhere in the computer world, in the hardware level of processors and 10
devices, in the system level of operating systems and network protocols, and in the application level of
distributed applications and interactive user interfaces. They go by various names, including “distributed”
systems and “interactive” systems, depending on the context. In particular, a distributed system is a concur-
rent system whose processes are spread over different locations and have only “coarse-grained” interactions
with each other. An interactive system typically has a human user as one of the processes.

The non-computer world also is full of concurrent systems. A group of people interacting according to
the rules of a game or a contract forms a concurrent system. An instructive example with close analogies
to the computer world is that of several cooks in one kitchen. See Figure 1.3. Each cook (process) executes
a recipe (program), which is made up of steps (statements). The cooks execute concurrently over time,
each at his or her own speed. Each step of the recipe requires resources such as utensil, stove, and counter
space. Because resources are shared there is interaction between the cooks, for instance, grabbing a pot only
when it is free. A desired safety property is that the kitchen does not reach a state where all the pots are
being used and each cook that has a pot needs another pot to complete his or her recipe (i.e., deadlock). A
desired progress property is that every cook eventually gets enough pots to complete his or her recipe (i.e.,
no starvation).

1.2 Pie in the sky

Our goal is a compositional methodology for the design and implementation of concurrent systems, that
is, one where the design and implementation of a concurrent system can be broken up into the design and
implementation of component concurrent systems.

To achieve this, we need two descriptions of a system. One is a description of the system itself, that is,
the program executed. The other is an easily understandable description of the desired external behavior of
the system, capturing all desired safety and progress properties and unencumbered by implementation issues
and internal structure. We refer to this description as the service of the system. The service defines the set
of all acceptable sequences of interactions between the system and its environment.

To illustrate, consider a distributed lock manager system accessed by user processes at various locations.
Any sequence of requests, acquires, and releases, is acceptable, provided at most one user has the lock at any
time (safety) and no requesting user is denied the lock indefinitely (progress). But to achieve this service, the
system internally has to implement many things, keeping track of which processes are requesting the lock,
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Figure 1.3: A concurrent system: many cooks sharing a kitchen.

how long they have been waiting, whether the lock is available, and so on, and using messages to dissemnate
information and decisions to the various locations.

In addition to the notion of services, we also require a compositionality property: given a composite
system made up of component systems, if each component system satisfies a corresponding service
and the component services together make up a composite service, then the composite system satisfies the
composite service. The compositionality property allows a component system to be replaced by another
system that satisfies the same component service without affecting the composite service or the rest of the
composite system. Of course, a component system can itself be a composite system.

Formulating a compositionality property requires several concepts to be made precise. What does it
mean for a system to satisfy a service? What does it mean to compose systems and how is this composition
equivalent to a system? What does it mean to compose services and how is this composition equivalent to
a service? Finally, we want to do all this in a framework that is close to the world of system designers and
implementors.

Our framework, called SESF (Services and Systems Framework), is characterized by a few fundamental
features:

e Executable services: We use programs and progress assertions to specify services. As a result, one
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6 CHAPTER 1. INTRODUCTION

proves (tests) whether a system satisfies its services by analyzing (executing) the composite program
of system and services. Programs can be in any concurrent programming language, subject to some
simple syntactic constraints.

e Layered compositionality: We consider a composite system to consist of layers of component
systems, with services defining the acceptable sequences of interactions between layers. A service,
rather than enclosing a system, is a “boundary” between systems in different layers, with the systems
below “offering” the service and the systems above “using” the service.

e Atomicity and fairness assumptions: Our system programs explicitly state the atomicity and
fairness expected of the underlying execution platform. Making these explicit eliminates a common
source of ambiguity in concurrent programs, and is essential for any meaningful analysis.

e Assertional reasoning: We use assertional reasoning for analyzing programs, because it can achieve
rigor without excessive formalism. Assertions are convenient way to codify the intermediate steps of
an analysis. They can be proved by operational arguments or by proof rule applications, and they can
be mechanically checked in testing.

The above features are discussed in further detail in the following sections. We emphasize that our
approach handles concurrent systems and properties in their full generality. The concurrent system models
are not restricted, for example, to finite state machines or Petri nets. The class of correctness properties we
consider subsumes partial correctness, invariance, termination, deadlock-freedom, livelock-freedom, worst-
case complexity, hard real-time properties, etc. This generality is essential because software systems, unlike
hardware systems, have not proven amenable to finite state verification techniques.

1.3 Executable services

We want a methodology that is close to the programmer’s world. This leads us to use programs to specify
services, resulting in so-called executable services. Although both systems and services are specified by
programs, the two types of programs differ fundamentally because they have different purposes. A system
program is intended for execution and hence must satisfy the computational, synchronization and other
constraints of the underlying platform — for example, does it run in privileged mode, is it multi-threaded or
multi-process, does it execute on a single processor, a multi-processor with shared memory, or loosely-coupled
message-passing processors, and so on. A service program, on the other hand, is intended not for execution
but to provide an easily understandable definition of the service. Hence it can ignore the constraints of
the underlying platform, for example, resorting to system-wide updates and global history variables. It is
precisely this freedom from “physical-world” constraints that makes a service program easier to understand
than a system program that provides the service. A clean programming language is verry helpful but it is not
the key.

Consider the service provided by a distributed lock manager. The service can be succinctly defined by
a program that has (1) a variable indicating the set of users currently requesting the lock, (2) a variable
indicating the user, if any, currently having the lock, and (3) for each operation (request, acquire, release),
a predicate indicating whether the operation is allowed and a function that updates the variables appropri-
ately. The program cannot be directly executed on the underlying distributed platform because the acquire
operation involves variables at different locations.

Because services are executable, the notion of a system satisfying a service can be formalized in terms of
the composite program of the system and service satisfying certain properties. Hence, given a system
and service, any concurrent program verification technique can be used to check the composite program for
the properties. The technique we use is assertional reasoning (outlined below).

Another benefit of executable services is that it provides a testing harness: one can test a system
against its services simply by executing the composite program of the system and services (on a “serialized”
version of the underlying platform). Such a testing harness can be an invaluable complement to manual
verification, in which one often “invents” assertions without checking the details. These assertions can be
mechanically checked during testing of the composite program of system and services. Of course, testing
explores only some of the finite executions of the composite program, and hence is not a substitute for
verification.
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1.4. LAYERED COMPOSITIONALITY 7

1.4 Layered compositionality

In traditional compositionality approaches, illustrated in Figure 1.4, a service encloses a system and defines
the acceptable sequences of interactions between the system and its environment. When component systems
are composed to form a composite system, the behavior, and hence the service, of the composite system is
determined by composing the services of the component systems.
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Figure 1.4: Traditional compositionality: service encloses a system.
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Figure 1.5: Layered compositionality: service is between layers.

In layered compositionality, illustrated in Figure 1.5, a composite system consists of layers of com-
ponent systems, with services defining the acceptable sequences of interactions between systems in different
layers. Thus a system, in general, is “encapsulated” by services above and below. When component systems
are composed to form a composite system, services between components become internal to the composite
system and the remaining services encapsulate the composite system. In Figure 1.5, M1 is encapsulated by
S1 above and S3 below, while the composite system of M1, M2, M3 is encapsulated by S1 and S2 above and
S4 below.

Encapsulating a system by services above and below is not equivalent to enclosing the system by a single
service. For example, M1 in Figure 1.5 is encapsulated by S1 above and S3 below, but S1 and S3 together
are not equivalent to the T1 enclosing M1 in Figure 1.4. Of course, if a system has only one service (either
upper or lower), then that service encloses the system exactly as in traditional compositionality.

Roughly speaking, a system “satisfies” its encapsulating services if the interactions it initiates are allowed
by the services, assuming the interactions initiated by the system’s environment are allowed by the services.
Note that service satisfaction is a conditional obligation; the system is under no obligation if the environment
does not meet its obligation. Given a system M and services U and V, we say M satisfies U above and V
below, or as we prefer say, M offers U uses V, to mean that M is encapsulated by U above and V below
and satisfies the services.

Our compositionality property is that, given a composite system consisting of layers of component
systems with services in between, if every component system in isolation satisfies its services, then the
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8 CHAPTER 1. INTRODUCTION

composite system as a whole satisfies its services. For example in Figure 1.5, if M1 offers S1 uses S3, M2
offers S2 uses S3, and M3 offers S3 uses S4, then the composite system of M1, M2, and M3 offers S1 and S2
uses S4.

When designing a composite system to offer a desired service, our approach is to first envision the
intermediate services in the composite system, and then introduce component systems that satisfy the
services above and below. The essence of layered compositionality is that services govern the interaction
between layers but not the interaction within a layer. Of course, one can always introduce services between
systems in the same layer, effectively placing these systems in different layers. Also, any two components can
directly interact, even components separated by several layers. Also, a system that accesses a service can itself
be made up of several systems. In fact, this is inevitable if the service is distributed over multiple locations,
as illustrated in Figure 1.6. Thus, layered compositionality does not constrain the kinds of composite systems
that can be built, unlike say the notion of layering in network protocol architecture.
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Figure 1.6: A layered composite system distributed over locations A, B, C, and D.

1.5 Atomicity and fairness assumptions

A concurrent program has constructs for inter-process communication (shared variables, locks, message sends
and receives, etc.) and constructs for process creation, termination, and management (fork-join, cobegin-
coend, setting scheduling priority, etc.). In order to say anything meaningful about what these constructs
do, one has to look underneath and explicitly address the atomicity and the fairness expected of the
underlying platform. Most computing platforms are ambiguous in this respect.

A concurrent program expects certain statements to be atomically executed by the underlying plat-
form. Atomic execution of a statement means that once the execution starts, mo other simultaneously
executing statement can influence the execution or observe intermediate states of the execution. Specifying
atomicity is equivalent to indicating the points at which the environment can interrupt or observe the pro-
gram’s execution. This atomicity may be as low-level as atomic reads and writes of memory words, say as
provided by hardware, or as high-level as atomic transactions, say as provided by a database platform. In
any case, the underlying platform must provide some level of atomicity. Without atomicity, the program’s
execution can be interrupted willy-nilly by its environment, for instance, in the middle of accessing a memory
location, and nothing can be predicted about its behavior.

An atomic execution of a statement appears, to its environment, to occur instantaneously at some point
between the start and the end of the execution. This allows one to use the nondeterministic interleaving
model of execution, in which the simultaneous execution of atomic statements is represented by the set of
all possible sequential executions of the atomic statements. Figure 1.7 illustrates this for two statements.
Because the interleaving model permits the notion of a global state, it greatly facilitates reasoning about
concurrent systems. We emphasize that adopting the interleaving model does not mean that atomic executions
must be non-overlapping in time.
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Figure 1.7: Concurrent execution modeled as nondeterministic interleaving.

A concurrent program also expects its processes to be executed with fairness by the underlying platform.
There are two kinds of fairness: weak and strong. A process executed with weak fairness means that every
once in a while the process gets some processor cycles. So if the process is at a nonblocking statement .S, then
it eventually executes that statement. What if the process is at a blocking statement, such as “await B do
S”, where the boolean B is affected by other processes. If B holds continuously, then the process eventually
executes the statement. If B holds infinitely often but only intermittently, then it may never execute the
statement (because B may happen to be false whenever the process gets cycles). However, if the process is
executed with strong fairness, then even in the latter situation, it eventually executes the statement.

Clearly, it is not easy for a platform to provide strong fairness in general. Platforms usually provide only
weak fairness, although even this is sometimes questionable. If at all a platform provide strong fairness, it
is for a very limited set of blocking constructs (e.g., semaphore waits).

1.6 Assertional reasoning

Analysis ultimately boils down to showing that a given program satisfies a desired property, or, more re-
alistically, a sequence of intermediate properties leading up to the desired property. We need a convenient
formalism to express these properties, and our choice is to use assertions (temporal logic formulas). As-
sertional reasoning refers to the use of assertions to codify the intermediate results of analysis such that
each result is easily derivable from previous results. In addition to conveniently expressing properties of
programs, assertions can also be mechanically evaluated during testing.

We use three kinds of assertions: “invariant” and “unless” assertions for safety properties, and “leads-to”
assertions for progress properties. An invariant assertion has the form [J P, where P is a predicate; it means
that P holds at every possible state of the program. An unless assertion has the form P unless @), where
P and @ are predicates; it means that if P holds at some instant then it continues to hold until @ holds. A
leads-to assertion has the form P ~~ @), where P and () are predicates; it means that if P holds at some
instant then eventually @ holds. One can also combine these assertions to form more complex assertions.
For example, the desired progress property of the lock manager, i.e., every request is eventually followed by
a corresponding acquire assuming that every user who has the lock eventually releases it, would be expressed
by an assertion of the form [(acquire ~~ release) = (request ~» acquire)].

Consider one step of an analysis, in which we want to prove that a desired assertion holds for a program
assuming previously established assertions. There are two fundamentally different ways of expressing the
proof: assertional and operational. In an assertional proof, one shows that the desired assertion follows
by an application of a proof rule (i.e., temporal-logic inference rule). In an operational proof, one argues
informally in natural language. Both have merits.

An assertional proof works with the syntactic constructs of the program and assertions. Consequently,
a proof, once obtained, can be checked without understanding the program or the assertions. Indeed, it
can even be mechanically checked with current theorem-proving technologies, but only if the proof is at a
horribly low level of detail. This rarely happens, whether in real life or in this book.

An operational proof, on the other hand, works directly with the executions of the program rather than
the syntax of the program. It can provides insight but it is error-prone. The accuracy and readability of an
operational proof depends entirely on the analyst’s maturity and clarity of expression. People usually prefer
operational proofs to assertional proofs because it is easier to skip details at the risk of being sloppy.
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10 CHAPTER 1. INTRODUCTION

Overall, for the general class of systems and services of interest to us, proofs require human insight and
invention. The greater the effort expended, the more trustworthy is the proof. Pragmatically, we recognize
that the extent of precision and formality depends on factors such as how complex is the module, how well-
understood are its algorithms, how expensive would a mistake be, and how much time and resources are
available for verification.

1.7 Systems

The discussion so far has been on the “philosophy” underlying SESF. We now outline SESF itself, starting
with systems, then services, and finally service satisfaction.

A system is specified by a system program. We use a generic concurrent programming syntax (along
the lines of Java), with key words to identify the following: (1) the statements to be atomically executed,
(2) the statements that are callable by the environment and their “enabling conditions” (described below),
and (3) the fairness expected of the underlying platform.

In fact, a system program can be in any concurrent programming language (e.g., Java, C++/sockets,
Ada, assembly). In this case, the above key words can be included in the program as comments; i.e., SESF
becomes a markup language for program text. Such a SESF-structured Java is presented in [?].

The statements of a system program, as usual, can modify variables, call functions, create processes and
start them executing, and so on. We use “:=” for assignment and “=" for equals. We use the term events to
refer to atomically executed statements. An event is either locally controlled or externally controlled,
depending on whether its execution is initiated by the system or by the environment. A locally-controlled
event can call externally-controlled events of other systems. An externally-controlled event is executed only
when called by a system in the environment. It does not call other events (but it can return a value to the
caller). An externally-controlled event has an associated enabling condition, a predicate in the program
variables that should hold whenever the event is called. Fairness assumptions define the fairness that is
expected of the underlying platform in executing locally-controlled events.

Any collection of systems can be grouped to form a composite system. In addition to interactions with
its environment, a composite system can also have internal interactions, that is, interactions between its
components. Naturally, a component system can itself be a composite system.

A system is said to become faulty if it executes an undefined operation (division by zero, calling a
non-existent event, etc.). For a properly designed system, this should happen only if an externally-controlled
event is executed when its enabling condition does not hold. We do not care what a system does after it
becomes faulty; it may crash, execute abnormally, make other systems faulty, and so on.

1.8 Services

A service is specified by a service program. The purpose of the program is to define in a convenient way
(1) the signatures of the system events on each side that are callable by systems on the other side, and (2)
the acceptable sequences of these event calls. Our approach to achieving this is to have the service program
be a special kind of system program whose events are divided into upward events and downward events.
An upward event corresponds to an externally-controlled event of a system above the service; it can be called
only by a system below the service. A downward event corresponds to an externally-controlled event of a
system below the service; it can be called only by a system above the service. Figure 1.8 illustrates this.
Each event has an associated enabling condition. Each execution of the service program corresponds to an
allowed sequence of event calls.

The program’s sole purpose is to express these sequences in a humanly understandable manner. The
program is never implemented except for testing, and so efficiency and platform constraints are irrelevant.
For example, the program of a distributed service can maintain a system-wide history that is updated by
event executions at different locations.

The service program includes progress assertions that define the progress that is expected in executing
upward events. They do not require any progress of downward events. The progress requirement is the
only place where offering a service is not symmetric to using a service (if one classifies service events not
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system M
el, e2 : xc events visible below

service S
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system N
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Figure 1.8: A service program between two systems (“upw”, “dnw”, and “xc” stand for “upward”, “down-
ward”, and “externally-controlled”, respectively).

into upward and downward but into locally-controlled and externally-controlled with respect to the system
accessing the service).

Most services in the concurrent world are so-called multi-user services, that is, services that support
multiple users simultaneously. Internet IP service is an example of a multi-user service; here, the users are
identified by TP addresses.

1.9 Satisfying services

What does it mean for a system M to satisfy a service U above. At any point in time, M has participated
in a (possibly empty) sequence of U event calls, that is, calls of events corresponding to events of U. Of
these event calls, the upward ones have been initiated by M and the downward ones by M’s environment.
We say this sequence is safe if it is one of the sequences defined by U’s program. We say a U event call is
safe at this point if extending the sequence by this call results in a safe sequence.

The notion of M satisfying U above, also said as M offers U, is formalized by the following:

e Safety condition: M does only safe U event calls, as long as M’s environment does only safe U event
calls.

e Progress condition: M must initiate U event calls to satisfy the progress assertions of U, as long as
M’s platform satisfies its fairness expectations and M’s environment does only safe U event calls.

Because the above conditions are stated in terms of the sequences of event calls in the executions of M
and U, they are difficult to apply. It is preferable to have conditions stated in terms of the programs of M
and U. This can be done simply by modifying M and U so that they interact directly. Let “M-wrt-U” be the
system program obtained by redirecting every output of M to the corresponding event of U. Let “U-wrt-M”
be the system program obtained from U by treating its upward events as externally-controlled events (to
be called by M), and treating its downward events as locally-controlled events that call the corresponding
(externally-controlled) events of M.

Let M* denote the composite program consisting of M-wrt-U and U-wrt-M. The safety and progress
conditions of M offers U can be restated, at the program level, as follows:

e Safety condition: M™ has only fault-free executions.
e Progress condition: M™* satisfies U’s progress assertions assuming M’s progress assertions.
The program-level reformulation has two crucial advantages: it can be checked with any program verifi-

cation technique, and it can be mechanically tested by executing the composite program M*. We emphasize
that M* is a hypothetical system, relevant only for analysis and testing.

The notion of a system using a service can be similarly formalized at the program level. Consider a
system M that is encapsulated by a service V below. Let M™* denote the composite program consisting of
M-wrt-V and V-wrt-M. M satisfies V below, also said as M uses V, if the following holds:

e Safety condition: M* has only fault-free executions.
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Figure 1.9: Composition of a system program and its service programs.

e Progress condition: None (because the progress assertions of V apply only to upward events).

The notion of a system offering a service and using a service is just the combination of the above. Consider
a system M encapsulated by services U above and V' below. Let M* denote the composite program consisting
of M-wrt-{U,V'}, U-wrt-M, and V-wrt-M, illustrated in Figure 1.9. M satisfies U above and V below,
also said as M offers U uses V, if the following hold:

e Safety condition: M™* has only fault-free executions.

e Progress condition: M™ satisfies U’s progress assertions assuming the progress assertions of M and V.

These definitions of satisfaction are compositional; that is, in a layered composite system, if every layer
satisfies its services then the layered system satisfies its services.

It is straightforward to generalize this to the case of a system that satisfies multiple services above and
below. It is also straightforward to generalize this to “partial-services”, which are services in which only some
of the upward events are available for use (because the other upward events are used by the system offering
the service). Partial-services typically arise with multi-user services in which some users of the service are
actually part of the offering system.

1.10 Testing for satisfaction

The program-based formulation of service satisfaction gives us a way to mechanically test a system against
services. Consider a system M that is encapsulated by services U above and V' below. One can test for M
offers U uses V' by (1) constructing the composite system M* of M-wrt-{U,V}, U-wrt-M and V-wrt-M,
and (2) executing M* and checking whether the generated execution becomes faulty or does not satisfy the
progress condition. Furthermore, the check can be expanded to include any assertion about the system that
one would like to test.

Executing M™ is not straightforward because M* has much higher atomicity requirements than M.
Let I refer to the platform on which M is intended to execute. It is crucial in testing that the component
M-wrt-{U, V'} of M* also be executed on the platform I. Otherwise, one would have to modify M’s platform-
dependent constructs, typically covering 10, communication, synchronization, and other concurrency-related
capabilities. Such modifications would not only be very onerous, but they would most likely change M to a
point that defeats the very purpose of testing.

On the other hand, platform I almost certainly cannot ensure atomicity of the interactions between M-
wrt-{U, V'} and U-wrt-M and between M-wrt-{U,V} and V-wrt-M. This is because U and V, and hence
U-wrt-M and V-wrt-M, would, for any nontrivial service, make use of “unreasonable” atomicity.

One way to solve the problem is to implement on platform I a “serializer” system that interacts with
M-wrt-{U,V}, U-wrt-M, and V-wrt-M to “serialize” the execution of of M*. The serializer can also collect
the global snapshots necessary to evaluate any assertion being checked.
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1.11 Background

The key distinction between a concurrent system and a sequential system, for purposes of analysis, is that
a concurrent system interacts with its environment during the course of its execution whereas a sequential
system interacts with its environment only at the start and the end of its execution. So the state of an
executing concurrent system can be changed at any time by other systems in the the environment, whereas
the state of an executing sequential system can be changed only by itself. Handling this is what distinguishes
the analysis of sequential systems from the analysis of concurrent systems.

The area of concurrent systems analysis has a rich history, and this section outlines where our approach
stands with regard to modeling and analysis.

System models

Concurrent systems, whether they are realized in software or hardware, are almost always defined by pro-
grams in some programming language. But these programs themselves are rarely analyzed, invariably because
the cost of analysis exceeds the rewards. Any analysis is done on concise models of the systems.

We have chosen to go with program models and assertional reasoning, because this combination can
handle general concurrent systems and properties. A large body of experience suggests that this is the most
effective foundation for understanding concurrent systems (for example, [14, 15, 16, 18, 19, 17, 21, 20, 23,
26, 29, 31, 34, 40, 41, 5, 46, 47, 49, 50, 51, 52, 53, 4]). Of course, analyses requires human insight and cannot
be automated.

We use a generic programming syntax in this book, rather than a real-life language like Java. Our syntax
has constructs for dynamic creation, naming, and deletion of objects, processes and threads. But beyond
this, we avoid “ugly” programming language issues. Concurrent systems are hard enough to design without
having to cater to the ambiguities and intrigues of programming languages. The SESF-Java work in [?]
demonstrates that our approach can be used on real-life languages.

An alternative to program models is finite state machine models. These models can be automatically
analyzed (e.g., [?]), but they suffer from two serious drawbacks. First, they cannot handle parametric
properties; for example, a lock manager program for N users can be analyzed for a particular number of
users, say 10, but not for N users. Second, even the most powerful finite-state analysis techniques cannot
handle systems with practically unbounded variables, for example, integers, sequences, trees, graphs, and so
on. It is no wonder that finite state approaches are very effective in digital hardware verification, but have
not made significant headway outside that area.

Interleaving and partial-order semantics

Our assertional reasoning is founded on interleaving semantics. Here, the concurrent execution of events is
modeled by nondeterministic interleaving of the events, resulting in a set of totally-ordered executions. The
alternative to interleaving semantics is so-called partial-order semantics, where the concurrent execution of
events is modeled by a single partial order. To illustrate, consider an event a being followed by events b
and ¢, where b and ¢ are unrelated and concurrently executed. Interleaving semantics would model this by
the set {a — b — ¢, a — ¢ — b}, whereas partial-order semantics would model this by the partial order
{a — b, a — c}. Both semantics are equivalent in the sense that a property holds in one iff it holds in other
other. But they differ in other senses. The linear executions of interleaving semantics are easier for abstract
reasoning, whereas partial orders are computationally more efficient for finite state machine analysis.

Assertional reasoning

Reasoning assertionally about programs is not new. Assertional reasoning for sequential programs was
introduced by Floyd [22]. Hoare formalized this into a program logic, namely, Hoare-logic [24, 6], in which
properties are expressed by triples of the form (precondition, code, postcondition) and proved by applications
of inference rules. Dijkstra [14] introduced the concept of weakest preconditions and developed a program
calculus for nondeterministic sequential programs with guarded commands.

Assertional reasoning for concurrent programs requires some extensions. First, because the processes of a
concurrent program interact (and interfere) with each other, it is necessary to assume some level of atomicity
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in their interaction [13]. Second, the properties of interest for concurrent programs are more complex than
for sequential programs; we are interested, for example, in infinite executions where every nonblocked process
eventually executes some statement [44]. Invariants and termination suffice for sequential programs, but not
for concurrent programs. Pnueli [44, 45] pioneered the use of temporal logic for reasoning formally about the
properties of concurrent systems. Since then, various assertional formalisms based on temporal logic have
been proposed, for example, [1, 3, 37, 38, 42, 30, 32, 33, 11, 12, 7, 8, 35, 36, 46, 27].

We distinguish between assertional reasoning and assertional proof. Assertional reasoning refers to the use
of assertions to codify intermediate results of an analysis. In addition to being convenient and unambiguous,
assertions can also be mechanically checked during testing. Assertional proof refers to the use of proof rules
to derive assertions. For every program construct there is a proof rule for inferring assertions that hold
for that construct. Thus one can prove assertions about a program without ever reasoning directly about
its executions. Assertional proofs are more trustworthy, but people usually prefer to do operational proofs
because it is easier to skip details and be sloppy.

Exterrnal behavior and compositionality

Once we have a method for expressing and proving properties of systems, the next step is to consider the issues
of services, satisfying services, compositionality, and stepwise refinement. There are several formalizations
based on assertional reasoning that address these issues, including [1, 3, 7, 8, 9, 11, 12, 30, 32, 33, 35, 28, 37,
48, 54]. All these formalizations share the basic notions of service, service satisfaction, and compositionality.
That is, (1) the service of a system defines all (and only those) properties of the system that are of interest to
its environment; (2) a system satisfies a service if the externally visible part of every execution of the system
is allowed by the service; and (3) in a collection of systems, if each system satisfies a corresponding service,
then the composition of the systems satisfies the composition of the services. However, the formalizations
can differ in technical specifics.

One difference is whether the externally visible part of a system consists of event (function) calls or shared
variables, that is, whether inputs are event calls or accesses (reads/writes) of variables. The two approaches
are equivalent in expressive power, although they differ in technical development and, of course, syntax. The
event call approach has become dominant in programming paradigms.

Another difference between the formalisms is whether or not services allows valid inputs that are blockable,
for example, a wait operation. Some formalisms [25] allow this; that is, a system can have an input P such
that when the environment makes a valid call of P, the system blocks the caller until some later time at
which the call completes. Other formalisms [35, 8, 30, 27], including ours, do not allow this: a valid input
cannot be blocked. In such as formalism, a blockable input P of a system M would be modeled by two events,
say, P.call, an input of system M, and P.return, an input of the caller system. Again, both approaches
are equivalent. We chose a nonblockable inputs because the theory is simpler; with blockable inputs, the
external semantics of a system consists of a set of finite traces and associated refusal sets [25].

It turns out that achieving compositionality is not a straightforward matter. The service of a system,
in general, consists of assumptions on the environment and requirements on the system, and the difficulty
is in avoiding circular reasoning of progress properties. Each formalism imposes constraints in order for
compositionality to hold. In our approach, circular reasoning is avoided by having service progress properties
depending on the progress of only the “upward” events.

Stepwise refinement

Stepwise refinement is the converse to compositionality. We start with a service S and ask the question: how
can we construct in an incremental fashion a system M that satisfies S. More precisely, is there a collection
of “refinement” steps such that any system derived from S by applications of these steps results in a system
that satisfies M. Thus compositionality is about growing outwards, whereas stepwise refinement is about
growing inwards.

The most successful approach to stepwise refinement is to incrementally develop the system in the course
of identifying additional properties, as demonstrated by Dijkstra in his numerous program derivations, e.g.,
[14, 15, 16]. In this approach, one starts with a skeleton system and a set of desired properties, and
successively adds/modifies variables, events, and desired properties. The construction ends when we have a
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system and a set of properties that satisfy the proof rules. Thre are several formalizations of this stepwise
refinement approach, for example [1, 7, 9, 11, 12, 30, 32, 33, 35, 48].
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