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Abstract

Many formal speci�cation languagesand associatedtools have beendevelopedfor network protocols.Ulti-

mately, formal languagespeci�cationshave to be compiled into a conventionalprogramminglanguage,and this

involves manual intervention (even with automatedtools). This manualwork is often error-prone becausethe

programmeris not familiar with the formal language.So our goal is to verify andtestthe ultimateimplementation

of a network protocol,ratherthanan abstractrepresentationof it.

We presenta framework, called SeSF(Servicesand SystemsFramework), in which implementationsand

servicesare de�ned by programsin conventionallanguages,and mechanicallytestedagainsteachother. SeSFis

a markuplanguagethat can be integratedwith any conventionallanguage.We integrateSeSFinto Java, resulting

in what we call SeSFJava. We presenta service-and-assertioncheckingharnessfor SeSFJava, called SeSFJava

harness,in which distributedSeSFJava programscanbe executed,andthe executionchecked againstservicesand

any other correctnessassertions.The harnesscan test the �nal implementationof a concurrentsystem.We apply

presentan applicationto a data transferserviceand sliding window protocol implementation.SeSFJava and the

harnesshasbeenusedin networking coursesto specify, develop,andtestTCP-like transportprotocolsandservice.

Index Terms

Formal methods,software testing,protocoldesign,Java, computernetworks.
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I . INTRODUCTION

Many formal speci�cationlanguageshave beendevelopedfor network protocols,for example,SDL [1],

Estelle[2], [3], Lotos [4] andIOA [5]. Tools [6], [7], [8], [9], [10], [11], [12] have beendevisedto verify

andtestthe correctnessof network protocolsagainsttheir formal speci�cations.The formal speci�cation,

or “service” aswe shall refer to it, describesthedesiredexternalbehavior of theprotocol.Developersuse

formal languages,asopposedto theconventionalprogramminglanguages(e.g.,C, C++, Java) becauseof

their formal semanticsandmathematicalelegance,which easesveri�cation and testingof protocols.Yet

in order for theselanguagesto be directly usedin practicalsoftware development,the formal language

speci�cation needsto be compiled to a conventional programminglanguageat somepoint during the

developmentphase.The compilation is done either manually [13] or automatically [14], [15], [16],

[17], [18], [19]. Manual translationis proneto errors,often due to the programmer's lack of expertise

with the formal language.Moreover, most automatictechniquesinvolve manualintervention during the

compilation [20]. Fully automaticcompilation brings concernsabout the ef�ciency, codeoptimization,

readabilityandcorrectnessof the generatedcode.

Ultimately, mostnetwork protocolshave to be translatedto conventionalprogramminglanguages,and

mosttranslationsrequiremanualinterventionat somepoint duringthetranslation.So,our goal is to verify

and test the actual implementationof a network protocol ratherthan a simpli�ed abstractrepresentation

of it. In order to achieve this goal, we have developeda framework, calledSeSF(ServicesandSystems

Framework), that (1) allows de�nitions of implementationsand servicesin conventional languages,(2)

formalizesthenotionof animplementationsatisfyingits services,and(3) providesa meansfor mechanical

testing[21]. SeSFis an imperative, or procedural,versionof the formalismin [22]. The main difference

betweenSeSFandmostotherformalisms[22], [23], [24], [25], [26], [27], [28], [29], [30], [31], [32], [33]

is that SeSFstayscloseto the programmingworld. Programminglanguages,and thus implementations,

make useof dynamiccreation,naminganddeletionof objects,processesandthreads,complex I/O control

blockssuchasnetwork sockets,etc. SeSFexplicitly capturessuchfeatures.
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A. SeSF

Like mostformalisms,SeSFprovidesa compositionalmethodologyfor thedesignandimplementation

of concurrentsystems.Compositionalitymeansthat thedesignandimplementationof a concurrentsystem

can be broken up into the designand implementationof componentconcurrentsystems.We refer to

implementationsassystemsandexternalbehavior speci�cationsas services. In SeSF, both systemsand

servicesarespeci�ed by programsin conventionalprogramminglanguages.

A systemspeci�cation is intendedfor execution.Hence,its programsmust satisfy the computational,

synchronization,and other constraintsof the underlyingplatform– for example,accountingfor whether

the platform hasa single processor, a multi-processorwith sharedmemory, or a set of loosely-coupled

message-passingprocessors.

The servicespeci�cation statesall (and only) the desiredpropertiesof the system's execution,unen-

cumberedby internal structureand computational,implementationand synchronizationissues.In most

formalisms, the service de�nes the permissibleinteractionsbetweenthe systemand its environment.

However, our interest is in layered compositionality. Here, a compositesystemconsistsof layers of

componentsystems,andservicesde�ne the allowed sequencesof interactionsbetweenlayers.

Roughly speaking,a systemsatis�es its servicesabove and below if the interactionsit initiates are

allowed by the services,assumingthe interactionsinitiated by the system's environmentare allowed by

the services.Our compositionality property is that, given a compositesystemconsistingof layers of

componentsystemswith servicesin between,if every componentsystemin isolationsatis�esits services,

thenthe compositesystemasa whole satis�es its services.

Becauseservicesarede�ned by conventionalprogramminglanguages,they areexecutable. The adop-

tion of executableservices,in general,and in SeSFin particular, hasthe following consequences.First,

the notion of a systemsatisfying a serviceis equivalent to the compositeprogramof the systemand

servicesatisfyingcertaincorrectnessproperties.Second,developerscan testa concurrentsystemagainst

its servicesimplyby executingthecompositeprogramof thesystemandtheservice,andcheckingwhether
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thosepropertiesaresatis�ed.

Usingconventionallanguagesfor specifyingservices,insteadof a high-level speci�cationlanguage,has

certainadvantagesanddisadvantages.Oneadvantageis that the servicespeci�cation languageis familiar

to programmers,perhapseventhesamelanguageasthatof implementation.This reducesthepossibilityof

the servicespeci�cationbeingmisunderstoodby implementors.Anotheradvantageis that it allows actual

implementationsto betested,ratherthananabstractmodel.Onedisadvantageis thatservicespeci�cations

becomeinvariably larger in size,makingmechanicalveri�cation infeasible,althoughwe think that this is

notabig lossbecausemechanicalveri�cation is currentlyimpracticalfor realisticsystems(with parameters

andunboundedstate).Anotherconcernis that most programminglanguagessuffer from inconsistencies

andambiguities,andonehasto avoid suchconstructsin servicespeci�cations.For example,Java hasan

ambiguousmemorymodel [34], [35], anddifferentJava implementationshave differentmemorymodels.

B. SeSFJava

SeSFis a markup languagethat can be integratedwith any programminglanguage.We chooseto

integrateSeSFwith Java, resulting in what we call SeSFJava. Java is chosenbecauseof its relatively

precisesemantics,popularityandbuilt-in concurrency constructs.A SeSFJava programis a Java program

with SeSFtagsinsertedasJava comments.Hence,a SeSFJava programcanbe compiledandexecutedas

a Java program.But becauseof the SeSFtags,it canalsobe tested.We have developeda testingharness,

calledSeSFJava harness, thatcanexecutea distributedsystemof SeSFJava programsandcheckwhether

the resulting executionsatis�es the relevant servicesand any other desiredcorrectnessassertions(also

speci�ed in SeSFJava).

SeSFJava harnessis ableto handlegeneralJava programs(e.g.,unbounded-stateprograms)andgeneral

safety and progressassertions(e.g., invariant and leads-toassertions).It tests the implementationon

its actual platform, without altering the program to run on a simpli�ed platform (e.g., over TCP/IP

network socketsratherthana thread-basedemulation).It helpsthe programmerchecksystemsduring the

developmentphase;we arenot concernedwith black-boxtesting.
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C. Data TransferApplication

SeSFJava andthe harnesshasbeenusedin severalapplications,includingTCP-like transportprotocols

involving both data transfer and connectionmanagement[36]. Preliminary versionsof SeSFJava and

the harnesshave been used in de�ning and testing transportprotocol projects in computernetwork

courses[37], [38]. Here, for spacereasons,we will presentan exampleinvolving only the datatransfer

part of the transportprotocol application,speci�cally, a sliding window protocol that provides reliable

�o w-controlled data transfer from a sourceto a sink over unreliable channelsthat can lose, reorder

and duplicatemessagesin transit subject to a maximum messagelifetime. See�g. 1. SW SourceUser

passesdatato SW Source. SW Sourcebuffers the data(in a sendwindow) and transfersit to SW Sink,

resendinguntil it is acknowledgedby SW Sink. SW Sink buffers data received out of sequence(in a

receive window) and delivers data in sequenceto SW SinkUser. The sliding window protocol herehas

modulo-N sequencenumbersandvariablereceive window for �o w control [39], andis signi�cantly more

complex than stop-and-wait or go-back-N protocols.We assume�x ed size messages,for spacereasons.

SW Source, SW Sink, andtheunreliablechannelsmakeup theSW Syscompositesystem.SW SourceUser

andSW SinkUsermake up thecompositesystemusingtheservice.DT speci�esthedatatransferservice,

that is, the signatureof the interactionsbetweenthe systemson either side, as well as the permissible

sequencesof theseinteractions.

D. Paper Organization

SectionII describesSeSF. SectionIII introducesSeSFJavaandSeSFJava harness.SectionIV concludes.

I I . SESF OVERVIEW

SeSFis a framework for compositionaldesignandimplementationof concurrentsystems.It formalizes

the notions of processes,systems,services,systemsatisfying services,and compositionality. It uses

temporallogic to specifysafetyandprogressassertions.
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Fig. 1. Data transferserviceandprotocol system

A. Systems

In SeSF, a systemis a collectionof processesthat executesystemprograms. We refer to atomically

executedstatementsasevents. A systemprogramconsistsof a header, declarations,externally-controlled

events (initiated by the environment), locally-controlledevents (initiated by the system),and progress

assumptions.The headerindicatesthe systemprogram's nameand any parametersand their types.The

declarationsde�ne constants,types,variables,constructorsandfunctions,as in any procedurallanguage.

Fig. 2 and 3 illustrate the systemprogramsfor SW SourceandSW Sink systems,respectively.

The externally-controlled events, denotedxc-events, are functionsthat canbe calledby the environ-

ment(e.g.,xc-event readyToAcceptin �g. 3). The headerof an xc-event indicatesthe event's signature,

consistingof return type (which can be void), the event name,and event input parameters(if any) and

their types.The enabling condition is a predicatein theprogramvariablesandparameters.An eventcall

is enabledif theevent's enablingconditionholdsfor theparameters(if any) of thecall. Theaction is the

codethat is executedwhenthe event is called.It is the caller's responsibilityto only make enabledevent

calls. It is the callee's responsibilityto atomicallyexecutethe actionif the call is enabled.The actionhas

no event calls, andreturnsa value if the return type is not void.

The locally-controlled events, denotedlc-eventsaretheatomicstatementsin thecodeexecutedby the
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Description of sliding window protocol (source side):
At any time at the source,let sendBuf[0; 1; : : : ; (ng � 1)] denotethe sequenceof datamessagesgeneratedby
thesource.Of these,sendBuf[0; 1; : : : ; (ns� 1)] have beensent,andsendBuf[0; 1; : : : ; (na� 1)] have beensent
andacknowledged.sendBuf[na; na+ 1; : : : ; ns] have beensent,but not yet acknowledged,andna � ns � ng
holds. The variable sw is the source's estimateof the current receivewindow size of the sink, where is
sw � constantSW. [na::(na+ sw� 1)] constitutesthe sendwindow.

system-program SW Source f // system header
// Declarations
int ng, // number of data blocks generated by local user, initially 0.

ns, // number of data blocks sent at least once, initially 0.
na, // number of data blocks acknowledged, initially 0.
sw, // send window size, initially SW.
bufUsed; // occupied portion of buffer in bytes, initially 0;

Buffer sendBuf; // Send buffer of SW equally-sized data blocks.
// ``remove sendBuf[0]'' removes �rst data block from the top and adds empty at the end.

constant int bufSize; // buffer size is constant (SW � message size).
SW SourceUser sourceuser; // reference to the user application for callback methods

xc-event void sendData(byte[] data) f //xc-event header
ec: bufUsed + data.length � bufSize ^ data.length 6= 0; // data.length is the number of bytes in array data;
ac: Divide data into messages;

tmp = number of data messages;
Store tmp messages in sendBuf; // sendBuf[ng..ng+tmp-1] = data[...];
ng = ng � tmp;
bufUsed + = data.length;

g

Thread DataSender f
while h (1 � ns 	 na < min (ng, na + sw) 	 na) f // each iteration is executed atomically

Send Data message (ns); // via unreliable channel
Reset timer of retransmission of ns;
ns = ns � 1;

g i
g

Thread Retransmission (int seqNo) f
while h (0 � seqNo 	 na < ns 	 na ^ timeout �res) f // each iteration is executed atomically

Send Data message (seqNo); // via unreliable channel
Reset timer of retransmission of seqNo;

g i
g

Thread SourceReceiver f
while(true) f

Receive message ACK(seqNo, w); // Blocks till an ACK message is recieved with sequence number (seqNo)
// and window size (w)

h
int tmp = seqNo 	 na; // number of newly acked messages
if (1 � tmp � (ns 	 na)) f

int ackedBytes = tmp � message size;
remove �rst tmp messages from sendBuf;
na = na � tmp;
sw = w;
bufUsed � = ackedBytes;
sourceuser.ackData(ackedBytes); // output

g else if (tmp == 0)
sw = max(sw, w);

i
g

g

progress-assumption default f
wfair(DataSender, Retransmission, SourceReceiver);

g
g

Fig. 2. SW Source: sliding window sourcesystemprogram
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Description of sliding window protocol (sink side):
At any time at the sink, recvBuf[0; : : : ; (nr � 1)] have beenreceived and forwardedin-sequenceto sink's
user. recvBuf[nr] has not yet beendelivered to the user. recvBuf[nr; nr + 1; : : : ; (nr + rw � 1)] may have
beenreceived out-of-sequence,in which case,they are temporarilybuffered, but are not passedto the user.
[nr::nr + rw � 1] constitutesthe receive window. The variablerw is the currentsize of the receive window,
whererw � constantRW.

system-program SW Sink f // system header
int allowedBytes, // number of the bytes that SW Sink is able to foist on user's buffer.

rw, // receive window size.
nr; // number of data blocks delivered to the local user.

Buffer recvBuf; // buffer of RW equally-sized data blocks.
SW SinkUser sinkuser; // Reference to the user application for callback methods.

xc-event void readyToAccept(int n) f // xc-event header
ec: true; // not checked by system, no side effects
ac: allowedBytes = n; // no event calls, no blocking

g

Thread ModifyWindow f
while h (rw < RW)

rw = rw + 1;
i

g

Thread DataDelivery () f
while h (recvBuf[0] 6= null ^ allowedBytes � 0) f

data = recvBuf[0];
allowedBytes � = data.length;
sinkuser.deliverData(data); // output
remove recvBuf[0];
nr = nr � 1;
rw � = 1;

g i

g

Thread SinkReceiver f
while (true) f

Receive message Data (cj, data); // Blocks until a Data message with sequence number (cj) and contents (data).
h

int tmp = cj 	 nr;
if (0 � tmp < rw)

recvBuf[tmp] = data;
Send ACK message ACK(nr, rw);

i
g

g

progress-assumption default f
wfair(ModifyWindow, DataDelivery, SinkReceiver);

g
g

Fig. 3. SW Sink: sliding window sink systemprogram

system.Atomically-executedcodeis indicatedby enclosingit in angledbrackets (e.g.,seeDataDelivery

threadin �g. 3; we uselarge-scaleatomicity to keepthe examplesmall). An lc-event canmake at most

oneeventcall in any execution.A lc event is saidto beenabledif a processis at theeventandtheevent,

if it hasa blocking condition,is not blocked.

Progressassumptionsde�ne theprogresspropertiesexpectedof theunderlyingplatformin scheduling
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theprocesses,or equivalently, in executingits lc events.SeSFusesweak fair nessandstrong fair ness[30].

Weakfairnessof evente, denotedwfair( e), meansthat if evente is continuouslyenabledbeyonda certain

point, it will eventuallybe executed.Strongfairnessof event e, denotedsfair(e), meansthat if event e is

enabledin�nitely often beyond a certainpoint, it will eventuallybe executed.Weak fairnessof a thread

denotesweak fairnessof all eventsthat this threadencounters.

SeSFusesthenondeterministic interleaving model of concurrentexecution,in which thesimultaneous

executionof atomic statementsis representedby the set of all possiblesequentialexecutionsof atomic

statements.

An executionof a systemis a sequenceof eventexecutionsalongwith thestatestraversed,startingfrom

an initial state.A fault transition representsan event executionwherean event encountersan unde�ned

operationor an unsafecall to an xc event. A faulty execution of a systemis an executionthat endsin

a fault transition.A fault-fr ee executionof a systemis an executionthat containsno fault transitions;it

canbe �nite or in�nite.

Sliding window protocol: We brie�y commenton SW Sysin �g. 2 and 3. SW SourceUsercreates

SW Sourceprocessand setsSW Source:sourceuserto refer to itself (for callback methods).Similarly,

SW SinkUsercreatesSW SinkprocessandsetsSW Sink:sinkuserto refer to itself (for callbackmethods).

SW SourceUsersendsan arrayof bytesvia SW Source:sendData. SW Sourcedivides the received array

into messages,andsendsthosemessagesto SW Sink. WhenSW Sinkreceivesthedatamessage,it replies

with an ACK message.If SW SinkUserhasenoughspace(var SW Sink:allowedBytes), SW Sink delivers

the datamessageto its user;otherwiseSW Sink waits for SW SinkUserto call SW Sink:readyToAccept

beforedelivering moredatato the user. Whenever SW Sourcereceivesa new ACK (not a duplicate),it

calls SW SourceUser:ackDatato inform the userthat it hasmoreemptyspacein the buffer.

B. Services

In SeSF, a servicede�nes the acceptablesequencesof interactionsbetweensystemsin differentlayers.

A serviceis speci�ed by a service program. A serviceprogramconsistsof service's header, declarations,
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events and progressobligations.The headerand declarationsare similar to those of systems.Fig. 4

illustratesDT serviceprogram.

Eventsare divided into downward events (dnw) andupward events (upw). Dnw eventscorrespond

to xc eventsof the systembelow the servicecallableby the systemabove the service(e.g., dnw-event

sendDatain �g. 4). Upw eventscorrespondto xc eventsof the systemabove the servicecallableby the

systembelow the service (e.g., upw-event ackData in �g. 4). The event headerindicatesthe event's

signature,consistingof the type (upw or dnw), return type (which may be void), event name, and

parameters(if any) and their types.The event correspondsto an xc event with the samesignature.The

systemprogramthat this xc event belongsto is statedin the event header.

The progressobligations of a servicede�ne the progressthat is expectedin executingupw events.

Progressobligationsconsistof fairnessassertions(describedabove) and leadsto assertions.A leadsto

assertionhas the form P leadstoQ, where P and Q are predicates(assertionallDataAcked in �g. 4).

Formally, P leadstoQ holds for an execution if f the execution is fault-free and for every statein the

executionthat satis�es P, either that statesatis�es Q or somelater statesatis�es Q. P leadstoQ holds

for a systemiff it holds for every complete execution of the system,i.e., an execution that satis�es

the system's fairnessassumptions.Serviceprogramsshouldnot imposeany progressobligationson dnw

events.

The semanticsof a serviceis similar to that of a system.An execution of a serviceis a sequenceof

event executionsalongwith the statestraversed.A serviceshouldnot have any faulty executions.

Data transfer service: We brie�y commenton programDT. Dnw event DT:sendDatacorresponds

to SW SourceUserpassingdata to SW Source. The event appendsthe data to a stream(in�nite ar-

ray), and is enabledif the data �ts the available space(as advertised by prior calls of upw event

SW SourceUser:ackData). Upw eventDT:deliverDatacorrespondsto SW Sinkpassingdatato SW SinkUser.

It is enabledif the datato be deliveredis in sequence(with respectto the datasequencepasseddown by

SW SourceUser), and the SW SinkUserbuffer hasenoughspace.SW SinkUsercanadvertize its window
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service-program DT f // service program's header
// Declarations
// Source side variables.
Stream srcHist; // source entity history in bytes
int srcBufSize // equals SW * message size.

srcBufUsed; // occupied portion of source buffer in bytes, always srcBufUsed � srcBufSize.
int srcNumSent, // number of bytes accepted from source's local user, initially zero.

srcNumAcked; // number of acked bytes (at source entity), initially 0.

// Sink side variables.
int sinkNumDelivered, // number of bytes delivered to sink user, initilly 0.

sinkBufAvail; // number of bytes that sink user can accept, initially (RW * message size);

// Events of source side:

// sends data from local user to source entity to be delivered to remote user.
dnw-event void SW Source.sendData(byte []data) f // dnw event header

ec: srcBufUsed + data.length < = srcBufSize ^ data.length > 0;
ac: // data.length is number of bytes in data array

srcHist[srcNumSent .. srcNumSent + data.length - 1] = data[0..data.length];
srcNumSent + = data.length;
srcBufUsed + = data.length;

g

// noti�es the entity user that n bytes have been acked by remote user.
upw event void SW SourceUser.ackData(int n) f // upw event header

ec: srcNumAcked + n < = srcNumSent;
ac: srcBufUsed = srcBufUsed � n;

srcNumAcked = srcNumAcked + n;
g

// Events of sink side

// informs sink entity that its user can accept cumulative amount of data (in bytes) equals to n.
dnw event void SW Sink.readyToAccept(long n) f

ec: true;
ac: sinkBufAvail = n;

g

// delivers data to local user, such that, data is delivered in sequence without loss or duplication.
upw event void SW SinkUser.deliverData(byte []data) f

ec: sinkNumDelivered + data.length < = srcNumSent ^
data.length < = sinkBufAvail ^ data.length > 0 ^
correctData (data);

ac: sinkNumDelivered = sinkNumDelivered + data.length;
sinkBufAvail = sinkBufAvail � data.length;

g

boolean correctData (byte[] data)f
dataSize = data.length;
return (srcHist[sinkNumDelivered .. sinkNumDelivered + dataSize] == data[0..dataSize]);

g

progress-obligation allDataAcked f
(( srcNumAcked == n ) ^ (sinkNumDelivered > n) leadsto (srcNumAcked == n))

g

progress-obligation dataDelivered f
(( sinkNumDelivered == n) ^ (srcNumSent > n) ^ (sinkBufAvail > 0)) leadsto (sinkNumDelivered > n)

g

g

Fig. 4. DT: datatransferserviceprogram
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at any time (via dnw event DT:readyToAccept). Whenever DT:ackDatais called, it checkswhetherthe

datahasbeendeliveredto the user.

C. Assertions

SeSFusesassertionsto specify propertiesof systemexecutions.Assertionsare divided into safety

and progressassertions.Progressassertions(wfair, sfair, leadstoassertions)have beendescribedbefore.

Safetyassertions,in particular, invariantassertions,areneededfor reasoningaboutsystemexecutions.An

invariant assertionhastheform inv(P), whereP is a predicate.Formally, inv(P) holdsfor anexecutionif f

theexecutionis fault-freeandeverystatein theexecutionsatis�esP. For example,inv(na � nr � ns� ng)

is an assertionthat we needto establishfor the SW Syssystem.An assertionholds for a systemiff it

holds for every executionof the system(and the systemhasno faulty executions).

D. ServiceSatisfaction

We now de�ne what it meansfor a systemto satisfya service.Considera systemM that is encapsulated

by a serviceU above and a serviceV below. That is, every xc event of M visible to its environment

correspondsto a dnw event of U or a upw event of V, and every event that M calls in its environment

correspondsto a upw event of U or a dnw event of V. The inputs of M are all the possiblecalls of its

xc events.The outputsof M are the possiblecalls it canmake to xc eventsin its environment.Typically

systemM is itself a distributedsystem.

An execution� of M is safe with respectto serviceS, abbreviated “safe wrt S”, if the sequenceof

inputs and outputsin � correspondsto that generatedby someexecutionof S. An execution� of M is

complete with respectto S, abbreviated “completewrt S”, if the sequenceof inputs and outputsin �

correspondsto that generatedby someexecutionof S that satis�es S's progressobligations.

De�nition [22]: M satis�es U above and V below, or as we prefer say, M offers U usesV, if f for

every execution � of M that is safewrt U and V, (1) M is readyto acceptevery input that extends�
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   ec: c1;
   ac: ac1;
}

dnw sendData(...){ dnw readyToAccept(...){
   ec: c3;
   ac: ac3;
}

upw deliverData(...){
   ec: c4;
   ac: ac4;
}

upw ackData(...){
   ec: c2;
   ac: ac2;
}

Thread sendData(...){
  while < (c1) {
     ac1;
     SW_Source.sendData(...);
  } >
}

Thread readyToAccept(...){
  while < (c3) {
    ac3;
    SW_Sink.readyToAccept(...);
  } >
}

xc deliverData(...){
   ec: true;
   ac: if (c4) ac4;
       else fault;}

   ec: true;
   ac: if (c2) ac2;
       else fault;}

xc ackData(...){

xc readyToAccept(...){
   ec: c6;
   ac: ac6;
}

xc sendData(...){
   ec: c5;
   ac: ac5;
}

xc sendData(...){
   ec: true;
   ac: if (c5) ac5;
       else fault;}

xc readyToAccept(...){
   ec: true;
   ac: if (c6) ac6;
       else fault;}

service DT system DT-wrt-{SW_Source, SW_Sink}

system SW_Source-wrt-DT

system SW_Sys*system SW_Sys

system Source system SW_Sink system SW_Sink-wrt-DT

Fig. 5. Program-versionservicesatisfaction transformations

safely, (2) M doesan outputonly if it extends� safelywrt U or V, and(3) � is completewrt U assuming

that � is completewrt M andV.

This de�nition of servicesatisfactionprovidescompositionality. However, becauseit is statedin terms

of event traces,it doesnot lend itself to programveri�cation or testingtechniques.Accordingly, we use

an equivalentprogram-version of servicesatisfaction [21]. For spacereasons,we presentthe program-

versionsatisfactionconditionsfor M offers U only.

We �rst modify M and U, so that they interact with eachother (rather than M interactingwith its

environment):

� De�ne thesystemM-wrt-U to beM with every outputcall e(x) changedto a call of thecorresponding

serviceevent in U.

� De�ne systemU-wrt-M to be U with every upw-event changedto an xc event, every dnw-event

changedto anlc-event thatalsocallsthecorrespondingxc eventof M, andevery progressassumption

set to null.

Program-version de�nition: Let M� be the compositesystemof M-wrt-U andU-wrt-M:
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� The safetycondition for M offers U holds if f M� is fault-free.

� The progresscondition for M offers U holds if f M� satis�es the progressobligationsof U.

Fig. 5 illustratesthe constructionof SW Sys� of SW Source-wrt-DT, SW Sink-wrt-DT and DT-wrt-

f SW Source; SW Sinkg from SW SysandDT. (In particular, everyoutputcall in SW SourceandSW Sink

is replacedby a call to the correspondingevent of DT by appropriatelymodifying variablessourceuser

andsinkuser.)

The safetycondition for SW Sysoffers DT reducesto the following:

1) SW Sys� doesnot have unde�nedvaluesor operations(division by zero,signature-inconsistentcall,

type mismatch,etc.).

2) SW Sys� doesnot call a disabledevent, which reducesto the following predicatesbeing invariant:

� DT:sendData:ec) SW Source:sendData:ec

(This formalizesthe constraintthat SW Source:sendDatashouldbe enabledwhenever its user

cancall DT:sendData. The predicatesbelow aresimilarly obtained.)

� DT:readyToAccept:ec) SW Sink:readyToAccept:ec

� SW Sourceis at sourceuser.ackData(� � � ) ) DT:ackData:ec

� SW Sink is at sinkuser.deliverData(� � � ) ) DT:deliverData:ec

Theprogressconditionholdsif f SW Sys� satis�esprogressobligationsallDataAckedanddataDelivered

assumingweak fairnessof SW Sys's threads.

Althoughwe do not do sohere,it would bestraightforward to prove by assertionalreasoningthat these

conditionshold (e.g.,as in [39]).

E. Service-and-AssertionChecking Harness

Theprogram-basedformulationof servicesatisfactionpavesa way to mechanicallytesta systemagainst

services.Considera systemM that is encapsulatedby a serviceU above anda serviceV below. Onecan

testthatM offersU usesV by (1) constructingthecompositesystemM� of M-wrt-f U; Vg, U-wrt-M andV-



15

wrt-M, and(2) executingM� andcheckingwhetherthe generatedexecutionsatis�es the program-version

conditions.

Oneof our goalsis to test M� on the sameplatform asM. Otherwise,we would have to modify M's

platform-dependentconstructs,e.g.,I/O, communication,synchronization,etc. Suchmodi�cations would

not only be very onerous,but they would most likely changeM to a point that defeatsthe very purpose

of testing.

In practice,in orderto checkprogram-versionconditions,we executeM � accordingto the interleaving

model,with the interactionsbetweenM-wrt-f U; Vg andU-wrt-M andbetweenM-wrt-f U; Vg andV-wrt-

M being executedatomically. To do this, we introducea serializer modulethat interactswith different

componentsof M� to allow oneeventr at a time. We will elaborateon this in sec.III-C

Figure6 givestheoverall structureandoperationof theSeSFJava harness.Systemandserviceprogram

�les are fed to the preprocessor, which generatesthe compositesystemprogram,the assertionchecker

(checksserviceand systemassertions),and the “serializer and assertionchecker” (SAC) module.The

compositesystemis executedunderserializercontrol, which ensuresatomicity of the interactions.Data

relevent to the assertionchecking is sent to the assertionchecker, systemand service propertiesare

checked, and violationsare recorded.Userscan interactwith the compositesystemduring its execution

to view the resultsof evaluatingassertionsand/orto in�uence the �o w of execution.

I I I . SESFJAVA BY EXAMPLE

ThissectionintroducesSeSFJavaandtheSeSFJavaharnessusingthedatatransferexample.Weconsider

thecon�gurationof �g. 1, with applicationsSW SourceUserandSW SinkUser, andtheassociatedtransport

entitiesSW Sourceand SW Sink. For spacereasons,we will not talk aboutthe applicationlevel of this

example.The following subsectionsdescribethe compositesystemSW Sys, the DT service,and testing

SW SysagainstDT.
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Fig. 6. SeSFJava harness:operationoverview

A. SeSFJava SystemPrograms

A SeSFJava systemprogramis a Java programwith a speci�c structureindicatedby SeSFJava tags

insertedin the program.SeSFJava tagsare specialcasesof Java comments;speci�cally, they have the

pre�x “//#”, wherethe “//” denotesthestartof a Java comment.Thus,a SeSFJava programcanbe treated

just like a Java program;it canbecompiledandexecutedby anyJavaplatformwithoutanymodi�cations.

In the caseof testing,the SeSFJava harnesspreprocessesthe SeSFJava tagsandproducesmodi�ed Java

�les.

ConsiderSW Sourcesystemprogram(�gure 7). It hasdifferentkinds of SeSFtags:

� Tagsof the form “//# systemprogram” precedeand identify the systemprogram,in this case,the

systemprogramclassSW Source.

� Tagsof the form “//# xc event;” precedeandidentify the xc eventsof the program.Thereis onexc

event, namelysendData(data), correspondingto the userpassingdatato be sentto the sink.

� Tags of the form “//# ec: < predicate> ” specify the enabling condition of the associatedevent.

Enablingconditionsmust always evaluateto true or false; they shouldnot, for example,throw an

exception.
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//# system program;
class SW Sourcef

//# HarnessInterface harness = ...;
SW SourceUser sourceuser; /// Callback reference
NetworkSocket nSocket;
Vector sendBuf = new Vector ();
int bufSize = 32*1024,

bufUsed, ns, na, ng, sw; // = 0
Object lock = new Object(); // lock objec
: : :

int moduloNSub (int a, int b)f
return (a - b) % N + ((a - b) < 0 ? N : 0;

g

//# xc event;
public void sendData(byte[] data) f

//# ec: bufUsed + data.length < = bufSize && data.length !=0;
//# breakpoint(...);
synchronized(lock)f

: : :
bufUsed += data.length;

g
g

void sendDataMsg(int j) f
synchronized(lock)f

if (!sendBuf.isEmpty() &&
moduloNSub(j, na) < moduloNSub(ng, na) &&
moduloNSub(j, na) ¡ sw)f

// construct data message and send it via
// network socket.
// Reset the timer.
: : :

g
g

g
g

// Thread is a class the continuously imerTask exe-
cutes method run.

class DataSender extends Thread f
: : :
public void run() f

while (true)f
//# breakpoint(...);
synchronized(lock)f

: : :
sendDataMsg(ns);

g
: : :

g
g

g

// TimerTask is class that executes method run
// whenever its timer �res .
class Retransmission extends TimerTask f

: : :
public void run() f

//# breakpoint(...);
sendDataMsg(j); // retransmit j
//# breakpoint(...);

g
g

class SourceReceiver extends Thread f
: : : ;
public void run()f

while (true)f
//# breakpoint(...);
// get ACK message with (seqNo, w)
: : :
synchronized(lock)f

int tmp = moduloNSub(seqNo, na);
if (tmp > = 1 && tmp < = moduloNSub(ns, na))f

: : :
sourceuser.ackData(ackedBytes);

g else if (tmp == 0)
sw = sw > w ? sw : w;

g
//# breakpoint(...);
: : : ;

g
g

g

//# progress assumption default f
//# beginAssertion f
//# wfair(DataSender.isAlive()) &&
//# wfair(DataDelivery.isAlive() &&
//# wfair(SourceReceiver.isAlive);
//# g
//# g

g

Fig. 7. SeSFJava SW Sourcesystemprogram(�le SW Source.java)

� Tagsinvolving harness(e.g.,“//# harness”,“//# breakpoint”,etc.)arerelevant for testingandwill be

explainedlater.

The JVM should,supposedly, ensureweak fairnessfor all createdthreads.SW Sink systemprogram

(�gure 8) is organizedin a similar fashion.It hasonexc event: readyToAccept(n).

Fairnessassertionsrequirespecialhandling.Considerwfair(X), whereX is a thread.A �nite execution
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//# system program;
class SW Sink f

//# HarnessInterface harness = ...;
SW SinkUser sinkuser;
NetworkSocket nSocket;
Vector recvBuf = new Vector();
int rw, nr,

allowedBytes = 32 � 1024;
int RW = : : :;
Object lock = new Object();
: : :

//# xc event;
public void readyToAccept(long n) f

//# ec: true;
allowedBytes = n;

g

class ModifyWindow extends TimerTask f
public void run ()f

//# breakpoint(...);
synchronized(lock)f
if (rw < RW)

rw = rw + 1;
g

g
g

class DataDelivery extends Thread f
: : :
public void run() f

while (true) f
//# breakpoint(...);
synchronized(lock)f

if (recvBuf.elementAt(0) ! = null &&
allowedBytes > 0) f

: : :
dtsink.deliverData(delData);

g
g

g
g

class SinkReceiver extends Thread f
: : :
public void run() f

while (true) f
// receive data message with (seqNo, data)
: : :
//# breakpoint(...);
synchronized(lock)f

int tmp = (seqNo � 1 � nr) % Constants.N ;
tmp = tmp < 0 ? tmp + Constants.N : tmp;
if (((seqNo � nr � 1) % Constants.N > = 0)

&& tmp < rw && data.length ! = 0 &&
recvBuf.elementAt(tmp) == null) f
recvBuf.set(tmp, data); // recvBuf[tmp] = data;
// SendACK
: : :

g
: : :
deliverDataToUser();

g
g

g
g

//# progress assumption default f
//# beginAssertion f
//# wfair(ModifyWindow.isAlive()) &&
//# wfair(DataDelivery.isAlive() &&
//# wfair(SW SinkReceiver.isAlive);
//# g
//# g

g

Fig. 8. SeSFJava SW Sink systemprogram(�les SW Sink.java)

� satis�eswfair(X) if X is aliveandis at a statementthat is not blocked.Thenaturalway to checkwhether

this holds is to look into the JVM or operatingsystem,but this is usuallynot feasible.Alternatively, one

cancapturethis conditionusingappropriatesystempredicate.If X is not at a blockablestatement,thenit

suf�ces to checkwhetherthe Java systemfunction X:isAlive() returnstrue at the endof � (meaningthat

the thread's control pointer is in the thread's run method).(Seedefault assertionsin �g. 2 and3.)

B. SeSFJava ServicePrograms

TheDT serviceprogram(�gure 9) de�nes thepermissibleinteractionsbetweensliding window system

programs(offerer of the service)andthe usersystem(userof the service).It hasdifferentkinds of SeSF

tags:
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import java.io.*;
import java.rmi.*;
import java.rmi.server.UnicastRemoteObject;

//# service program;
class DT extends UnicastRemoteObject implements DTInterface f

// Source side variables.
ByteArrayOutputStream srcHist = new ByteArrayOutputStream ();
int srcBufSize = 32 *1024, // assume that SW * message size == 32KB

srcBufUsed;
long srcNumSent, srcNumAcked; = 0;

// Sink side variables.
long sinkNumDelivered, // = 0

sinkBufAvail = 32 � 1024 ; // assume that RW * message size == 32KB

DT() throws RemoteException f
try f

Naming.rebind(”DT”, this);
g catch (Exception e) f throw new RemoteException(); g

g

// Events of source side
//# dnw event: SW Source;
public synchronized void sendData(byte []data) throws RemoteException f

//# ec: srcBufUsed + data.length < = srcBufSize && data.length > 0;
srcHist.write(data, 0, data.length);
srcNumSent + = data.length;
srcBufUsed + = data.length;

g

//# upw event: SW SourceUser;
public synchronized void ackData(int n) throws RemoteException f

//# ec: srcNumAcked + n < = srcNumSent;
srcBufUsed = srcBufUsed � n;
srcNumAcked = srcNumAcked + n;

g

// Events of sink side
//# dnw event: SW Sink;
public synchronized void readyToAccept(long n) throws RemoteException f

//# ec: true;
sinkBufAvail = n;

g

//# upw event: SW SinkUser;
public synchronized void deliverData(byte []data) throws RemoteException f

//# ec: sinkNumDelivered + data.length < = srcNumSent &&
//# data.length < = sinkBufAvail && data.length > 0 &&
//# correctData (data);
sinkNumDelivered = sinkNumDelivered + data.length;
sinkBufAvail = sinkBufAvail � data.length;

g

boolean correctData (byte[] data)f
byte[] srcData = srcHist.toByteArray();
for (int i = 0; i < data.length; i++ )

if (srcData[((int) sinkNumDelivered) + i] != data[i])
return false;

return true;
g

//# progress obligation allDataAcked f
//# beginAssertion f
//# (srcNumAcked < sinkNumDelivered) leadsto (srcNumAcked == sinkNumDelivered)
//# g
//# g

//# progress obligation dataDelivered f
//# beginAssertion f
//# ((sinkNumDelivered < = srcNumSent) && (sinkkBufAvail > 0))
//# leadsto ((srcNumAcked == sinkNumDelivered) k (sinkBufAvail == 0)
//# g
//# g

g

Fig. 9. Data transferserviceprogram(�le DT.java)
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import java.rmi.Remote;
import java.rmi.RemoteException;

public interface DTInterface extends Remote f
void sendData(byte []data) throws RemoteException;
void ackData(int n) throws RemoteException;

void readyToAccept(long n) throws RemoteException;
void deliverData(byte []data) throws RemoteException;

g

Fig. 10. DTInterfaceinterface(�le DTInterface.java)

� Tagsof the form “//# serviceprogram” precedeand identity the serviceprogram,in this case,the

systemprogramclassDT.

� Eachserviceeventis precededby a tagindicatingthesystemof thecorrespondingxc event.Sothetag

==# dnw : SW Source; precedingevent sendDataindicatesthat dnw event DT:sendDatais mapped

to xc event SW Source:sendData, andthey both have the samesignature.Note that no event creates

threadsor processes.The signatureof eachserviceevent is the sameasthat of the correspondingxc

event.

� Tagsof the form “//# progressobligation” de�ne the progressobligationsrequiredfor DT service.

InterfaceDTInterface(�gure 10) de�nes the headersof all the methodsavailable in DT.

Thereis a a differencebetweenassertionallDataAcked in SeSF(�g. 4) andthe assertionallDataAcked

in SeSFJava (�g. 9). We cannotapply SeSF:allDataAcked to SeSFJava:allDataAcked becausewe have to

check for every integer value of n, which is infeasible.So, we �nd an assertionthat modelsthe same

constraint.Since checking runtime execution is �nite, SeSFJava:allDataAcked can be used insteadof

SeSF:allDataAcked.

C. ServiceAnd AssertionChecking Harness

To test SW SysagainstDT, we (1) createa Harnessprocessto control the execution,(2) construct

compositesystemSW Sys�0 of SW Source-wrt-DT0 (a versionof SW Source-wrt-DT that interactswith

the harness),SW Sink-wrt-DT0 (a versionof SW Sink-wrt-DT that interactswith the harness),and DT-

wrt-f SW Source; SW Sinkg0 (a versionof DT-wrt-f SW Source; SW Sinkg that interactswith theharness),
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import java.rmi.Remote;
import java.rmi.RemoteException;
interface HarnessInterface f

void lock() throws RemoteException;
void unlock() throws RemoteException;
void printlnLog (String str ) throws RemoteException;
void printLog (String str ) throws RemoteException;
void exitSystem() throws RemoteException;
void checkAssertions(boolean debugInfo) throws RemoteException;
void breakpoint(String name, int mode) throws RemoteException;

g

Fig. 11. HarnessInterfaceinterface(�le HarnessInterface.java)

(3) executeSW Sys�0 along with the Harness,and (4) checkwhetherthe generatedexecutionbecomes

faulty.

The harnessis a processthat resideson an arbitrary machine.In our example,the Harnessis bound

to an RMI (RemoteMethod Invocation in Java) port, namely “DTHarness”.The harnesshas interface

HarnessInterface(�gure 11).

The �rst stepis to constructcompositesystemSW Sys�0 (�gure 12). SectionII-D describedhow to get

SW Source-wrt-DT, SW Sink-wrt-DT and DT-wrt-f SW Source; SW Sinkg. In addition to thosemodi�-

cation,we needthesecomponentsto connectto the harness.This leadsto the following modi�cations:

� ConstructSW Source-wrt-DT0, referredto asSW Source0, from SW Source-wrt-DT as follows:

– Tags==# HarnessInterfaceharness= : : : ; indicatethe locationof the harness,i.e., its RMI port.

– For every xc event, (1) insert a call to methodcheckAssertionswhich sendsdatanecessaryfor

assertioncheckingto SAC module,and(2) log information to the log �le.

– Insert breakpointsat locationsspeci�ed by tag ==# breakpoint. Breakpointswill be explained

later in this section.

� Similarly, constructSW Sink-wrt-DT0, referredto asSW Sink0, from SW Sink-wrt-DT.

� ConstructDT-wrt-f SW Source; SW Sinkg0, referredto asDT0, from DT-wrt-f SW Source; SW Sinkg0

as follows:

– For every upw event, inserta call to methodcheckAssertions, and log information to log �le.

– Every dnw event is changedto a threadthat repeatedlychecksthe enablingcondition of this
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dnw event, andexecutesits actionwhenever this conditionholds.

� ConstructSW Sys�0 of SW Source0, SW Sink andDT0.

Harness

Checking framework

SW_Source�wrt�DT' SW_Sink�wrt�DT'

DT�wrt�{SW_Source,SW_Sink}'

SW_Sys*'

DT�wrt�{SW_Source,SW_Sink}

Verification framework

SW_Sys*

SW_Sink�wrt�DTSW_Source�wrt�DT

Fig. 12. SW Sys� andSW Sys�0 compositesystems.

OnceSW Sys�0 is constructed,thenext stepis to obtaina testing platform on which it canbeexecuted.

This is not trivial becausethe atomicity requirementsof SW Sys�0 areusuallymuchmorestringentthan

thoseof SW Sys� .

Let I refer to theplatformon which SW Sysis intendedto execute;that is, SW Sys's programsinvolve

I-speci�c constructsfor IO, communication,synchronization,concurrency, andsoon. BecauseSW Sys0 is

obtainedby a simpleredirectionof SW Sys's outputcalls,SW Sys0 alsomustbe executedon I. However,

I invariably cannotensureatomicity of the interactionsbetweenSW Sys0 and other componentsin the

system(e.g.,DT0). This is becauseDT, and henceDT0, would, for any nontrivial service,make useof

unreasonableatomicity. Thus I alonecannotserve asa testingplatform.

We needto augmentI so that SW Sys0-DT0 interactionsareexecutedatomically. SAC (SerializerAnd

Checker) module,within the harness,is introducedto solve this problem. In order to conform to the

interleaving model, SAC ensuresthat only one threadis proceedingat a time. Every threadwithin the

compositesystemis associatedwith a lock. When the lock is released,the threadproceeds.When the

lock is revoked, the threadis paused.SeSFJava harnessinsertsbreakpointsin SW Sys0 and DT0 such

that at any time, at most one threadof SW Sys�0 runs and every other threadis pausedat a breakpoint.

SAC modulemaintainsrelevant statefor every process,suchaswhetherthe processis running,paused,

blocked, or aboutto be terminated.Eachthreadis responsiblefor sendingits stateto the SAC module.
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Breakpointsare insertedmanuallyto indicatewherethe threadtransitionstake place.

Theserializer-basedapproachis ratherconservative (becauseit preventsparallelexecutionof processes).

However, it is simpleand,aswe shall see,easilyprovides the snapshotsneededto checkassertions.

Assertionsare evaluatedat checking locations, speci�cally, at the start of every event and at every

breakpoint.For example,the schemeto test if SW Sourcesatis�es assertioninv(SW Source:sw > = 0)

is as follows. First, whenever SW Sys0 encountersa checking location, it sendsSW Source:sw to the

Harness(via methodcheckAssertions). Second,whenever theharnessreceivesthis �eld, it checkswhether

the predicateSW Source:sw> = 0 holds.If the predicatefails once,then the invariantdoesnot hold.

After constructionof SW Sys�0, it is executedon the sameplatform asSW Sys� as follows:

1) SeSFJava Harnessis startedasa separateprocess,binds itself to RMI port “DTHarness”.

2) DT0 processis created,and looks up for harness's port.

3) SW Sys0 processis created.It looksup for port “DTHarness”usingRMI lookupcommand.So,both

systemsarehooked up with the harness.

4) The developercanusethe harnesseither in batchmode,leaving the harnessto run for a while and

thenanalyzingthe log �le, or in interactive mode,in�uencing the �o w of the executionmanually.

IV. CONCLUSION

The work presentedhasthreecomponents:(1) integrating SeSFinto Java, resultingin SeSFJava; (2)

developing a harnessfor checkingsystemsagainstservicesand againstsafety and progressassertions,

wheresystems,services,andassertionsarespeci�ed in SeSFJava; and(3) applyingSeSFJava harnessto

a datatransferprotocolandservice.

SeSFJava harnessis ableto handlegeneralprograms,generalservices,andgeneralsafetyandprogress

assertions.The harnesscan test systemson their actual platforms. It can handleboth process-based

compositesystemsand thread-basedcompositesystems.In the process-basedcase, the component

systemsof the compositesystemareall separateprocesses,perhapsin differentmachines.In the thread-

basedcase,the componentsystemsareall threadsof a singleprocess.
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Fig. 13. Con�gurations

SeSFJava harnesscan test variouscon�gurationsof systemsand services:M offers U (�g. 13(a)),M

offers U usesV (�g. 13(b)), a systemMN with an internal serviceU (�g. 13(c)), or a generallayered

system(�g. 13(d)).

Preliminaryversionsof SeSFJava andtheharnesshave beenusedin computernetwork coursesto de�ne

TCP-like transportlayer protocols.
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