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Abstract

Many formal speci cation languagesand associatedools have beendevelopedfor network protocols. Ulti-
mately formal languagespeci cationshave to be compiledinto a corventionalprogramminglanguage and this
involves manualintervention (even with automatedtools). This manualwork is often errorprone becausethe
programmeiis not familiar with the formal language So our goalis to verify andtestthe ultimateimplementation
of a network protocol, ratherthan an abstractrepresentatiorf it.

We presenta framework, called SeSF(Servicesand SystemsFramavork), in which implementationsand
servicesare de ned by programsin conventionallanguagesand mechanicallytestedagainsteachother SeSFis
a markuplanguagethat can be integratedwith any corventionallanguage We integrate SeSFinto Java, resulting
in what we call SeSFJea. We presenta service-and-assertiocheckingharnessfor SeSFJea, called SeSFJea
harnessin which distributed SeSFJea programscan be executed,and the executionchecled againstservicesand
ary other correctnesassertionsThe harnessantestthe nal implementationof a concurrentsystem.We apply
presentan applicationto a datatransferserviceand sliding window protocolimplementation.SeSFJaa and the

harnessasbeenusedin networking coursedo specify develop,andtestTCP-like transportprotocolsand service.
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I. INTRODUCTION

Many formal speci cationlanguagefiave beendevelopedfor network protocols,for example,SDL [1],
Estelle[2], [3], Lotos[4] andIOA [5]. Tools[6], [7], [8], [9], [10], [11], [12] have beendevisedto verify
andtestthe correctnes®f network protocolsagainsttheir formal speci cations.The formal speci cation,
or “service” aswe shallreferto it, describeghe desiredexternalbehaior of the protocol. Developersuse
formal languagesas opposedo the corventionalprogramminganguagege.g.,C, C++, Java) becausef
their formal semanticand mathematicaklegance ,which easesveri cation andtestingof protocols.Yet
in orderfor theselanguagedo be directly usedin practical software development,the formal language
speci cation needsto be compiledto a corventional programminglanguageat some point during the
developmentphase.The compilation is done either manually [13] or automatically[14], [15], [16],
[17], [18], [19]. Manual translationis proneto errors,often due to the programmess lack of expertise
with the formal language Moreover, most automatictechniquesnvolve manualintervention during the
compilation[20]. Fully automaticcompilation brings concernsaboutthe ef ciency, code optimization,
readabilityand correctnes®f the generateccode.

Ultimately, mostnetwork protocolshave to be translatedo conventionalprogramminglanguagesand
mosttranslationgequiremanualinterventionat somepoint duringthe translation.So, our goalis to verify
andtestthe actualimplementationof a network protocol ratherthana simpli ed abstractrepresentation
of it. In orderto achieve this goal, we have developeda framework, called SeSF(Seavices and Systems
Framevork), that (1) allows de nitions of implementationsand servicesin corventionallanguages(2)
formalizesthe notion of animplementatiorsatisfyingits servicesand(3) providesa meandor mechanical
testing[21]. SeSFis animperatve, or proceduralversionof the formalismin [22]. The main difference
betweenSeSFandmostotherformalisms[22], [23], [24], [25], [26], [27], [28], [29], [30], [31], [32], [33]
is that SeSFstayscloseto the programmingworld. Programminglanguagesand thus implementations,
malke useof dynamiccreation,naminganddeletionof objects,processeandthreadscomplec 1/0O control

blocks suchas network soclets, etc. SeSFexplicitly capturessuchfeatures.



A. SeSF

Like mostformalisms,SeSFprovidesa compositional methodologyfor the designandimplementation
of concurrensystemsCompositionalitymeanghatthe designandimplementatiorof a concurrensystem
can be broken up into the designand implementationof componentconcurrentsystems.We refer to
implementationsas systemsand external behaior speci cationsas sewices In SeSFE both systemsand
servicesare speci ed by programsin corventionalprogramminglanguages.

A systemspeci cationis intendedfor execution.Hence,its programsmust satisfy the computational,
synchronizationand other constraintsof the underlying platform—for example,accountingfor whether
the platform hasa single processqra multi-processowith sharedmemory or a set of loosely-coupled
message-passinyocessors.

The servicespeci cation statesall (and only) the desiredpropertiesof the system$ execution,unen-
cumberedby internal structureand computationalimplementationand synchronizationssues.In most
formalisms, the service de nes the permissibleinteractionsbetweenthe systemand its ervironment.
However, our interestis in layered compositionality. Here, a compositesystemconsistsof layers of
componentsystemsand servicesde ne the allowed sequencesf interactionsbetweenlayers.

Roughly speaking,a systemsatis es its servicesabove and below if the interactionsit initiates are
allowed by the services,assumingthe interactionsinitiated by the systems ervironmentare allowed by
the services.Our compositionality property is that, given a compositesystemconsistingof layers of
componensystemswith servicesn betweenjf every componensystemin isolationsatis esits services,
thenthe compositesystemas a whole satis esits services.

Becauseservicesare de ned by corventionalprogramminglanguagesthey are executable The adop-
tion of executableservices,n general,andin SeSFin particular hasthe following consequences:irst,
the notion of a systemsatisfying a serviceis equvalentto the compositeprogramof the systemand
servicesatisfyingcertaincorrectnesproperties.Seconddeveloperscantesta concurrentsystemagainst

its servicesimply by executingthe compositgorogramof the systemandthe service andcheckingwhether



thosepropertiesare satis ed.

Using conventionallanguagedor specifyingservicesjnsteadof a high-level speci cationlanguagehas
certainadvantagesand disadwantagesOne advantageis that the servicespeci cationlanguages familiar
to programmersperhapsventhe samelanguageasthatof implementationThis reduceghe possibility of
the servicespeci cation beingmisunderstoodyy implementorsAnotheradvantageis thatit allows actual
implementations$o betested ratherthananabstracimodel.Onedisadwantagds thatservicespeci cations
becomeinvariably larger in size,makingmechanicakeri cation infeasible,althoughwe think thatthis is
notabig lossbecausenechanicateri cation is currentlyimpracticalfor realisticsystemgwith parameters
and unboundedstate).Another concernis that most programminglanguagesuffer from inconsistencies
and ambiguities,and one hasto avoid suchconstructsn servicespeci cations.For example,Java hasan

ambiguousnemorymodel[34], [35], anddifferentJava implementation$ave differentmemorymodels.

B. SeSFava

SeSFis a markup languagethat can be integratedwith any programminglanguage We chooseto
integrate SeSFwith Java, resultingin what we call SeSFava. Java is chosenbecauseof its relatively
precisesemanticspopularityandbuilt-in concurreng constructsA SeSFJaa programis a Java program
with SeSFtagsinsertedas Javza commentsHence,a SeSFJea programcanbe compiledand executedas
a Java program.But becausef the SeSFtags,it canalsobe tested We have developeda testingharness,
called SeSF&va harness that canexecutea distributed systemof SeSFJea programsandcheckwhether
the resulting execution satis es the relevant servicesand any other desiredcorrectnessassertiongalso
speci ed in SeSFJa).

SeSFJea harnesss ableto handlegenerallava programge.g.,unbounded-statprograms)andgeneral
safety and progressassertionsg(e.g., invariant and leads-toassertions)lt teststhe implementationon
its actual platform, without altering the programto run on a simpli ed platform (e.g., over TCP/IP
network socletsratherthana thread-baseeémulation).lt helpsthe programmeichecksystemsduring the

developmentphase;we are not concernedvith black-boxtesting.



C. Data TransferApplication

SeSFJea andthe harnessasbeenusedin several applicationsjncluding TCP-like transportprotocols
involving both data transferand connectionmanagemen{36]. Preliminary versionsof SeSFJea and
the harnesshave beenusedin de ning and testing transportprotocol projectsin computer network
courseq37], [38]. Here, for spacereasonswe will presentan exampleinvolving only the datatransfer
part of the transportprotocol application,speci cally, a sliding window protocol that provides reliable
o w-controlled data transfer from a sourceto a sink over unreliable channelsthat can lose, reorder
and duplicate messagesn transit subjectto a maximum messagdifetime. See g. 1. SW_SourceUser
passedatato SW_Source SW_Sourcebuffers the data(in a sendwindow) and transfersit to SW_Sink
resendinguntil it is acknavledgedby SW_Sink SW_Sink buffers data receved out of sequencgin a
receve window) and deliversdatain sequencdo SW_SinkUser The sliding window protocol here has
moduloN sequenceaumbersandvariablereceve window for o w control[39], andis signi cantly more
comple than stop-and-wait or go-backN protocols.We assumex ed size messagedor spacereasons.
SW._Source SW_Sink andthe unreliablechannelgnake up the SW_Syscompositesystem SW_SourceUser
and SW_SinkUsemake up the compositesystemusingthe service.DT speci esthe datatransferservice,
that is, the signatureof the interactionsbetweenthe systemson either side, as well as the permissible

sequencesf theseinteractions.

D. Paper Organization

Sectionll describesseSFESectionlll introducesSeSFJea andSeSFJaa harnessSectionlV concludes.

1. SESF OVERVIEW

SeSHis a framavork for compositionadesignandimplementatiorof concurrentsystemslt formalizes
the notions of processessystems,services,system satisfying services,and compositionality It uses

temporallogic to specify safetyand progressassertions.
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Fig. 1. Datatransferserviceand protocol system

A. Systems

In SeSk-a systemis a collection of processeshat executesystemprograms. We refer to atomically
executedstatementasevents A systemprogramconsistsof a headerdeclarationsexternally-controlled
events (initiated by the environment), locally-controlled events (initiated by the system),and progress
assumptionsThe headerindicatesthe systemprograms nameand ary parametersand their types.The
declarationsle ne constantstypes,variables,constructorsand functions,asin any proceduralanguage.
Fig. 2 and 3 illustrate the systemprogramsfor SW_Sourceand SW_Sink systemsyespecitiely.

The extemally-controlled events denotedxc-events are functionsthat can be called by the erviron-
ment(e.g.,xc-eventreadyoAcceptin g. 3). The headerof an xc-eventindicatesthe event's signature,
consistingof returntype (which canbe void), the event name,and event input parametergif ary) and
their types.The enabling condition is a predicatein the programvariablesand parametersAn eventcall
is enabledif the event's enablingconditionholdsfor the parametergif ary) of the call. The action is the
codethatis executedwhenthe eventis called.It is the caller's responsibilityto only make enabledevent
calls. It is the callees responsibilityto atomically executethe actionif the call is enabled.The actionhas
no event calls, andreturnsa valueif the returntype is not void

Thelocally-controlled events denotedc-events arethe atomicstatementsn the codeexecutedby the



Description of sliding window protocol (source side):

and acknavledged.sendBufna; na+ 1;:::;ng have beensent,but not yet acknavledged,andna ns ng
holds. The variable sw is the sources estimateof the current receivewindow size of the sink, where is
sw constantSW. [na:(na+ sw 1)] constituteshe sendwindow

system-program SW_Source f // system header

/I Declarations
intng, // number of data blocks generated by local user, initially 0.

ns, // number of data blocks sent at least once, initially 0.

na, // number of data blocks acknowledged, initially O.

sw, // send window size, initially SW.

bufUsed; // occupied portion of buffer in bytes, initially 0;
Buffer sendBuf;  // Send buffer of SW equally-sized data blocks.

/I ““remove sendBuf[0]" removes rst data block from the top and adds empty at the end.

constant int bufSize; /I buffer size is constant (SW message size).
SW_SourceUser sourceuser; // reference to the user application for callback methods

xc-event void sendData(byte[] data) f //xc-event header
ec: bufUsed + data.length  bufSize ~ data.length 6 0; // data.length is the number of bytes in array data;
ac: Divide data into messages;
tmp = number of data messages;
Store tmp messages in sendBuf; // sendBuf[ng..ng+tmp-1] = datal...];
ng=ng tmp;
bufUsed + = data.length;
g

Thread DataSender f
whileh(1 ns na < min(ng,na+ sw) na)f // each iteration is executed atomically
Send Data message (ns); // via unreliable channel
Reset timer of retransmission of ns;
ns=ns 1,
gi
g

Thread Retransmission (int seqNo) f
whileh(0 seqNo na<ns na” timeout res) f // each iteration is executed atomically
Send Data message (seqNo); // via unreliable channel
Reset timer of retransmission of seqNo;
gi
9

Thread SourceReceiver f
while(true) f
Receive message ACK(segNo, w);  // Blocks till an ACK message is recieved with sequence number (seqNo)
// and window size (w)
h
inttmp =segNo na; // number of newly acked messages
if(L tmp (ns na)f
int ackedBytes = tmp message size;
remove rst tmp messages from sendBuf;
na= na tmp;
sw = w;
bufUsed = ackedBytes;
sourceuser.ackData(ackedBytes); // output
gelse if (tmp == 0)
SW = max(sw, w);

g
9

progress-assumption default
wfair(DataSender, Retransmission, SourceReceiver);
g
9

Fig. 2. SW_Source sliding window sourcesystemprogram



Description of sliding window protocol (sink side):

At ary time at the sink, recvBuf0;:::;(nr 1)] have beenreceved and forwardedin-sequenceo sink's
user recvBufnr] has not yet beendeliveredto the user recvBufnr;nr + 1;:::;(nr+ rw  1)] may have
beenreceved out-of-sequencein which case,they are temporarily buffered, but are not passedo the user
[nrinr+ rw 1] constitutesthe receve window. The variablerw is the currentsize of the receve window,
whererw  constantRW.

system-program SW_Sink f // system header
int allowedBytes,  // number of the bytes that SW_Sink is able to foist on user's buffer.
rw, Il receive window size.
nr; /I number of data blocks delivered to the local user.
Buffer recvBuf; /I buffer of RW equally-sized data blocks.
SW_SinkUser sinkuser; // Reference to the user application for callback methods.

xc-event void readyToAccept(int n) f // xc-event header
ec: true; /I not checked by system, no side effects
ac: allowedBytes = n; /I no event calls, no blocking

g

Thread ModifyWindow f
while h(rw < RW)
rw=rw+ 1,
i
9

Thread DataDelivery () f
while h(recvBuf[0] 6 null ~ allowedBytes 0) f

data = recvBuf{0];
allowedBytes = data.length;
sinkuser.deliverData(data); /Il output
remove recvBuf[0];
nr=nr 1;
rw =1,

g

Thread SinkReceiver f
while (true) f
Receive message Data (cj, data); // Blocks until a Data message with sequence number (cj) and contents (data).
h
inttmp=1c¢j nr;
if (0 tmp< rw)
recvBuf[tmp] = data;
Send ACK message ACK(nr, rw);
i
g
g

progress-assumption default
wfair(ModifyWindow, DataDelivery, SinkReceiver);
g
g

Fig. 3. SW_Sink: sliding window sink systemprogram

system.Atomically-executedcodeis indicatedby enclosingit in angledbraclets (e.g., seeDataDelivery
threadin g. 3; we uselarge-scaleatomicity to keepthe examplesmall). An |c-event can make at most
oneeventcall in ary execution.A Ic eventis saidto be enabledif a procesds at the eventandthe event,
if it hasa blocking condition,is not blocked.

Progressassumptionsde ne the progresgropertiesexpectedof the underlyingplatformin scheduling



theprocessegr equivalently, in executingits Ic events.SeSFuseswveak fair nessandstrong fair nesg[30].
Weakfairnessof evente, denotedwfair( €), meanghatif evente is continuouslyenabledbeyond a certain
point, it will eventuallybe executed.Strongfairnessof event e, denotedsfair(e), meansthatif evente is
enabledin nitely oftenbeyond a certainpoint, it will eventually be executed.Weak fairnessof a thread
denotesweakfairnessof all eventsthat this threadencounters.

SeSFusesthenondeterministic interleaving model of concurrenexecution,in which the simultaneous
executionof atomic statementss representedby the setof all possiblesequentialexecutionsof atomic
statements.

An executionof a systemis a sequencef eventexecutionsalongwith the statedraversed startingfrom
aninitial state.A fault transition represent&n event executionwherean eventencountersan unde ned
operationor an unsafecall to an xc event. A faulty executionof a systemis an executionthat endsin
a fault transition.A fault-fr ee execution of a systemis an executionthat containsno fault transitions;it
canbe nite or in nite.

Sliding window protocol: We briey commenton SW_Sysin g. 2 and 3. SW_SourceUsecreates
SW_Sourceprocessand sets SW_Sourcesourceuseto refer to itself (for callback methods).Similarly,
SW_SinkUsercreatesSW_Sink processandsetsSW_Sinksinkusetto referto itself (for callbackmethods).
SW._SourceUsesendsan array of bytesvia SW_SourcesendData SW_Sourcedividesthe receved array
into messagesgndsendghosemessaget SW_Sink WhenSW_Sinkrecevesthe datamessagei replies
with an ACK messagelf SW_SinkUsethasenoughspace(var SW_SinkallovedByte$, SW_Sink delivers
the datamessagedo its user;otherwiseSW_Sink waits for SW_SinkUserto call SW_SinkreadyoAccept
beforedelivering more datato the user Whenaer SW_Sourcerecevesa new ACK (not a duplicate),it

calls SW_SourceUseackDatato inform the userthat it hasmore empty spacein the buffer.

B. Services

In SeSEa servicede nes the acceptablesequencesf interactionsbetweensystemsan differentlayers.

A serviceis speci ed by a sewvice program. A serviceprogramconsistsof services headerdeclarations,
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events and progressobligations. The headerand declarationsare similar to those of systems.Fig. 4
illustratesDT serviceprogram.

Eventsare divided into downward events (dnw) andupward events (upw). Dnw eventscorrespond
to xc eventsof the systembelov the servicecallable by the systemabove the service(e.g., dnw-event
sendDatain g. 4). Upw eventscorrespondo xc eventsof the systemabove the servicecallableby the
systembelov the service (e.g., upw-event ackDatain g. 4). The event headerindicatesthe event's
signature,consistingof the type (upw or dnw), return type (which may be void), event name, and
parametergif any) andtheir types.The event correspond¢o an xc event with the samesignature.The
systemprogramthat this xc event belongsto is statedin the event header

The progressobligations of a servicede ne the progressthat is expectedin executingupw events.
Progressobligations consistof fairnessassertiongdescribedabore) and leadsto assertionsA leadsto
assertionhas the form P leadstoQ, where P and Q are predicates(assertionallDataAcled in g. 4).
Formally, P leadstoQ holds for an executioniff the executionis fault-free and for every statein the
executionthat satis es P, either that statesatis es Q or somelater statesatis es Q. P leadstoQ holds
for a systemiff it holds for every complete execution of the system,i.e., an execution that satis es
the systems fairnessassumptionsServiceprogramsshouldnot imposeary progressobligationson dnw
events.

The semanticof a serviceis similar to that of a system.An execution of a serviceis a sequencef
event executionsalongwith the statestraversed.A serviceshouldnot have ary faulty executions.

Data transfer sewice: We briey commenton programDT. Dnw event DT:sendDatacorresponds
to SW_SourceUsepassingdatato SW_Source The event appendsthe datato a stream(in nite ar
ray), and is enabledif the data ts the available space(as adwertised by prior calls of upw event
SW_SourceUseackDatg. Upw eventDT :deliverDatacorrespondso SW_Sinkpassinglatato SW_SinkUser
It is enabledf the datato be deliveredis in sequencéwith respecto the datasequencgassediowvn by

SW._SourceUsgr andthe SW_SinkUserbuffer hasenoughspace SW_SinkUsercan adwertize its window



service-program DT f // service program's header

/I Declarations

/] Source side variables.

Stream srcHist; // source entity history in bytes

int srcBufSize // equals SW * message size.
srcBufUsed; // occupied portion of source buffer in bytes, always srcBufUsed  srcBufSize

int srcNumSent, // number of bytes accepted from source's local user, initially zero.
srcNumAcked; // number of acked bytes (at source entity), initially 0.

/I Sink side variables.
int sinkNumDelivered, // number of bytes delivered to sink user, initilly 0.
sinkBufAvail; // number of bytes that sink user can accept, initially (RW * message size);

/I Events of source side:

/I sends data from local user to source entity to be delivered to remote user.
dnw-event void SW_Source.sendData(byte [[data) f // dnw event header
ec: srcBufUsed + data.length <= srcBufSize * data.length > 0;
ac: // data.length is number of bytes in data array
srcHist[srcNumSent .. srcNumSent + data.length - 1] = data[0..data.length];
srcNumSent + = data.length;
srcBufUsed + = data.length;

g

/I noti es the entity user that n bytes have been acked by remote user.
upw_event void SW_SourceUser.ackData(int n) f // upw event header
ec: srcNumAcked + n <= srcNumSent;
ac: srcBufUsed = srcBufUsed n;
srcNumAcked = srcNumAcked + n;
g

/I Events of sink side

/I informs sink entity that its user can accept cumulative amount of data (in bytes) equals to n.
dnw_event void SW_Sink.readyToAccept(long n) f

ec: true;

ac: sinkBufAvail = n;

g

upw_event void SW_SinkUser.deliverData(byte [Jdata) f
ec: sinkNumDelivered + data.length <= srcNumSent
data.length < = sinkBufAvail ~ data.length > 0~
correctData (data);
ac: sinkNumbDelivered = sinkNumDelivered + data.length;
sinkBufAvail = sinkBufAvail data.length;

g

boolean correctData (byte[] data)f

dataSize = data.length;

return (srcHist[sinkNumDelivered .. sinkNumDelivered + dataSize] == data[0..dataSize]);
g

progress-obligation allDataAcked f
((srcNumAcked == n) ~ (sinkNumDelivered > n) leadsto (srcNumAcked == n))

g

progress-obligation dataDelivered f

g

/Il delivers data to local user, such that, data is delivered in sequence without loss or duplication.

((sinkNumDelivered == n) ™ (srcNumSent > n) ~ (sinkBufAvail > 0)) leadsto (sinkNumDelivered > n)

Fig. 4. DT: datatransferserviceprogram

11
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at ary time (via dnw event DT:ready bAccep}. Whenerer DT:ackDatais called, it checkswhetherthe

datahasbeendeliveredto the user

C. Assertions

SeSFusesassertionso specify propertiesof systemexecutions.Assertionsare divided into safety
and progressassertionsProgressassertiongwfair, sfair, leadstoassertionshave beendescribedbefore.
Safetyassertionsin particular invariantassertionsare neededor reasoningaboutsystemexecutions An
invariant assertionhasthe form inv(P), whereP is a predicate Formally, inv(P) holdsfor anexecutioniff
the executionis fault-freeandevery statein the executionsatis esP. For example,inv(na nr ns ng)
is an assertionthat we needto establishfor the SW_Syssystem.An assertionholds for a systemiff it

holdsfor every executionof the system(andthe systemhasno faulty executions).

D. ServiceSatisfaction

We now de ne whatit meandor a systemto satisfya service.Considera systemM thatis encapsulated
by a serviceU above and a serviceV below. That is, every xc event of M visible to its environment
corresponddo a dnw event of U or a upw event of V, and every eventthat M calls in its ervironment
correspondgo a upw event of U or a dnw event of V. The inputs of M are all the possiblecalls of its
xc events.The outputsof M arethe possiblecalls it can make to xc eventsin its environment. Typically
systemM s itself a distributed system.

An execution of M is safe with respectto serviceS, abbre&iated “safe wrt S, if the sequencef
inputs and outputsin  corresponddo that generatecby someexecutionof S. An execution of M is
complete with respectto S, abbreviated “completewrt S’, if the sequencef inputs and outputsin
correspondso that generatecy someexecutionof S that satis es S's progressobligations.

De nition [22]: M satis es U above and V below, or aswe prefersay M offers U usesV, iff for

every execution of M thatis safewrt U andV, (1) M is readyto acceptevery input that extends



service DT

dnw sendData(...){

dnw readyToAccept(...){

system Source

xc sendData(...){

system SW_Sink

xc readyToAccept(...{

Thread sendData(...){

1>
}

system DT-wrt-{SW_Source, SW_Sink}

Thread readyToAccept(...){

ec: cl; ec: c3; while < (c1) { while < (¢3) {
ac: acl; ac: ac3; acl; ac3;
} } SW_Source.sendData(...); SW_Sink.readyToAccept(...);

1>
}

upw ackData(...){ upw deliverData(...{ — xc ackData(...){ xc deliverData(...){
ec: c2; ec: ¢4, ec: true; ec: true;
ac: ac2; ac: ac4; ac: if (c2) ac2; ac: if (c4) ac4;

} } else fault;} else fault;}

system SW_Source-wrt-DT

xc sendData(...){

system SW_Sink-wrt-DT

xc readyToAccept(...){

ec: c5; ec: c6; ec: true; ec: true;
ac: ac5; ac: ac6; ac: if (c5) ac5; ac: if (c6) ac6;
} } else fault;} else fault;}
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Fig. 5. Program-ersionservicesatishctiontransformations

safely (2) M doesan outputonly if it extends safelywrt U orV, and(3) is completewrt U assuming

that is completewrt M andV.

This de nition of servicesatishction providescompositionality However, becauset is statedin terms
of eventtraces,it doesnot lend itself to programveri cation or testingtechniquesAccordingly, we use
an equvalentprogram-version of servicesatisfction[21]. For spacereasonswe presentthe program-
versionsatisfction conditionsfor M offers U only.

We rst modify M and U, so that they interactwith eachother (ratherthan M interactingwith its
ervironment):
De ne the systemM-wrt-U to be M with every outputcall (xX) changedo a call of the corresponding
serviceeventin U.
De ne systemU-wrt-M to be U with every upw-event changedto an xc event, every dnw-event
changedo anlc-eventthatalsocallsthe correspondingc eventof M, andevery progressaassumption

setto null.

Program-version de nition: Let M be the compositesystemof M-wrt-U and U-wrt-M:
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The safetyconditionfor M offers U holdsiff M is fault-free.
The progressconditionfor M offers U holdsiff M satis esthe progressobligationsof U.
Fig. 5 illustratesthe constructionof SW_Sys of SW_Sourcewrt-DT, SW_Sinkwrt-DT and DT-wrt-
f SW_SourceSW._Sinlkg from SW_SysandDT. (In particular every outputcall in SW_Sourceand SW_Sink
is replacedby a call to the correspondingvent of DT by appropriatelymodifying variablessourceuser
and sinkusel)
The safetyconditionfor SW_Sysoffers DT reducego the following:
1) SW._Sys doesnot have unde nedvaluesor operationgdivision by zero,signature-inconsistermall,
type mismatch,etc.).
2) SW.Sys doesnot call a disabledevent, which reducego the following predicateseing invariant:
DT:sendDataec) SW_SourcesendDataec
(This formalizesthe constraintthat SW_SourcesendDatashould be enabledwhenerer its user
cancall DT:sendDataThe predicateselon are similarly obtained.)
DT:readyDAcceptec) SW._SinkreadyDAcceptec
SW._Sourceis at sourceuseackDatéd )) DT:ackDataec
SW._Sink is at sinkusereliverDatd )) DT:deliverDataec
The progressconditionholdsiff SW_Sys satis esprogressobligationsallDataAcked anddataDelivered
assumingwveakfairnessof SW_Syss threads.
Althoughwe do not do so here,it would be straightforvard to prove by assertionateasoninghatthese

conditionshold (e.g.,asin [39]).

E. Service-and-AssertioGhedking Harness

Theprogram-basetbrmulationof servicesatishctionpavesa way to mechanicallytesta systemagainst
services Considera systemM thatis encapsulatetty a serviceU above anda serviceV belov. Onecan

testthatM offersU usesV by (1) constructinghe compositesystemM of M-wrt-f U; Vg, U-wrt-M andV-
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wrt-M, and(2) executingM and checkingwhetherthe generatedxecutionsatis esthe program-ersion
conditions.

Oneof our goalsis to testM on the sameplatform as M. Otherwise, we would have to modify M's
platform-dependentonstructse.g., /O, communicationsynchronizationgtc. Suchmodi cations would
not only be very onerousbut they would mostlikely changeM to a point that defeatsthe very purpose
of testing.

In practice,in orderto checkprogram-ersionconditions,we executeM accordingto the interleaving
model, with the interactionsbetweenM-wrt-f U; Vg and U-wrt-M and betweenM-wrt-f U; Vg and V-wrt-
M being executedatomically To do this, we introducea serializer modulethat interactswith different
componentof M to allow one eventr at a time. We will elaborateon this in sec.llI-C

Figure6 givesthe overall structureandoperationof the SeSFJaa harnessSystemandserviceprogram
les are fed to the preprocessomwhich generategshe compositesystemprogram,the assertionchecler
(checksserviceand systemassertions)and the “serializer and assertionchecler” (SAC) module. The
compositesystemis executedunderserializercontrol, which ensuresatomicity of the interactions.Data
relevent to the assertioncheckingis sentto the assertionchecler, systemand service propertiesare
checled, and violations are recorded.Userscan interactwith the compositesystemduring its execution

to view the resultsof evaluatingassertionsand/orto in uence the o w of execution.

[1l. SESFJAVA BY EXAMPLE

This sectionintroducesSeSFJza andthe SeSFJea harnessisingthe datatransferexample.We consider
thecon gurationof g. 1, with applicationsSSW_SourceUseandSW _SinkUserandtheassociatedransport
entities SW_Sourceand SW_Sink For spacereasonswe will not talk aboutthe applicationlevel of this
example.The following subsectionglescribethe compositesystemSW_Sys the DT service,andtesting

SW_SysagainstDT.
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Assertions T
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Fig. 6. SeSFJea harnessoperationoverviev

A. SeSFava SystenPrograms

A SeSFJza systemprogramis a Java programwith a speci ¢ structureindicatedby SeSFJea tags
insertedin the program.SeSFJea tags are specialcasesof Jasza comments;speci cally, they have the
pre x “/I#", wherethe“//” denoteghe startof a Java comment.Thus,a SeSFJea programcanbe treated
justlike a Java program;it canbe compiledand executedoy any Java platformwithoutany modi cations
In the caseof testing,the SeSFJea harnesgreprocessethe SeSFJza tagsand producesmodi ed Java
les.

ConsiderSW_Sourcesystemprogram( gure 7). It hasdifferentkinds of SeSFtags:

Tagsof the form “//# systemprogram” precedeand identify the systemprogram,in this case,the
systemprogramclassSW_Source

Tagsof the form “//# xc_event;” precedeandidentify the xc eventsof the program.Thereis onexc
event, namelysendDatédata), correspondingo the userpassingdatato be sentto the sink.

Tags of the form “/[# ec: <predicate” specify the enabling condition of the associatedevent.
Enabling conditionsmust always evaluateto true or false;they shouldnot, for example,throw an

exception.



[l# system_program;
class SW_Sourcef
/l# HarnesslInterface harness = ...;
SW_SourceUser sourceuser; /// Callback reference
NetworkSocket nSocket;
Vector  sendBuf = new Vector ();
int bufSize = 32*1024,
bufUsed, ns, na, ng, sw; // =0
Object lock = new Object(); // lock objec

int moduloNSub (int a, int b)f
return (a-b)% N+ (@a-b)< 0?N:0;
9

[1# xc_event;

public void sendData(byte[] data) f
/1# ec: bufUsed + data.length < = bufSize && data.length !=0;
I1# breakpoint(...);
synchronized(lock)f

.b.u-sted += data.length;

9
9

void sendDataMsg(int j) f
synchronized(lock)f
if (IsendBuf.isEmpty() &&

moduloNSub(j, na) < moduloNSub(ng, na) &&

moduloNSub(j, na) j sw)f
/I construct data message and send it via
/I network socket.
/I Reset the timer.

9
g
9
9

/I Thread is a class the continuously imerTask exe-
cutes method run.
class DataSender extends Thread f

public void run() f
while (true)f
[# breakpoint(...);
synchronized(lock)f

-sé.ndDataMsg(ns);
g

/I TimerTask is class that executes method run
/I whenever its timer res.
class Retransmission extends TimerTask f

public void run() f
[1# breakpoint(...);
sendDataMsg(j); // retransmit j
[# breakpoint(...);
g
9

class SourceReceiver extends Thread f

public void run()f
while (true)f
[/# breakpoint(...);
/I get ACK message with (segNo, w)

._<:'y.r1chronized(lock)f
int tmp = moduloNSub(seqNo, na);
if (tmp >= 1 && tmp < = moduloNSub(ns, na))f

sourceuser.ackData(ackedBytes);
gelse if (tmp == 0)
SW= SW> W?SW:W,

g
[1# breakpoint(...);
g
g
g

/# progress_assumption default f
Il# beginAssertion f

/l#  wfair(DataSender.isAlive()) &&
/l#  wfair(DataDelivery.isAlive() &&
I#  wiair(SourceReceiver.isAlive);
I# g

I1# g

Fig. 7. SeSFJaa SW_Sourcesystemprogram(le SW_Source.jaa)
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Tagsinvolving harnesqe.qg.,“//[# harness”;/[# breakpoint”,etc.) arerelevantfor testingandwill be

explainedlater.

The JVM should,supposedlyensureweak fairnessfor all createdthreads.SW_Sink systemprogram

(gure 8) is organizedin a similar fashion.Ilt hasone xc event: readyToAccep(n).

Fairnessassertiongsequirespecialhandling.Considerwfair(X), whereX is athread.A nite execution



[l# system_program;
class SW_Sink f
/l# Harnesslnterface harness = ...;
SW_SinkUser sinkuser;
NetworkSocket nSocket;
Vector recvBuf = new Vector();
int rw, nr,
allowedBytes = 32 1024;
intRW = :::;
Object lock = new Object();

[l# xc_event;

public void readyToAccept(long n) f
I1# ec: true;
allowedBytes = n;

g

class ModifyWindow extends TimerTask f
public void run ()f
[# breakpoint(...);
synchronized(lock)f
if (r'w < RW)
w=rw+ 1,
g
9
9

class DataDelivery extends Thread f

public void run() f
while (true) f
I# breakpoint(...);
synchronized(lock)f
if (recvBuf.elementAt(0) ! = null &&
allowedBytes > 0) f

dtsink.deliverData(delData);
9
g
g
9

class SinkReceiver extends Thread f

public void run() f
while (true) f
I receive data message with (seqNo, data)

I# breakpoint(...);
synchronized(lock)f
inttmp=(segNo 1 nr) % Constants.N ;
tmp = tmp < 0 ?tmp + Constants.N : tmp;
if ((segNo nr 1) % Constants.N > = 0)
&& tmp < rw && data.length ! = 0 &&

recvBuf.elementAt(tmp) == null) f
recvBuf.set(tmp, data); // recvBuf[tmp] = data;
/I SendACK

g

d.elliverDataTOUser();

g
g
g
g

/1# progress_assumption default f

Il# beginAssertion f

I#  wfair(ModifyWindow.isAlive()) &&
/l#  wfair(DataDelivery.isAlive() &&

I#  wifair(SW_SinkReceiver.isAlive);
I# g

I#g

Fig. 8. SeSFJaa SW_Sink systemprogram(les SW._Sink.java)
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satis eswfain(X) if X is alive andis at a statementhatis not blocked. The naturalway to checkwhether

this holdsis to look into the JVM or operatingsystem but this is usually not feasible.Alternatiely, one

cancapturethis conditionusingappropriatesystempredicatelf X is not at a blockablestatementthenit

sufces to checkwhetherthe Java systemfunction X:isAlive) returnstrue at the end of

the threads control pointeris in the threads run method).(Seedefault assertionsn g. 2 and3.)

B. SeSFava ServicePrograms

(meaningthat

The DT serviceprogram( gure 9) de nesthe permissibleinteractionsbetweensliding window system

programs(offerer of the service)andthe usersystem(userof the service).lt hasdifferentkinds of SeSF

tags:



import java.io.*;
import java.rmi.*;
import java.rmi.server.UnicastRemoteObiject;

[# service_program;
class DT extends UnicastRemoteObject implements DTInterface f
/] Source side variables.
ByteArrayOutputStream srcHist = new ByteArrayOutputStream ();
int srcBufSize = 32 *1024, // assume that SW * message size == 32KB
srcBufUsed;
long srcNumSent, srcNumAcked; = O;

/] Sink side variables.
long sinkNumDelivered, // = 0
sinkBufAvail = 32 1024 ; // assume that RW * message size == 32KB

DT() throws RemoteException f
try f
Naming.rebind("DT", this);
g catch (Exception e) f throw new RemoteException(); g
9

/I Events of source side

/l# dnw_event: SW_Source;

public synchronized void sendData(byte [J[data) throws RemoteException f
l# ec: srcBufUsed + data.length < = srcBufSize && data.length > 0;
srcHist.write(data, 0, data.length);
srcNumSent + = data.length;
srcBufUsed + = data.length;

g

/l# upw_event: SW_SourceUser;

public synchronized void ackData(int n) throws RemoteException f
/l# ec: srcNumAcked + n <= srcNumSent;
srcBufUsed = srcBufUsed n;
srcNumAcked = srcNumAcked + n;

9

/I Events of sink side

/l# dnw_event: SW_Sink;

public synchronized void readyToAccept(long n) throws RemoteException f
Il# ec: true;
sinkBufAvail = n;

g

/l# upw_event: SW_SinkUser;
public synchronized void deliverData(byte [Jdata) throws RemoteException f
[/l# ec: sinkNumDelivered + data.length <= srcNumSent &&
/l#  data.length < = sinkBufAvail && data.length > 0 &&
Il#  correctData (data);
sinkNumDelivered = sinkNumDelivered + data.length;
sinkBufAvail = sinkBufAvail data.length;
g

boolean correctData (byte[] data)f
byte[] srcData = srcHist.toByteArray();
for (inti= 0;i< data.length; i++ )
if (srcData[((int) sinkNumDelivered) + i] != datali])
return false;
return true;

g

/# progress_obligation allDataAcked f

/l# beginAssertion f

Il#  (srcNumAcked < sinkNumDelivered) leadsto (srcNumAcked == sinkNumDelivered)
I# g

I#g

I# progress_obligation dataDelivered f

/l# beginAssertion f

Il#  ((sinkNumDelivered < = srcNumSent) && (sinkkBufAvail > 0))

Il# leadsto ((srcNumAcked == sinkNumDelivered) k (sinkBufAvail == 0)
IH# g

I#g

Fig. 9. Datatransferserviceprogram(le DT.java)
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import java.rmi.Remote;
import java.rmi.RemoteException;

public interface DTInterface extends Remote f
void sendData(byte [Jdata) throws RemoteException;
void ackData(int n) throws RemoteException;

void readyToAccept(long n)  throws RemoteException;
void deliverData(byte [Jdata) throws RemoteException;

g

Fig. 10. DTInterfaceinterface(le DTInterface.jaa)

Tagsof the form “//# serviceprogram” precedeand identity the serviceprogram,in this case,the
systemprogramclassDT.

Eachserviceeventis precededy atagindicatingthe systenmof the correspondingc event.Sothetag
==# dnw : SW_Source precedingevent sendDataindicatesthat dnw event DT:sendDatais mapped
to xc event SW_SourcesendDataandthey both have the samesignature Note that no eventcreates
threadsor processesThe signatureof eachserviceeventis the sameasthat of the correspondingc
event.

Tagsof the form “//# progressobligation” de ne the progressobligationsrequiredfor DT service.

Interface DTInterface( gure 10) de nes the headersf all the methodsavailablein DT.

Thereis a a differencebetweenassertiorallDataAclkedin SeSF(g. 4) andthe assertiorallDataAcled
in SeSFJaa (g. 9). We cannotapply SeSFallDataAcled to SeSFJavallDataAcled becauseve have to
checkfor every integer value of n, which is infeasible.So, we nd an assertionthat modelsthe same
constraint.Since checking runtime executionis nite, SeSFJavallDataAcled can be usedinsteadof

SeSFRallDataAcled

C. ServiceAnd AssertionChed&ing Harness

To test SW_SysagainstDT, we (1) createa Harnessprocessto control the execution, (2) construct
compositesystemSW._Sys’ of SW_Sourcewrt-DT? (a versionof SW_Sourcewrt-DT that interactswith
the harness) SW_Sinkwrt-DT? (a versionof SW_Sinkwrt-DT that interactswith the harness)and DT-

wrt-f SW_SourceSW._Sinkg® (a versionof DT-wrt-f SW_Source SW._Sinky thatinteractswith the harness),



21

import java.rmi.Remote;
import java.rmi.RemoteException;
interface Harnesslinterface f
void lock() throws RemoteException;
void unlock() throws RemoteException;
void printinLog (String str ) throws RemoteException;
void printLog (String str ) throws RemoteException;
void exitSystem() throws RemoteException;
void checkAssertions(boolean debuglnfo) throws RemoteException;
void breakpoint(String name, int mode) throws RemoteException;

Fig. 11. Harnessintekceinterface(le Harnessintekce.jaa)

(3) executeSW._Sys’ along with the Harness,and (4) checkwhetherthe generatedexecutionbecomes
faulty.

The harnesds a processthat resideson an arbitrary machine.In our example,the Harnessis bound
to an RMI (RemoteMethod Invocationin Jasa) port, namely “DTHarness”. The harnesshas interface
Harnessinterfac¢ gure 11).

The rst stepis to constructcompositesystemSW_Sys” ( gure 12). Sectionll-D describechow to get
SW_Sourcewrt-DT, SW_Sinkwrt-DT and DT-wrt-f SW_SourceSW _Sinlg. In additionto thosemaodi -
cation,we needthesecomponentgo connectto the harnessThis leadsto the following modi cations:

ConstructSW_Sourcewrt-DT, referredto as SW_Sourcé from SW_Sourcewrt-DT asfollows:
— Tags== Harnessinterfachaness= :::; indicatethe locationof the harnessij.e., its RMI port.
— For every xc event, (1) inserta call to methodcheckAssertiong/hich sendsdatanecessaryor
assertioncheckingto SAC module,and(2) log informationto the log le.
— Insert breakpointsat locationsspeci ed by tag ==# breakmint. Breakpointswill be explained
later in this section.
Similarly, constructSW_Sinkwrt-DT?, referredto as SW._Sink, from SW_Sinkwrt-DT.
ConstructDT-wrt-f SW_SourceSW_Sinkg’, referredto asDT?, from DT-wrt-f SW_Source SW_Sinkg®
asfollows:
— For every upw event, inserta call to methodcheckAssertionsandlog informationto log le.

— Every dnw eventis changedto a threadthat repeatedlychecksthe enablingcondition of this
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dnw event, and executesits actionwheneer this condition holds.

ConstructSW._Sys® of SW._Sourc& SW._SinkandDT?,

SW_Sys* SW_Sys*
3 ‘ DT wrt {SW_Source,SW_Sink} ‘ 3 3 ‘ DT wrt {SW_Source,SW_Sink}' \
1 — |
3‘ SW_Source wrt DT ‘ ‘ SW_Sink wrt DT ‘ 3 3 ‘SW_Source wrt DT’ H SW_Sink wrt DT' //
Verification framework Checking framework

Fig. 12. SW_Sys and SW_Sys’ compositesystems.

OnceSW._Sys’ is constructedthe next stepis to obtaina testing platform onwhich it canbe executed.
This is not trivial becausehe atomicity requirementsf SW_Sys’ are usually much more stringentthan
thoseof SW_Sys.

Let | referto the platform on which SW_Sysis intendedto execute;thatis, SW_Syss programsinvolve
I-speci ¢ constructgor 10, communicationsynchronizationgoncurreng, andso on. BecauseSW_Sy< is
obtainedby a simpleredirectionof SW_Syss outputcalls, SW_Sy$ alsomustbe executedon |. However,
| invariably cannotensureatomicity of the interactionsbetweenSW._Sy¢$ and other componentsn the
system(e.qg.,DT9. This is becauseDT, and henceDT® would, for any nontrivial service,make use of
unreasonableatomicity. Thus| alonecannotsene as a testingplatform.

We needto augmentl sothat SW_Sy$-DT interactionsare executedatomically SAC (SerializerAnd
Checler) module, within the harness,s introducedto solwve this problem.In orderto conformto the
interlearing model, SAC ensureghat only one threadis proceedingat a time. Every threadwithin the
compositesystemis associatedvith a lock. Whenthe lock is releasedthe threadproceedsWhen the
lock is revoked, the threadis paused.SeSFJea harnessinsertsbreakpointsin SW_Sy$ and DT? such
that at any time, at most one threadof SW_Sys® runs and every otherthreadis pausedat a breakpoint.
SAC module maintainsrelevant statefor every processsuchaswhetherthe processs running, paused,

blocked, or aboutto be terminated.Eachthreadis responsiblefor sendingits stateto the SAC module.
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Breakpointsare insertedmanuallyto indicatewherethe threadtransitionstake place.

Theserializerbasedapproachs ratherconserative (becausét preventsparallelexecutionof processes).
However, it is simple and, as we shall see,easily providesthe snapshotsieededo checkassertions.

Assertionsare evaluatedat checking locations, speci cally, at the start of every event and at every
breakpoint.For example,the schemeto testif SW_Sourcesatis es assertioniny(SW_Sourcesw >= 0)
is as follows. First, whenever SW_Sy< encountersa checkinglocation, it sendsSW_Sourcesw to the
Harnesqvia methodcheckAssertionsSecondwheneer the harnessecevesthis eld, it checkswhether
the predicateSW_Sourcesw> = 0 holds.If the predicatefails once,thenthe invariantdoesnot hold.

After constructionof SW_Sy<, it is executedon the sameplatform as SW_Sys as follows:

1) SeSFJea Harnesss startedas a separatgrocesspindsitself to RMI port “DTHarness”.

2) DT? processs created,andlooks up for harness port.

3) SW._Sy¢ processs createdlt looks up for port “DTHarness”usingRMI lookupcommandSo, both

systemsare hooked up with the harness.
4) The developercanusethe harnessitherin batchmode,leaving the harnesgo run for a while and

thenanalyzingthe log le, or in interactve mode,in uencing the o w of the executionmanually

V. CONCLUSION

The work presentechasthree components(1) integrating SeSFinto Java, resultingin SeSFJaa; (2)
developing a harnessfor checkingsystemsagainstservicesand againstsafety and progressassertions,
wheresystemsservicesand assertionsare speci ed in SeSFJaa; and (3) applying SeSFJea harnesdo
a datatransferprotocoland service.

SeSFJea harnesss ableto handlegeneralprogramsgeneralservicesandgeneralsafetyand progress
assertions.The harnesscan test systemson their actual platforms. It can handle both process-based
compositesystemsand thread-based composite systems.In the process-basedase,the component
systemsof the compositesystemare all separatgrocessesperhapsn differentmachinesin the thread-

basedcase,the componentsystemsare all threadsof a single process.
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Fig. 13. Con gurations

SeSFJea harnesscan test variouscon gurations of systemsand services:M offers U (g. 13(a)),M
offers U usesV (g. 13(b)), a systemMN with an internal serviceU (g. 13(c)), or a generallayered
system(g. 13(d)).

Preliminaryversionsof SeSFJea andthe harnes$iave beenusedin computemetwork coursego de ne

TCP-like transportlayer protocols.
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