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Abstract—We intr oduce PRM (Probabilistic Resilient
Multicast): a multicast data recovery schemethat impr oves
data delivery ratios while maintaining low end-to-end
latencies.PRM has both a proactive and a reactive com-
ponents;in this paper we describehow PRM can be used
to impr ove the performance of application-layer multicast
protocols, especially when there are high packet losses
and host failur es. Thr ough detailed analysisin this paper,
we shaw that this loss recovery technique has ef cient
scaling properties — the overheadsat each overlay node
asymptotically decreaseto zero with increasinggroup sizes.

As a detailed case study, we shov how PRM can be
applied to the NICE application-layer multicast protocol.
We present detailed simulations of the PRM-enhanced
NICE protocol for 10,000 node Inter net-like topologies.
Simulations shov that PRM achieves a high delivery
ratio (  97%) with a low latency bound (600 ms) for
ervironmentswith high end-to-end network losses(1-5%)
and high topology change rates (5 changesper second)
while incurring very low overheads( 5%).

|. INTRODUCTION
We presenta fast multicast data recosery scheme

that achieves high delivery ratios with low overheads.

Our technique,called Probabilistic Resilient Multicast
(PRM), is especially useful for applicationsthat can
bene t from low datalosseswithout requiring perfect
reliability. Examplesof such applicationsare real-time
audio and video streamingapplicationswherethe play-
back quality at the recevers improves if the delivery
ratios can be increasedwithin speci ¢ latengy bounds.
Usingterminologyde ned in prior literature[26] we call
this model of datadelivery resilientmulticast

In this paper we describe PRM in the contet of
overlay-basedmulticast [8], [10], [1], [31], [7], [25],
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[16]. Unlike native multicast where data paclets are
replicatedat routersinside the network, in application-
layer multicastdatapaclets are replicatedat end hosts.
Logically, the end-hostsform an overlay network, and
the goalof application-layemulticastis to constructand
maintainan ef cient overlay for datatransmissionThe

eventualdatadelivery pathin application-layemulticast
is an overlay tree. While network-layer multicastmakes
the most efcient use of network resourcesits limited

deploymentin the Internetmakesapplication-layemul-

ticast a more viable choice for group communication
over the wide-arealnternet.

A key challengén constructingaresilientapplication-
layer multicastprotocolis to provide fastdatarecovery
when overlay node failures partition the data delivery
paths.Overlay nodesare processe®n regular end-hosts
which are potentially more susceptibleto failuresthan
the routers. Each such failure of a non-leaf overlay
node causesa data outagefor nodesdownstreamuntil
the time the datadelivery tree is reconstructedLosses
due to overlay node failures are more signi cant than
regular pacletlossesin the network andmay causedata
outagein the order of tensof secondge.g.the Narada
application-layemulticastprotocol[8] setsdefaulttime-
outs between30-60 seconds).

PRM usestwo simple techniques:

A proactive componentalledRandomizedforward-
ing in which each overlay node choosesa con-
stantnumber(e.g., 1 or 2) of otheroverlay nodes
uniformly at random and forwards data to each
of them with a low probability (e.g. 0.01-0.03).
This randomizedforwarding techniqueoperatesn
conjunctionwith the usualdataforwarding mecha-
nismsalongthe treeedgesandmay leadto a small
numberof duplicatepaclket deliveries. Suchdupli-
catesare detectedand suppressedising sequence
numbers.The randomizedcomponentincurs very
low additional overheadsand can guaranteehigh
deliveryratiosevenunderhigh ratesof overlaynode
failures.

A reactve mechanismcalled Triggered NAKs to
handledatalossesdue to link errorsand network
congestion.

Through analysisand detailed simulationswe shov



that theserelatively simple techniquesprovide high re-
silience guaranteesboth in theory and practice. PRM
can be usedto signi cantly augmentthe data delivery
ratios of any application-layermulticast protocol (e.g.
Naradd[8], Yoid [10], NICE [1], HMTP [31], Scribe[7],
DelaunayTriangulation-basefll 6], CAN-multicast[25])
while maintaininglow lateng/ bounds.
The contritutions of this paperare three-fold:

We proposea simple, low-overheadschemefor re-

silient multicast.To the bestof our knowledge,this

work is the rst proposedesilientmulticastscheme
that can be usedto augmentthe performanceof

application-layemulticastprotocols.

We presenta full analysis of PRM and derive

the necessaryand sufcient conditions for PRM

which will allow the control overheadst the group
membersto asymptoticallydecreaseo zero with

increasinggroup sizes.

We demonstratéhow our proposedschemecan be

used with an existing application-layermulticast
protocol(NICE [1]) to provide alow overhead)ow

lateng and high delivery ratio multicasttechnique
for realisticapplicationsand scenarios.

The rest of this paperis structuredas follows. In
the next sectionwe presentthe details of the PRM
schemeand analyzeits performancein Sectionlll. In
Section IV we presentdetailed simulation studies of
the the PRM-enhancedNICE protocol.In SectionV we
describerelatedwork and concludein SectionVI. The
Appendix givesa brief sketch of the proofs.

II. PROBABILISTIC RESILIENT MULTICAST (PRM)

The PRM scheme=mplgys two mechanism$o provide
resilience We describeeachof themin turn.

A. Randomizedrorwarding

In randomizedforwarding, eachoverlay node,with a
small probability, proactvely sendsa few extra trans-
missions along randomly chosenoverlay edges.Such
a constructioninterconnectghe datadelivery tree with
somecrossedgesandis responsiblefor fastdatarecor-
ery in PRM under high failure ratesof overlay nodes.
Existing approachedor resilient and reliable multicast
use either reactize retransmissionge.g. RMTP [24],
STORM [26] Lorax [18]) or proactve error correction
codes(e.g. Digital Fountain[4]) and can only recover
from paclet losseson the overlay links. Thereforethe
proactve randomizedforwarding is a key difference
betweenour approachand other well-known existing
approaches.

We explain the speci ¢ detailsof proactive random-
ized forwarding using the example shavn in Figure 1.
In the original datadelivery tree (Panel0), eachoverlay
node forwardsdatato its children alongits tree edges.
However, due to network losseson overlay links (e.g.

and ) or failureof overlaynodeg(e.g. ,
and ) asubsebf existing overlay nodesdo not receve
the paclet (e.g. and ). We remedy
this asfollows. Whenary overlay noderecevesthe rst
copy of adatapaclet, it forwardsthe dataalongall other
treeedges(Panell). It alsochoosesa smallnumber( )
of otheroverlaynodesandforwardsdatato eachof them
with a small probability . For examplenode chooses
to forward datato two othernodesusing crossedges
and

Note that as a consequencef theseadditionaledges
some nodesmay receve multiple copiesof the same
paclet(e.g.node in Panell recevesthedataalongthe
treeedge andcrossedge ). Thereforeeach
overlaynodeneedgo detectandsuppressuchduplicate
paclets. Eachoverlay node maintainsa small duplicate
suppressiorcache,which temporarily storesthe set of
data paclets received over a small time window. Data
paclets that miss the lateny deadline are dropped.
Hencethe size of the cacheis limited by the lateng
deadline desired by the application. In practice, the
duplicate suppressiorcachecan be implementedusing
the playback buffer already maintainedby streaming
mediaapplications.

It is easyto seethat eachnode on averagesendsor
receves up to copiesof the samepaclet. The
overheadof this schemeis , wherewe choose to
be a small value (e.g.0.01)and to be between and

. In our analysiswe shov that if the destinationsof
thesecrossedgesare chosenuniformly at random,it is
possibleto guaranteesuccessfuleceptionof paclets at
eachoverlay nodewith a high probability

Each overlay node periodically discovers a set of
random other nodeson the overlay and evaluatesthe
numberof losseghatit shareswith theserandomnodes.
In anoverlay constructiorprotocollike Narada[8], each
node maintainsstateinformation aboutall othernodes.
Therefore no additionaldiscovery of nodesis necessary
in this case For someotherprotocolslike Yoid [10] and
NICE [1] overlay nodesmaintaininformationof only a
small subsetof other nodesin the topology Therefore
we implementa node discosery mechanism,using a
random-valk onthe overlaytree.A similartechniquehas
beenusedin Yoid [10] to discover randomoverlaygroup
members.The discovering node transmitsa Discover
messagewith a time-to-live (TTL) eld to its parent
on the tree. The messagds randomly forwardedfrom
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Fig. 1. The basicideaof the PRM schemeThe circlesrepresenthe overlay nodes.The crosses

indicatelink and nodefailures.The arraws indicatethe direction of data o w. The curved edges
indicatethe chosencrossoverlay links for randomizedforwarding of data.

neighborto neighbor without re-tracingits path along
thetreeandthe TTL eld is decrementedt eachhop.
The node at which the TTL reacheszerois chosenas
the randomnode.

Why is Randomizedrorwarding effective? It is in-
terestingto obsene why such a simple, low-overhead
randomizedforwarding techniqueis able to increase
paclet delivery ratioswith a high probability especially
when mary overlay nodesfail. Considerthe example
shown in Figure 2, wherea large fraction of the nodes
have failedin the shadedegion. In particular theroot of
thesub-treenode , hasalsofailed.Soif no forwarding
is performedalong crossedges,the entire shadedsub-
treeis partitionedfrom the datadelivery tree.No overlay
nodein this entire sub-treewould get data paclets till
the partition is repaired. However, using randomized
forwarding along crossedges,a numberof nodesfrom
the unshadedregion will have random edgesinto the
shadedregion as shavn ( and ).
The overlaynodesthatrecevve dataalongsuchrandomly
chosercrossedgeswill subsequentljorward dataalong
regular tree edgesand ary chosenrandomedges.Since
the crossedgesare chosenuniformly at random,a large
subtreewill have a higher probability of cross edges
being incident on it. Thus as the size of a partition
increasesso doesits chanceof repairusingcrossedges.

B. Triggered NAKs

This is the reactive componentof PRM. We assume
thatthe applicationsourceidenti es eachdataunit using
monotonicallyincreasingsequenc&umbers An overlay
nodecandetectmissingdatausinggapsin the sequence
numbersThis informationis usedto trigger NAK-based
retransmissionsT his techniquehasbeenappliedfor loss
repairin RMTP [24].

In our implementationeach overlay node, , pig-
gybacksa bit-mask with each forwarded data paclet
indicating which of the prior sequencenumbersit has
correctly received. The recipientof the data paclet, |,
detectsmissing paclets using the gapsin the receved

Fig. 2.  Successfuldelivery with
high probability even under high
nodefailure rate.
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Fig. 3. TriggeredNAKs to parenton the overlay tree when data
unit with sequencenumber18 is propagatedalong the overlay The
length of the bit-maskis 4.

sequencandsenddNAKs to to requestheappropriate
retransmissiondNote that caneitherbe a parentof
in the datadelivery tree, or a randomnode forwarding
along a crossedge. We illustrate the use of triggered
NAKs in Figure3. Node recevesdatawith sequence
number18, which indicatesthat the parent hasdata
sequencenumbersl4, 15, and 16. Sincenode does
not have sequenc@iumberl6, it sendsa NAK for 16 to

. Similarly, node sendsaNAK toits parent for 14
and 15. Note that  doesnot have datawith sequence
numberl6, but doesnot requestretransmissiorirom its
parent.This is becauseahe parent doesnot currently
have this data and has already made an appropriate
retransmissiomequesto its parent . On receving this
data, will automaticallyforwardit to

C. Extensions

We describetwo extensionsto the PRM schemethat
further improve the resilienceof the datadelivery:

Loss Correlation: This is a techniquethat can be
usedto improve the randomizediorwarding component
of PRM. As describedn Sectionll-A eachoverlaynode
choosesa small numberof crossedgescompletely at
randomfor probabilisticdataforwardingon the overlay.
In practice, it is possible to increasethe utility of
thesecrossedgeshby choosingthem more carefully In
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Fig. 4. TriggeredNAKs to sourceof randomforwarding for data
with sequenceumber31. Thevalueof for EphemeralGuaranteed
Forwardingis setto 3.

particularif  is the root (and source)of the overlay
tree,we wantto choosea crossedgebetweertwo overlay
nodes and ,if andonlyif thecorrelationbetweerthe
pacletslost on the overlay paths and
is low. Clearly if thesetwo overlay pathsshareno

underlying physical links, then we expect the losses
experiencedby and to be uncorrelatedHowever,
sucha conditionis dif cult to guarantedor any overlay
protocol. Thereforeunderthe loss correlationextension,
weleteachnode to choosearandomedgedestination,

, with which has the minimum numberof common
lossesover a limited time window.

Ephemeal GuaranteedrForwarding (EGF): Thisis
anextensionto thetriggeredNAK componengandis also
usefulin increasingthe datadelivery ratio. Considerthe
casewhennode recevesa datapaclet with sequence
number along a random edge from node . If on
receving the data paclet with sequencenumber
detectsa large gap (greaterthan a threshold ) in the
sequencenumberspaceit is likely that the parentof
hasfailed. In this case, canrequest to increasehe
randomforwarding probability , for the edge
to onefor a shortdurationof time. To do this  sends
an EGF_Requestmessagdo . Note thatthe EGF state
is soft and expires within a time period . This is
showvn by anexamplein Figure4. Node recevesdata
with sequencenumber 31 along a random edge from

immediatelyrequestsetransmissionfor datawith

sequenc@umber28and27. Since , alsosends
the EGF Requestessagao . If thetreepathof is
repairedbeforethe EGF periodexpires, canalsosend

an EGF_ Cancelmessagdo  to terminatethis state.

The EGF mechanismis useful for providing unin-
terrupted data service when the overlay construction
protocol is detectingand repairing a partition in the
datadelivery tree. In fact, putting sucha mechanisnin
place allows the overlay nodesto use larger timeouts
to detectfailure of overlay peers.This, in turn, reduces
the control overhead=of the application-layemulticast
protocol.In practice the EGFmechanisntansometimes

be overly aggressie and causefalsepositivesleadingto
a higheramountof dataduplicationon the datadelivery
tree. Thus, the improvementin performanceis at the
costof additionalstate,compleity andpaclet overhead
at nodes. Dependingon the reliability requirements,
applicationsmay chooseto enableor disableEGF

I11. EVALUATION OF PRM

A key componenbf the PRM schemes the random-
ized forwarding techniquewhich achiezes high delivery
ratios in spite of a large numberof overlay node/link
failures.In this sectionwe presentour analysisof this
scheme.

Recall from Section |l that the pernode overhead
of PRMis . We will now primarily be concerned
with the caseof low overhead;in particular the case
where the overheadis (much) smaller than . Thus,
up to Sectionlll-A, we will considerthe casewhere

. here, each node does random forwarding to
just one node, with a probability of . However,
all of our resultswill also hold for  being arbitrary
In this paper we prove that even if the probability
of randomforwarding is madean arbitrarily small
positive constant(i.e., even if the dataoverhead

is madenggligible), the schemecanbe designed
so that almostall surviving overlay nodesget the data
with high probability In particular the systemscales:
asthe number of nodesincreasespur probability of
successfubatadelivery tendsto

We startwith somenotationand assumptions.

(A1) All nodesatthe samelevel of thetreehave the
samenumberof children. The total numberof
nodesis denotedby
There are parameters and such that the
probability of any givennodefailing is at most
, andthe probability of any givenlink failing
is at most . We only require that and
be boundedaway from : e.g.,we could have
. (Indeed,a multicasttree composed
of elementghat may fail with more than
probability is in effect uselessjn practice,we
expect and to becloseto zero.)Thefailure
eventsare all independent.

We next presenta theoremthat dealswith the asymp-
totic regime where is large. We then discuss a
“tree augmentation”techniqueand general optimality
of our resultsin Sectionlll-A. We complementthese
in Sectionlll-B with simulation resultsfor the “non-
asymptotic”’regime of size 10,000.

Theoem3.1: Letthe probability of randomforward-
ing be an arbitrary positive constant(i.e., it can be

(A2)



arbitrarily small). Then, there is a constant

sud that the following holds. Supposeevery non-leaf
nodehasat least children.Then with probability
tendingto as increasesthefollowingtwo claimshold
simultaneously:

0] All the non-leafnodesthat did not fail success-

fully get the data.

(i)  Atleastan fractionof
theleaf nodesthat did not fail, successfullyget
the data; here denotesa neggligibly small
quantity which tendsto as increases.

Proof: SeeAppendix. [ |

Theorem3.1 shaws that aslong as the node-dgrees
are at leastlogarithmicin , the treeis highly resilient
to node-andlink-failures,evenwith arbitrarily low data
overhead.To take a realistic example,we considerthe
casewhenthe end-to-endosseson overlay links is 2%,
andsimultaneousiumberof overlaynodesfailuresis 1%
of the group (for group of size 10,000this translatego
100 simultaneoudailures). Theorem3.1 statesthat with
a high probability all surviving non-leafoverlay nodes
and at least97% of the surviving leaf nodescontinue
to receve datapaclets using the existing overlay data
pathsandrandomedges.

It is, in fact, possibleto increasethe delivery to
leaf-nodesto to increasethe delivery to leaf-nodesto
an arbitrarily high value using a “tree augmentation”
schemedescribedhext.

A. Tree-augmentatioextensiongo PRM

If we desire for anarbitrarygiven (small) constant ,
that at leasta —fraction of the surviving leaves
getthe datawith high probability (in additionto item (i)
of Theorem3.1), thenit sufces to augmentthe tree as
follows: eachleaf connectsto randomly
chosemon-leafnodes andgetsthe datafrom any oneof
themthat hasreceved the paclet. For example,for the
1% nodefailure rate case the treeaugmentatiorscheme
will guaranteehat 99.98%of all nodes(including leaf
nodes)will successfullyget the data paclets with an
overheadboundedby the constanttwo.

In fact,if werequirea —fractionof the surviving
leavesto getthe datawith high probability this amount
of overhead(i.e., ——— ) is necessaryfor any
protocol.In Appendixwe shav thatour protocol's lower
boundson the fraction of surviving leaves getting the
data—bothwith and without the randomaugmentation
for leaves—areoptimal. Also in Appendixwe show that
the logarithmic degree-requiremenbf Theorem3.1 is
bothnecessarandsufcient if we desirealow overhead.
Speci cally, if the deggrees,e.g., of the parentsof the
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Fig. 5. Variation of datadelivery ratio with overlay node degree.
BE standsfor “Best Effort.”

leavesareonly somesmall constantimes , thenin
factalarge numberof the leaves' parentswill fail to get
the datawith probability tendingto as increases.

B. ExpectedScalingBehaviorfor Finite Groups

In the analysisof the PRM schemgdescribedabove),
we have explored its asymptoticbehaior with corre-
spondingncreasen thegroupsize.Throughsimulations
we now shav thatPRM is expectedto performvery well
in practiceeven for groupsof moderatesize. In these
idealizedsimulations,we assumehat thereexists some
application-layer multicast protocol which constructs
and maintainsa datadelivery tree. When data paclets
are senton this tree, a random subsetof the overlay
nodesfail simultaneously The failed subsetis chosen
independentlyfor eachdata paclket sent. Additionally,
data paclets also experiencenetwork layer losseson
overlaylinks. Consideraregulartree,whereall non-leaf
nodeshave the samedegree.From the analysiswe can
intuitively expectthatasthe degreeof thetreeincreases,
so doesthe datadelivery ratio.

In Figure 5 we illustrate how the datadelivery ratio
for the non-leafnodesof an overlay treeimproves with
increasén degree We consideredwo differenttreesizes
- nodesand nodes.In this example, we
assumethat for each overlay link experiencesa loss
rate of and the node failure rate is (which
implies  simultaneousfailures for a -node tree
and simultaneoudailureson a -node tree).
Such failure rates are very high by the usual Internet
standardsThe randomizedforwarding probability is
chosento be (i.e. the dataoverheadis ). We
can see that even under such adwerse conditions, the
randomizedorwardingtechniqueachievesdatadelivery
ratio of about even with a tree degree of ; the



delivery ratio exceeds whenthe degreeis made
quickly approaching asthedegreeis increasedurther.
The resultsfor the leaf nodesin practice,are closeto
thoseof the non-leafnodes.

IV. SIMULATION EXPERIMENTS

The PRM schemecan be applied to ary overlay-
basedmulticast data delivery protocol. In our detailed
simulationstudy we implementedPRM over the NICE
application-layemulticast protocol [1]. We usedNICE
becausef threereasons(1) theauthorsn [1] show that
the NICE application-layemulticast protocol achieves
good delivery ratios for a best-efort scheme2) NICE
is ascalableprotocolandthereforewe could performde-
tailed paclet-level simulationsfor large overlay topolo-
gies; (3) the source-coddor NICE is publicly available.

We have studied the performanceof the PRM-
enhancedNICE protocolusing detailedsimulations We
comparethe following four schemesall of which use
NICE asthe underlyingmulticastprotocol:

BE: This is the best-efort multicastschemeand hasno
reliability mechanismsindthereforesenesasa baseline
for comparison.

HHR: This is a reliable multicastschemewhere each
overlaylink employs a hop-by-hopreliability mechanism
usingnegative acknavledgmentgNAKS). A downstream
overlay node sendsNAKs to its immediate upstream
overlaynodeindicatingpacletlossesOnreceving these
NAKSs the upstreanoverlay noderetransmitdhe paclet.

This scheme therefore,hides all paclet losseson the

overlay links.

FEC-( ): This is anotherenhancedversion of the
NICE protocolin which the sourceusesa forward error
correctionmechanismo recover from paclet losses.n

this schemethe sourcetakesa setof datapacletsand
encodegheminto a setof pacletsand sendsthis
encodedlatastreamto the multicastgroup.A receving

membercan recover the  data pacletsif it receves
any of the encodedpaclets . Additional data
overheadsf this schemeare

PRM-(
implementedbn the basicNICE application-layemulti-
castprotocol. The meaningsof and arethe sameas
in Sectionll. For all theseexperimentswe implemented
the losscorrelationextensionsto PRM. We enableEGF
for only onespeci ¢ experiment(describedater) dueto
its higher overheadsOur resultswill shav that EGF is

1The Digital Fountain technique[4], uses Tornado codesthat
requirethe recever to correctly receve pacletsto recover
the datapaclets,where is a small constant.

): This is our proposedPRM enhancements haqg

usefulfor very dynamicscenariosat the costof higher
dataoverheads.

ChoosingFEC parametes: Sincethe FEC-based
schemeseedto send pacletsinsteadof paclets
we usea higherdatarateat the source(i.e. a datarate of

timesthe datarateusedby the otherschemes).
Theresilienceof an FEC-basedchemecanbeincreased
by increasingthe overheadsparameter . Also for the
same amount of additional data overheads,resilience
againstnetwork lossesof the FEC-basedschemesm-
prove if we choose higher valuesof and . For
example,FEC-(128,128hasbetterdatarecovery perfor
mancethan FEC-(16,16)even though both have 100%
overhead.This improved reliability comesat the cost
of increasedlelivery latencies Therefore the maximum
valueof and dependson the lateny deadline.We
have experimentedvith arangeof suchchoicesupto the
maximumpossiblevaluethatwill allow correctreception
at recevers within the latengy deadline.However, we
obsened that in presenceof failures of overlay nodes
increasing and doesnotalwaysimprovetheresilience
properties.This is becausechoosinghigher values of
and leadsto increasedlatenciesin datarecovery.
However when the group changerate is high the data
delivery pathsbreakbeforethe FEC-basedecovery can
complete,andthe achieved datadelivery ratio is low.

A. SimulationScenarios

In all theseexperimentswe model the scenarioof a
sourcenode multicasting streamingmedia to a group.
The sourcesendsCBR trafc at the rate of 16 paclets
persecondFor all theseexperimentave chosea lateng
deadlineof upto 8 secondsAs a consequencéhe size
of the the paclet buffer for NAK-basedretransmissions
is 128. The paclet buffer will be larger for longer
deadlines.

We performeddetailedexperimentswith awide-range
of parametergo study different aspectsof the PRM
scheme.The network topologieswere generatedusing
the Transit-Stubgraphmodel, usingthe GT-ITM topol-
ogy generator[5]. All topologiesin thesesimulations
routerswith anaveragenodedegreebetween

and . End-hostswere attachedto a set of routers,
chosenuniformly at random, from among the stub-
domainnodes.The numberof suchhostsin the multicast
group were varied between and for different
experiments.Each physical link on the topology was
modeledto have lossesinterr-domainlinks had0.5-0.6%
lossrates,while intra-domainlinks wasabout0.1%loss
rates.We alsomodelburstylossesasfollows: if a paclet
is lost on a physicallink we increasehe lossprobability



for subsequentpaclets receved within a short time

window. The averagepropagationand queueinglatencg

on eachphysicallink was between2-10 ms. In all our
experimentswe usea HeartBeatperiodof 5 secondgor

NICE andits extensionsaswasdescribedy the authors
in [1].

We have simulateda wide-rangeof topologies,group
sizes,memberjoin-leave patterns,and protocol parame-
ters.In the experimentsall departure®f end-hostgrom
themulticastgroupweremodeledas“ungracefulleaves’
This is equivalentto a hostfailure, wherethe departing
memberis unableto senda Leavemessagéo the group.

In the experimentsreportedin thesesection,we rst
let a set of end-hostsjoin the multicast group and
stabilizeinto an appropriatemulticastdatadelivery tree.
Subsequentlya trafc source end-hoststarts sending
data group and end-hostscontinuouslyjoin and leave
the multicast group. The join and the leave rate for
membersare chosento be equal so that the average
size of the groupremainednearly constant.The instants
of group membershipchangeswere dravn from an
exponentialdistribution with a pre-de nedmean,which
variedbetweenrexperimentsWe studiedthe variousdata
delivery propertiesof our proposedschemeover this
dynamicallychangingphaseof the experiment.

B. SimulationResults

We have studiedthe three metrics of interest: data
delivery ratio, delivery latengy and dataoverheadsThe
dataoverheadsn PRM arebecausef duplicationdueto
randomizedforwarding, and due to redundantencoding
in FEC-basedschemesWe also examinethe additional
control overheadsdue to NAKs, random memberdis-
covery etc.

Delivery Ratio: In Figure 6 we show the delivery
ratio of thedifferentschemesgsthefrequeng of changes
to group membershipis varied. The averagesize of
the group was 512. The averageloss rate for physical
links for this experimentwas 0.5%, which corresponds
to betweer2-5% end-to-endosseson eachoverlaylink.

We plot the datadelivery ratios as the group change
rateis variedbetweerD and10 changegpersecondNote
thateven5 changegpersecondmpliesthat512 (whichis
alsothe size of the group) membershigchangeshappen
in lessthantwo minutes!While sucha high changerate
is drastic,it is notimprobablefor very large distribution
groups in the Internet. The PRM schemeis able to
recover from a vastmajority of theselossesthroughthe
useof randomizedorwardingmechanismThe delivery
ratiofor PRM-(3,0.01)s for agroupmembership
changerate of 5 per secondand for a group

512 hosts
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Fig. 6. Delivery ratio with varying rate of changeso the group.
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membershipchangerate of 10 per second Additionally
PRM incursa very low (3%) additionaldataoverhead.

The data delivery ratio for the best-efort protocol
falls signi cantly (to about0.35 for changerate of 10
group changeser second)with increasein the change
rate to the overlay In [1], the authorshad showvn that
the NICE application-layemulticast protocol achieves
good delivery ratios for a best-efort scheme,and is
comparableto other best-efort application-layemmulti-
cast protocols, e.g. Narada[8]. Therefore,we believe
that PRM-enhancementsan signi cantly augmentthe
datadelivery ratiosof all suchprotocols.An FEC-based
schemeis typically able to recover from all network
losses.However changesin the overlay data delivery
path signi cantly impactsthe performanceof an FEC-
basedscheme Note that the performanceof the FEC-
basedschemedegradeswith increasingfrequeng of
groupchanges&ndevenfalls below the simplebest-efort
schemefor high group changerates.

In Figure 7 we comparethe delivery ratio of the
different schemesas the average paclet loss rate on
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an overlay nodelost all datapaclets.

the physical links of the topology are varied. In this

experiment,we usea lower failure rate,and changego

the overlay topology (including both joins and leaves)
occurwith a meanof 0.1 changeper secondlIn contrast
to the otherschemeswhich suffer between20%to 55%
losses,the PRM-(3,0.01)schemeachieves near perfect
datadelivery underall datalossrates.

In Figure 8 we shov how the delivery ratio achieved
by the PRM schemeevolves over time in comparison
to the best-efort protocol.In this experiment,the group
changeratewasonepersecondj.e. the entiregroupcan
potentially changein lessthan 10 minutes.In the best-
effort protocol,for ary particularpacket, 20—40%of the
group memberdfail to receve it. In contrastthe losses
experiencedin the PRM schemeare minimal. For the
sameexperiment,we plot the cumulatize distribution of
the maximum data outageperiod of the overlay nodes
in Figure9. Most overlay nodeshad no signi cant data
outageperiodin PRM andmorethan98% of the overlay

nodeshada maximumoutageperiodlessthan5 seconds.
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Fig. 11. Delivery ratio achieved with varying deadlinewithin which
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This is a signi cant improvementover the best-efort
protocol where more than 20% of the overlay nodes
experiencea maximum data outage of more than 30
seconds.

Delivery Latency: In Figure 10 we show the dis-
tribution of lateny experiencedby the data paclets
at the different overlay nodes.In this experiment,the
average group membershipchangerate was 0.1 per
secondand the averageloss probability at the physical
links was 0.5%. Note that the lateng of data paclets
is the lowest for the best-efort NICE protocol. This
is becausethe best-efort schemeincurs no additional
delay due to timeout-basedetransmissionsr delivery
usingalternatelongeroverlay paths.FEC-(16,16)incurs
a slightly higherlateng. This is becauseto recover a
lost datapacletin the FEC-basedchemeéhasto wait for
additional (encoded)paclets to arrive. FEC-(128,128)
can decodedata only after sufciently mary paclets
are receved, and as a result, it incurs highestlateng.
The HHR schemealso suffers from high lateng since



it is purely reactve; in our simulationsof HHR, paclet
lossesdue to node failure are often detectedafter the
treeis recoveredby underlyingmulticastprotocol. The
PRM schemds a combinationof proactive andreactve
schemesandthereforeincurssigni cantly lower lateng

thanthe HHR scheme However datapaclets delivered
using PRM still incur higher lateng than the simple
best-efort delivery. This is becausemary of the data
paclets that are lost on the shortestbest-efort path
are successfullydeliveredeither using TriggeredNAK-

basedretransmissionsr randomizedorwardingusinga
longeroverlay path.More than90% of the overlaynodes
receve datapackets within 500 ms, which is 2.5 times
the worst caseoverlay lateng/ on the topology

In Figure11 we shaw the effectof imposinga deadline
for paclet delivery. The deadlinespeci es a time upper
boundwithin which a paclet mustreachan overlaynode
to bebeusefulto theapplication.For adeadlineof sec-
onds,we allow differentoverlay nodesto have slightly
differentadditionalslacksin thetime upperboundwithin
which pacletsmustbe delivered.This slackis to account
for the minimum lateng that data packets encounter
on the shortestpath from the sourceto that overlay
node. The maximum slack for ary overlay node was
lessthan200 ms. The best-efort NICE protocolmakesa
singleattemptfor paclket delivery andthereforeachieves
almost identical delivery ratio for all deadlines.The
performanceof the HHR schemeincreasesgradually
with increasein the deadline due to its dependence
on timeouts.In contrast,for short deadlinesthe PRM
schemeachiesesrapidimprovementgdueto its proactive
componeniandfurther gradualimprovementsfor longer
deadlinesdue to its reactive componentFor the FEC-
basedschemewe used and chosethe value of

basedon the deadlineimposed.It achieved between
80-87%delivery ratiosin theseexperiments.

Additional Data Overheads:In Tablel, we com-
pare the overheadsof PRM and FEC-basedschemes
to achieve different delivery ratios. The table showvs
the additional data overheadsfor both schemesunder
differentparameterge.qg. lateng bounds,group change
rate,etc.). The FEC-basedchemegperformpoorly when
the frequeng of changesn the overlay is high. Hence,
we usedanorderof magnituddower groupchangerates
(0.1 changes/sedpr the FEC-basedchemeghanwhat
we usedfor PRM (1 change/sec).

The table shawvs that PRM incursvery low additional
dataoverheaddo achieve relatively high delivery ratios
within low lateny bounds.For example for a group
changerate of one per secondand datalateny bound
of 0.5 secondsthe PRM schemeancurs 3-6% additional
dataoverheadgo achiere datadelivery ratio of 90%. In

scheme

changes/sec, Delivery Ratio
deadline(sec) | 80% 85%  90% 95% 99%
FEC,0.1,0.5 | 88-100 - - -
FEC,0.1,2.0 | 62-75 - - - -
FEC,0.1,8.0 | 50-62 75-87 - - -
FEC,0.1,64.0 | 37-50 50-62 75-87 87-100 -

PRM, 1, 0.2 9-12 18-21 21-24 30-60 -

PRM, 1, 0.5 0-1 1-3 3-6 9-15  30-60

PRM, 1, 2.0 0-1 0-1 0-1 0-1 3-9

PRM, 1, 8.0 0-1 0-1 0-1 0-1 1-3

TABLE |

COMPARISON OF ADDITIONAL DATA OVERHEADS (IN %)
REQUIRED FOR PRM AND FEC-BASED SCHEMES TO MEET
DIFFERENT DELIVERY RATIOS FOR SPECIFIC GROUP CHANGE
RATES AND LATENCY BOUNDS. WE DO NOT REPORT RESULTS

WHEN THE OVERHEADS EXCEED 100% (MARKED BY -).

Group | Control Overheadqpkts/sec/node) Delivery ratio
Size BE PRM BE PRM
128 | 1.43 2.03 0.58 0.99
256 1.67 2.22 0.57 0.99
512 | 1.62 2.21 0.59 0.99
1024 | 1.73 2.32 0.49 0.97
2048 | 2.17 2.70 0.43 0.97
4096 | 2.50 3.19 0.43 0.96
8192 | 3.65 4.56 0.40 0.96

TABLE I

COMPARISON OF BEST-EFFORT AND PRM-ENHANCED NICE
PROTOCOLSWITH VARYING GROUP SIZES. WE USE PRM-(3,0.01)
IN THESE EXPERIMENTS.

fact for mostof the scenariosshowvn in the table, PRM

requiresoverheadsless than 10% to meetthe desired
deadlineand delivery ratios. PRM requireshigher over-

headdor only the very stringentdeadlineof 200msand
to achieve 99% delivery ratio for a 500 ms deadline As

is evident from the table, FEC-basedschemesequire
far higheroverheadsvenfor muchlower groupchange
rates(0.1 per second).

Scalability: In Table Il we showv the effect of
multicastgroup size on control overheadsand delivery
ratio. In this set of results,the group changerate was
0.2% of the group size. For example, for 512-node
groups,the changerateis 1 nodeper second,while for
the 8192-nodecase, it is 16 nodesper second.In the
original best-efort NICE application-layemulticast,the
controloverheadst differentoverlaynodesincreasdog-
arithmically with the increasen groupsize.The control
overheaddor the PRM-enhancedNICE are higher due
to theadditionalmessagesuchasrandomnodeDiscover
messagesind NAKs. However the amountof increase
at each overlay node is less than one control paclet



per second,which is negligible in comparisonto data
ratesthat will be usedby the applications(e.g., media
streaming)We alsoobserethatthe datadelivery ratio of
the PRM-enhance®\ICE protocolis high acrossvarious
group sizes.

Loss Correlation and EGF: We briey describe
other experimentsto demonstratethe bene ts of the
two proposedextensionsto the basicPRM schemeWe
simulatedsomespeci ¢ pathologicalnetwork conditions
thatled to highly correlatedosseshetweenlarge groups
of members;here use of the loss correlationtechnique
improved datadelivery ratesby up to 12%.

EGF is bene cial under high frequeng of group
changesFor the experimentwith 512 overlay nodesand
10 groupchangegersecond EGF canimprove the data
delivery ratio from about80% (see Figure 6) to 93%.
Note that under thesecircumstance$12 changes(i.e.
sameas the size of the group) to the group happenin
lessthana minute. However, it alsoincreasesluplicate
pacletson the topology by nearly 10%.

V. RELATED WORK

A large numberof researctproposalshave addressed
reliable delivery for multicast data, most notably in
the context of network-layer multicast. A comparatie
suney of theseprotocolsis givenin [17] and [28]. In
SRM [9] receivers sendNAKSs to the sourceto indicate
missing data paclets. Each such NAK is multicastto
the entire group and is usedto suppressNAKs from
otherreceversthat did not get the samepaclet. In this
approachhowever, a few receversbehinda lossy link
canincur a high NAK overheadon the entire multicast
group.

Tree-basegbrotocolsprovide anotheralternatve solu-
tion for reliable andresilientmulticast.In this approach
thereceversare organizedinto an acknavledgmentree
structurewith the sourceas the root. This structureis
scalablebecausethe acknavledgmentsare aggreyated
along the tree in a bottom-upfashionand also allows
local recovery and repair of datalosses.Protocolslike
RMTP [24], TMTP [30], STORM [26], LVMR [19]
and Lorax [18] construct this structure using TTL-
scopednetwork-layer multicastas a primitive. In con-
trast, LMS [23] usesan additional mechanism,called
directedsubcastfo constructits datarecovery structure.
Our work differs from of all theseabove approaches
in two key aspects.First, unlike all these protocols
that employ network-layer multicast service for data
distribution our schemeis basedupon an application-
layer multicast delivery service. To the best of our
knowledge the PRM schemeis the rst application-
layer multicastbasedschemethat addressesesilience.
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Second,all the network-layer multicastbasedschemes
describedemploy completely reactve mechanismgor
providing datareliability and thereforeincurs moderate
or high delivery latencies.As we shav in this paper
proactive mechanismse.g. randomizedorwarding, can
be usedto signi cantly improve resiliencefor applica-
tions that requirelow lateng/ datadelivery.

PRM is not the only proactve approachto pro-
vide improvedreliability performancdor multicastdata.
There exists somewell-known forward error correcting
codebasedapproacheshat are also proactve in nature.
For example, Huitema [13] had proposedthe use of
paclet level FECsfor reliable multicast. Nonnenmacher
et. al. [22] studied and demonstratedhat additional
bene ts can be achiaved when an FEC-basedechnique
is combined with automatic retransmissionrequests.
APES usesa related approachfor datarecovery [27].
Digital Fountain[4] and RPB/RBS[20] are two other
ef cient FEC-base@pproachethatprovide signi cantly
improved performanceAll theseFEC basedapproaches
can recover from network losses.However, they alone
are not sufcient for resilient multicast data delivery
when overlays are used. Overlay nodesare processes
on regular end-hostsand are more prone to failures
than network routers. FEC-basedapproachesare not
sufcient to recover from lossesdueto temporarylosses
onthe datapath,especiallywhenlow-lateny delivery is
required. The PRM schemediffers from all theseother
schemedy providing a proactive componenthatallows
thereceversto recover from lossesdueto overlay node
failures.In Tablelll we summarizehe characteristicef
all theseschemes.

A differentrandomizederror recovery schemecalled
RRMP is proposedn [29]. RRMP differs from PRM in
that nodesdetectinglossessendrandomizedrepair re-
guest(reactively) while PRM usesproactive randomized
forwarding. Gossiping[11] and PRM both userandom-
ized forwarding. However, randomizedforwarding in
PRM only providesadditionalresilienceto datadelivery
along multicasttree, while gossipingonly usescommu-
nication with random peers.Also relatedis dispersity
routing scheme[21], where additional messagesare
sentusing differentroutes. The differenceis that PRM
forwardsdatapacletsthroughrandomizedoutesinstead
of a x edsetof pathsbetweensourceanddestinationas
in dispersityrouting.

Since PRM was rst published[2], there have been
two interestingpiecesof relatedwork. SplitStream[6]

2Although FEC-based schemes can be implemented over
application-layemulticast,asthis papershaws, it aloneis not suf-
cientto achieve high delivery ratios even undermoderatefrequeng
of membershipchangeson the overlay
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Scheme Datadelivery Recwery mechanism Overheads Recwery lateny
SRM [9] Network multicast Reactve NAKs High (for high High
with global scope network losses)
STORM [26] Network multicast Reactve NAKs Low Moderate
Lorax [18] on ack tree
LMS [23] Network multicast Reactie NAKs Low Moderate
anddirectedsubcast on ack-tree
RMTP [24] Network multicast Reactve/periodic Low Moderate
LVMR [19] ACKs with local scope
TMTP [30] Network multicast Reactve NAKs and Low Moderate
periodic ACKs with local scope
Parity-based22] Network multicast Reactve NAKs and Moderate Moderate
(APES[27]) (anddirectedsubcast) FEC-basedepairs
FEC-based Network multicast Proactve FECs High Low
[13], [22], [4], [20] | or App-layermulticast?
Overcast[14] App-layer multicast Reactve ACKs (TCP) Low Moderate
Bullet [15] App-layer multicast Perpendiculastreams High Low
PRM App-layer multicast Proactve randomizedforwarding Low Low
andreactire NAKs

TABLE Il
COMPARISON OF DIFFERENT RELIABILITY/RESILIENCE MECHANISMS FOR MULTICAST DATA.

triesto achieve a balanceof forwardingload amongvari-

ousoverlay nodes.SplitStreamconstructanultiple inde-

pendentreesandpartitionsthe datainto multiple stripes,
each of which is sent along each tree. Although we

canusea specialcodingtechniqueover multiple stripes
to achieve higher dataresilience,SplitStreamitself has
no redundang or resilience mechanismsin contrast,
PRM usesthe probabilisticforwardingapproacho send
redundantatapacletsto handleoverlay nodefailures.
In fact, PRM can be emplog/ed on each SplitStream
treeto achiese high resilience Bullet [15] achiezeshigh

bandwidth data disseminationthrough “perpendicular
streams. Theseperpendiculaistreamsare analogoudo

our (low bandwidth) probabilistic non-tree edges, but

their non-treeedgesarepersistentAlso, the probabilistic
edgesin PRM sene recovery from losseswhile the

perpendicularstreamsin Bullet are usedto improve

bandwidth.Althoughiit is possibleto considerBullet as

a resilient overlay multicasttechnique the performance
results presentedin the Bullet paper shav high data
overheade.g.,morethan50%).In contrastwe show the

low overheadandresilienceof PRM throughanalysisas

well assimulations.

V1. CONCLUSIONS

In this paper we have shavn how relatively simple
mechanismscan be used to provide highly resilient
datadelivery over application-le@el multicastdistribution
trees.We have identi ed randomizedforwarding as a
key mechanismto mask data delivery failures due to
failed overlay nodes,and have shavn how even a very
low overheadrandomizedforwarding is sufcient for
handling rapid and massve changedo the distribution
group. Our resultsare especiallyinterestingsince pre-
viously studiederrorrecovery techniquessuchas FEC,
alonedo not provide adequatedatarecovery especially
when overlay nodefailure ratesare high. We have ana-
Iytically shavn why a randomizedorwarding approach
is able to achieve high data delivery ratios with low
latencies We have alsoderived necessanand sufcient
conditions that enable PRM to have such asymptotic
scalingproperties.

Our detailed paclet-level simulationsshav that the
mechanismsdescribedin this paper are immediately
usefulin realistic scenariosinvolving streamingmedia
applicationsThelow bandwidth,storageandprocessing
overheadsf PRM malesit attractve for both low and
high bandwidthstreamingapplications Further the very



high recovery ratios—oftenin excessof 97% underad-
verseconditions—willallow PRM to be usedwith more
ef cient mediaencodinggwhich areusuallylesstolerant
of dataloss). We have recentlyincorporatedhe idea of
PRM into a systemfor resilient media streaming|[3].
We have experimentedthe streamingsystemin an em-
ulated network® and a wide-areatestbed,and obtained
similar resultsto thosefrom simulations We believe the
techniquesve have describedwill becomestandardand
essentialcomponentsof streamingmedia applications
implementedover application-layemverlays.
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APPENDIX
A. Proof sketch for Theoem 3.1

We now outlinethe mainideasof the proof. In several
placesbelav, we will emplgy the union bound for ary
collection of events :

We will also use the Hoeffding bound [12] often. In
particular this bound shaws the following. Let



denote . Suppose

random variables,eachtaking valuesin the set

Let , andlet bethe expected
value of .Then,forary , theHoeffding
boundshaows that

We will use the phrase“high probability” to refer to
ary probability value that tendsto  as the number
of nodesin the overlay tree increasesgcomplementarily
“low probability” will referto any probability valuethat
tendsto as increases.
Let the overlay tree have some depth ; for
, supposeall nodesatdepth have some
children.(Recallthattherootis atdepth , its childrenat
depth , etc.)Recallthefailuremodel(A2) of Sectionlll.
Supposenode doesnot fail. Then,de ne to be
the connectedcomponent(subtree)containing , after
the node- and link-failures occur For each connected
component , we chooseas a leader, the elementof
of smallestdepth Supposeéhe probability of random
forwarding hasbeenchosen(as an arbitrarily small
positive constant),and that each value is at least
where is a sufciently large constantas re-
quiredby Theorem3.1.We rst show thatthe following
conditionshold simultaneouslywith high probability:

(P1) the numberof surviving nodesat every depth
is at least ; and
(P2) for all and for all surviving nodes
at depth , the numberof descendantsf
thatlie in , is atleast

Claim (P1)is proved usinga simpleapplicationof the
Hoeffding bound followedby theunionbound.Consider
ary , andlet . The expected
number of surviving nodesat depth is

. The probabilitythat is smallerthan

is at most by the

Hoeffding bound.Now, the readermay verify, usingthe
fact that for all , that this boundis at
most, say if the constant is large enough.
Applying aunionboundoverall , we getthat(P1)holds
with high probability. It is for suchtechnicalreasonghat
we requirethedegrees  to beatleastlogarithmicin
here,andbelow; we will alsoseebrie y in AppendixB
that suchdegreeboundsare necessary

Claim (P2)is provenusinga similar iterative applica-
tion of the Hoeffding bound;the intuition is asfollows.
Call a nodegood if it, aswell asthe link connecting
it to its parent,survives. The expectednumberof good

are independent childrenof
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is ;since  growsatleast
logarithmicallyin , onecanusethe Hoeffding boundto
shaw thatwith high probability, atleast

childrenof aregood.lteratingthis agumentdown the
tree and applying a union bound over all , we prove
(P2).

A union boundthat sumsup the probabilitiesof (P1)
and (P2) not holding (eachof which is negligible, as
seenin the above two paragraphs)shows thatboth (P1)
and(P2) hold, with high probability Thus,for therestof
this proof sketchfor Theorem3.1, we assumethat (P1)
and (P2) hold. Note that all the probabilitiesconsidered
in this proof sketch so far are only w.r.t. the random
failuresin the overlay tree; the probabilitiesfrom now
areon w.r.t. the randomforwarding.

The heartof the rest of the proof is as follows; we
rst give a proof sketch for part (i) of Theorem3.1.
To shawv that every surviving non-leaf node gets the
datawith high probability, it sufces to show that for
every non-leaf leader , somenodein getsthe
data with high probability (Once this happens,the
data getsreliably transmittedacrossthe links of
with probability .) For the sale of simplicity of our
mathematicakxpressionswe assumeherethat all non-
leaf nodeshave the samenumberof children  (this
condition is only required for notational corvenience
here).We shav the following claim by inductionon
where is apositive constantand is a strictly positive
guantity which dependonly on , and :

Let bean arbitrary non-leafleaderat depth

. Then, conditional on (P1) and (P2), the
probability of no nodein gettingthe data
is at most

The basecaseof the induction is for which
correspondgo the casewhere is the root. Sincethe
root never fails, the claim holds trivially. Next suppose

. Assumingthe claim for all , we complete
the inductionfor asfollows. Since (P1) and (P2) are
assumedo hold, it canbe shavn thatthe cardinality of
the set of surviving nodesin connectedcomponents
whoseleadersare at depth strictly smallerthan , is at
least

By choosing appropriatelywe canapplytheinduction
hypothesisanda union boundto shav thatthe probabil-
ity of evenonesuchconnectedcomponenfwhoseleader
is at depthsmallerthan ) not getting the data,is much
smallerthan . Next, assumingP2),the



size of is at least

Thus, the probability that no randomforward from
arrived into , IS at most

i.e., at most

which can be boundedby for a suit-
ablechoiceof . Theseideashelp completethe induc-
tion proof; a union bound over all surviving non-leaf
nodes(using the facts andthat grows at
leastlogarithmicallyin ) then shaws that all of them
get the datawith high probability

Having shovn the above, we canhandlethe surviving
leaves, to prove part (i) of Theorem3.1. Considerthe
surviving leaves; the fraction of thesesuch that their
parent,as well asthe link to their parent,survive, can
be shavn to be at least
with high probability usingthe Hoeffding bound,where

tendsto as increasesNow, we have argued

above that all surviving non-leaes get the data with
high probability; thus, all surviving leaves that remain
connectedto their (surviving) parent,will receve the
data with high probability This completesthe proof
sketchfor part (i) of Theorem3.1.

B. Lower boundson tree-dgree

The degreelower boundof a suitableconstanttimes
can be shovn to be asymptoticallynecessaryas
follows. Supposefor somesmall constant , that
all parentsof leaves have degreeat most . Then,
we give a proof sketch a few lines belon that with
probability tendingto as increasesa substantial
number of surviving parents-of-leaes will have the
following property: they get disconnectedrom all of
their neighborsin the tree. Then, if the overheadneeds
to be keptsmall, mostof theseisolatedparents-of-leges
will not get the data, with high probability Hereis a
proof sketch. Supposethe numberof parents-of-leges
that survive is somevalue . For ary one of them,
the probability that it getsdisconnectedrom all of its
neighborscanbe ashigh as

Onecanthenshaw thatwith high probability, thenumber
of thesecompletelyisolatednodesis :
which is large if is small enough (e.g., if
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). Furthermore,if we require low over
head, the random forwards will with high probability
not reachmost of thesenodes,thus leadingto several
surviving nodesnot receving the data.

C. Treeaugmentation

Next, considerthe tree-augmentatioschemeof Sec-
tion IlI-A. From the above analysis,we basically see
that all surviving non-leafnodesreceve the data with
high probability Thus, essentiallythe only way that
augmentatiordoesnot help a particular surviving leaf
is whenall its randomconnectionsn the
treeaugmentationvereto failednodesBut, this happens
with probability

This canbe usedto shav thatwith high probability, the
fraction of surviving leavesthat get the data,is at least

We now sketch why the overheadof — is
necessarysSupposedhe averageoverheadof a nodeis at
most , for somesmall constant . Then,
sincemostof the nodesareat the leaf level, mostleaves
get connectedo at most  other nodes,including the
randomforwards.For a given suchleaf, the probability
thatall of these interconnectiongo to failed nodes,
is

which is much larger than if (recall that
). Thus, the fraction of successfuhodesthat do
not getthedata,will with high probabilitybe muchmore
than in suchasituation.Finally, a similar proof shovs
that The * fraction” bound
of part (i) of Theorem3.1 is optimal if we desirelow
overheadTheideais thatunderlow overheadwith high
probability the only connectiongincluding the random
forwards)for mostleaveswill be to their parents Now,
eachsurviving leaf hasits connectionto its parentin
tact with probability . both the parent,
andthelink to the parent,mustsurvive. Thus,with high
probability only abouta —fraction of
the successfulleaves will receive the data with high
probability if we aim to keepthe overheadow.



