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ResilientMulticast usingOverlays
SumanBanerjee,SeungjoonLee, Bobby Bhattacharjee,Aravind Srinivasan

Abstract— We intr oduce PRM (Probabilistic Resilient
Multicast): a multicast data recovery schemethat impr oves
data delivery ratios while maintaining low end-to-end
latencies.PRM has both a proactive and a reactive com-
ponents; in this paper we describehow PRM can be used
to impr ove the performance of application-layer multicast
protocols, especially when there are high packet losses
and host failur es.Thr ough detailed analysis in this paper,
we show that this loss recovery technique has ef�cient
scaling properties — the overheadsat each overlay node
asymptotically decreaseto zero with increasinggroup sizes.

As a detailed case study, we show how PRM can be
applied to the NICE application-layer multicast protocol.
We present detailed simulations of the PRM-enhanced
NICE protocol for 10,000 node Inter net-like topologies.
Simulations show that PRM achieves a high delivery
ratio ( � 97%) with a low latency bound (600 ms) for
envir onmentswith high end-to-endnetwork losses(1-5%)
and high topology change rates (5 changesper second)
while incurring very low overheads( � 5%).

I . INTRODUCTION

We presenta fast multicast data recovery scheme
that achieves high delivery ratios with low overheads.
Our technique,called Probabilistic Resilient Multicast
(PRM), is especially useful for applicationsthat can
bene�t from low data losseswithout requiring perfect
reliability. Examplesof such applicationsare real-time
audioandvideo streamingapplicationswherethe play-
back quality at the receivers improves if the delivery
ratios can be increasedwithin speci�c latency bounds.
Usingterminologyde�ned in prior literature[26] we call
this modelof datadelivery resilientmulticast.

In this paper we describePRM in the context of
overlay-basedmulticast [8], [10], [1], [31], [7], [25],
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[16]. Unlike native multicast where data packets are
replicatedat routersinside the network, in application-
layer multicastdatapacketsare replicatedat endhosts.
Logically, the end-hostsform an overlay network, and
thegoalof application-layermulticastis to constructand
maintainan ef�cient overlay for datatransmission.The
eventualdatadelivery pathin application-layermulticast
is an overlay tree.While network-layermulticastmakes
the most ef�cient useof network resources,its limited
deploymentin the Internetmakesapplication-layermul-
ticast a more viable choice for group communication
over the wide-areaInternet.

A key challengein constructinga resilientapplication-
layer multicastprotocol is to provide fastdatarecovery
when overlay node failures partition the data delivery
paths.Overlay nodesareprocesseson regular end-hosts
which are potentially more susceptibleto failures than
the routers. Each such failure of a non-leaf overlay
nodecausesa data outagefor nodesdownstreamuntil
the time the datadelivery tree is reconstructed.Losses
due to overlay node failures are more signi�cant than
regularpacket lossesin the network andmay causedata
outagein the order of tensof seconds(e.g. the Narada
application-layermulticastprotocol[8] setsdefault time-
outsbetween30-60seconds).

PRM usestwo simple techniques:
� A proactivecomponentcalledRandomizedforward-

ing in which each overlay node choosesa con-
stantnumber(e.g., 1 or 2) of other overlay nodes
uniformly at random and forwards data to each
of them with a low probability (e.g. 0.01-0.03).
This randomizedforwarding techniqueoperatesin
conjunctionwith the usualdataforwardingmecha-
nismsalongthetreeedges,andmay leadto a small
numberof duplicatepacket deliveries.Suchdupli-
catesare detectedand suppressedusing sequence
numbers.The randomizedcomponentincurs very
low additional overheadsand can guaranteehigh
delivery ratiosevenunderhigh ratesof overlaynode
failures.

� A reactive mechanismcalled Triggered NAKs to
handledata lossesdue to link errorsand network
congestion.

Through analysisand detailedsimulationswe show



2

that theserelatively simple techniquesprovide high re-
silience guarantees,both in theory and practice.PRM
can be usedto signi�cantly augmentthe data delivery
ratios of any application-layermulticast protocol (e.g.
Narada[8], Yoid [10], NICE [1], HMTP [31], Scribe[7],
DelaunayTriangulation-based[16], CAN-multicast[25])
while maintaininglow latency bounds.

The contributionsof this paperare three-fold:
� We proposea simple, low-overheadschemefor re-

silient multicast.To the bestof our knowledge,this
work is the�rst proposedresilientmulticastscheme
that can be used to augmentthe performanceof
application-layermulticastprotocols.

� We present a full analysis of PRM and derive
the necessaryand suf�cient conditions for PRM
which will allow thecontroloverheadsat thegroup
membersto asymptoticallydecreaseto zero with
increasinggroupsizes.

� We demonstratehow our proposedschemecan be
used with an existing application-layermulticast
protocol(NICE [1]) to provide a low overhead,low
latency and high delivery ratio multicasttechnique
for realisticapplicationsandscenarios.

The rest of this paper is structuredas follows. In
the next section we present the details of the PRM
schemeand analyzeits performancein SectionIII. In
Section IV we presentdetailed simulation studies of
the the PRM-enhancedNICE protocol.In SectionV we
describerelatedwork and concludein SectionVI. The
Appendixgivesa brief sketchof the proofs.

I I . PROBABILISTIC RESILIENT MULTICAST (PRM)

ThePRMschemeemploystwo mechanismsto provide
resilience.We describeeachof themin turn.

A. RandomizedForwarding

In randomizedforwarding,eachoverlay node,with a
small probability, proactively sendsa few extra trans-
missionsalong randomly chosenoverlay edges.Such
a constructioninterconnectsthe datadelivery tree with
somecrossedgesandis responsiblefor fastdatarecov-
ery in PRM underhigh failure ratesof overlay nodes.
Existing approachesfor resilient and reliable multicast
use either reactive retransmissions(e.g. RMTP [24],
STORM [26] Lorax [18]) or proactive error correction
codes(e.g. Digital Fountain [4]) and can only recover
from packet losseson the overlay links. Thereforethe
proactive randomizedforwarding is a key difference
betweenour approachand other well-known existing
approaches.

We explain the speci�c detailsof proactive random-
ized forwarding using the exampleshown in Figure 1.
In the original datadelivery tree(Panel0), eachoverlay
nodeforwardsdata to its children along its tree edges.
However, due to network losseson overlay links (e.g.
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) or failureof overlaynodes(e.g. � , �

and � ) a subsetof existing overlaynodesdo not receive
the packet (e.g.

���	�������	�������	�

and � ). We remedy
this asfollows. Whenany overlaynodereceivesthe �rst
copy of a datapacket, it forwardsthedataalongall other
treeedges(Panel1). It alsochoosesa small number( � )
of otheroverlaynodesandforwardsdatato eachof them
with a smallprobability, � . For examplenode � chooses
to forward datato two othernodesusingcrossedges

�

and � .
Note that asa consequenceof theseadditionaledges

some nodesmay receive multiple copies of the same
packet (e.g.node in Panel1 receivesthedataalongthe
treeedge

���!�

 




andcrossedge
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). Thereforeeach
overlaynodeneedsto detectandsuppresssuchduplicate
packets.Eachoverlay nodemaintainsa small duplicate
suppressioncache,which temporarily storesthe set of
data packets received over a small time window. Data
packets that miss the latency deadline are dropped.
Hencethe size of the cacheis limited by the latency
deadline desired by the application. In practice, the
duplicatesuppressioncachecan be implementedusing
the playback buffer already maintainedby streaming
mediaapplications.

It is easyto seethat eachnodeon averagesendsor
receives up to #%$&�'� copiesof the samepacket. The
overheadof this schemeis �'� , wherewe choose� to
be a small value (e.g. 0.01) and � to be between# and

(

. In our analysiswe show that if the destinationsof
thesecrossedgesarechosenuniformly at random,it is
possibleto guaranteesuccessfulreceptionof packetsat
eachoverlay nodewith a high probability.

Each overlay node periodically discovers a set of
random other nodeson the overlay and evaluatesthe
numberof lossesthat it shareswith theserandomnodes.
In anoverlayconstructionprotocollike Narada[8], each
nodemaintainsstateinformation aboutall other nodes.
Therefore,no additionaldiscovery of nodesis necessary
in this case.For someotherprotocolslike Yoid [10] and
NICE [1] overlay nodesmaintaininformationof only a
small subsetof other nodesin the topology. Therefore
we implement a node discovery mechanism,using a
random-walk on theoverlaytree.A similar techniquehas
beenusedin Yoid [10] to discover randomoverlaygroup
members.The discovering node transmitsa Discover
messagewith a time-to-live (TTL) �eld to its parent
on the tree. The messageis randomly forwardedfrom
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Fig. 1. The basicideaof the PRM scheme.The circlesrepresentthe overlay nodes.The crosses
indicatelink and nodefailures.The arrows indicatethe direction of data�o w. The curved edges
indicatethe chosencrossoverlay links for randomizedforwardingof data.
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Fig. 2. Successfuldelivery with
high probability even under high
nodefailure rate.

neighborto neighbor, without re-tracingits path along
the tree and the TTL �eld is decrementedat eachhop.
The nodeat which the TTL reacheszero is chosenas
the randomnode.

Why is RandomizedForwarding effective? It is in-
terestingto observe why such a simple, low-overhead
randomizedforwarding technique is able to increase
packet delivery ratioswith a high probability, especially
when many overlay nodesfail. Considerthe example
shown in Figure 2, wherea large fraction of the nodes
have failedin theshadedregion. In particular, theroot of
thesub-tree,node

�

, hasalsofailed.Soif no forwarding
is performedalong crossedges,the entire shadedsub-
treeis partitionedfrom thedatadelivery tree.No overlay
node in this entire sub-treewould get datapackets till
the partition is repaired.However, using randomized
forwarding along crossedges,a numberof nodesfrom
the unshadedregion will have random edgesinto the
shadedregion as shown (

�

�

�*)+
��,��-��	.
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).
Theoverlaynodesthatreceive dataalongsuchrandomly
chosencrossedgeswill subsequentlyforwarddataalong
regular treeedgesandany chosenrandomedges.Since
the crossedgesarechosenuniformly at random,a large
subtreewill have a higher probability of cross edges
being incident on it. Thus as the size of a partition
increases,sodoesits chanceof repairusingcrossedges.

B. Triggered NAKs

This is the reactive componentof PRM. We assume
that theapplicationsourceidenti�es eachdataunit using
monotonicallyincreasingsequencenumbers.An overlay
nodecandetectmissingdatausinggapsin thesequence
numbers.This informationis usedto triggerNAK-based
retransmissions.This techniquehasbeenappliedfor loss
repair in RMTP [24].

In our implementationeach overlay node, 2 , pig-
gybacksa bit-mask with each forwarded data packet
indicating which of the prior sequencenumbersit has
correctly received. The recipientof the data packet, 3 ,
detectsmissing packets using the gapsin the received
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NAK: 16
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Fig. 3. TriggeredNAKs to parenton the overlay tree when data
unit with sequencenumber18 is propagatedalong the overlay. The
lengthof the bit-maskis 4.

sequenceandsendsNAKs to 2 to requesttheappropriate
retransmissions.Note that 2 caneitherbe a parentof 3

in the datadelivery tree, or a randomnodeforwarding
along a crossedge.We illustrate the use of triggered
NAKs in Figure3. Node

.

receivesdatawith sequence
number18, which indicatesthat the parent

0

hasdata
sequencenumbers14, 15, and 16. Since node

.

does
not have sequencenumber16, it sendsa NAK for 16 to

0

. Similarly, node
)

sendsa NAK to its parent
.

for 14
and 15. Note that

)

doesnot have datawith sequence
number16, but doesnot requestretransmissionfrom its
parent.This is becausethe parent

.

doesnot currently
have this data and has already made an appropriate
retransmissionrequestto its parent

0

. On receiving this
data,

.

will automaticallyforward it to
)

.

C. Extensions

We describetwo extensionsto the PRM schemethat
further improve the resilienceof the datadelivery.

LossCorrelation: This is a techniquethat can be
usedto improve the randomizedforwarding component
of PRM. As describedin SectionII-A eachoverlaynode
choosesa small numberof crossedgescompletelyat
randomfor probabilisticdataforwardingon the overlay.
In practice, it is possible to increase the utility of
thesecrossedgesby choosingthem more carefully. In
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Fig. 4. TriggeredNAKs to sourceof randomforwarding for data
with sequencenumber31.Thevalueof 4 for EphemeralGuaranteed
Forwarding is set to 3.

particular if 5 is the root (and source)of the overlay
tree,wewantto chooseacrossedgebetweentwo overlay
nodes

)

and
.

, if andonly if thecorrelationbetweenthe
packetslost on theoverlaypaths

�

576 8:9

)+


and
�

5;6 8<9

.=


is low. Clearly if thesetwo overlay pathsshareno
underlying physical links, then we expect the losses
experiencedby

)

and
.

to be uncorrelated.However,
sucha conditionis dif�cult to guaranteefor any overlay
protocol.Thereforeunderthe losscorrelationextension,
we let eachnode

)

to choosea randomedgedestination,
.

, with which has the minimum numberof common
lossesover a limited time window.

Ephemeral GuaranteedForwarding (EGF): This is
anextensionto thetriggeredNAK componentandis also
useful in increasingthe datadelivery ratio. Considerthe
casewhennode

.

receivesa datapacket with sequence
number > along a random edge from node

"

. If on
receiving the data packet with sequencenumber > ,

.

detectsa large gap (greaterthan a threshold ? ) in the
sequencenumberspaceit is likely that the parentof

.

hasfailed. In this case,
.

canrequest
"

to increasethe
randomforwarding probability, � , for the edge

��"��	.@


to one for a short durationof time. To do this
.

sends
an EGF Requestmessageto

"

. Note that the EGF state
is soft and expires within a time period  BADCFE . This is
shown by anexamplein Figure4. Node

.

receivesdata
with sequencenumber 31 along a random edge from

"

.
.

immediatelyrequestsretransmissionsfor datawith
sequencenumbers28 and27.Since ?HG

(

,
.

alsosends
the EGF Requestmessageto

"

. If the treepathof
.

is
repairedbeforetheEGFperiodexpires,

.

canalsosend
an EGF Cancelmessageto

"

to terminatethis state.
The EGF mechanismis useful for providing unin-

terrupted data service when the overlay construction
protocol is detecting and repairing a partition in the
datadelivery tree.In fact, putting sucha mechanismin
place allows the overlay nodesto use larger timeouts
to detectfailure of overlay peers.This, in turn, reduces
the control overheadsof the application-layermulticast
protocol.In practice,theEGFmechanismcansometimes

beoverly aggressive andcausefalsepositivesleadingto
a higheramountof dataduplicationon the datadelivery
tree. Thus, the improvement in performanceis at the
costof additionalstate,complexity andpacket overhead
at nodes. Depending on the reliability requirements,
applicationsmay chooseto enableor disableEGF.

II I . EVALUATION OF PRM

A key componentof the PRM schemeis the random-
ized forwarding techniquewhich achieveshigh delivery
ratios in spite of a large numberof overlay node/link
failures. In this sectionwe presentour analysisof this
scheme.

Recall from Section II that the per-node overhead
of PRM is �'� . We will now primarily be concerned
with the caseof low overhead;in particular, the case
where the overheadis (much) smaller than # . Thus,
up to Section III-A, we will considerthe casewhere

�IG # : here, each node does random forwarding to
just one node,with a probability of JKGL� . However,
all of our resultswill also hold for � being arbitrary.
In this paper, we prove that even if the probability
of random forwarding J is made an arbitrarily small
positive constant(i.e., even if the dataoverhead�'�+G

J<�MGNJ is madenegligible), the schemecanbe designed
so that almostall surviving overlay nodesget the data
with high probability. In particular, the systemscales:
as the number O of nodesincreases,our probability of
successfuldatadelivery tendsto # .

We startwith somenotationandassumptions.
(A1) All nodesat thesamelevel of the treehave the

samenumberof children.The total numberof
nodesis denotedby O .

(A2) There are parametersP and Q such that the
probabilityof any givennodefailing is at most

P , and the probability of any given link failing
is at most Q . We only require that P and Q

be boundedaway from # : e.g.,we could have
P

�

Q
RTSVUXW . (Indeed,a multicasttree composed
of elementsthat may fail with morethan WYS[Z

probability is in effect useless;in practice,we
expect P and Q to be closeto zero.)The failure
eventsareall independent.

We next presenta theoremthat dealswith the asymp-
totic regime where O is large. We then discuss a
“tree augmentation”techniqueand general optimality
of our results in Section III-A. We complementthese
in Section III-B with simulation results for the “non-
asymptotic”regime of size10,000.

Theorem3.1: Let theprobability of randomforward-
ing J be an arbitrary positive constant(i.e., it can be
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arbitrarily small). Then, there is a constant � \]S

such that the following holds. Supposeevery non-leaf
nodehasat least �+^`_bacO children.Then,with probability
tendingto # as O increases,thefollowingtwoclaimshold
simultaneously:

(i) All thenon-leafnodesthat did not fail success-
fully get the data.

(ii) At leastan de#f8�Phgjikde#f8�QjgYikde#f8mlFdnODg*g fractionof
the leaf nodesthat did not fail, successfullyget
the data; here l:dnODg denotesa negligibly small
quantity, which tendsto S as O increases.

Proof: SeeAppendix.

Theorem3.1 shows that as long as the node-degrees
are at leastlogarithmic in O , the tree is highly resilient
to node-andlink-failures,evenwith arbitrarily low data
overhead.To take a realistic example,we considerthe
casewhenthe end-to-endlosseson overlay links is 2%,
andsimultaneousnumberof overlaynodesfailuresis 1%
of the group(for groupof size10,000this translatesto
100 simultaneousfailures).Theorem3.1 statesthat with
a high probability all surviving non-leafoverlay nodes
and at least 97% of the surviving leaf nodescontinue
to receive data packets using the existing overlay data
pathsandrandomedges.

It is, in fact, possible to increasethe delivery to
leaf-nodesto to increasethe delivery to leaf-nodesto
an arbitrarily high value using a “tree augmentation”
schemedescribednext.

A. Tree-augmentationextensionsto PRM

If we desire,for anarbitrarygiven(small) constanto ,
that at least a de#m8&o:g –fraction of the surviving leaves
get thedatawith high probability (in additionto item (i)
of Theorem3.1), then it suf�ces to augmentthe treeas
follows: eachleaf connectsto #p$rq�sut*vxwzyk{e|j}

sut*v~w•yk{e€�}

•

randomly
chosennon-leafnodes,andgetsthedatafrom any oneof
them that hasreceived the packet. For example,for the
1% nodefailure ratecase,the treeaugmentationscheme
will guaranteethat 99.98%of all nodes(including leaf
nodes)will successfullyget the data packets with an
overheadboundedby the constanttwo.

In fact,if we requirea de#[8moFg –fractionof thesurviving
leavesto get the datawith high probability, this amount
of overhead(i.e., #m$Lq�sut*v~wzyk{e|j}

sut*v~w•yk{e€‚}

•

) is necessaryfor any
protocol.In Appendixwe show thatour protocol's lower
boundson the fraction of surviving leaves getting the
data—bothwith and without the randomaugmentation
for leaves—areoptimal.Also in Appendixwe show that
the logarithmic degree-requirementof Theorem3.1 is
bothnecessaryandsuf�cient if wedesirea low overhead.
Speci�cally, if the degrees,e.g., of the parentsof the
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Fig. 5. Variation of datadelivery ratio with overlay nodedegree.
BE standsfor “Best Effort.”

leavesareonly somesmall constanttimes ^ƒ_bacO , thenin
facta large numberof the leaves' parentswill fail to get
the datawith probability tendingto # as O increases.

B. ExpectedScalingBehaviorfor Finite Groups

In theanalysisof thePRM scheme(describedabove),
we have explored its asymptoticbehavior with corre-
spondingincreasein thegroupsize.Throughsimulations
we now show thatPRM is expectedto performvery well
in practiceeven for groupsof moderatesize. In these
idealizedsimulations,we assumethat thereexists some
application-layer multicast protocol which constructs
and maintainsa data delivery tree. When data packets
are sent on this tree, a random subsetof the overlay
nodesfail simultaneously. The failed subsetis chosen
independentlyfor eachdata packet sent. Additionally,
data packets also experiencenetwork layer losseson
overlay links. Considera regular tree,whereall non-leaf
nodeshave the samedegree.From the analysiswe can
intuitively expectthatasthedegreeof thetreeincreases,
so doesthe datadelivery ratio.

In Figure 5 we illustrate how the datadelivery ratio
for the non-leafnodesof an overlay tree improveswith
increasein degree.Weconsideredtwo differenttreesizes
– #~SbSbS nodesand #~S

�

SbSbS nodes.In this example,we
assumethat for each overlay link experiencesa loss
rate of „…Z and the node failure rate is W…Z (which
implies WYS simultaneousfailures for a #~SbSbS -node tree
and WYSbS simultaneousfailures on a #~S

�

SbSbS -node tree).
Such failure ratesare very high by the usual Internet
standards.The randomizedforwarding probability J is
chosento be SVU†S…W (i.e. the data overheadis W…Z ). We
can see that even under such adverse conditions, the
randomizedforwardingtechniqueachievesdatadelivery
ratio of about ‡

(

Z even with a tree degree of W ; the
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delivery ratio exceeds‡bW…Z whenthedegreeis made #~S ,
quickly approaching# asthedegreeis increasedfurther.
The resultsfor the leaf nodesin practice,are close to
thoseof the non-leafnodes.

IV. SIMULATION EXPERIMENTS

The PRM schemecan be applied to any overlay-
basedmulticast data delivery protocol. In our detailed
simulationstudy we implementedPRM over the NICE
application-layermulticastprotocol [1]. We usedNICE
becauseof threereasons:(1) theauthorsin [1] show that
the NICE application-layermulticast protocol achieves
gooddelivery ratios for a best-effort scheme;(2) NICE
is a scalableprotocolandthereforewe couldperformde-
tailed packet-level simulationsfor large overlay topolo-
gies;(3) the source-codefor NICE is publicly available.

We have studied the performance of the PRM-
enhancedNICE protocolusingdetailedsimulations.We
comparethe following four schemes,all of which use
NICE as the underlyingmulticastprotocol:

BE: This is the best-effort multicastschemeandhasno
reliability mechanismsandthereforeservesasa baseline
for comparison.

HHR: This is a reliable multicastscheme,whereeach
overlaylink employsahop-by-hopreliability mechanism
usingnegativeacknowledgments(NAKs). A downstream
overlay node sendsNAKs to its immediateupstream
overlaynodeindicatingpacket losses.On receiving these
NAKs theupstreamoverlaynoderetransmitsthepacket.
This scheme,therefore,hides all packet losseson the
overlay links.

FEC-( ˆ

�

� ): This is another enhancedversion of the
NICE protocol in which the sourceusesa forward error
correctionmechanismto recover from packet losses.In
this scheme,thesourcetakesa setof ˆ datapacketsand
encodestheminto a setof ˆ%$N� packetsandsendsthis
encodeddatastreamto the multicastgroup.A receiving
membercan recover the ˆ data packets if it receives
any ˆ of the �M$&ˆ encodedpackets 1. Additional data
overheadsof this schemeare �[‰jˆ .

PRM-( �

�

� ): This is our proposedPRM enhancements
implementedon the basicNICE application-layermulti-
castprotocol.The meaningsof � and � arethe sameas
in SectionII. For all theseexperimentswe implemented
the losscorrelationextensionsto PRM. We enableEGF
for only onespeci�c experiment(describedlater)dueto
its higher overheads.Our resultswill show that EGF is

1The Digital Fountain technique[4], usesTornado codes that
requirethe receiver to correctly receive Š�‹:ŒŽ•k•n• packets to recover
the • datapackets,where • is a small constant.

useful for very dynamicscenarios,at the costof higher
dataoverheads.

ChoosingFEC parameters: Since the FEC-based
schemesneedto send̂‘$�� packetsinsteadof ˆ packets
we usea higherdatarateat thesource(i.e. a datarateof

d�ˆD$
�[g*‰jˆ timesthedatarateusedby theotherschemes).
Theresilienceof anFEC-basedschemecanbeincreased
by increasingthe overheadsparameter, � . Also for the
same amount of additional data overheads,resilience
againstnetwork lossesof the FEC-basedschemesim-
prove if we choose higher values of ˆ and � . For
example,FEC-(128,128)hasbetterdatarecovery perfor-
mancethan FEC-(16,16)even thoughboth have 100%
overhead.This improved reliability comesat the cost
of increaseddelivery latencies.Therefore,the maximum
value of ˆ and � dependson the latency deadline.We
haveexperimentedwith a rangeof suchchoicesup to the
maximumpossiblevaluethatwill allow correctreception
at receivers within the latency deadline.However, we
observed that in presenceof failures of overlay nodes
increasinĝ and � doesnotalwaysimprove theresilience
properties.This is becausechoosinghigher values of

ˆ and � leads to increasedlatenciesin data recovery.
However when the group changerate is high the data
delivery pathsbreakbeforethe FEC-basedrecovery can
complete,and the achieved datadelivery ratio is low.

A. SimulationScenarios

In all theseexperimentswe model the scenarioof a
sourcenode multicastingstreamingmedia to a group.
The sourcesendsCBR traf�c at the rate of 16 packets
persecond.For all theseexperimentswe chosea latency
deadlineof upto 8 seconds.As a consequencethe size
of the the packet buffer for NAK-basedretransmissions
is 128. The packet buffer will be larger for longer
deadlines.

We performeddetailedexperimentswith a wide-range
of parametersto study different aspectsof the PRM
scheme.The network topologieswere generatedusing
the Transit-Stubgraphmodel,using the GT-ITM topol-
ogy generator[5]. All topologiesin thesesimulations
had #~S

�

SbSbS routerswith anaveragenodedegreebetween
(

and ’ . End-hostswere attachedto a set of routers,
chosen uniformly at random, from among the stub-
domainnodes.Thenumberof suchhostsin themulticast
group were varied between “ and “V#x‡b„ for different
experiments.Each physical link on the topology was
modeledto have losses.Inter-domainlinks had0.5-0.6%
lossrates,while intra-domainlinks wasabout0.1%loss
rates.We alsomodelbursty lossesasfollows: if a packet
is lost on a physicallink we increasethe lossprobability
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for subsequentpackets received within a short time
window. The averagepropagationandqueueinglatency
on eachphysical link was between2-10 ms. In all our
experimentswe usea HeartBeatperiodof 5 secondsfor
NICE andits extensionsaswasdescribedby theauthors
in [1].

We have simulateda wide-rangeof topologies,group
sizes,memberjoin-leave patterns,andprotocolparame-
ters.In theexperiments,all departuresof end-hostsfrom
themulticastgroupweremodeledas“ungracefulleaves.”
This is equivalent to a host failure, wherethe departing
memberis unableto senda Leavemessageto thegroup.

In the experimentsreportedin thesesection,we �rst
let a set of end-hostsjoin the multicast group and
stabilizeinto an appropriatemulticastdatadelivery tree.
Subsequentlya traf�c source end-hoststarts sending
data group and end-hostscontinuouslyjoin and leave
the multicast group. The join and the leave rate for
membersare chosento be equal so that the average
sizeof the groupremainednearlyconstant.The instants
of group membershipchangeswere drawn from an
exponentialdistribution with a pre-de�nedmean,which
variedbetweenexperiments.We studiedthevariousdata
delivery propertiesof our proposedschemeover this
dynamicallychangingphaseof the experiment.

B. SimulationResults

We have studied the three metrics of interest: data
delivery ratio, delivery latency anddataoverheads.The
dataoverheadsin PRM arebecauseof duplicationdueto
randomizedforwarding,anddue to redundantencoding
in FEC-basedschemes.We alsoexaminethe additional
control overheadsdue to NAKs, randommemberdis-
covery etc.

Delivery Ratio: In Figure 6 we show the delivery
ratioof thedifferentschemesasthefrequency of changes
to group membershipis varied. The average size of
the group was 512. The averageloss rate for physical
links for this experimentwas 0.5%, which corresponds
to between2-5%end-to-endlosseson eachoverlaylink.

We plot the datadelivery ratios as the group change
rateis variedbetween0 and10changespersecond.Note
thateven5 changespersecondimpliesthat512(which is
alsothe sizeof the group)membershipchangeshappen
in lessthantwo minutes!While sucha high changerate
is drastic,it is not improbablefor very large distribution
groups in the Internet. The PRM schemeis able to
recover from a vastmajority of theselossesthroughthe
useof randomizedforwardingmechanism.The delivery
ratio for PRM-(3,0.01)is \”‡…•bZ for agroupmembership
changerate of 5 per secondand \–“YS[Z for a group
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Fig. 6. Delivery ratio with varying rateof changesto the group.
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Fig. 7. Delivery ratio with varying network loss rates.

membershipchangerateof 10 per second.Additionally
PRM incursa very low (3%) additionaldataoverhead.

The data delivery ratio for the best-effort protocol
falls signi�cantly (to about 0.35 for changerate of 10
group changesper second)with increasein the change
rate to the overlay. In [1], the authorshad shown that
the NICE application-layermulticast protocol achieves
good delivery ratios for a best-effort scheme,and is
comparableto other best-effort application-layermulti-
cast protocols,e.g. Narada[8]. Therefore,we believe
that PRM-enhancementscan signi�cantly augmentthe
datadelivery ratiosof all suchprotocols.An FEC-based
schemeis typically able to recover from all network
losses.However changesin the overlay data delivery
path signi�cantly impactsthe performanceof an FEC-
basedscheme.Note that the performanceof the FEC-
basedschemedegradeswith increasingfrequency of
groupchangesandevenfallsbelow thesimplebest-effort
schemefor high groupchangerates.

In Figure 7 we comparethe delivery ratio of the
different schemesas the averagepacket loss rate on
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Fig. 9. Cumulative distributionof themaximumtimegapover which
an overlay nodelost all datapackets.

the physical links of the topology are varied. In this
experiment,we usea lower failure rate,andchangesto
the overlay topology (including both joins and leaves)
occurwith a meanof 0.1 changeper second.In contrast
to theotherschemes,which suffer between20%to 55%
losses,the PRM-(3,0.01)schemeachieves near perfect
datadelivery underall dataloss rates.

In Figure8 we show how the delivery ratio achieved
by the PRM schemeevolves over time in comparison
to the best-effort protocol.In this experiment,the group
changeratewasonepersecond,i.e. theentiregroupcan
potentially changein lessthan 10 minutes.In the best-
effort protocol,for any particularpacket, 20–40%of the
group membersfail to receive it. In contrast,the losses
experiencedin the PRM schemeare minimal. For the
sameexperiment,we plot the cumulative distribution of
the maximum data outageperiod of the overlay nodes
in Figure9. Most overlay nodeshadno signi�cant data
outageperiodin PRM andmorethan98%of theoverlay
nodeshada maximumoutageperiodlessthan5 seconds.
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Fig. 11. Delivery ratio achievedwith varyingdeadlinewithin which
the datapacketsare to be successfullydelivered.

This is a signi�cant improvement over the best-effort
protocol where more than 20% of the overlay nodes
experiencea maximum data outageof more than 30
seconds.

Delivery Latency: In Figure 10 we show the dis-
tribution of latency experiencedby the data packets
at the different overlay nodes.In this experiment,the
average group membershipchange rate was 0.1 per
secondand the averageloss probability at the physical
links was 0.5%. Note that the latency of data packets
is the lowest for the best-effort NICE protocol. This
is becausethe best-effort schemeincurs no additional
delay due to timeout-basedretransmissionsor delivery
usingalternatelongeroverlaypaths.FEC-(16,16)incurs
a slightly higher latency. This is because,to recover a
lost datapacket in theFEC-basedschemehasto wait for
additional (encoded)packets to arrive. FEC-(128,128)
can decodedata only after suf�ciently many packets
are received, and as a result, it incurs highest latency.
The HHR schemealso suffers from high latency since
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it is purely reactive; in our simulationsof HHR, packet
lossesdue to node failure are often detectedafter the
tree is recoveredby underlyingmulticastprotocol.The
PRM schemeis a combinationof proactive andreactive
schemesandthereforeincurssigni�cantly lower latency
than the HHR scheme.However datapackets delivered
using PRM still incur higher latency than the simple
best-effort delivery. This is becausemany of the data
packets that are lost on the shortestbest-effort path
are successfullydeliveredeither using TriggeredNAK-
basedretransmissionsor randomizedforwardingusinga
longeroverlaypath.More than90%of theoverlaynodes
receive datapackets within 500 ms, which is 2.5 times
the worst caseoverlay latency on the topology.

In Figure11weshow theeffectof imposingadeadline
for packet delivery. The deadlinespeci�es a time upper
boundwithin which a packetmustreachanoverlaynode
to bebeusefulto theapplication.For adeadlineof 2 sec-
onds,we allow different overlay nodesto have slightly
differentadditionalslacksin thetimeupperboundwithin
whichpacketsmustbedelivered.Thisslackis to account
for the minimum latency that data packets encounter
on the shortestpath from the source to that overlay
node. The maximum slack for any overlay node was
lessthan200ms.Thebest-effort NICE protocolmakesa
singleattemptfor packet delivery andthereforeachieves
almost identical delivery ratio for all deadlines.The
performanceof the HHR schemeincreasesgradually
with increasein the deadline due to its dependence
on timeouts.In contrast,for short deadlines,the PRM
schemeachievesrapidimprovementsdueto its proactive
componentandfurthergradualimprovementsfor longer
deadlinesdue to its reactive component.For the FEC-
basedschemewe used ˆ—GL� and chosethe value of

ˆ basedon the deadlineimposed.It achieved between
80-87%delivery ratios in theseexperiments.

Additional Data Overheads:In Table I, we com-
pare the overheadsof PRM and FEC-basedschemes
to achieve different delivery ratios. The table shows
the additional data overheadsfor both schemesunder
differentparameters(e.g. latency bounds,groupchange
rate,etc.).TheFEC-basedschemesperformpoorlywhen
the frequency of changeson the overlay is high. Hence,
we usedanorderof magnitudelower groupchangerates
(0.1 changes/sec)for the FEC-basedschemesthanwhat
we usedfor PRM (1 change/sec).

The tableshows that PRM incursvery low additional
dataoverheadsto achieve relatively high delivery ratios
within low latency bounds.For example for a group
changerate of one per secondand data latency bound
of 0.5 seconds,thePRM schemeincurs3-6%additional
dataoverheadsto achieve datadelivery ratio of 90%. In

scheme
changes/sec, Delivery Ratio

deadline(sec) 80% 85% 90% 95% 99%
FEC, 0.1, 0.5 88-100 - - - -
FEC, 0.1, 2.0 62-75 - - - -
FEC, 0.1, 8.0 50-62 75-87 - - -
FEC, 0.1, 64.0 37-50 50-62 75-87 87-100 -
PRM, 1, 0.2 9-12 18-21 21-24 30-60 -
PRM, 1, 0.5 0-1 1-3 3-6 9-15 30-60
PRM, 1, 2.0 0-1 0-1 0-1 0-1 3-9
PRM, 1, 8.0 0-1 0-1 0-1 0-1 1-3

TABLE I

COMPARISON OF ADDITIONAL DATA OVERHEADS (IN %)

REQUIRED FOR PRM AND FEC-BASED SCHEMES TO MEET

DIFFERENT DELIVERY RATIOS FOR SPECIFIC GROUP CHANGE

RATES AND LATENCY BOUNDS. WE DO NOT REPORT RESULTS

WHEN THE OVERHEADS EXCEED 100% (MARKED BY -).

Group Control Overheads(pkts/sec/node) Delivery ratio
Size BE PRM BE PRM
128 1.43 2.03 0.58 0.99
256 1.67 2.22 0.57 0.99
512 1.62 2.21 0.59 0.99
1024 1.73 2.32 0.49 0.97
2048 2.17 2.70 0.43 0.97
4096 2.50 3.19 0.43 0.96
8192 3.65 4.56 0.40 0.96

TABLE II

COMPARISON OF BEST-EFFORT AND PRM-ENHANCED NICE

PROTOCOLS WITH VARYING GROUP SIZES. WE USE PRM-(3,0.01)

IN THESE EXPERIMENTS.

fact for most of the scenariosshown in the table,PRM
requiresoverheadsless than 10% to meet the desired
deadlineanddelivery ratios.PRM requireshigherover-
headsfor only thevery stringentdeadlineof 200msand
to achieve 99% delivery ratio for a 500 ms deadline.As
is evident from the table, FEC-basedschemesrequire
far higheroverheadseven for muchlower groupchange
rates(0.1 per second).

Scalability: In Table II we show the effect of
multicastgroup size on control overheadsand delivery
ratio. In this set of results,the group changerate was
0.2% of the group size. For example, for 512-node
groups,the changerate is 1 nodeper second,while for
the 8192-nodecase,it is 16 nodesper second.In the
original best-effort NICE application-layermulticast,the
controloverheadsatdifferentoverlaynodesincreaselog-
arithmicallywith the increasein groupsize.Thecontrol
overheadsfor the PRM-enhancedNICE are higher, due
to theadditionalmessagessuchasrandomnodeDiscover
messagesand NAKs. However the amountof increase
at each overlay node is less than one control packet



10

per second,which is negligible in comparisonto data
ratesthat will be usedby the applications(e.g., media
streaming).Wealsoobservethatthedatadeliveryratioof
thePRM-enhancedNICE protocolis high acrossvarious
groupsizes.

Loss Correlation and EGF: We brie�y describe
other experimentsto demonstratethe bene�ts of the
two proposedextensionsto the basicPRM scheme.We
simulatedsomespeci�c pathologicalnetwork conditions
that led to highly correlatedlossesbetweenlarge groups
of members;hereuseof the loss correlationtechnique
improved datadelivery ratesby up to 12%.

EGF is bene�cial under high frequency of group
changes.For theexperimentwith 512overlaynodesand
10 groupchangespersecond,EGFcanimprove thedata
delivery ratio from about 80% (seeFigure 6) to 93%.
Note that under thesecircumstances512 changes(i.e.
sameas the size of the group) to the group happenin
lessthan a minute.However, it also increasesduplicate
packetson the topologyby nearly10%.

V. RELATED WORK

A large numberof researchproposalshave addressed
reliable delivery for multicast data, most notably in
the context of network-layer multicast. A comparative
survey of theseprotocolsis given in [17] and [28]. In
SRM [9] receiverssendNAKs to the sourceto indicate
missing data packets. Each such NAK is multicast to
the entire group and is used to suppressNAKs from
other receiversthat did not get the samepacket. In this
approach,however, a few receivers behinda lossy link
can incur a high NAK overheadon the entiremulticast
group.

Tree-basedprotocolsprovide anotheralternative solu-
tion for reliableandresilientmulticast.In this approach
the receiversareorganizedinto anacknowledgmenttree
structurewith the sourceas the root. This structureis
scalablebecausethe acknowledgmentsare aggregated
along the tree in a bottom-upfashionand also allows
local recovery and repair of data losses.Protocolslike
RMTP [24], TMTP [30], STORM [26], LVMR [19]
and Lorax [18] construct this structure using TTL-
scopednetwork-layer multicast as a primitive. In con-
trast, LMS [23] usesan additional mechanism,called
directedsubcast,to constructits datarecovery structure.
Our work differs from of all theseabove approaches
in two key aspects.First, unlike all these protocols
that employ network-layer multicast service for data
distribution our schemeis basedupon an application-
layer multicast delivery service. To the best of our
knowledge the PRM schemeis the �rst application-
layer multicast basedschemethat addressesresilience.

Second,all the network-layer multicast basedschemes
describedemploy completely reactive mechanismsfor
providing datareliability and thereforeincurs moderate
or high delivery latencies.As we show in this paper,
proactive mechanisms,e.g. randomizedforwarding,can
be usedto signi�cantly improve resiliencefor applica-
tions that requirelow latency datadelivery.

PRM is not the only proactive approach to pro-
vide improvedreliability performancefor multicastdata.
Thereexists somewell-known forward error correcting
codebasedapproachesthat arealsoproactive in nature.
For example, Huitema [13] had proposedthe use of
packet level FECsfor reliablemulticast.Nonnenmacher
et. al. [22] studied and demonstratedthat additional
bene�ts canbe achieved whenan FEC-basedtechnique
is combined with automatic retransmissionrequests.
APES usesa relatedapproachfor data recovery [27].
Digital Fountain [4] and RPB/RBS[20] are two other
ef�cient FEC-basedapproachesthatprovidesigni�cantly
improvedperformance.All theseFEC basedapproaches
can recover from network losses.However, they alone
are not suf�cient for resilient multicast data delivery
when overlays are used.Overlay nodesare processes
on regular end-hostsand are more prone to failures
than network routers. FEC-basedapproachesare not
suf�cient to recover from lossesdueto temporarylosses
on thedatapath,especiallywhenlow-latency delivery is
required.The PRM schemediffers from all theseother
schemesby providing a proactive componentthatallows
the receiversto recover from lossesdueto overlaynode
failures.In TableIII we summarizethecharacteristicsof
all theseschemes.

A different randomizederror recovery schemecalled
RRMP is proposedin [29]. RRMP differs from PRM in
that nodesdetectinglossessendrandomizedrepair re-
quest(reactively) while PRM usesproactive randomized
forwarding.Gossiping[11] andPRM both userandom-
ized forwarding. However, randomizedforwarding in
PRM only providesadditionalresilienceto datadelivery
alongmulticasttree,while gossipingonly usescommu-
nication with random peers.Also related is dispersity
routing scheme[21], where additional messagesare
sentusing different routes.The differenceis that PRM
forwardsdatapacketsthroughrandomizedroutesinstead
of a �x edsetof pathsbetweensourceanddestinationas
in dispersityrouting.

Since PRM was �rst published[2], there have been
two interestingpiecesof relatedwork. SplitStream[6]

2Although FEC-based schemes can be implemented over
application-layermulticast,asthis papershows, it aloneis not suf�-
cient to achieve high delivery ratioseven undermoderatefrequency
of membershipchangeson the overlay.



11

Scheme Datadelivery Recovery mechanism Overheads Recovery latency
SRM [9] Network multicast Reactive NAKs High (for high High

with global scope network losses)

STORM [26] Network multicast Reactive NAKs Low Moderate
Lorax [18] on ack tree

LMS [23] Network multicast Reactive NAKs Low Moderate
anddirectedsubcast on ack-tree

RMTP [24] Network multicast Reactive/periodic Low Moderate
LVMR [19] ACKs with local scope

TMTP [30] Network multicast Reactive NAKs and Low Moderate
periodicACKs with local scope

Parity-based[22] Network multicast Reactive NAKs and Moderate Moderate
(APES[27]) (anddirectedsubcast) FEC-basedrepairs

FEC-based Network multicast Proactive FECs High Low
[13], [22], [4], [20] or App-layermulticast2

Overcast[14] App-layermulticast Reactive ACKs (TCP) Low Moderate

Bullet [15] App-layermulticast Perpendicularstreams High Low

PRM App-layermulticast Proactive randomizedforwarding Low Low
andreactive NAKs

TABLE III

COMPARISON OF DIFFERENT RELIABIL ITY /RESILIENCE MECHANISMS FOR MULTICAST DATA .

triesto achievea balanceof forwardingloadamongvari-
ousoverlaynodes.SplitStreamconstructsmultiple inde-
pendenttreesandpartitionsthedatainto multiplestripes,
each of which is sent along each tree. Although we
canusea specialcodingtechniqueover multiple stripes
to achieve higher dataresilience,SplitStreamitself has
no redundancy or resiliencemechanisms.In contrast,
PRM usesthe probabilisticforwardingapproachto send
redundantdatapackets to handleoverlay nodefailures.
In fact, PRM can be employed on each SplitStream
treeto achieve high resilience.Bullet [15] achieveshigh
bandwidth data disseminationthrough “perpendicular
streams.” Theseperpendicularstreamsare analogousto
our (low bandwidth) probabilistic non-treeedges,but
their non-treeedgesarepersistent.Also, theprobabilistic
edgesin PRM serve recovery from losseswhile the
perpendicularstreamsin Bullet are used to improve
bandwidth.Although it is possibleto considerBullet as
a resilient overlay multicasttechnique,the performance
results presentedin the Bullet paper show high data
overhead(e.g.,morethan50%).In contrast,we show the
low overheadandresilienceof PRM throughanalysisas
well assimulations.

VI. CONCLUSIONS

In this paper, we have shown how relatively simple
mechanismscan be used to provide highly resilient
datadelivery overapplication-level multicastdistribution
trees.We have identi�ed randomizedforwarding as a
key mechanismto mask data delivery failures due to
failed overlay nodes,and have shown how even a very
low overheadrandomizedforwarding is suf�cient for
handlingrapid and massive changesto the distribution
group. Our resultsare especiallyinterestingsince pre-
viously studiederror-recovery techniques,suchasFEC,
alonedo not provide adequatedatarecovery especially
whenoverlay nodefailure ratesarehigh. We have ana-
lytically shown why a randomizedforwardingapproach
is able to achieve high data delivery ratios with low
latencies.We have alsoderived necessaryandsuf�cient
conditions that enablePRM to have such asymptotic
scalingproperties.

Our detailedpacket-level simulationsshow that the
mechanismsdescribedin this paper are immediately
useful in realistic scenariosinvolving streamingmedia
applications.The low bandwidth,storageandprocessing
overheadsof PRM makes it attractive for both low and
high bandwidthstreamingapplications.Further, thevery
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high recovery ratios—oftenin excessof 97% underad-
verseconditions—willallow PRM to beusedwith more
ef�cient mediaencodings(whichareusuallylesstolerant
of dataloss).We have recentlyincorporatedthe ideaof
PRM into a systemfor resilient media streaming[3].
We have experimentedthe streamingsystemin an em-
ulated network3 and a wide-areatestbed,and obtained
similar resultsto thosefrom simulations.We believe the
techniqueswe have describedwill becomestandardand
essentialcomponentsof streamingmedia applications
implementedover application-layeroverlays.

REFERENCES

[1] S. Banerjee,B. Bhattacharjee,and C. Kommareddy. Scalable
applicationlayermulticast.In Proc.ACM Sigcomm, Aug. 2002.

[2] S. Banerjee, S. Lee, B. Bhattacharjee,and A. Srinivasan.
Resilientmulticastusingoverlays.In Proc.ACM SIGMETRICS,
2003.

[3] S. Banerjee,S. Lee, R. Braud,B. Bhattacharjee,andA. Srini-
vasan. Scalableresilient mediastreaming. In Proceedingsof
NOSSDAV '04, pages4–9. ACM Press,2004.

[4] J. Byers, M. Luby, and M. Mitzenmacher. A digital fountain
approachto asynchronousreliablemulticast. IEEE Journal on
SelectedAreasin Communications, 20(8), Oct. 2002.

[5] K. Calvert, E. Zegura,andS. Bhattacharjee.How to Model an
Internetwork. In Proc. of Infocom, 1996.

[6] M. Castro,P. Druschel,A.-M. Kermarrec,A. Nandi, A. Row-
stron,and A. Singh. SplitStream:high-bandwidthmulticastin
cooperative environments. In SOSP'03: Proceedingsof the
nineteenthACM symposiumon Operating systemsprinciples,
pages298–313.ACM Press,2003.

[7] M. Castro,P. Druschel,A.-M. Kermarrec,and A. Rowstron.
SCRIBE:A large-scaleanddecentralizedapplication-level mul-
ticast infrastructure. IEEE Journal on SelectedAreas in com-
munications, 20(8), Oct. 2002. To appear.

[8] Y.-H. Chu, S. G. Rao,andH. Zhang. A Casefor End System
Multicast. In Proc. ACM SIGMETRICS, 2000.

[9] S. Floyd, V. Jacobson,C. Liu, S. McCanne,and L. Zhang.
A reliable multicast framework for light-weight sessionsand
applicationlevel framing. IEEE/ACM TransactionsonNetwork-
ing, 5(6), Dec. 1997.

[10] P. Francis.Yoid: ExtendingtheMulticast InternetArchitecture,
1999. White paperhttp://www.aciri.org/yoid/.

[11] S.M. Hedetniemi,T. Hedetniemi,andA. L. Liestman.A Survey
of Gossipingand Broadcastingin CommunicationNetworks.
NETWORKS, 18, 1988.

[12] W. Hoeffding. Probability inequalitiesfor sums of bounded
random variables. American Statistical AssociationJournal,
58:13–30,1963.

[13] C. Huitema. The casefor packet level FEC. In Proc. 5th
InternationalWorkshopon Protocolsfor High SpeedNetworks,
Oct. 1996.

[14] J. Jannotti, D. Gifford, K. Johnson, M. Kaashoek, and
J. O'Toole. Overcast:Reliable Multicasting with an Overlay
Network. In Proceedingsof the 4th Symposiumon Operating
SystemsDesignand Implementation, Oct. 2000.

3http://www.emulab.net

[15] D. Kostic;, A. Rodriguez,J. Albrecht, and A. Vahdat. Bullet:
high bandwidth data disseminationusing an overlay mesh.
In SOSP'03: Proceedingsof the nineteenthACM symposium
on Operating systemsprinciples, pages282–297.ACM Press,
2003.

[16] J. Leibeherrand M. Nahas. Application-layerMulticast with
DelaunayTriangulations.In IEEE Globecom, Nov. 2001.

[17] B. Levine andJ.Garcia-Luna-Aceves.A comparisonof reliable
multicast protocols. Multimedia SystemsJournal, 6(5), Aug.
1998.

[18] B. Levine, D. Lavo, andJ. Garcia-Luna-Aceves. The casefor
concurrentreliablemulticastingusingsharedacktrees.In Proc.
ACM Multimedia, Nov. 1996.

[19] X. Li, S. Paul, P. Pancha,and M. Ammar. Layered video
multicast with retransmissions(LVRM): Evaluation of error
recovery schemes.In Proc. NOSSDAV, 1997.

[20] A. Mahanti, D. Eager, M. Vernon, and D. Sundaram-Stukel.
Scalableon-demandmediastreamingwith packet lossrecovery.
In ACM Sigcomm, Aug. 2001.

[21] N. F. Maxemchuk. Dispersity routing. In Proc. ICC, pages
41.10–41.13,1975.

[22] J. Nonnenmacher, E. Biersack,and D. Towsley. Parity-based
loss recovery for reliable multicast transmission. IEEE/ACM
Transactionson Networking, 6(4), Aug. 1998.

[23] C. Papadopoulos,G. Parulkar, and G. Varghese. An error
control schemefor large-scalemulticastapplications.In Proc.
Infocom, 1998.

[24] S. Paul, K. Sabnani,J. Lin, and S. Bhattacharyya. Reliable
multicasttransportprotocol (rmtp). IEEE Journal on Selected
Areasin Communications, 15(3), Apr. 1997.

[25] S. Ratnasamy, M. Handley, R. Karp, and S. Shenker.
Application-level multicastusingcontent-addressablenetworks.
In Proc. of 3rd International Workshopon Networked Group
Communication, Nov. 2001.

[26] X. Rex Xu, A. Myers, H. Zhang,and R. Yavatkar. Resilient
multicast support for continuous-mediaapplications. In Pro-
ceedingsof NOSSDAV, 1997.

[27] D. Rubenstein,S.Kasera,D. Towsley, andJ.Kurose.Improving
reliablemulticastusingactive parity encodingservices(APES).
In Proc. Infocom, 1999.

[28] D. Towsley, J. Kurose,andS. Pingali. A comparisonof sender-
initiatedandreceiver-initiatedreliablemulticastprotocols.IEEE
JournalonSelectedAreasonCommunication, 15(3),Apr. 1997.

[29] Z. Xiao andK. Birman. A randomizederrorrecovery algorithm
for reliablemulticast. In Proc. Infocom, 2001.

[30] R. Yavatkar, J. Grif�oen, andM. Sudan.A reliabledissemina-
tion protocolfor interactive collaborative applications.In ACM
Multimedia, Nov. 1995.

[31] B. Zhang,S.Jamin,andL. Zhang.Hostmulticast:A framework
for delivering multicast to end users. In Proc. IEEE Infocom,
June2002.

APPENDIX

A. Proof sketch for Theorem3.1

We now outlinethemain ideasof theproof. In several
placesbelow, we will employ the union bound: for any
collectionof events �

y

�

�p˜

�

U~U~U

�

�p™ ,

šc›,œ

�

yž•

�
˜

•

i~i~i

•

�
™/Ÿ

R

™

 ¡

¢

y

šc›,œ

�

¡

Ÿ
U

We will also use the Hoeffding bound [12] often. In
particular, this boundshows the following. Let £�¤V¥Ddn2Fg
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denote ¦x§ . Suppose
)

y

�*)

˜

�

U~U~U

�*)�¨

are independent
randomvariables,each taking values in the set

œ

S

�

# Ÿ .
Let

)

G

)

y

$

)

˜ $Ni~i~ih$

)�¨

, andlet © be the expected
value �

œ

)

Ÿ of
)

. Then,for any ª¬«

œ

S

�

# Ÿ , theHoeffding
boundshows that

šc›­œ

)¯®

©cde#°$±ª²g Ÿ R £�¤V¥Dde8�©Bª

˜

‰

(

g�³

šc›­œ

)

R±©cde#/8;ª²g Ÿ R £�¤V¥Dde8�©Bª

˜

‰Y„…g�U

We will use the phrase“high probability” to refer to
any probability value that tendsto # as the number O

of nodesin the overlay treeincreases;complementarily,
“low probability” will refer to any probabilityvaluethat
tendsto S as O increases.

Let the overlay tree have some depth ˆ ; for ´µG

S

�

#

�

U~U~U

�

ˆ¶8=# , supposeall nodesatdepth́ havesome
�

¡

children.(Recallthattheroot is at depthS , its childrenat
depth # , etc.)Recallthefailuremodel(A2) of SectionIII.
Supposenode · doesnot fail. Then,de�ne ¸¹dn·Fg to be
the connectedcomponent(subtree)containing · , after
the node- and link-failures occur. For each connected
componenţ , we chooseas a leader, the elementof

¸ of smallestdepth. Supposethe probability of random
forwarding J has beenchosen(as an arbitrarily small
positive constant),and that each value

�

¡

is at least
�º^`_ba¹O where � is a suf�ciently large constant,as re-
quiredby Theorem3.1.We �rst show that the following
conditionshold simultaneouslywith high probability:

(P1) the numberof surviving nodesat every depth
´ is at least de#p8;„bP�gži

�¼»��

y

i~i~i

�

¡

½

y

; and
(P2) for all ´¼R¾ˆ
8¿# and for all surviving nodes

· at depth ´ , the numberof descendantsof ·

that lie in ¸Àdn·¶g , is at least d*de#'8
Phg

˜

de#B8
QYg*gÂÁ

½

¡

i

�

¡

�

¡ƒÃ

y

i~i~i

�

Á

½

y

.

Claim (P1) is provedusinga simpleapplicationof the
Hoeffding bound,followedby theunionbound.Consider
any ´ , andlet Ä�GÅ#F8Æde#F8@„bP�g*‰Vde#F8@P�g°ÇTP . Theexpected
number

)

of surviving nodesat depth ´ is ©

¡

GLde#m8

P�g

�
»

�

y

i~i~i

�

¡

½

y

. Theprobability that
)

is smallerthan
de#c8È„bPhg

�
»

�

y

i~i~i

�

¡

½

y

is at most £�¤É¥Dde81Ä

˜

©

¡

‰Y„…g by the
Hoeffding bound.Now, the readermay verify, usingthe
fact that

�ËÊ7®

�º^`_bacO for all > , that this bound is at
most, say, #,‰Vd‚„jO

˜

g if the constant � is large enough.
Applying a unionboundoverall ´ , we getthat(P1)holds
with high probability. It is for suchtechnicalreasonsthat
we requirethedegrees

�
Ê

to beat leastlogarithmicin O

here,andbelow; we will alsoseebrie�y in AppendixB
that suchdegreeboundsarenecessary.

Claim (P2) is provenusinga similar iterative applica-
tion of the Hoeffding bound;the intuition is as follows.
Call a node good if it, as well as the link connecting
it to its parent,survives.The expectednumberof good

childrenof · is
�

¡

de#f8�Phgjikde#f8�Qjg ; since
�

¡

grows at least
logarithmicallyin O , onecanusetheHoeffding boundto
show thatwith highprobability, at least

�

¡

de#Ì81Phg

˜

inde#Ì81QYg

childrenof · aregood.Iteratingthis argumentdown the
tree and applying a union bound over all · , we prove
(P2).

A union boundthat sumsup the probabilitiesof (P1)
and (P2) not holding (eachof which is negligible, as
seenin the above two paragraphs),shows thatboth (P1)
and(P2)hold,with high probability. Thus,for therestof
this proof sketch for Theorem3.1, we assumethat (P1)
and(P2) hold. Note that all the probabilitiesconsidered
in this proof sketch so far are only w.r.t. the random
failures in the overlay tree; the probabilitiesfrom now
areon w.r.t. the randomforwarding.

The heart of the rest of the proof is as follows; we
�rst give a proof sketch for part (i) of Theorem3.1.
To show that every surviving non-leaf node gets the
data with high probability, it suf�ces to show that for
every non-leaf leader · , some node in ¸¹dn·Fg gets the
data with high probability. (Once this happens,the
data gets reliably transmittedacrossthe links of ¸¹dn·Fg

with probability # .) For the sake of simplicity of our
mathematicalexpressions,we assumeherethat all non-
leaf nodeshave the samenumberof children

�

(this
condition is only required for notational convenience
here).We show the following claim by induction on ´ ,
where Í is a positive constant,and Î is a strictly positive
quantitywhich dependsonly on J , P and Q :

Let · be an arbitrary non-leafleaderat depth
´ . Then, conditional on (P1) and (P2), the
probability of no nodein ¸Àdn·¶g gettingthedata
is at most £�¤V¥Dde8/ÍFd

�

Î�g
Á

½

¡

g .

The basecaseof the induction is for ´
GÏS which
correspondsto the casewhere · is the root. Since the
root never fails, the claim holds trivially. Next suppose

´

®

# . Assumingthe claim for all ´kÐcÑÒ´ , we complete
the induction for ´ as follows. Since(P1) and (P2) are
assumedto hold, it canbe shown that the cardinalityof
the set Ó of surviving nodesin connectedcomponents
whoseleadersare at depthstrictly smaller than ´ , is at
least

O

y

G ÔMd

�

Á

d*de#p8;P�g

˜

de#/8NQjg*g

Á

½

¡ƒÃ

y

g

G ÔMdnOÕi[d*de#/8;Phg

˜

de#/8;QYg*g

Á

½

¡ƒÃ

y

g�U

By choosingÍ appropriately, we canapply the induction
hypothesisanda unionboundto show that theprobabil-
ity of evenonesuchconnectedcomponent(whoseleader
is at depthsmallerthan ´ ) not getting the data,is much
smallerthan £�¤V¥Dde8/ÍFd

�

Î�geÁ

½

¡

g . Next, assuming(P2),the
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sizeof ¸Àdn·¶g is at least

O ˜ GÖd*de#p8NP�g

˜

de#/8;QYg*g

Á

½

¡

i

�

Á

½

¡

U

Thus, the probability that no randomforward from Ó

arrived into ¸¹dn·Fg , is at most

de#p8�JF‰­ODgk×…Ø�×YÙpR±£�¤V¥Dde8ËdÚJF‰­ODgDi,O

y

O ˜ g�³

i.e., at most

£�¤É¥Dde8ÛÔMdÚJŽi

�

Á

½

¡

iÌd*de#/8;Phg

˜

de#/87Qjg*g

˜

w

Á

½

¡

}

Ã

y

g*g

�

which can be boundedby £�¤É¥Dde8pÍ:d

�

ÎÜg*Á

½

¡

g for a suit-
ablechoiceof Î . Theseideashelp completethe induc-
tion proof; a union bound over all surviving non-leaf
nodes(using the facts ˆŽ8±´

®

# and that
�

grows at
least logarithmically in O ) then shows that all of them
get the datawith high probability.

Having shown theabove,we canhandlethesurviving
leaves, to prove part (ii) of Theorem3.1. Considerthe
surviving leaves; the fraction of thesesuch that their
parent,as well as the link to their parent,survive, can
be shown to be at least de#�8&PhgÜi:de#�8µQYg/iFde#�8—l:dnODg*g

with high probability usingthe Hoeffding bound,where
l:dnODg tendsto S as O increases.Now, we have argued
above that all surviving non-leaves get the data with
high probability; thus, all surviving leaves that remain
connectedto their (surviving) parent,will receive the
data with high probability. This completesthe proof
sketchfor part (ii) of Theorem3.1.

B. Lower boundson tree-degree

The degreelower boundof a suitableconstanttimes
^`_bacO can be shown to be asymptoticallynecessary, as
follows. Suppose,for somesmall constant ÝÈ\ÞS , that
all parentsof leaveshave degreeat most Ý:^`_ba°O . Then,
we give a proof sketch a few lines below that with
probability tending to # as O increases,a substantial
number of surviving parents-of-leaves will have the
following property: they get disconnectedfrom all of
their neighborsin the tree.Then, if the overheadneeds
to bekeptsmall,mostof theseisolatedparents-of-leaves
will not get the data,with high probability. Here is a
proof sketch. Supposethe numberof parents-of-leaves
that survive is some value ß . For any one of them,
the probability that it getsdisconnectedfrom all of its
neighborscanbe ashigh as

d‚PD$—QÛ8NPàQYgÂá

sut*v

×

®

P	á

sut*v

×

G O

½

á

sut*v~wzyk{e€‚}

U

Onecanthenshow thatwith highprobability, thenumber
of thesecompletelyisolatednodesis ÔËdnßži­O

½

á

sut*v~wzyk{e€‚}

g ,
which is large if Ý is small enough (e.g., if ÝâR

#,‰Vd‚„²^`_ba¶de#,‰YP�g*g ). Furthermore,if we require low over-
head, the random forwards will with high probability
not reachmost of thesenodes,thus leading to several
surviving nodesnot receiving the data.

C. Treeaugmentation

Next, considerthe tree-augmentationschemeof Sec-
tion III-A. From the above analysis,we basically see
that all surviving non-leaf nodesreceive the data with
high probability. Thus, essentially the only way that
augmentationdoesnot help a particular surviving leaf
is whenall its #¹$Åq sut*vxwzyk{e|­}

sut*v~wzyk{e€‚}

•

randomconnectionsin the
treeaugmentationwereto failednodes.But, thishappens
with probability

P

y

Ã‘ã

sut*vxw•yk{e|­}z{[sut*v~w•yk{e€�}`ä

Ñ”P

sut*v~wzyk{e|j}z{[sut*vxw•yk{e€�}`ä

G¿oBU

This canbe usedto show that with high probability, the
fraction of surviving leaves that get the data,is at least

#�8No .
We now sketch why the overheadof ÔËd

sut*vxw•yk{e|­}

sut*v~w•yk{e€‚}

g is
necessary. Supposethe averageoverheadof a nodeis at
most ª

U

GÅå�i
sut*v~w•yk{e|­}

sut*v�w•yk{e€‚}

, for somesmall constantå . Then,
sincemostof thenodesareat the leaf level, mostleaves
get connectedto at most

(

ª other nodes,including the
randomforwards.For a given suchleaf, the probability
that all of these

(

ª interconnectionsgo to failed nodes,
is

P	æ*çŽGèo<æ*é

�

which is much larger than o if åNê #,‰

(

(recall that
o&Ñë# ). Thus, the fraction of successfulnodesthat do
not getthedata,will with highprobabilitybemuchmore
than o in sucha situation.Finally, a similar proof shows
that The “ de#18NP�gÀiÉde#18¬QYg¹iÉde#18ºl:dnODg*g fraction” bound
of part (ii) of Theorem3.1 is optimal if we desirelow
overhead.Theideais thatunderlow overhead,with high
probability the only connections(including the random
forwards)for most leaveswill be to their parents.Now,
eachsurviving leaf has its connectionto its parent in
tact with probability de#m8—P�gcifde#m8—Qjg : both the parent,
andthe link to theparent,mustsurvive.Thus,with high
probability, only about a de#=8KP�gpiFde#=8TQYg –fraction of
the successfulleaves will receive the data with high
probability, if we aim to keepthe overheadlow.


