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Testing: Research & Practice

• Relationship between testing and fault 
detection is indirect

• Practitioner does testing to…
– Build confidence in software’s reliability
– Find important defects before users do

• Researcher asks which testing technique…
– Covers more of a program under test?
– Finds more faults in my sample programs? 

Our goal: bridge the gap between tests and faults
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A Tasty Analogy

• Verifiers & checkers
– Find violations of targeted 

properties

• Testing
– Can find any size, shape, 

or flavor of fault…
– … with an ideal test suite

What can we expect from a 
given (arbitrary) test suite? 

Testing is like a box of chocolates…
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A Quick Note on Terms

• “Testing technique”
– Generating test suites afresh
– Reducing test suites
– Augmenting test suites
– Deciding when enough test cases have 

been run

• “Test suite”
– Set of test cases
– Output of a testing technique
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Research on Testing Techniques

• Analytical approach
– If a test suite satisfies criterion A, then it 

also satisfies criterion B (i.e. A subsumes B)
• Not always applicable 
• Doesn’t directly address fault detection

• Empirical approach
– For some “realistic” programs with “realistic”

faults, does technique C or technique D 
detect more faults? 
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Faults Used in Empirical Studies

• Are they realistic? 
– Natural faults
– Seeded faults

• Look like the real thing
• Easier to experiment on 

• Perspectives on faults 
– Correct vs. wrong source code

• Fault seeding happens here

– Correct vs. wrong input-to-output mapping
• Testing happens here
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Faults Used in Empirical Studies

• What counts as a fault? How severe is this fault? 
– Depends on the program, the specification, and the users. 

• To allow for these unknowns, empirical studies…
– should not just count “realistic” faults detected
– should characterize faults detected and missed
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Characterizing Faults Can Help Us...

• Interpret results of empirical studies
– If technique A detects more seeded faults than B in gcc and 

bash, does the same hold for real faults in Eclipse? 
– If test suite A detects more faults than B, what factors other 

than technique might explain the difference?

• Tailor test suites to the program at hand
– Other research: fault and risk prediction

• Know what faults a given test suite can and 
can’t detect
– Detection probabilities
– Limitations of testing techniques
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Variables in Empirical Studies

• Test suite variables
– Number of test cases

– Amount of input per test case

• Technique implementation variables
– Strength of test oracle
– Skill of tester

• Manual techniques only

If test suite A detects more faults than B, what factors 
other than technique might explain the difference?

Rothermel et al (2004); Xie and Memon (2006); Elbaum et al (2001)
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Variables in Empirical Studies

• Program variables
– Size

– Complexity
– Developers and development process

– Change history
– Structure 

• Event-driven or not?

If test suite A detects more faults than B, what factors 
other than technique might explain the difference?

Elbaum et al (2001)
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Variables in Empirical Studies

• Fault variables
– Size (syntactic or semantic)

– Complexity of surrounding code/behavior
– Distance from initial state

– Obviousness
• Does code coverage imply detection? 

If test suite A detects more faults than B, what factors 
other than technique might explain the difference?

Offutt and Hayes (1996)
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Our Empirical Study: Purpose

• Identify characteristics of test suites and 
faults that affect fault detection

• Make and compare statistical models 
for several subject programs 
– Input: test-suite and fault characteristics

– Output: likelihood that test suite detects 
fault

• Extend Xie’s and Memon’s ISSRE’06 
paper
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Our Empirical Study: Overview
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Our Empirical Study: Programs and Faults

• TerpOffice 2.0
– TerpCalc

– TerpPaint
– TerpSpreadSheet

– TerpWord

• 1 clean version
• 200 faulty versions

– 1 fault seeded in each
whi l e ( j . s i gnum( )  == 1)

/ *  FAULT:  whi l e ( j . s i gnum( )  > 1)  * /  
/ *  FAULT:  whi l e ( j . s i gnum( )  < 1)  * /  
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Our Empirical Study: Testing Technique

• GUI testing
– Test case = 

sequence of events
– Amount of input = 

length of sequence

Why GUI testing? Because 
the infrastructure we need 
to do empirical studies is 
already built. 
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Our Empirical Study: Test Pool

• Fair sampling of test cases
– Equal numbers of length-2 to length-20 test cases

• “Bucket” i = set of length-i test cases

– Each event appears in at least 5 test cases in 
each bucket

– Bucket i+1 created by appending a random event 
to each test case in bucket i

• Only had to run the length-20 test cases

1187515010182407980Test cases in pool

12516020984Events in program

TerpWordTerpSheetTerpPaintTerpCalc
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Our Empirical Study: Test Suites

• Fair sampling of test suites
– Algorithm, simplified: 

1. Pick a random number r
2. From each bucket, build a test suite 

by randomly picking r test cases 

Do
100
times

II. Add the new test suites to our set
III. Compare statistics of our set before and 

after the new test suites were added

Do until
statistics
converge

I. Start with empty set of test suites

2660032300Test suites

TerpWordTerpCalc
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Our Empirical Study: Data Collection

• Test suite metrics
– Size (# test cases)

– Length (# events)

• Fault metrics
– Enclosing statement – depth of nesting
– Enclosing method – size (# statements)

– Enclosing class – size (# statements, # 
methods, # data members, # classes)

Tools: scripts and JParse (Java parser)
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Our Empirical Study: Statistical Models

• Want something like

• Logistic regression

p = � + � 1x1 + ... + � kxk

probability that test 
suite detects fault

(0 � p � 1)
test suite and fault measurements

= � + � 1x1 + ... + � kxk

p

1 - p
ln(      )

logit transformation
(logit(p) can be any real number)



20

Our Empirical Study: Statistical Models

• Figuring out which of the test-suite and 
fault metrics significantly affect fault 
detection
– All metrics? Some metrics? Interactions 

between metrics?

– Method: plug stuff into R and see what 
happens

• R is free software for statistical computing

– Still learning how to assess model fit
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Our Empirical Study: Results So Far

TerpCalc TerpWord

length=2, detected=T length=20, detected=T detected=F
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TerpCalc TerpWord

length=2, detected=T length=20, detected=T all
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Conclusion & Future Work

• Gap between test suites and faults
– What factors other than testing technique affect fault 

detection? 
– Using logistic regression to identify important factors

• Will evolve statistical models
– More factors? Fewer factors?

• Fault size (syntactic and semantic)
• Better fault complexity metrics

– Alternatives to logistic regression
– Data from different faults and programs

• Program-related factors


