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Abstract In a large network, a given user likely knows only a small
fraction of the people with whom he or she will interact;
The World Wide Web has transformed into an environmenthus, the user has no knowledge of how trustworthy most
where users both produce and consume information. |rpeople are. To handle this, methods are needed for inferring
order to judge the validity of information, it is important trust between users who do not know one another directly.
to know how trustworthy its creator is. Since no individual We present a novel way of interpreting trust networks that
can have direct knowledge of more than a small fraction ofieads to an immediate method for computing implicit trust
information authors, methods for infering trust are needed between all pairs of nodes, including those who have no
We propose a new trust inference scheme based on the idééifect knowledge of each other's trustworthiness. Our goal
that a trust network can be viewed as a random graph, ands to take the direct trust values between individuals —eslu
a chain of trust as a path in that graph. In addition to that the individuals themselves can compute given local
having an intuitive interpretation, our algorithm has seale  information — and use them to compute inferred trust values
advantages, noteworthy among which is the creation of afetween all pairs in the population. Our approach also leads
inferred trust-metric spacevhere the shorter the distance rigorously to a metric space among the users, with closer
between two people, the higher their trust. Metric spaceglairs corresponding to higher trust-values; this natyrall
have rigorous algorithms for clustering, visualizatiomda ~leads to ef cient algorithms for clustering the population
related problems, any of which is directly applicable to our Our method is particularly interesting because the results
results. of the inference are not simply a best-guess at a trust value,
but an implicit composite of trust and con dence. In this
context, con dence is a measure of how much certainty
we have in an inferred trust value based on factors like
how much information the inference is based on, how
There are two important entities on the web: people andrustworthy the nodes are along the paths connecting nodes,
information. As the web has transformed into an interactiveetc. Many algorithms which compute trust alone do not
environment lled with billions of pages of user-generated produce different results whether following one path or
content, trust becomes a critical issue. When interactilg wi multiple identical paths (e.g. [2], [3]). Trust estimatdsre
one another, users face a wide range of risks. Similarlydo not account for how con dent we are in the result of
information provided by users can be overwhelming becausthe algorithm. Rather, they use a recommender system-
there is so much of it and because it is often contradictorytype approach to estimate trust as closely as possible. Our
Fortunately, as trust has become a concern, potential soladgorithm on the other hand, by requiring the direct trust
tions have also emerged. information to be pessimistic, includes both an estimate of
Social networks on the web are a major phenomenontrust and a con dence component. For there to be a high
with hundreds of popular networks that have over a bil-degree of trust between two parties, either there must be a
lion user-accounts between them [1]. This large corpus o§ingle path with both high trust and high con dence, or many
publicly-accessible relationship information has theeptiall ~ independent paths with lower trust/con dence combination
to transform the way intelligent systems on the web are .builtEach additional independent path increases our con dence
Knowing the social connections of a user allows the systenin the strength of an indirect connection, and lets us give
to utilize data from all their friends which, in turn, fatcdies a higher rating. For many applications, an estimate that
a better understanding of the user's preferences. The trusbnsiders both components is very useful; our method is
relationship is particularly powerful since it speaks ding  well suited for these types of tasks.
to the “quality” of a person and what they produce online. We de ne t,, to be the direct trust betweem and v
Social trust extends beyond the connections between peop{eshich may or may not be symmetric), afig., to be our
in social networks; it can represent the quality of a node ininferred trust value. While thg(u;v) may be arbitrary, the
a P2P system or the performance of a web service. inferred trust should obey the axioms in Table 1.

1. Introduction



Axioms of inferred Trust

Local Pessimism

Bottleneck

Identity

Complete Trust

Since,y IS a pessimistic estimate, indiregt
information can only increase trust, thligy
tu;v .

If all paths fromu to v use(a; b), thenTy.y
tap, and in general the lowdr,, is, the lower
Tuy should be.

Individuals should completely trust themselves:

Tuu = Tmax .
If there exists a patho; aj;:::;an) such that
then

same as Eve's if (but not necessarily only if) Alice and Bob
share a category and Bob and Eve share a category.

We employ large-deviation bounds to show how to quickly
estimate trust between individuals even in very large, com-
plex networks: those with exponentially many, highly cerre
lated paths between pairs of nodes. In these examples, the
Bayesian chain view still applies. If there exists a pathfro
Alice to Eve in a random network constructed from trust

foralli fromlton :ta; ;:a; = Tmax,
Tagian = Tmax -

values, then that path is a chain of people from Alice to

Monotonicity  For Y Su‘tcr? thatTu;vt <tT max 'faugft“ent' Eve who each trust their successor, and Alice can trust Eve.
ing a graph with a new trust path fromto v, . . . .
or increasing d,p value along an existing trusp 1 herefore Allcg trusts Eve with the probability that. thessg i
path should increaséyy - a path from Alice to Eve in the random graph. Since it is
No Trust For any; v with no path fromu tov, Tuy =0. inef cient to compute connectivity probabilities exacthye

rely on random sampling. If the true connectivity probabili
between Alice and Eve ip and we sample the grapk
times, thenkp of them will contain an Alice to Eve path
in expectation. We then apply Chernoff bounds which show
that whenk is reasonably large, our sampled value will be
The idea that trust networks can be treated as randorﬁexeclgig Iio_th? ﬁ";l ::mésm t;ae%t’ f];()rr ;:;/ p;'ur%

- 2 ’ )

graphs drives our work. For every paiu;v), we place o i i .
. s e probability that our estimate is off by more thais at
h h lity th - .
an edge between them with some probability that dependgOste ( Zlgn=5 = n O We then take a union bound

on ty,. We then infer trust between two people from . - : .
the probability that they are connected in the resultingover all pairs to bound the probability that anyzpalr dewsate
by more than . If we take as few a$logn= < samples

graphs. Formally we choose a mappingrom trust value this probability is at mosh 2 for each pair. Then taking

to probabilities. We then construct a random graphin ' . . .
. ) e . ... a union bound over all pairs shows that with probability at
which each edgéu; v) exists independently with probability {eastl % Tuw will be within o the true value foevery

f (tyv). We then his graph ner inferr r . .
(tuv). We then use this graph to generate inferred tuspalru;v simultaneously.

values T, such thatf (T,., ) equals the probability that . :
there is a path fronu to v in the random graph. This model f Stamplllng c”an falso take mFo actcoun(tj othe_r hetlrr]d to medel
is one of many that satis es our trust axioms. actors. In all of our experiments, €dges in the random
AT ) ) . graphs are completely independent, however if Alice has
A very intuitive idea motivates this model. Consider the . : . .
following scenario: some information that elthgr Bob or Eve is unt'rustworthy
) _ but she does not know which one, she can build that into
Alice knows Bob and thinks he has &rtap) chance  the random graph model. Thus anytime there is an edge
of being trustworthy. between Alice and Bob, there will not be one between
Bob knows Eve and thinks she hasf &y.e) chance  Bop and Eve and vice-versa. In this way, there will be no
of being trustworthy, and he tells this to Alice if he is pjicel Bobl Eve paths, but unrelated parts of the network
trustworthy. If Bob is not trustworthy, he may lie about need not be affected.
Pe and give any value to Alice. In addition to having an intuitive motivation, our algo-
Alice reasons that Eve is trustworthy if Bob is trust- rithm is also novel within the area of trust inference in the
worthy and gives her the correct valfigtne) and Eve  extent to which it allows us to make use of established
is trustworthy with respect to Bob. _algorithms in graph and clustering theory. Because of the
This  combination  happens  with  probability graph-theoretic nature of the algorithm, we can make use of
f(tap)f (te) = f(Tae) if Bob's trustworthiness the probabilistic method as well as theory of random graphs
and Eve's trustworthiness are independent. pioneered by Erdls and Rnyi [4] and heavily studied since
Thus we view a path through the network as a Bayesiathen. Additionally, because our algorithm de nes a metric
chain. De ne Xgop; Xeve 10 be the respective random space on the people in a trust network — as demonstrated in
events that Bob and Eve are trustworthy from Alice's Section 3 — we obtain the exibility and utility of a variety
perspective. This is explained in more detail in Figure 1.of metric-clustering algorithms that we can apply.

Table 1. Rules for any pessimistic system that derives
inferred trust from direct trust information.

The same analysis can be used if trust is a proxy fo2. lllustrative Examples
similarity: Alice and Bob's mutual trust can be a measure
of how similar they are. If trust is interpreted as a prolgbil In this section we introduce a few small example graphs
of being in the same category, then Alice's category is theo demonstrate some of the desirable qualities that our path



PriXeve] = Pr[XevweiXso] Pr{Xson]+ Pr[XeveiXgon] Pr{Xsgon]
PriXevejXgob] Pr[Xgon] = Pr[Xgop * Xevel:

Figure 1. The second term drops out because Alice has no information about Eve if Bob is not trustworthy.
Furthermore, if Eve and Bob are independent, this probability becomes Pr[Xgop]P r[X gve ]-
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Figure 2. This is an example network with a critical T~ A s 2
edge. No one from the set f a; b; @ can trust anyone in \\ //
fd;e; fg except through the mutual trust between c and :

d.
Figure 3. This is an example network where many

weak, direct connections yield one strong, indirect con-

probability formulation exhibits. In these examples trisst nection. In this example, the path probability between a
symmetric, however it could just as easily be asymmetric. and bis 1 % ° 82

In our rst example, Figure 2, the graph consists of two
cligues connected by a single edge. Since any path from one
clique to the other must include this edge, the trust betweemetric space) on the nodes as long as trust edges are
any two nodes in different cliques is bounded by this edge'sndependent.
probability. Proof:

In our second example, Figure 3, we have a completéor a functiond to de ne a metric we require four condi-
bipartite graph laid out in a planar fashion. The nodestions:
a and b have no direct trust, instead they are connected d(u;v) O
through a sequence of common neighbors. If the trust  d(u;v) = d(v;u) (this condition is not necessary for
between neighbors is uniformly, then each possible path asymmetric metrics).
connectinga and b occurs with probabilityp®. If there are d(u;u) =0
k neighbors between them, there exists at least one such d(u;v)+ d(v;w) d(u;w)

path with probabilityl (1 p?)* 1 e P Thisis The rstcondition holds because logarithms of probatsii
exponential inp’k and thus can be very close to 1 even gre always negative. The second condition holds becguse
whenp is low. This case demonstrates thatcan trustb  js symmetric. The third holds because every node always has
when there is a lot of independent, low-trust con rmation g path of length 0 to itself. The nal condition holds because
of bs trustworthiness. Intuitively this corresponds to Alice jn any instance of the graph, a path franto v and a path
having lots of acquaintances who also know a little abOU‘from v tow |mp||es a path fromu to w. This means that
Eve's trustworthiness. In this case either they all can tiouc § (Tuw) f(Tuw) f(Tuw) and thusd(u;v) + d(v;w)

for Eve a little bit, or alternatively Eve would suffer a sinal d(u; w).

penalty from all of them if she proves untrustworthy. Thus Since we have a metric space on the nodes where the
collectively these paths provide a strong link framo b.  further apart two nodes are, the lower the probability of
Note that the path probability frora to c is not similarly 3 path between them, we can make use of existing metric
magni ed. Even assuming thdt(t3,;)) 1, the probability  clustering algorithms to partition the nodes into groups. A
connectinga andc at most2p  p? which does not increase clustering algorithm takes a set of points in a metric space

toward 1 ask increases. and groups them in a way that tries to optimize some criteria.
Examples includelk-centers which nds a set d€ points S
3. Additional Bene ts which minimizes the maximum distance from any point to

its closest point inS, k-means which partitions the points
Recall thatf (T,., ) is the probability that a path connects into k sets in a way that minimizes the variance within each
u andv. This brings us to our rst theorem: group, and correlation clustering which partitions thenp®i
Theorem 3.1:The functiond(u; V) = log ﬁ denes in a way that minimizes the sum of distances within groups

a metric space (or for asymmetric trust, an asymmetrianinus the sum of distances across groups. Each of these



clustering algorithms have good approximation algorithmsasymmetric. This is easy to understand in certain relation-
when applied to points in a symmetric metric space [5], [6],ships. For example, small children have almost perfect trus
[7], [8], and some even have good approximations in arn their parents while parents may have very little trust in
asymmetric metric space [9]. Figure 4 contains examples athose children. The asymmetry in trust may also originate
clusterings based upon this trust metric. from asymmetric knowledge. People may trust an expert
Another major analytical bene t of our algorithm involves while that expert often does not know the people who trust
the ease with which key edges can be identi ed. A quickher, and thus she has no trust in them.
visual inspection of Figure 2 shows that the edged) is However, in other cases, it is reasonable to assume trust is
in some sense critical in that removing it would drastically symmetric. This will happen when trust is a measure of the
alter some of the distances in the graph. Meanwhile the edgguality of a mutual relationship or similarity, rather than
(a;b) has less importance, because of the gatlt; . Our  measure of the quality of an individual node. For example, in
technique gives a simple, algorithmic way of detecting anda game environment, trust may be a measure of the success
quantifying the importance of such edges. two players have as a team. Measured as a rate of success,
For each trust edge, we de ne the criticaliy, to be this value will be symmetric.
the difference between the inferred trdst, , and what the
inferred trust would be if the edde; v) did not exist, which ~ 4.2. Experimental Networks
we denote byTL?;V. The criticality of an edge tells us how
important a direct relationship is, and is parallel to calitt We used two social networks with trust values as test
measures for nodes. If an edge's criticality is small, it reea networks: the Trust Project network [10] and the FilmTrust
that it is redundant and we can lower it's weight without social network [11]. In both networks, we selected the the
changing the overall graph distances much because there gg&nt component and removed nodes with a degree of 1. This
other likely paths around it. Conversely if the criticality, left 330 nodes with 1,059 edges in the FilmTrust network.
is large, most of the paths from nodeto nodev require In the Trust Project network, we selected the 62 people
the edgeu; v. with more than one connection in the largest connected
One way of estimating criticality would involve for each component in the dataset and 177 connections between them.
edge, removing the edge and simulating the graph some Both of these networks contain directed edges with asym-
( 991 additional times. IfE is the set of all edges, this metric trust values. For the purpose of our experiments, we
generates a total of E1'%9") random graphs. However if Worked with both the directed graph and with a version
we make use of some probability theory, we only need tgvhere we converted the networks to undirected graphs with
acquire one set of estimates on t'hﬁ/ , and we can directly Symmetric trust values. This is discussed further in sactio
compute correspondinTJjL?;\, values. 4.3.
The edge(u;V) is included in the random graph with
probability f (t,. ), we denote this event by . Eyy is  4-3. Symmetric Trust
independent of the event that any other path franto ] .
v exists, which we denote b, ,. We can analytically Our datasets are inherently asymmetric, each trust value

compute the criticalitycy,y by: comes from one person rating the other, not from some
mutually agreed upon value. This poses a problem: how
f(Tuy) = PrlEuy _ Pur V] to compute a single, mutual, and direct trust value from
= Pr[Euy]+ Pr[Pu w” Euvl con icting directed trusts that does not distort the meanin
= £ (tuy) + FTEA T (tuy)) of the qata too much. In some situations, th|s may not
be possible, however with our datasets trust is similar to
T8, =1f 1 F(Tuv)  f(tuv) an estimation of similarity, which should be approximately
' 1 f(tuy) symmetric. We resolve the issue of conicting trust values
oy = Tyy f 1 f(Tuy)  F(tuy) by taking the average trust over the two directions.
Vo 1 f(tyy) Recall that our algorithm requires a mapping from sur-
veyed trust values to edge probabilities. We try to address
4. Working With Real Data two major issues with our choice of this function:
Our algorithm requires direct trust values to be pes-
4.1. Symmetric and Asymmetric Trust simistic. Any nonzero trust valug., should mean that

u has a de nitive reason to trust. We suspect that
We consider both symmetric and asymmetric trust rela- people in our datasets often use a value of 3 or 4 as a
tionships. Both occur in networks depending on the de ni- minimum rating, and only use lower values when they
tion of trust for the application. In social networks where have speci c evidence another persoruigrustworthy
trust is a social relationship between people, it is fredgyen Conversely people are more inclined to grant high



values of trust, even when there is little evidence for it. Trusttop function [,
This is evident from the fact that our datasets contain =10 =20 =10
very few small trust values, and many very high values. Distance Grid
We compensate for this by taking a nonlinear mapping
from trust values to edge probabilities.
Many people rate just a few others, while a small
number of people rate many others. Someone could
become one of the most trusted nodes in the graph by
rating as many others as possible. Since the trust is Clustering
taken to be symmetric, assigning trust to someone else N N ) N /
implicitly assigns trust from them as well. To address ﬁ@% ﬁ%% ?%%
this issue and not excessively reward those who rate g i 4
many others, we capped the amount of outgoing trust
for any node at 5 times the maximum amount of trust.
The choice of 5 was fairly arbitrary, though the choice
of a small constant motivated by the work of Bsdand
Renyi which showed that a random graph with more
than one expected edge per node is likely to have a
giant component. Figure 4. In each column, the top row gives the direct
We show the largest component of our rst dataset intrust to edge probability function. The top gures show
Figure 4. We tried many different mappings from trust to distances between all pairs of nodes. The distance from
probabilities, and most yielded similar results. Lookirg a nNode u to node v is given by the color from row u column
the graphs and the metric distance grids, you can pick out- The grid is sorted based upon clustering rst, them
some of the natural groups. Speci cally, there are threecentrality (the sum of the distances to other nodes).
mostly red blocks (indicating high mutual trust) along the The middle gures show a clustering based on the trust
diagonal in the grid. The rst such block corresponds to themetric. Edge weights are proportional to trust strength.,
left half of the graph, the next block corresponds to the topwith thicker edges correspond to strong trust. In the
right chain in the graph, and the third block to the bottomrightmost clustering, the red nodes are outliers, and not
right grouping. Also note that the node between blocks 2part of a single cluster. The bottom gure is the key for
and 3 is a focal node which connects the nodes in the tofhe grids, distances increase linearly from a distance of

Color Scale

right to those in the bottom right of the graph. 0 at red to 10 or greater at violet.
Notice the effect that changing the trust to edge proba- o5
bility function has on the distances. With tkel0 function, =10 =20 (t=10)~

trust values of 10 lead to edges with unit probability, which
assures that two nodes are at the same location in the
metric space. Furthermore long chains of high trust, like
the top right cluster, have a high probability of being fully
connected. With the functiot=20 (where a trust of 10 is
less than complete trust) on the other hand, there is a low
probability that such a long chain will have its endpoints
connected. Hence the top right chain no longer appears
as a separate cluster. Only regions with many independent
connections have low distance between all of their nodes.
This effect is more pronounced &40 or smaller functions,  Figure 5. Here we present our FilmTrust results in the
however our clustering algorithms still pick out the two same format as in Figure 4
major clusters. Interestingly enough, the top right chain
disappears as a separate cIHsteir when we increase edge
probabilities as well. Whep = = t=10, the probability that well as which nodes within the cluster are loosely connected
it is connected to the cluster below it becomes high enouglenough to be separate from the core.
that they appear as a single cluster.

Next we examine the FilmTrust dataset. Figure 5 breaks}.4. Asymmetric Trust
down our results similarly to the previous dataset. It is
dominated by a single, highly connected cluster. Yet our When trust is asymmetric, all of the same fundamentals
algorithm is still able to identify a few isolated groups, asapply. We can still sample the random graph to estimate

¥ |
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Figure 7. Here we show the distance grids along with
partitionings for the large dataset with asymmetric trust.
The rightmost grid is not probabilistic, but instead shows
the transitive closure of the edge set.

Figure 6. The metric distance grid for the asymmetric
view of the small dataset.

the probability that there is a path between two nodes with
the same provable error bounds. Taking the log of theo the other nodes in its cluster than to the nodes in other
multiplicative inverse of these probabilities gives a nwetr clusters. Naturally, the goal of clustering our inferredstr
(though now an asymmetric one) which we can use to clustemetwork would be to partition the network such that within
the nodes. However there are signi cant differences. each group there is high trust. There are many technical
We need a much richer graph. In the symmetric casegle nitions of a “good” clustering and there are many algo-
a large connected component is enough to make thgthms for each de nition. We generally use a correlation
problem interesting. However with asymmetric trust, clustering algorithm that groups nodes by minimizing sum
we can have a situation (such as the graph! of the distances withing groups and maximizing sum of the
b c! d e::) where there are no non-trivial distances between groups. This seems well suited to the trus
paths. While a dense directed acyclic graph might provedomain, but, based on the particular needs of an appligation
interesting, ideally a graph should be dense and contaiany clustering algorithm that works with a metric space can
multiple, interdependent cycles to be interesting. be applied to the results from our algorithm.
In the symmetric case a person who rates everyone Once a network has been clustered, there are a number of
else, but whom no one else has rated can become theteresting applications.
most trusted node, so we nd it useful to truncate total First, it is extremely useful for visualization. Visualigj
outgoing trust. In the directed case, this is unnecessaryarge networks is dif cult, as is identi cation of importan
Because of the rst reasons above, the smaller dataset @roups within them. A quick and ef cient clustering algo-
not particularly interesting, and we will not examine it in rithm that groups similar, trusted individuals togethen &
detail. It has only one small strongly connected componentsed to effectively display the network and support visual
as seen in the metric distance grid in Figure 6. The largegnalysis.
dataset has much more interesting behavior. Figure 7 shows Understanding trust relationships in social networks can
the results. The distance grid shows one large mutuallype used to build more effective teams. In a social network,
trusting group, as well as several progressively smalleedges can represent collaborations between people. The
mutually trusting groups. The largest of the groups is &dst trust can come from users who assign values indicating
by a large portion of the network. The second largest grougheir judgment of their collaborator, or from more objeetiv
is well trusted by this largest group. Beyond that, the plotevaluations of the quality of the collaboration. Once weinf
wheref (t) = t=15 brings out the most difference within the trust and cluster the network, the clusters represent grotip

groups. people who have a higher probability of trusting one another
and working well together.
5. Applications of Clustered Networks Some applications utilize trust as a background for other

operations. As one example, consider trust-based recom-
A clustering of a network is a partition of the nodes mender systems [11], [12], [13]. Clusters can help limit the
into meaningful groups. Intuitively, a good clustering lwil search space and optimize the list of items shown to users.
identify groups of nodes that are more closely connectednstead of considering information from the entire network
than the graph as a whole, and where a node is more simildhe system can focus on ratings from users in the same



trusted cluster. Another example is email Itering withdtu of individuals in the network.

[14]. Instead of burdening the user with scores or othetttrus While designed for peer-to-peer systems rather than so-

ratings from users, clusters can be a quick way to classifgial networks, one of the most widely cited global trust

messages as “trusted” when they are from senders in tha&gorithms is EigenTrust [3]. The algorithm information

same cluster as the user. When the goal of the applicatioabout successful interactions between peers to calculate

is to highlight items that are more important, clusteringiis trust between all peers with a variation on the PageRank

straightforward method of classi cation that makes a quickalgorithm [19].

rst cut. Also see Andersen et. al. [20] for an axiomatic approach
We are currently studying the impact that these cluster¢o a different type of trust-inference problem, where the

have on the quality of results and performance of severaihitial trust votes are “-” or “+".

trust-based applications. Initial results are positiveveing

that the consideration of clusters can signi cantly impov 7. Conclusions

the accuracy of trust-based systems. There is still muck wor

to be done in this space, but the prospects are encouraging. TTUSt IS an important issue in the type of large social
networks available on the World Wide Web. It helps us

estimate the quality of people and the information they
produce, which in turn helps us to Iter or validate that
There are a number of algorithms for inferring trust in information. Since these networks are 01_‘ten so large that
social networks. In this section we present a more detailed® Oné knows more than a small fraction of the other
review of these. Our approach is quite different from theP€OPI€, direct trust has limited usefulness. To overcoris th
methods developed in the literature so far, for its proba@/9orithms have been proposed to infer trust either on a

bilistic treatment of trust, its integrated notions of rasd ~ 9/00al, or per-user basis. _
con dence, and the algorithm itself. We present a novel trust inference algorithm based on the

Trust inference algorithms can be grouped into two catelntuitive idea that a trust network can correspond to a ramdo

gories: local, or personalized, and global. When considerin 9raPh where an edge fromto b occurs with a probability
how much asource node should trust sink node. local thatis a function ofa's direct trust inb. If we interpret the

algorithms may compute a different trust value for the sinkd"aPh so that an edge in the graph frarto b meaning that
depending on which node the source is. These methods tefgWas COrrect to trusb, then we infer thae can trustb if

to use a subnetwork based on the perspective of the sourd&€re is any path in the graph froanto b.

Global algorithms, on the other hand, use information from We ShOW_ that this trust inference scheme Ieaqls _to good
all users in the network to estimate a single trust rating forr€Sults for inferred trust, and because of its basis in prob-
each node. ability theory, it offers additional bene ts as well. Pefsa

There are several approaches to local trust algorithm§.he most important of these is the creation of a trust metric
TidalTrust [10], MoleTrust [15] and Richardson et al. [16] space on the people in the network where the closer together

all use paths through the social network connecting thdO People are, the greater the inferred trust between them.
source and sink. The SUNNY algorithm [17] builds upon There are many, well studied, applications of metric spaces

this by using a probabilistic sampling technique to estémat mclqding clustering and visualization. Any one of these
applications can be used on the trust metric we produce,

con dence in the trust information provided by some desig- ) . .
nated sources. SUNNY computes an estimate of trust basétj'd We demonstrate the effectiveness of applying clugferin
on only those information sources with high con dence © Several real datasets.
estimates, and outputs both the computed trust value anﬁ f
a con dence estimate in that value. eferences

Bridging local and global algorithms is Advogato - a web- [1] J. Golbeck, “The dynamics of web-based social networks:

site, at http://advogato.org, and an algorithm for infegri Membership, relationships, and changefirst Monday
trust [2]. Each user on the site has a single trust ratinguealc vol. 12, no. 11, 2007.

lated from the perspective of designated seeds (authoeitat ) ] ) ) ]

nodes). Trust calculations are made using the maximum trust?] R- Levien and A. Aiken, "Attack-resistant trust metrics
long a path from one of the authoritative seeds to the for public key certication  in 7th USENIX Securit

ow along a p Symposium 1998, pp. 229-242. [Online]. Available:
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user. Users can be certi ed at three trust levels: apprentic citeseer.ist.psu.edu/levien98attackresistant.html
journeyer, and master. Since users are placed into groups . _
Advogato is called a group trust metric. f3] S.. D. Kamvar, M T. Schlosser, .and H. Garua—Mquna, “The
Ziegler and Lausen [18] propose a trust algorithm called elgentrust algor'tr.]m for reputation management in p2p net-
i - ] works,” in WWW '03: Proceedings of the 12th international
Appleseed. Like Advogato, it is a group trust metric. It em- conference on World Wide WelNew York, NY, USA: ACM
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