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Abstract

The World Wide Web has transformed into an environment
where users both produce and consume information. In
order to judge the validity of information, it is important
to know how trustworthy its creator is. Since no individual
can have direct knowledge of more than a small fraction of
information authors, methods for infering trust are needed.
We propose a new trust inference scheme based on the idea
that a trust network can be viewed as a random graph, and
a chain of trust as a path in that graph. In addition to
having an intuitive interpretation, our algorithm has several
advantages, noteworthy among which is the creation of an
inferred trust-metric spacewhere the shorter the distance
between two people, the higher their trust. Metric spaces
have rigorous algorithms for clustering, visualization, and
related problems, any of which is directly applicable to our
results.

1. Introduction

There are two important entities on the web: people and
information. As the web has transformed into an interactive
environment �lled with billions of pages of user-generated
content, trust becomes a critical issue. When interacting with
one another, users face a wide range of risks. Similarly,
information provided by users can be overwhelming because
there is so much of it and because it is often contradictory.
Fortunately, as trust has become a concern, potential solu-
tions have also emerged.

Social networks on the web are a major phenomenon,
with hundreds of popular networks that have over a bil-
lion user-accounts between them [1]. This large corpus of
publicly-accessible relationship information has the potential
to transform the way intelligent systems on the web are built.
Knowing the social connections of a user allows the system
to utilize data from all their friends which, in turn, facilitates
a better understanding of the user's preferences. The trust
relationship is particularly powerful since it speaks directly
to the “quality” of a person and what they produce online.
Social trust extends beyond the connections between people
in social networks; it can represent the quality of a node in
a P2P system or the performance of a web service.

In a large network, a given user likely knows only a small
fraction of the people with whom he or she will interact;
thus, the user has no knowledge of how trustworthy most
people are. To handle this, methods are needed for inferring
trust between users who do not know one another directly.
We present a novel way of interpreting trust networks that
leads to an immediate method for computing implicit trust
between all pairs of nodes, including those who have no
direct knowledge of each other's trustworthiness. Our goal
is to take the direct trust values between individuals – values
that the individuals themselves can compute given local
information – and use them to compute inferred trust values
between all pairs in the population. Our approach also leads
rigorously to a metric space among the users, with closer
pairs corresponding to higher trust-values; this naturally
leads to ef�cient algorithms for clustering the population.

Our method is particularly interesting because the results
of the inference are not simply a best-guess at a trust value,
but an implicit composite of trust and con�dence. In this
context, con�dence is a measure of how much certainty
we have in an inferred trust value based on factors like
how much information the inference is based on, how
trustworthy the nodes are along the paths connecting nodes,
etc. Many algorithms which compute trust alone do not
produce different results whether following one path or
multiple identical paths (e.g. [2], [3]). Trust estimates alone
do not account for how con�dent we are in the result of
the algorithm. Rather, they use a recommender system-
type approach to estimate trust as closely as possible. Our
algorithm on the other hand, by requiring the direct trust
information to be pessimistic, includes both an estimate of
trust and a con�dence component. For there to be a high
degree of trust between two parties, either there must be a
single path with both high trust and high con�dence, or many
independent paths with lower trust/con�dence combinations.
Each additional independent path increases our con�dence
in the strength of an indirect connection, and lets us give
a higher rating. For many applications, an estimate that
considers both components is very useful; our method is
well suited for these types of tasks.

We de�ne tu;v to be the direct trust betweenu and v
(which may or may not be symmetric), andTu;v to be our
inferred trust value. While thet(u; v) may be arbitrary, the
inferred trust should obey the axioms in Table 1.



Axioms of inferred Trust

Local Pessimism Sincetu;v is a pessimistic estimate, indirect
information can only increase trust, thusTu;v �
tu;v .

Bottleneck If all paths fromu to v use(a; b), thenTu;v �
ta;b , and in general the lowerta;b is, the lower
Tu;v should be.

Identity Individuals should completely trust themselves:
Tu;u = Tmax .

Complete Trust If there exists a path(a0 ; ai ; : : : ; an ) such that
for all i from 1 to n : ta i � 1 ;a i = Tmax , then
Ta0 ;a n = Tmax .

Monotonicity For anyu; v such thatTu;v < T max , augment-
ing a graph with a new trust path fromu to v,
or increasing ata;b value along an existing trust
path should increaseTu;v .

No Trust For anyu; v with no path fromu to v, Tu;v = 0 .

Table 1. Rules for any pessimistic system that derives
inferred trust from direct trust information.

The idea that trust networks can be treated as random
graphs drives our work. For every pair(u; v), we place
an edge between them with some probability that depends
on tu;v . We then infer trust between two people from
the probability that they are connected in the resulting
graphs. Formally we choose a mappingf from trust value
to probabilities. We then construct a random graphG in
which each edge(u; v) exists independently with probability
f (tu;v ). We then use this graph to generate inferred trust
values Tu;v such thatf (Tu;v ) equals the probability that
there is a path fromu to v in the random graph. This model
is one of many that satis�es our trust axioms.

A very intuitive idea motivates this model. Consider the
following scenario:

� Alice knows Bob and thinks he has anf (ta;b) chance
of being trustworthy.

� Bob knows Eve and thinks she has af (tb;e) chance
of being trustworthy, and he tells this to Alice if he is
trustworthy. If Bob is not trustworthy, he may lie about
pe and give any value to Alice.

� Alice reasons that Eve is trustworthy if Bob is trust-
worthy and gives her the correct valuef (tb;e) and Eve
is trustworthy with respect to Bob.

� This combination happens with probability
f (ta;b)f (tb;e) = f (Ta;e ) if Bob's trustworthiness
and Eve's trustworthiness are independent.

Thus we view a path through the network as a Bayesian
chain. De�ne X Bob ; X Eve to be the respective random
events that Bob and Eve are trustworthy from Alice's
perspective. This is explained in more detail in Figure 1.

The same analysis can be used if trust is a proxy for
similarity: Alice and Bob's mutual trust can be a measure
of how similar they are. If trust is interpreted as a probability
of being in the same category, then Alice's category is the

same as Eve's if (but not necessarily only if) Alice and Bob
share a category and Bob and Eve share a category.

We employ large-deviation bounds to show how to quickly
estimate trust between individuals even in very large, com-
plex networks: those with exponentially many, highly corre-
lated paths between pairs of nodes. In these examples, the
Bayesian chain view still applies. If there exists a path from
Alice to Eve in a random network constructed from trust
values, then that path is a chain of people from Alice to
Eve who each trust their successor, and Alice can trust Eve.
Therefore Alice trusts Eve with the probability that there is
a path from Alice to Eve in the random graph. Since it is
inef�cient to compute connectivity probabilities exactly, we
rely on random sampling. If the true connectivity probability
between Alice and Eve isp and we sample the graphk
times, thenkp of them will contain an Alice to Eve path
in expectation. We then apply Chernoff bounds which show
that whenk is reasonably large, our sampled value will be
very close to the actual valuekp. In fact, for any� > 0,
if we take k = �( log n

� 2 ) samples, then for any pairu; v
the probability that our estimate is off by more than� is at
moste� �( � 2 log n=� 2 ) = n� 
(1) . We then take a union bound
over all pairs to bound the probability that any pair deviates
by more than� . If we take as few as5 logn=�2 samples
this probability is at mostn� 3 for each pair. Then taking
a union bound over all pairs shows that with probability at
least1� 1

n , Tu;v will be within � of the true value forevery
pair u; v simultaneously.

Sampling can also take into account other hard to model
factors. In all of our experiments, edges in the random
graphs are completely independent, however if Alice has
some information that either Bob or Eve is untrustworthy
but she does not know which one, she can build that into
the random graph model. Thus anytime there is an edge
between Alice and Bob, there will not be one between
Bob and Eve and vice-versa. In this way, there will be no
Alice! Bob! Eve paths, but unrelated parts of the network
need not be affected.

In addition to having an intuitive motivation, our algo-
rithm is also novel within the area of trust inference in the
extent to which it allows us to make use of established
algorithms in graph and clustering theory. Because of the
graph-theoretic nature of the algorithm, we can make use of
the probabilistic method as well as theory of random graphs
pioneered by Erd̈os and Ŕenyi [4] and heavily studied since
then. Additionally, because our algorithm de�nes a metric
space on the people in a trust network – as demonstrated in
Section 3 – we obtain the �exibility and utility of a variety
of metric-clustering algorithms that we can apply.

2. Illustrative Examples

In this section we introduce a few small example graphs
to demonstrate some of the desirable qualities that our path



P r [X Eve ] = P r [X Eve jX Bob ] � P r [X Bob ] + P r [X Eve jX Bob ] � P r [X Bob ]

� P r [X Eve jX Bob ] � P r [X Bob ] = P r [X Bob ^ X Eve ]:

Figure 1. The second term drops out because Alice has no information about Eve if Bob is not trustworthy.
Furthermore, if Eve and Bob are independent, this probability becomes P r [X Bob ]P r [X Eve ].
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Figure 2. This is an example network with a critical
edge. No one from the set f a; b; cg can trust anyone in
f d; e; f g except through the mutual trust between c and
d.

probability formulation exhibits. In these examples trustis
symmetric, however it could just as easily be asymmetric.

In our �rst example, Figure 2, the graph consists of two
cliques connected by a single edge. Since any path from one
clique to the other must include this edge, the trust between
any two nodes in different cliques is bounded by this edge's
probability.

In our second example, Figure 3, we have a complete
bipartite graph laid out in a planar fashion. The nodes
a and b have no direct trust, instead they are connected
through a sequence of common neighbors. If the trust
between neighbors is uniformlyp, then each possible path
connectinga and b occurs with probabilityp2. If there are
k neighbors between them, there exists at least one such
path with probability1 � (1 � p2)k � 1 � e� p2 k . This is
exponential inp2k and thus can be very close to 1 even
when p is low. This case demonstrates thata can trustb
when there is a lot of independent, low-trust con�rmation
of b's trustworthiness. Intuitively this corresponds to Alice
having lots of acquaintances who also know a little about
Eve's trustworthiness. In this case either they all can vouch
for Eve a little bit, or alternatively Eve would suffer a small
penalty from all of them if she proves untrustworthy. Thus
collectively these paths provide a strong link froma to b.
Note that the path probability froma to c is not similarly
magni�ed. Even assuming thatf (t0

a;b) � 1, the probability
connectinga andc at most2p� p2 which does not increase
toward 1 ask increases.

3. Additional Bene�ts

Recall thatf (Tu;v ) is the probability that a path connects
u andv. This brings us to our �rst theorem:

Theorem 3.1:The functiond(u; v) = log 1
f (Tu;v ) de�nes

a metric space (or for asymmetric trust, an asymmetric
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Figure 3. This is an example network where many
weak, direct connections yield one strong, indirect con-
nection. In this example, the path probability between a
and b is 1 �
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metric space) on the nodes as long as trust edges are
independent.

Proof:
For a functiond to de�ne a metric we require four condi-
tions:

� d(u; v) � 0
� d(u; v) = d(v; u) (this condition is not necessary for

asymmetric metrics).
� d(u; u) = 0
� d(u; v) + d(v; w) � d(u; w)

The �rst condition holds because logarithms of probabilities
are always negative. The second condition holds becauseT
is symmetric. The third holds because every node always has
a path of length 0 to itself. The �nal condition holds because
in any instance of the graph, a path fromu to v and a path
from v to w implies a path fromu to w. This means that
f (Tu;v ) � f (Tv;w ) � f (Tu;w ) and thusd(u; v) + d(v; w) �
d(u; w).

Since we have a metric space on the nodes where the
further apart two nodes are, the lower the probability of
a path between them, we can make use of existing metric
clustering algorithms to partition the nodes into groups. A
clustering algorithm takes a set of points in a metric space
and groups them in a way that tries to optimize some criteria.
Examples include,k-centers which �nds a set ofk pointsS
which minimizes the maximum distance from any point to
its closest point inS, k-means which partitions the points
into k sets in a way that minimizes the variance within each
group, and correlation clustering which partitions the points
in a way that minimizes the sum of distances within groups
minus the sum of distances across groups. Each of these



clustering algorithms have good approximation algorithms
when applied to points in a symmetric metric space [5], [6],
[7], [8], and some even have good approximations in an
asymmetric metric space [9]. Figure 4 contains examples of
clusterings based upon this trust metric.

Another major analytical bene�t of our algorithm involves
the ease with which key edges can be identi�ed. A quick
visual inspection of Figure 2 shows that the edge(c; d) is
in some sense critical in that removing it would drastically
alter some of the distances in the graph. Meanwhile the edge
(a; b) has less importance, because of the path(a; c; b). Our
technique gives a simple, algorithmic way of detecting and
quantifying the importance of such edges.

For each trust edge, we de�ne the criticalitycu;v to be
the difference between the inferred trustTu;v , and what the
inferred trust would be if the edge(u; v) did not exist, which
we denote byT0

u;v . The criticality of an edge tells us how
important a direct relationship is, and is parallel to centrality
measures for nodes. If an edge's criticality is small, it means
that it is redundant and we can lower it's weight without
changing the overall graph distances much because there are
other likely paths around it. Conversely if the criticalitycu;v

is large, most of the paths from nodeu to nodev require
the edgeu; v.

One way of estimating criticality would involve for each
edge, removing the edge and simulating the graph some
�( log n

� 2 ) additional times. IfE is the set of all edges, this
generates a total of�( jE j log n

� 2 ) random graphs. However if
we make use of some probability theory, we only need to
acquire one set of estimates on theTu;v , and we can directly
compute correspondingT0

u;v values.
The edge(u; v) is included in the random graph with

probability f (tu;v ), we denote this event byEu;v . Eu;v is
independent of the event that any other path fromu to
v exists, which we denote byPu! v . We can analytically
compute the criticalitycu;v by:

f (Tu;v ) = P r [Eu;v _ Pu! v ]

= P r [Eu;v ] + P r [Pu! w ^ Eu;v ]

= f (tu;v ) + f (T0
u;v )(1 � f (tu;v ))

T0
u;v = f � 1

�
f (Tu;v ) � f (tu;v )

1 � f (tu;v )

�

cu;v = Tu;v � f � 1
�

f (Tu;v ) � f (tu;v )
1 � f (tu;v )

�

4. Working With Real Data

4.1. Symmetric and Asymmetric Trust

We consider both symmetric and asymmetric trust rela-
tionships. Both occur in networks depending on the de�ni-
tion of trust for the application. In social networks where
trust is a social relationship between people, it is frequently

asymmetric. This is easy to understand in certain relation-
ships. For example, small children have almost perfect trust
in their parents while parents may have very little trust in
those children. The asymmetry in trust may also originate
from asymmetric knowledge. People may trust an expert
while that expert often does not know the people who trust
her, and thus she has no trust in them.

However, in other cases, it is reasonable to assume trust is
symmetric. This will happen when trust is a measure of the
quality of a mutual relationship or similarity, rather thana
measure of the quality of an individual node. For example, in
a game environment, trust may be a measure of the success
two players have as a team. Measured as a rate of success,
this value will be symmetric.

4.2. Experimental Networks

We used two social networks with trust values as test
networks: the Trust Project network [10] and the FilmTrust
social network [11]. In both networks, we selected the the
giant component and removed nodes with a degree of 1. This
left 330 nodes with 1,059 edges in the FilmTrust network.
In the Trust Project network, we selected the 62 people
with more than one connection in the largest connected
component in the dataset and 177 connections between them.

Both of these networks contain directed edges with asym-
metric trust values. For the purpose of our experiments, we
worked with both the directed graph and with a version
where we converted the networks to undirected graphs with
symmetric trust values. This is discussed further in section
4.3.

4.3. Symmetric Trust

Our datasets are inherently asymmetric, each trust value
comes from one person rating the other, not from some
mutually agreed upon value. This poses a problem: how
to compute a single, mutual, and direct trust value from
con�icting directed trusts that does not distort the meaning
of the data too much. In some situations, this may not
be possible, however with our datasets trust is similar to
an estimation of similarity, which should be approximately
symmetric. We resolve the issue of con�icting trust values
by taking the average trust over the two directions.

Recall that our algorithm requires a mapping from sur-
veyed trust values to edge probabilities. We try to address
two major issues with our choice of this function:

� Our algorithm requires direct trust values to be pes-
simistic. Any nonzero trust valuetu;v should mean that
u has a de�nitive reason to trustv. We suspect that
people in our datasets often use a value of 3 or 4 as a
minimum rating, and only use lower values when they
have speci�c evidence another person isuntrustworthy.
Conversely people are more inclined to grant high



values of trust, even when there is little evidence for it.
This is evident from the fact that our datasets contain
very few small trust values, and many very high values.
We compensate for this by taking a nonlinear mapping
from trust values to edge probabilities.

� Many people rate just a few others, while a small
number of people rate many others. Someone could
become one of the most trusted nodes in the graph by
rating as many others as possible. Since the trust is
taken to be symmetric, assigning trust to someone else
implicitly assigns trust from them as well. To address
this issue and not excessively reward those who rate
many others, we capped the amount of outgoing trust
for any node at 5 times the maximum amount of trust.
The choice of 5 was fairly arbitrary, though the choice
of a small constant motivated by the work of Erdös and
R�enyi which showed that a random graph with more
than one expected edge per node is likely to have a
giant component.

We show the largest component of our �rst dataset in
Figure 4. We tried many different mappings from trust to
probabilities, and most yielded similar results. Looking at
the graphs and the metric distance grids, you can pick out
some of the natural groups. Speci�cally, there are three
mostly red blocks (indicating high mutual trust) along the
diagonal in the grid. The �rst such block corresponds to the
left half of the graph, the next block corresponds to the top
right chain in the graph, and the third block to the bottom
right grouping. Also note that the node between blocks 2
and 3 is a focal node which connects the nodes in the top
right to those in the bottom right of the graph.

Notice the effect that changing the trust to edge proba-
bility function has on the distances. With thet=10 function,
trust values of 10 lead to edges with unit probability, which
assures that two nodes are at the same location in the
metric space. Furthermore long chains of high trust, like
the top right cluster, have a high probability of being fully
connected. With the functiont=20 (where a trust of 10 is
less than complete trust) on the other hand, there is a low
probability that such a long chain will have its endpoints
connected. Hence the top right chain no longer appears
as a separate cluster. Only regions with many independent
connections have low distance between all of their nodes.
This effect is more pronounced att=40 or smaller functions,
however our clustering algorithms still pick out the two
major clusters. Interestingly enough, the top right chain
disappears as a separate cluster when we increase edge
probabilities as well. Whenp =

p
t=10, the probability that

it is connected to the cluster below it becomes high enough
that they appear as a single cluster.

Next we examine the FilmTrust dataset. Figure 5 breaks
down our results similarly to the previous dataset. It is
dominated by a single, highly connected cluster. Yet our
algorithm is still able to identify a few isolated groups, as

Trust top function
t=10 t=20

p
t=10

Distance Grid

Clustering

Color Scale

Figure 4. In each column, the top row gives the direct
trust to edge probability function. The top �gures show
distances between all pairs of nodes. The distance from
node u to node v is given by the color from row u column
v. The grid is sorted based upon clustering �rst, them
centrality (the sum of the distances to other nodes).
The middle �gures show a clustering based on the trust
metric. Edge weights are proportional to trust strength.,
with thicker edges correspond to strong trust. In the
rightmost clustering, the red nodes are outliers, and not
part of a single cluster. The bottom �gure is the key for
the grids, distances increase linearly from a distance of
0 at red to 10 or greater at violet.

t=10 t=20 (t=10)2:5

Figure 5. Here we present our FilmTrust results in the
same format as in Figure 4

well as which nodes within the cluster are loosely connected
enough to be separate from the core.

4.4. Asymmetric Trust

When trust is asymmetric, all of the same fundamentals
apply. We can still sample the random graph to estimate



Figure 6. The metric distance grid for the asymmetric
view of the small dataset.

the probability that there is a path between two nodes with
the same provable error bounds. Taking the log of the
multiplicative inverse of these probabilities gives a metric
(though now an asymmetric one) which we can use to cluster
the nodes. However there are signi�cant differences.

� We need a much richer graph. In the symmetric case,
a large connected component is enough to make the
problem interesting. However with asymmetric trust,
we can have a situation (such as the grapha !
b  c ! d  e : : :) where there are no non-trivial
paths. While a dense directed acyclic graph might prove
interesting, ideally a graph should be dense and contain
multiple, interdependent cycles to be interesting.

� In the symmetric case a person who rates everyone
else, but whom no one else has rated can become the
most trusted node, so we �nd it useful to truncate total
outgoing trust. In the directed case, this is unnecessary.

Because of the �rst reasons above, the smaller dataset is
not particularly interesting, and we will not examine it in
detail. It has only one small strongly connected component
as seen in the metric distance grid in Figure 6. The larger
dataset has much more interesting behavior. Figure 7 shows
the results. The distance grid shows one large mutually
trusting group, as well as several progressively smaller
mutually trusting groups. The largest of the groups is trusted
by a large portion of the network. The second largest group
is well trusted by this largest group. Beyond that, the plot
wheref (t) = t=15 brings out the most difference within the
groups.

5. Applications of Clustered Networks

A clustering of a network is a partition of the nodes
into meaningful groups. Intuitively, a good clustering will
identify groups of nodes that are more closely connected
than the graph as a whole, and where a node is more similar

t=10 t=15 1

Figure 7. Here we show the distance grids along with
partitionings for the large dataset with asymmetric trust.
The rightmost grid is not probabilistic, but instead shows
the transitive closure of the edge set.

to the other nodes in its cluster than to the nodes in other
clusters. Naturally, the goal of clustering our inferred trust
network would be to partition the network such that within
each group there is high trust. There are many technical
de�nitions of a “good” clustering and there are many algo-
rithms for each de�nition. We generally use a correlation
clustering algorithm that groups nodes by minimizing sum
of the distances withing groups and maximizing sum of the
distances between groups. This seems well suited to the trust
domain, but, based on the particular needs of an application,
any clustering algorithm that works with a metric space can
be applied to the results from our algorithm.

Once a network has been clustered, there are a number of
interesting applications.

First, it is extremely useful for visualization. Visualizing
large networks is dif�cult, as is identi�cation of important
groups within them. A quick and ef�cient clustering algo-
rithm that groups similar, trusted individuals together can be
used to effectively display the network and support visual
analysis.

Understanding trust relationships in social networks can
be used to build more effective teams. In a social network,
edges can represent collaborations between people. The
trust can come from users who assign values indicating
their judgment of their collaborator, or from more objective
evaluations of the quality of the collaboration. Once we infer
trust and cluster the network, the clusters represent groups of
people who have a higher probability of trusting one another
and working well together.

Some applications utilize trust as a background for other
operations. As one example, consider trust-based recom-
mender systems [11], [12], [13]. Clusters can help limit the
search space and optimize the list of items shown to users.
Instead of considering information from the entire network,
the system can focus on ratings from users in the same



trusted cluster. Another example is email �ltering with trust
[14]. Instead of burdening the user with scores or other trust
ratings from users, clusters can be a quick way to classify
messages as “trusted” when they are from senders in the
same cluster as the user. When the goal of the application
is to highlight items that are more important, clustering isa
straightforward method of classi�cation that makes a quick
�rst cut.

We are currently studying the impact that these clusters
have on the quality of results and performance of several
trust-based applications. Initial results are positive, showing
that the consideration of clusters can signi�cantly improve
the accuracy of trust-based systems. There is still much work
to be done in this space, but the prospects are encouraging.

6. Previous Research

There are a number of algorithms for inferring trust in
social networks. In this section we present a more detailed
review of these. Our approach is quite different from the
methods developed in the literature so far, for its proba-
bilistic treatment of trust, its integrated notions of trust and
con�dence, and the algorithm itself.

Trust inference algorithms can be grouped into two cate-
gories: local, or personalized, and global. When considering
how much asource node should trust asink node, local
algorithms may compute a different trust value for the sink
depending on which node the source is. These methods tend
to use a subnetwork based on the perspective of the source.
Global algorithms, on the other hand, use information from
all users in the network to estimate a single trust rating for
each node.

There are several approaches to local trust algorithms.
TidalTrust [10], MoleTrust [15] and Richardson et al. [16]
all use paths through the social network connecting the
source and sink. The SUNNY algorithm [17] builds upon
this by using a probabilistic sampling technique to estimate
con�dence in the trust information provided by some desig-
nated sources. SUNNY computes an estimate of trust based
on only those information sources with high con�dence
estimates, and outputs both the computed trust value and
a con�dence estimate in that value.

Bridging local and global algorithms is Advogato - a web-
site, at http://advogato.org, and an algorithm for inferring
trust [2]. Each user on the site has a single trust rating calcu-
lated from the perspective of designated seeds (authoritative
nodes). Trust calculations are made using the maximum trust
�ow along a path from one of the authoritative seeds to the
user. Users can be certi�ed at three trust levels: apprentice,
journeyer, and master. Since users are placed into groups,
Advogato is called a group trust metric.

Ziegler and Lausen [18] propose a trust algorithm called
Appleseed. Like Advogato, it is a group trust metric. It em-
ploys spreading activation model to produce a trust ranking

of individuals in the network.
While designed for peer-to-peer systems rather than so-

cial networks, one of the most widely cited global trust
algorithms is EigenTrust [3]. The algorithm information
about successful interactions between peers to calculate
trust between all peers with a variation on the PageRank
algorithm [19].

Also see Andersen et. al. [20] for an axiomatic approach
to a different type of trust-inference problem, where the
initial trust votes are “-” or “+”.

7. Conclusions

Trust is an important issue in the type of large social
networks available on the World Wide Web. It helps us
estimate the quality of people and the information they
produce, which in turn helps us to �lter or validate that
information. Since these networks are often so large that
no one knows more than a small fraction of the other
people, direct trust has limited usefulness. To overcome this,
algorithms have been proposed to infer trust either on a
global, or per-user basis.

We present a novel trust inference algorithm based on the
intuitive idea that a trust network can correspond to a random
graph where an edge froma to b occurs with a probability
that is a function ofa's direct trust inb. If we interpret the
graph so that an edge in the graph froma to b meaning that
a was correct to trustb, then we infer thata can trustb if
there is any path in the graph froma to b.

We show that this trust inference scheme leads to good
results for inferred trust, and because of its basis in prob-
ability theory, it offers additional bene�ts as well. Perhaps
the most important of these is the creation of a trust metric
space on the people in the network where the closer together
two people are, the greater the inferred trust between them.
There are many, well studied, applications of metric spaces,
including clustering and visualization. Any one of these
applications can be used on the trust metric we produce,
and we demonstrate the effectiveness of applying clustering
to several real datasets.
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