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l m resources to cover n targets, m < n
l Defender can commit to a mixed strategy
l Attacker can observe the probabilities for 

each coverage set
l Surveillance
l Insider threat

l Attacker chooses a pure strategy 
l Equilibrium concept not ex post
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l Initially assume interchangeable resources 
(to extend later)

l Assume players are risk neutral
l One type of follower (attacker)

l Recall that this should be in P
l But, the number of pure strategies now is 

unreasonably large, with 100 targets and 10 
resources ~17 trillion!
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l Running example: 4 targets, 2 resources
l Qualitatively

l Defender values all 4 targets equally (and prefers 
a covered attack to an uncovered attack).

l Attacker gets twice as much utility for successful 
attack on target 3. All failed attacks get the same 
(lower) utility.
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l Running example
l Quantitatively

Targets 1, 2, 4

Cov’d Uncov’d

Defender 4 1

Attacker 0 1

Target 3

Cov’d Uncov’d

Defender 4 1

Attacker 0 2
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Compact Representations of 
Security Games—Extensive 
Form is Too Big!
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Defender commits to a mixed strategy (one of uncountably many)
c1 = c2 = c4 = 3/7

c3 = 5/7

� = (�12, �13, �14, �23, �24, �34)

arg max

t2�(�)
U⇥(�, t)

�(�) = {t : t 2 argmaxU (�, t)}

2

Attacker strategy is an efficient algorithm, which given any
mixed strategy, D computes target

c1 = c2 = c4 = 3/7

c3 = 5/7

� = (�12, �13, �14, �23, �24, �34)

arg max

t2�(�)
U⇥(�, t)

�(�) = {t : t 2 argmaxU (�, t)}

2

In general, length
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Compact Representations of 
Security Games

l Key insight: the only information needed to represent the 
defender strategy is the probabilities a target is covered

l With one attacker (and in extensions with no interactions 
between attacks) any feasible assignment of resources 
that achieves coverage vector C will be a SSE that is 
(weakly) optimal

11
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ERASER – basic formulation

13

range [0, 1], and Equation 9 constraints the coverage by the num-
ber of available resources.

In Equations 10 and 11, Z is a large constant relative to the
maximum payoff value. Equation 10 defines the defender’s ex-
pected payoff, contingent on the target attacked in A. The con-
straint places an upper bound of U⇥(t, C) on d, but only for the
attacked target. For all other targets, the RHS is arbitrarily large.
Since the objective maximizes d, for any optimal solution d =

U⇥(C, A). This also implies that C is maximal, given A for any
optimal solution, since d is maximized.

In a similar way, Equation 11 forces the attacker to select a strat-
egy in the attack set of C. The first part of the constraint specifies
that k � U (t, C) � 0, which implies that k must be at least as
large as the maximal payoff for attacking any target. The second
part forces k � U (t, C)  0 for any target that is attacked in A.
If the attack vector specifies a target that is not maximal, this con-
straint is violated. Taken together, the objective and Equations 10–
11 imply that C and A are mutual best-responses in any optimal
solution.

max d (5)
a

t

2 {0, 1} 8t 2 T (6)
X

t2T

a

t

= 1 (7)

c

t

2 [0, 1] 8t 2 T (8)
X

t2T

c

t

 m (9)

d� U⇥(t, C)  (1� a

t

) · Z 8t 2 T (10)
0  k � U (t, C)  (1� a

t

) · Z 8t 2 T (11)

We now show that an optimal solution to the ERASER MILP
corresponds to a SSE of the security game. First we show that the
legal coverage vectors can be implemented by mixed strategies, and
then show how full a full SSE can be constructed from an optimal
ERASER solution.

THEOREM 1. For any feasible ERASER coverage vector, there
is a corresponding mixed strategy �⇥ that implements the desired
coverage probabilities.

Proof sketch: Translating C into a mixed strategy involves solv-
ing a set of n linear equations with

`
n

m

´
variables; in practice, we

use a linear program. The claim is trivial when m = 1, since each
pure strategy maps directly to a target. In the general case, we must
map the feasible set of ERASER coverage vectors to the feasible
set of the mixed strategies �⇥. We provide the intuition for this
mapping here. Each pure strategy �⇥ can be represented by an
m-dimensional indicator vector that selects m out of the possible
n targets. The full set of pure strategies ⌃⇥ consists of the

`
n

m

´

indicator vectors of this form. The set of possible mixed strate-
gies for the normal-form game is �⇥, defined by valid probability
distributions over ⌃⇥.

Now, let P

E

be the polyhedron defined by the solution space of
the ERASER coverage vector. We show that all extreme points of
P

E

are in �⇥, which implies that P

E

is a subset of the polyhedron
defined over �⇥. The extreme points of P

E

are defined by n lin-
early independent equality constraints. Since they have to satisfyP

n

i=1 c

i

= m, n � 1 of the constraints 0  c

i

 1 must be tight,
so n� 1 of the c

i

variables are either 0 or 1. Since m is an integer,
the other variable must also be either 0 or 1. This implies that ex-
actly m of the c

i

= 1 and the rest of c

i

= 0 for any extreme point
of P

E

. This c vector is therefore one of the pure strategies �⇥ that

define the extreme points of �⇥, proving the inclusion. We can
similarly argue the other direction, proving equivalence of the fea-
sibility sets. If ERASER has a valid solution, we will be able to
find a corresponding mixed strategy.

THEOREM 2. A pair of attack and coverage vectors (C, A) is
optimal for the ERASER MILP correspond to at least one SSE of
the game.

PROOF. We claim above that C corresponds to a mixed strategy
for the defender, but A is an incomplete description of the attacker’s
Stackelberg strategy F ; it does not specify choices for any cover-
age other than C. Here we show that the conditions of the MILP
imply the existence of a function F extending A such that C and
F satisfy the conditions of SSE given in Definition 1. We have al-
ready shown above that C and A are mutual best-responses for an
optimal MILP solution. It remains to describe the attacker’s behav-
ior off the equilibrium path, for any other feasible coverage vectors
C

0 6= C. Let t

⇤ 2 �(C

0
) be a target in the attack set for C

0 with
maximal payoff for the defender, and let A

0 be the attack vector
which places probability 1 on t

⇤. By construction, A

0 is feasible in
the MILP and satisfies conditions 2 and 3 for a SSE. Since (C

0
, A

0
)

is a feasible solution in the MILP, U⇥(C

0
, A

0
)  U⇥(C, A) since

(C, A) is optimal for the MILP. Let F be a function constructed
using this method for every possible C

0 6= C. C is a best-response
to F since U⇥(C

0
, A

0
)  U⇥(C, A), satisfying condition 1 of the

SSE.

5. EXPLOITING PAYOFF STRUCTURE
We now consider a class of security games in which the de-

fender always benefits by having additional resources covering an
attacked target, while the attacker is always worse off attacking a
more heavily defended target. These assumptions are quite reason-
able in many security games. Formally, we restrict payoff functions
so that U

u

⇥(t) < U

c

⇥(t) and U

u

 (t) > U

c

 (t) for all t (note the strict
inequalities). This is similar in spirit to a zero-sum assumption, but
somewhat less restrictive. It is well-known that zero-sum games of-
ten admit more efficient solution algorithms, such as Luce’s poly-
nomial method for 2-player, zero-sum games [9]. We introduce two
algorithms that compute extremely fast solutions for security games
with this restriction on payoffs by exploiting structural properties
of the optimal solution. We begin with three observations about the
properties of the optimal solution for this class of games.

OBSERVATION 1. All else equal, increasing c

t

for any target
not in �(C) has no effect on ˆ

U⇥(C) or ˆ

U (C).

Increasing c

t

can only decrease U (t, C) (due to the payoff as-
sumption), and cannot affect the payoffs for any other target. Since
t was not in �(C) before, decreasing the payoff cannot result in a
change to �(C), and therefore cannot influence the SSE payoffs.

OBSERVATION 2. If �(C) ⇢ �(C

0
) and c

t

= c

0
t

for all t 2
�(C) then ˆ

U⇥(C)  ˆ

U⇥(C

0
).

In other words, adding an additional target to the attack set can-
not hurt the defender. This is a straightforward consequence of
the SSE assumption that the defender receives the optimal payoff
among targets in the attack set.

OBSERVATION 3. If ˆ

U (C) = x, then c

t

� x�U

u
 (t)

U

c
 (t)�U

u
 (t) for

every target t with U

u

 (t) > x.

Exactly one 
attack occurs

international flight each day, FAMs lacks the resources to cover
all flights and deployments must be risk-based. However, even the
possibility that a FAM could on any given flight is a powerful de-
terrent for terrorist activities. The effectiveness of this deterrence
depends on the ability of the FAMS to randomize the flight sched-
ules for air marshals. If a terrorist adversary were able to reliably
predict which flights will not have marshals, the deterrence effect
would be reduced.

Flights should not necessarily have equal weighting in a random-
ized schedule. While information about how flight risks are evalu-
ated is not public, it is easy to imagine that many factors contribute
to the evaluation, ranging from specific intelligence to general risk
factors. A game-theoretic approach is ideal for creating a random-
ized schedule that incorporates these risk factors. However, cre-
ating such a schedule is significantly more daunting than even the
LAX problem. There are thousands of flights each day, departing
from hundreds of airports worldwide, and a multiplicity of air mar-
shals to schedule. Moreover, there are scheduling constraints that
must be considered in generating an allocation. An individual air
marshal’s potential departures are constrained by their current lo-
cation, and schedules must account for flight and transition times.
The algorithms we develop in the sequel are motivated by these
challenges.

4. A COMPACT REPRESENTATION FOR
MULTIPLE RESOURCES

Many security domains–including both LAX and FAMS–involve
allocating multiple resources to cover many potential targets. They
can be represented in normal form, but only at the cost of a combi-
natorial explosion in the size of the strategy space and payoff rep-
resentation. We develop a compact representation for multiple re-
sources and introduce an algorithm that exploits this representation.
Our approach is similar in spirit to other compact representations
for games [7, 6], but tailored to security domains.

4.1 Compact Security Game Model
Let T = {t1, . . . , tn

} be a set of targets that may be attacked,
corresponding to pure strategies for the attacker. The defender has a
set of resources available to cover these targets, R = {r1, . . . , rm

}
(for example, in the FAMS domain targets could be flights and air
marshals modeled as resources). Here we assume that all resources
are identical and may be assigned to any target, but relax these as-
sumptions in Section 6. Associated with each target are four pay-
offs defining the possible outcomes for an attack on the target, as
shown in Table 1. There are two cases, depending on whether or
not the target is covered by the defender. The defender’s payoff
for an uncovered attack is denoted U

u

⇥(t), and for a covered attack
U

c

⇥(t). Similarly, U

u

 (t) and U

c

 (t) are the attacker’s payoffs.

Table 1: Example payoffs for an attack on a target.
Covered Uncovered

Defender 5 –20
Attacker –10 30

A crucial feature of the model is that payoffs depend only on
the identity of the attacked target and whether or not it is covered
by the defender. For example, it does not matter whether or not
any unattacked target is covered or not. From a payoff perspective,
many resource allocations are identical. We exploit this by sum-
marizing the payoff-relevant aspects of the defender’s strategy in
a coverage vector, C, that gives the probability that each target is

covered, c

t

. The analogous attack vector A gives the probability of
attacking a target, which in the sequel we restrict to attack a single
target with probability 1 (without loss of generality because a SSE
solution still exists). The defender’s expected payoff given attack
and coverage vectors is shown in Equation 1. Equation 2 gives the
expected payoff for an attack on target t, given C. The same nota-
tion applies for the follower, replacing ⇥ with  . We also define
the useful notion of the attack set, �(C), which contains all tar-
gets that yield the maximum expected payoff for the attacker given
coverage C.

U⇥(C, A) =

X

t2T

a

t

· (c
t

· Uc

⇥(t) + (1� c

t

)U

u

⇥(t)) (1)

U⇥(t, C) = c

t

U

c

⇥(t) + (1� c

t

)U

u

⇥(t) (2)
�(C) = {t : U (t, C) � U (t

0
, C) 8 t

0 2 T}. (3)

In a strong Stackelberg equilibrium, the attacker selects the target
in the attack set with maximum payoff for the defender. Let t

⇤

denote this optimal target. Then the expected SSE payoff for the
defender is ˆ

U⇥(C) = U⇥(t

⇤
, C), and for the attacker ˆ

U (C) =

U (t

⇤
, C).

4.2 Compact Versus Normal Form
Any security game represented in this compact form can also

be represented in normal form. The attack vector A maps directly
to the attacker’s pure strategies, with one strategy per target. For
the defender, each possible allocation of resources corresponds to a
pure strategy in the normal form. A resource allocation maps each
available resource to a target, so there are n Choose m ways to
allocate m resources to n targets (assuming at most one resource
is assigned to a target). Equation set 4 gives an example of how a
coverage vector corresponds to a mixed strategy, for two resources
and four targets. �

i,j

⇥ is the probability assigned to a pure strategy
covering targets i and j. The first row states that the probability
of covering target 1 is the sum of the probability assigned to pure
strategies that cover 1.

�

1,2
⇥ + �

1,3
⇥ + �

1,4
⇥ = c1

�

1,2
⇥ + �

2,3
⇥ + �

2,4
⇥ = c2

�

1,3
⇥ + �

2,3
⇥ + �

3,4
⇥ = c3

�

1,4
⇥ + �

2,4
⇥ + �

3,4
⇥ = c4 (4)

The payoff function ⌦⇥ for the defender defines a payoff for
each combination of a resource allocation schedule and target. If
the target is covered by the allocation, the value is U

c

⇥, and if not it
is U

u

⇥. The attacker payoff function is defined similarly. Compar-
ing the size of the strategies and payoff functions in these alterna-
tive representations is striking. In the compact form, each strategy
is represented by n continuous variables, and the payoff function
by 4n variables. In contrast, the defender’s strategy in normal form
requires nChoosem variables, while the attacker strategy remains
the same. The payoff function is of size n · (n Choose m).

4.3 ERASER Solution Algorithm
The ERASER algorithm (Efficient Randomized Allocation of

SEcurity Resources) takes as input a security game in compact
form and solves for an optimal coverage vector corresponding to
a SSE strategy for the defender. The algorithm is a mixed-integer
linear program (MILP), presented in Equations 5–11. Equations 6
and 7 force the attack vector to assign a single target probability
1. Equation 8 restricts the coverage vector to probabilities in the
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range [0, 1], and Equation 9 constraints the coverage by the num-
ber of available resources.

In Equations 10 and 11, Z is a large constant relative to the
maximum payoff value. Equation 10 defines the defender’s ex-
pected payoff, contingent on the target attacked in A. The con-
straint places an upper bound of U⇥(t, C) on d, but only for the
attacked target. For all other targets, the RHS is arbitrarily large.
Since the objective maximizes d, for any optimal solution d =

U⇥(C, A). This also implies that C is maximal, given A for any
optimal solution, since d is maximized.

In a similar way, Equation 11 forces the attacker to select a strat-
egy in the attack set of C. The first part of the constraint specifies
that k � U (t, C) � 0, which implies that k must be at least as
large as the maximal payoff for attacking any target. The second
part forces k � U (t, C)  0 for any target that is attacked in A.
If the attack vector specifies a target that is not maximal, this con-
straint is violated. Taken together, the objective and Equations 10–
11 imply that C and A are mutual best-responses in any optimal
solution.

max d (5)
a

t

2 {0, 1} 8t 2 T (6)
X

t2T

a

t

= 1 (7)

c

t

2 [0, 1] 8t 2 T (8)
X

t2T

c

t

 m (9)

d� U⇥(t, C)  (1� a

t

) · Z 8t 2 T (10)
0  k � U (t, C)  (1� a

t

) · Z 8t 2 T (11)

We now show that an optimal solution to the ERASER MILP
corresponds to a SSE of the security game. First we show that the
legal coverage vectors can be implemented by mixed strategies, and
then show how full a full SSE can be constructed from an optimal
ERASER solution.

THEOREM 1. For any feasible ERASER coverage vector, there
is a corresponding mixed strategy �⇥ that implements the desired
coverage probabilities.

Proof sketch: Translating C into a mixed strategy involves solv-
ing a set of n linear equations with

`
n

m

´
variables; in practice, we

use a linear program. The claim is trivial when m = 1, since each
pure strategy maps directly to a target. In the general case, we must
map the feasible set of ERASER coverage vectors to the feasible
set of the mixed strategies �⇥. We provide the intuition for this
mapping here. Each pure strategy �⇥ can be represented by an
m-dimensional indicator vector that selects m out of the possible
n targets. The full set of pure strategies ⌃⇥ consists of the

`
n

m

´

indicator vectors of this form. The set of possible mixed strate-
gies for the normal-form game is �⇥, defined by valid probability
distributions over ⌃⇥.

Now, let P

E

be the polyhedron defined by the solution space of
the ERASER coverage vector. We show that all extreme points of
P

E

are in �⇥, which implies that P

E

is a subset of the polyhedron
defined over �⇥. The extreme points of P

E

are defined by n lin-
early independent equality constraints. Since they have to satisfyP

n

i=1 c

i

= m, n � 1 of the constraints 0  c

i

 1 must be tight,
so n� 1 of the c

i

variables are either 0 or 1. Since m is an integer,
the other variable must also be either 0 or 1. This implies that ex-
actly m of the c

i

= 1 and the rest of c

i

= 0 for any extreme point
of P

E

. This c vector is therefore one of the pure strategies �⇥ that

define the extreme points of �⇥, proving the inclusion. We can
similarly argue the other direction, proving equivalence of the fea-
sibility sets. If ERASER has a valid solution, we will be able to
find a corresponding mixed strategy.

THEOREM 2. A pair of attack and coverage vectors (C, A) is
optimal for the ERASER MILP correspond to at least one SSE of
the game.

PROOF. We claim above that C corresponds to a mixed strategy
for the defender, but A is an incomplete description of the attacker’s
Stackelberg strategy F ; it does not specify choices for any cover-
age other than C. Here we show that the conditions of the MILP
imply the existence of a function F extending A such that C and
F satisfy the conditions of SSE given in Definition 1. We have al-
ready shown above that C and A are mutual best-responses for an
optimal MILP solution. It remains to describe the attacker’s behav-
ior off the equilibrium path, for any other feasible coverage vectors
C

0 6= C. Let t

⇤ 2 �(C

0
) be a target in the attack set for C

0 with
maximal payoff for the defender, and let A

0 be the attack vector
which places probability 1 on t

⇤. By construction, A

0 is feasible in
the MILP and satisfies conditions 2 and 3 for a SSE. Since (C

0
, A

0
)

is a feasible solution in the MILP, U⇥(C

0
, A

0
)  U⇥(C, A) since

(C, A) is optimal for the MILP. Let F be a function constructed
using this method for every possible C

0 6= C. C is a best-response
to F since U⇥(C

0
, A

0
)  U⇥(C, A), satisfying condition 1 of the

SSE.

5. EXPLOITING PAYOFF STRUCTURE
We now consider a class of security games in which the de-

fender always benefits by having additional resources covering an
attacked target, while the attacker is always worse off attacking a
more heavily defended target. These assumptions are quite reason-
able in many security games. Formally, we restrict payoff functions
so that U

u

⇥(t) < U

c

⇥(t) and U

u

 (t) > U

c

 (t) for all t (note the strict
inequalities). This is similar in spirit to a zero-sum assumption, but
somewhat less restrictive. It is well-known that zero-sum games of-
ten admit more efficient solution algorithms, such as Luce’s poly-
nomial method for 2-player, zero-sum games [9]. We introduce two
algorithms that compute extremely fast solutions for security games
with this restriction on payoffs by exploiting structural properties
of the optimal solution. We begin with three observations about the
properties of the optimal solution for this class of games.

OBSERVATION 1. All else equal, increasing c

t

for any target
not in �(C) has no effect on ˆ

U⇥(C) or ˆ

U (C).

Increasing c

t

can only decrease U (t, C) (due to the payoff as-
sumption), and cannot affect the payoffs for any other target. Since
t was not in �(C) before, decreasing the payoff cannot result in a
change to �(C), and therefore cannot influence the SSE payoffs.

OBSERVATION 2. If �(C) ⇢ �(C

0
) and c

t

= c

0
t

for all t 2
�(C) then ˆ

U⇥(C)  ˆ

U⇥(C

0
).

In other words, adding an additional target to the attack set can-
not hurt the defender. This is a straightforward consequence of
the SSE assumption that the defender receives the optimal payoff
among targets in the attack set.

OBSERVATION 3. If ˆ

U (C) = x, then c

t

� x�U

u
 (t)

U

c
 (t)�U

u
 (t) for

every target t with U

u

 (t) > x.

Exactly one 
attack occurs

Feasible use of 
all resources

international flight each day, FAMs lacks the resources to cover
all flights and deployments must be risk-based. However, even the
possibility that a FAM could on any given flight is a powerful de-
terrent for terrorist activities. The effectiveness of this deterrence
depends on the ability of the FAMS to randomize the flight sched-
ules for air marshals. If a terrorist adversary were able to reliably
predict which flights will not have marshals, the deterrence effect
would be reduced.

Flights should not necessarily have equal weighting in a random-
ized schedule. While information about how flight risks are evalu-
ated is not public, it is easy to imagine that many factors contribute
to the evaluation, ranging from specific intelligence to general risk
factors. A game-theoretic approach is ideal for creating a random-
ized schedule that incorporates these risk factors. However, cre-
ating such a schedule is significantly more daunting than even the
LAX problem. There are thousands of flights each day, departing
from hundreds of airports worldwide, and a multiplicity of air mar-
shals to schedule. Moreover, there are scheduling constraints that
must be considered in generating an allocation. An individual air
marshal’s potential departures are constrained by their current lo-
cation, and schedules must account for flight and transition times.
The algorithms we develop in the sequel are motivated by these
challenges.

4. A COMPACT REPRESENTATION FOR
MULTIPLE RESOURCES

Many security domains–including both LAX and FAMS–involve
allocating multiple resources to cover many potential targets. They
can be represented in normal form, but only at the cost of a combi-
natorial explosion in the size of the strategy space and payoff rep-
resentation. We develop a compact representation for multiple re-
sources and introduce an algorithm that exploits this representation.
Our approach is similar in spirit to other compact representations
for games [7, 6], but tailored to security domains.

4.1 Compact Security Game Model
Let T = {t1, . . . , tn

} be a set of targets that may be attacked,
corresponding to pure strategies for the attacker. The defender has a
set of resources available to cover these targets, R = {r1, . . . , rm

}
(for example, in the FAMS domain targets could be flights and air
marshals modeled as resources). Here we assume that all resources
are identical and may be assigned to any target, but relax these as-
sumptions in Section 6. Associated with each target are four pay-
offs defining the possible outcomes for an attack on the target, as
shown in Table 1. There are two cases, depending on whether or
not the target is covered by the defender. The defender’s payoff
for an uncovered attack is denoted U

u

⇥(t), and for a covered attack
U

c

⇥(t). Similarly, U

u

 (t) and U

c

 (t) are the attacker’s payoffs.

Table 1: Example payoffs for an attack on a target.
Covered Uncovered

Defender 5 –20
Attacker –10 30

A crucial feature of the model is that payoffs depend only on
the identity of the attacked target and whether or not it is covered
by the defender. For example, it does not matter whether or not
any unattacked target is covered or not. From a payoff perspective,
many resource allocations are identical. We exploit this by sum-
marizing the payoff-relevant aspects of the defender’s strategy in
a coverage vector, C, that gives the probability that each target is

covered, c

t

. The analogous attack vector A gives the probability of
attacking a target, which in the sequel we restrict to attack a single
target with probability 1 (without loss of generality because a SSE
solution still exists). The defender’s expected payoff given attack
and coverage vectors is shown in Equation 1. Equation 2 gives the
expected payoff for an attack on target t, given C. The same nota-
tion applies for the follower, replacing ⇥ with  . We also define
the useful notion of the attack set, �(C), which contains all tar-
gets that yield the maximum expected payoff for the attacker given
coverage C.

U⇥(C, A) =
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t2T
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t
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In a strong Stackelberg equilibrium, the attacker selects the target
in the attack set with maximum payoff for the defender. Let t

⇤

denote this optimal target. Then the expected SSE payoff for the
defender is ˆ

U⇥(C) = U⇥(t

⇤
, C), and for the attacker ˆ

U (C) =

U (t

⇤
, C).

4.2 Compact Versus Normal Form
Any security game represented in this compact form can also

be represented in normal form. The attack vector A maps directly
to the attacker’s pure strategies, with one strategy per target. For
the defender, each possible allocation of resources corresponds to a
pure strategy in the normal form. A resource allocation maps each
available resource to a target, so there are n Choose m ways to
allocate m resources to n targets (assuming at most one resource
is assigned to a target). Equation set 4 gives an example of how a
coverage vector corresponds to a mixed strategy, for two resources
and four targets. �

i,j

⇥ is the probability assigned to a pure strategy
covering targets i and j. The first row states that the probability
of covering target 1 is the sum of the probability assigned to pure
strategies that cover 1.
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The payoff function ⌦⇥ for the defender defines a payoff for
each combination of a resource allocation schedule and target. If
the target is covered by the allocation, the value is U

c

⇥, and if not it
is U

u

⇥. The attacker payoff function is defined similarly. Compar-
ing the size of the strategies and payoff functions in these alterna-
tive representations is striking. In the compact form, each strategy
is represented by n continuous variables, and the payoff function
by 4n variables. In contrast, the defender’s strategy in normal form
requires nChoosem variables, while the attacker strategy remains
the same. The payoff function is of size n · (n Choose m).

4.3 ERASER Solution Algorithm
The ERASER algorithm (Efficient Randomized Allocation of

SEcurity Resources) takes as input a security game in compact
form and solves for an optimal coverage vector corresponding to
a SSE strategy for the defender. The algorithm is a mixed-integer
linear program (MILP), presented in Equations 5–11. Equations 6
and 7 force the attack vector to assign a single target probability
1. Equation 8 restricts the coverage vector to probabilities in the
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range [0, 1], and Equation 9 constraints the coverage by the num-
ber of available resources.

In Equations 10 and 11, Z is a large constant relative to the
maximum payoff value. Equation 10 defines the defender’s ex-
pected payoff, contingent on the target attacked in A. The con-
straint places an upper bound of U⇥(t, C) on d, but only for the
attacked target. For all other targets, the RHS is arbitrarily large.
Since the objective maximizes d, for any optimal solution d =

U⇥(C, A). This also implies that C is maximal, given A for any
optimal solution, since d is maximized.

In a similar way, Equation 11 forces the attacker to select a strat-
egy in the attack set of C. The first part of the constraint specifies
that k � U (t, C) � 0, which implies that k must be at least as
large as the maximal payoff for attacking any target. The second
part forces k � U (t, C)  0 for any target that is attacked in A.
If the attack vector specifies a target that is not maximal, this con-
straint is violated. Taken together, the objective and Equations 10–
11 imply that C and A are mutual best-responses in any optimal
solution.

max d (5)
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We now show that an optimal solution to the ERASER MILP
corresponds to a SSE of the security game. First we show that the
legal coverage vectors can be implemented by mixed strategies, and
then show how full a full SSE can be constructed from an optimal
ERASER solution.

THEOREM 1. For any feasible ERASER coverage vector, there
is a corresponding mixed strategy �⇥ that implements the desired
coverage probabilities.

Proof sketch: Translating C into a mixed strategy involves solv-
ing a set of n linear equations with

`
n

m

´
variables; in practice, we

use a linear program. The claim is trivial when m = 1, since each
pure strategy maps directly to a target. In the general case, we must
map the feasible set of ERASER coverage vectors to the feasible
set of the mixed strategies �⇥. We provide the intuition for this
mapping here. Each pure strategy �⇥ can be represented by an
m-dimensional indicator vector that selects m out of the possible
n targets. The full set of pure strategies ⌃⇥ consists of the

`
n

m

´

indicator vectors of this form. The set of possible mixed strate-
gies for the normal-form game is �⇥, defined by valid probability
distributions over ⌃⇥.

Now, let P

E

be the polyhedron defined by the solution space of
the ERASER coverage vector. We show that all extreme points of
P

E

are in �⇥, which implies that P

E

is a subset of the polyhedron
defined over �⇥. The extreme points of P

E

are defined by n lin-
early independent equality constraints. Since they have to satisfyP

n

i=1 c

i

= m, n � 1 of the constraints 0  c

i

 1 must be tight,
so n� 1 of the c

i

variables are either 0 or 1. Since m is an integer,
the other variable must also be either 0 or 1. This implies that ex-
actly m of the c

i

= 1 and the rest of c

i

= 0 for any extreme point
of P

E

. This c vector is therefore one of the pure strategies �⇥ that

define the extreme points of �⇥, proving the inclusion. We can
similarly argue the other direction, proving equivalence of the fea-
sibility sets. If ERASER has a valid solution, we will be able to
find a corresponding mixed strategy.

THEOREM 2. A pair of attack and coverage vectors (C, A) is
optimal for the ERASER MILP correspond to at least one SSE of
the game.

PROOF. We claim above that C corresponds to a mixed strategy
for the defender, but A is an incomplete description of the attacker’s
Stackelberg strategy F ; it does not specify choices for any cover-
age other than C. Here we show that the conditions of the MILP
imply the existence of a function F extending A such that C and
F satisfy the conditions of SSE given in Definition 1. We have al-
ready shown above that C and A are mutual best-responses for an
optimal MILP solution. It remains to describe the attacker’s behav-
ior off the equilibrium path, for any other feasible coverage vectors
C

0 6= C. Let t

⇤ 2 �(C

0
) be a target in the attack set for C

0 with
maximal payoff for the defender, and let A

0 be the attack vector
which places probability 1 on t

⇤. By construction, A

0 is feasible in
the MILP and satisfies conditions 2 and 3 for a SSE. Since (C

0
, A

0
)

is a feasible solution in the MILP, U⇥(C

0
, A

0
)  U⇥(C, A) since

(C, A) is optimal for the MILP. Let F be a function constructed
using this method for every possible C

0 6= C. C is a best-response
to F since U⇥(C

0
, A

0
)  U⇥(C, A), satisfying condition 1 of the

SSE.

5. EXPLOITING PAYOFF STRUCTURE
We now consider a class of security games in which the de-

fender always benefits by having additional resources covering an
attacked target, while the attacker is always worse off attacking a
more heavily defended target. These assumptions are quite reason-
able in many security games. Formally, we restrict payoff functions
so that U

u

⇥(t) < U

c

⇥(t) and U

u

 (t) > U

c

 (t) for all t (note the strict
inequalities). This is similar in spirit to a zero-sum assumption, but
somewhat less restrictive. It is well-known that zero-sum games of-
ten admit more efficient solution algorithms, such as Luce’s poly-
nomial method for 2-player, zero-sum games [9]. We introduce two
algorithms that compute extremely fast solutions for security games
with this restriction on payoffs by exploiting structural properties
of the optimal solution. We begin with three observations about the
properties of the optimal solution for this class of games.

OBSERVATION 1. All else equal, increasing c

t

for any target
not in �(C) has no effect on ˆ

U⇥(C) or ˆ

U (C).

Increasing c

t

can only decrease U (t, C) (due to the payoff as-
sumption), and cannot affect the payoffs for any other target. Since
t was not in �(C) before, decreasing the payoff cannot result in a
change to �(C), and therefore cannot influence the SSE payoffs.

OBSERVATION 2. If �(C) ⇢ �(C

0
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t
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0
t

for all t 2
�(C) then ˆ

U⇥(C)  ˆ
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0
).

In other words, adding an additional target to the attack set can-
not hurt the defender. This is a straightforward consequence of
the SSE assumption that the defender receives the optimal payoff
among targets in the attack set.

OBSERVATION 3. If ˆ

U (C) = x, then c

t

� x�U

u
 (t)

U

c
 (t)�U

u
 (t) for

every target t with U
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 (t) > x.

Exactly one 
attack occurs

Feasible use of 
all resources

international flight each day, FAMs lacks the resources to cover
all flights and deployments must be risk-based. However, even the
possibility that a FAM could on any given flight is a powerful de-
terrent for terrorist activities. The effectiveness of this deterrence
depends on the ability of the FAMS to randomize the flight sched-
ules for air marshals. If a terrorist adversary were able to reliably
predict which flights will not have marshals, the deterrence effect
would be reduced.

Flights should not necessarily have equal weighting in a random-
ized schedule. While information about how flight risks are evalu-
ated is not public, it is easy to imagine that many factors contribute
to the evaluation, ranging from specific intelligence to general risk
factors. A game-theoretic approach is ideal for creating a random-
ized schedule that incorporates these risk factors. However, cre-
ating such a schedule is significantly more daunting than even the
LAX problem. There are thousands of flights each day, departing
from hundreds of airports worldwide, and a multiplicity of air mar-
shals to schedule. Moreover, there are scheduling constraints that
must be considered in generating an allocation. An individual air
marshal’s potential departures are constrained by their current lo-
cation, and schedules must account for flight and transition times.
The algorithms we develop in the sequel are motivated by these
challenges.

4. A COMPACT REPRESENTATION FOR
MULTIPLE RESOURCES

Many security domains–including both LAX and FAMS–involve
allocating multiple resources to cover many potential targets. They
can be represented in normal form, but only at the cost of a combi-
natorial explosion in the size of the strategy space and payoff rep-
resentation. We develop a compact representation for multiple re-
sources and introduce an algorithm that exploits this representation.
Our approach is similar in spirit to other compact representations
for games [7, 6], but tailored to security domains.

4.1 Compact Security Game Model
Let T = {t1, . . . , tn

} be a set of targets that may be attacked,
corresponding to pure strategies for the attacker. The defender has a
set of resources available to cover these targets, R = {r1, . . . , rm

}
(for example, in the FAMS domain targets could be flights and air
marshals modeled as resources). Here we assume that all resources
are identical and may be assigned to any target, but relax these as-
sumptions in Section 6. Associated with each target are four pay-
offs defining the possible outcomes for an attack on the target, as
shown in Table 1. There are two cases, depending on whether or
not the target is covered by the defender. The defender’s payoff
for an uncovered attack is denoted U

u

⇥(t), and for a covered attack
U

c

⇥(t). Similarly, U

u

 (t) and U

c

 (t) are the attacker’s payoffs.

Table 1: Example payoffs for an attack on a target.
Covered Uncovered

Defender 5 –20
Attacker –10 30

A crucial feature of the model is that payoffs depend only on
the identity of the attacked target and whether or not it is covered
by the defender. For example, it does not matter whether or not
any unattacked target is covered or not. From a payoff perspective,
many resource allocations are identical. We exploit this by sum-
marizing the payoff-relevant aspects of the defender’s strategy in
a coverage vector, C, that gives the probability that each target is

covered, c

t

. The analogous attack vector A gives the probability of
attacking a target, which in the sequel we restrict to attack a single
target with probability 1 (without loss of generality because a SSE
solution still exists). The defender’s expected payoff given attack
and coverage vectors is shown in Equation 1. Equation 2 gives the
expected payoff for an attack on target t, given C. The same nota-
tion applies for the follower, replacing ⇥ with  . We also define
the useful notion of the attack set, �(C), which contains all tar-
gets that yield the maximum expected payoff for the attacker given
coverage C.

U⇥(C, A) =
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t2T
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In a strong Stackelberg equilibrium, the attacker selects the target
in the attack set with maximum payoff for the defender. Let t

⇤

denote this optimal target. Then the expected SSE payoff for the
defender is ˆ

U⇥(C) = U⇥(t

⇤
, C), and for the attacker ˆ

U (C) =

U (t

⇤
, C).

4.2 Compact Versus Normal Form
Any security game represented in this compact form can also

be represented in normal form. The attack vector A maps directly
to the attacker’s pure strategies, with one strategy per target. For
the defender, each possible allocation of resources corresponds to a
pure strategy in the normal form. A resource allocation maps each
available resource to a target, so there are n Choose m ways to
allocate m resources to n targets (assuming at most one resource
is assigned to a target). Equation set 4 gives an example of how a
coverage vector corresponds to a mixed strategy, for two resources
and four targets. �

i,j

⇥ is the probability assigned to a pure strategy
covering targets i and j. The first row states that the probability
of covering target 1 is the sum of the probability assigned to pure
strategies that cover 1.
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The payoff function ⌦⇥ for the defender defines a payoff for
each combination of a resource allocation schedule and target. If
the target is covered by the allocation, the value is U

c

⇥, and if not it
is U

u

⇥. The attacker payoff function is defined similarly. Compar-
ing the size of the strategies and payoff functions in these alterna-
tive representations is striking. In the compact form, each strategy
is represented by n continuous variables, and the payoff function
by 4n variables. In contrast, the defender’s strategy in normal form
requires nChoosem variables, while the attacker strategy remains
the same. The payoff function is of size n · (n Choose m).

4.3 ERASER Solution Algorithm
The ERASER algorithm (Efficient Randomized Allocation of

SEcurity Resources) takes as input a security game in compact
form and solves for an optimal coverage vector corresponding to
a SSE strategy for the defender. The algorithm is a mixed-integer
linear program (MILP), presented in Equations 5–11. Equations 6
and 7 force the attack vector to assign a single target probability
1. Equation 8 restricts the coverage vector to probabilities in the

Constraint only 
on attacked 

target – sets d 
equal to that 

utility
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range [0, 1], and Equation 9 constraints the coverage by the num-
ber of available resources.

In Equations 10 and 11, Z is a large constant relative to the
maximum payoff value. Equation 10 defines the defender’s ex-
pected payoff, contingent on the target attacked in A. The con-
straint places an upper bound of U⇥(t, C) on d, but only for the
attacked target. For all other targets, the RHS is arbitrarily large.
Since the objective maximizes d, for any optimal solution d =

U⇥(C, A). This also implies that C is maximal, given A for any
optimal solution, since d is maximized.

In a similar way, Equation 11 forces the attacker to select a strat-
egy in the attack set of C. The first part of the constraint specifies
that k � U (t, C) � 0, which implies that k must be at least as
large as the maximal payoff for attacking any target. The second
part forces k � U (t, C)  0 for any target that is attacked in A.
If the attack vector specifies a target that is not maximal, this con-
straint is violated. Taken together, the objective and Equations 10–
11 imply that C and A are mutual best-responses in any optimal
solution.
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We now show that an optimal solution to the ERASER MILP
corresponds to a SSE of the security game. First we show that the
legal coverage vectors can be implemented by mixed strategies, and
then show how full a full SSE can be constructed from an optimal
ERASER solution.

THEOREM 1. For any feasible ERASER coverage vector, there
is a corresponding mixed strategy �⇥ that implements the desired
coverage probabilities.

Proof sketch: Translating C into a mixed strategy involves solv-
ing a set of n linear equations with

`
n

m

´
variables; in practice, we

use a linear program. The claim is trivial when m = 1, since each
pure strategy maps directly to a target. In the general case, we must
map the feasible set of ERASER coverage vectors to the feasible
set of the mixed strategies �⇥. We provide the intuition for this
mapping here. Each pure strategy �⇥ can be represented by an
m-dimensional indicator vector that selects m out of the possible
n targets. The full set of pure strategies ⌃⇥ consists of the

`
n

m

´

indicator vectors of this form. The set of possible mixed strate-
gies for the normal-form game is �⇥, defined by valid probability
distributions over ⌃⇥.

Now, let P

E

be the polyhedron defined by the solution space of
the ERASER coverage vector. We show that all extreme points of
P

E

are in �⇥, which implies that P

E

is a subset of the polyhedron
defined over �⇥. The extreme points of P

E

are defined by n lin-
early independent equality constraints. Since they have to satisfyP
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i

= m, n � 1 of the constraints 0  c
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 1 must be tight,
so n� 1 of the c
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variables are either 0 or 1. Since m is an integer,
the other variable must also be either 0 or 1. This implies that ex-
actly m of the c

i

= 1 and the rest of c

i

= 0 for any extreme point
of P

E

. This c vector is therefore one of the pure strategies �⇥ that

define the extreme points of �⇥, proving the inclusion. We can
similarly argue the other direction, proving equivalence of the fea-
sibility sets. If ERASER has a valid solution, we will be able to
find a corresponding mixed strategy.

THEOREM 2. A pair of attack and coverage vectors (C, A) is
optimal for the ERASER MILP correspond to at least one SSE of
the game.

PROOF. We claim above that C corresponds to a mixed strategy
for the defender, but A is an incomplete description of the attacker’s
Stackelberg strategy F ; it does not specify choices for any cover-
age other than C. Here we show that the conditions of the MILP
imply the existence of a function F extending A such that C and
F satisfy the conditions of SSE given in Definition 1. We have al-
ready shown above that C and A are mutual best-responses for an
optimal MILP solution. It remains to describe the attacker’s behav-
ior off the equilibrium path, for any other feasible coverage vectors
C

0 6= C. Let t

⇤ 2 �(C

0
) be a target in the attack set for C

0 with
maximal payoff for the defender, and let A

0 be the attack vector
which places probability 1 on t

⇤. By construction, A

0 is feasible in
the MILP and satisfies conditions 2 and 3 for a SSE. Since (C

0
, A
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is a feasible solution in the MILP, U⇥(C

0
, A

0
)  U⇥(C, A) since

(C, A) is optimal for the MILP. Let F be a function constructed
using this method for every possible C

0 6= C. C is a best-response
to F since U⇥(C

0
, A

0
)  U⇥(C, A), satisfying condition 1 of the

SSE.

5. EXPLOITING PAYOFF STRUCTURE
We now consider a class of security games in which the de-

fender always benefits by having additional resources covering an
attacked target, while the attacker is always worse off attacking a
more heavily defended target. These assumptions are quite reason-
able in many security games. Formally, we restrict payoff functions
so that U

u

⇥(t) < U

c

⇥(t) and U

u

 (t) > U

c

 (t) for all t (note the strict
inequalities). This is similar in spirit to a zero-sum assumption, but
somewhat less restrictive. It is well-known that zero-sum games of-
ten admit more efficient solution algorithms, such as Luce’s poly-
nomial method for 2-player, zero-sum games [9]. We introduce two
algorithms that compute extremely fast solutions for security games
with this restriction on payoffs by exploiting structural properties
of the optimal solution. We begin with three observations about the
properties of the optimal solution for this class of games.

OBSERVATION 1. All else equal, increasing c

t

for any target
not in �(C) has no effect on ˆ

U⇥(C) or ˆ

U (C).

Increasing c

t

can only decrease U (t, C) (due to the payoff as-
sumption), and cannot affect the payoffs for any other target. Since
t was not in �(C) before, decreasing the payoff cannot result in a
change to �(C), and therefore cannot influence the SSE payoffs.

OBSERVATION 2. If �(C) ⇢ �(C
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In other words, adding an additional target to the attack set can-
not hurt the defender. This is a straightforward consequence of
the SSE assumption that the defender receives the optimal payoff
among targets in the attack set.

OBSERVATION 3. If ˆ

U (C) = x, then c
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international flight each day, FAMs lacks the resources to cover
all flights and deployments must be risk-based. However, even the
possibility that a FAM could on any given flight is a powerful de-
terrent for terrorist activities. The effectiveness of this deterrence
depends on the ability of the FAMS to randomize the flight sched-
ules for air marshals. If a terrorist adversary were able to reliably
predict which flights will not have marshals, the deterrence effect
would be reduced.

Flights should not necessarily have equal weighting in a random-
ized schedule. While information about how flight risks are evalu-
ated is not public, it is easy to imagine that many factors contribute
to the evaluation, ranging from specific intelligence to general risk
factors. A game-theoretic approach is ideal for creating a random-
ized schedule that incorporates these risk factors. However, cre-
ating such a schedule is significantly more daunting than even the
LAX problem. There are thousands of flights each day, departing
from hundreds of airports worldwide, and a multiplicity of air mar-
shals to schedule. Moreover, there are scheduling constraints that
must be considered in generating an allocation. An individual air
marshal’s potential departures are constrained by their current lo-
cation, and schedules must account for flight and transition times.
The algorithms we develop in the sequel are motivated by these
challenges.

4. A COMPACT REPRESENTATION FOR
MULTIPLE RESOURCES

Many security domains–including both LAX and FAMS–involve
allocating multiple resources to cover many potential targets. They
can be represented in normal form, but only at the cost of a combi-
natorial explosion in the size of the strategy space and payoff rep-
resentation. We develop a compact representation for multiple re-
sources and introduce an algorithm that exploits this representation.
Our approach is similar in spirit to other compact representations
for games [7, 6], but tailored to security domains.

4.1 Compact Security Game Model
Let T = {t1, . . . , tn

} be a set of targets that may be attacked,
corresponding to pure strategies for the attacker. The defender has a
set of resources available to cover these targets, R = {r1, . . . , rm

}
(for example, in the FAMS domain targets could be flights and air
marshals modeled as resources). Here we assume that all resources
are identical and may be assigned to any target, but relax these as-
sumptions in Section 6. Associated with each target are four pay-
offs defining the possible outcomes for an attack on the target, as
shown in Table 1. There are two cases, depending on whether or
not the target is covered by the defender. The defender’s payoff
for an uncovered attack is denoted U

u

⇥(t), and for a covered attack
U

c

⇥(t). Similarly, U

u

 (t) and U

c

 (t) are the attacker’s payoffs.

Table 1: Example payoffs for an attack on a target.
Covered Uncovered

Defender 5 –20
Attacker –10 30

A crucial feature of the model is that payoffs depend only on
the identity of the attacked target and whether or not it is covered
by the defender. For example, it does not matter whether or not
any unattacked target is covered or not. From a payoff perspective,
many resource allocations are identical. We exploit this by sum-
marizing the payoff-relevant aspects of the defender’s strategy in
a coverage vector, C, that gives the probability that each target is

covered, c

t

. The analogous attack vector A gives the probability of
attacking a target, which in the sequel we restrict to attack a single
target with probability 1 (without loss of generality because a SSE
solution still exists). The defender’s expected payoff given attack
and coverage vectors is shown in Equation 1. Equation 2 gives the
expected payoff for an attack on target t, given C. The same nota-
tion applies for the follower, replacing ⇥ with  . We also define
the useful notion of the attack set, �(C), which contains all tar-
gets that yield the maximum expected payoff for the attacker given
coverage C.

U⇥(C, A) =
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In a strong Stackelberg equilibrium, the attacker selects the target
in the attack set with maximum payoff for the defender. Let t

⇤

denote this optimal target. Then the expected SSE payoff for the
defender is ˆ

U⇥(C) = U⇥(t

⇤
, C), and for the attacker ˆ

U (C) =

U (t

⇤
, C).

4.2 Compact Versus Normal Form
Any security game represented in this compact form can also

be represented in normal form. The attack vector A maps directly
to the attacker’s pure strategies, with one strategy per target. For
the defender, each possible allocation of resources corresponds to a
pure strategy in the normal form. A resource allocation maps each
available resource to a target, so there are n Choose m ways to
allocate m resources to n targets (assuming at most one resource
is assigned to a target). Equation set 4 gives an example of how a
coverage vector corresponds to a mixed strategy, for two resources
and four targets. �

i,j

⇥ is the probability assigned to a pure strategy
covering targets i and j. The first row states that the probability
of covering target 1 is the sum of the probability assigned to pure
strategies that cover 1.
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The payoff function ⌦⇥ for the defender defines a payoff for
each combination of a resource allocation schedule and target. If
the target is covered by the allocation, the value is U

c

⇥, and if not it
is U

u

⇥. The attacker payoff function is defined similarly. Compar-
ing the size of the strategies and payoff functions in these alterna-
tive representations is striking. In the compact form, each strategy
is represented by n continuous variables, and the payoff function
by 4n variables. In contrast, the defender’s strategy in normal form
requires nChoosem variables, while the attacker strategy remains
the same. The payoff function is of size n · (n Choose m).

4.3 ERASER Solution Algorithm
The ERASER algorithm (Efficient Randomized Allocation of

SEcurity Resources) takes as input a security game in compact
form and solves for an optimal coverage vector corresponding to
a SSE strategy for the defender. The algorithm is a mixed-integer
linear program (MILP), presented in Equations 5–11. Equations 6
and 7 force the attack vector to assign a single target probability
1. Equation 8 restricts the coverage vector to probabilities in the
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range [0, 1], and Equation 9 constraints the coverage by the num-
ber of available resources.

In Equations 10 and 11, Z is a large constant relative to the
maximum payoff value. Equation 10 defines the defender’s ex-
pected payoff, contingent on the target attacked in A. The con-
straint places an upper bound of U⇥(t, C) on d, but only for the
attacked target. For all other targets, the RHS is arbitrarily large.
Since the objective maximizes d, for any optimal solution d =

U⇥(C, A). This also implies that C is maximal, given A for any
optimal solution, since d is maximized.

In a similar way, Equation 11 forces the attacker to select a strat-
egy in the attack set of C. The first part of the constraint specifies
that k � U (t, C) � 0, which implies that k must be at least as
large as the maximal payoff for attacking any target. The second
part forces k � U (t, C)  0 for any target that is attacked in A.
If the attack vector specifies a target that is not maximal, this con-
straint is violated. Taken together, the objective and Equations 10–
11 imply that C and A are mutual best-responses in any optimal
solution.
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We now show that an optimal solution to the ERASER MILP
corresponds to a SSE of the security game. First we show that the
legal coverage vectors can be implemented by mixed strategies, and
then show how full a full SSE can be constructed from an optimal
ERASER solution.

THEOREM 1. For any feasible ERASER coverage vector, there
is a corresponding mixed strategy �⇥ that implements the desired
coverage probabilities.

Proof sketch: Translating C into a mixed strategy involves solv-
ing a set of n linear equations with

`
n

m

´
variables; in practice, we

use a linear program. The claim is trivial when m = 1, since each
pure strategy maps directly to a target. In the general case, we must
map the feasible set of ERASER coverage vectors to the feasible
set of the mixed strategies �⇥. We provide the intuition for this
mapping here. Each pure strategy �⇥ can be represented by an
m-dimensional indicator vector that selects m out of the possible
n targets. The full set of pure strategies ⌃⇥ consists of the

`
n

m

´

indicator vectors of this form. The set of possible mixed strate-
gies for the normal-form game is �⇥, defined by valid probability
distributions over ⌃⇥.

Now, let P

E

be the polyhedron defined by the solution space of
the ERASER coverage vector. We show that all extreme points of
P

E

are in �⇥, which implies that P

E

is a subset of the polyhedron
defined over �⇥. The extreme points of P

E

are defined by n lin-
early independent equality constraints. Since they have to satisfyP

n

i=1 c

i

= m, n � 1 of the constraints 0  c

i

 1 must be tight,
so n� 1 of the c

i

variables are either 0 or 1. Since m is an integer,
the other variable must also be either 0 or 1. This implies that ex-
actly m of the c

i

= 1 and the rest of c

i

= 0 for any extreme point
of P

E

. This c vector is therefore one of the pure strategies �⇥ that

define the extreme points of �⇥, proving the inclusion. We can
similarly argue the other direction, proving equivalence of the fea-
sibility sets. If ERASER has a valid solution, we will be able to
find a corresponding mixed strategy.

THEOREM 2. A pair of attack and coverage vectors (C, A) is
optimal for the ERASER MILP correspond to at least one SSE of
the game.

PROOF. We claim above that C corresponds to a mixed strategy
for the defender, but A is an incomplete description of the attacker’s
Stackelberg strategy F ; it does not specify choices for any cover-
age other than C. Here we show that the conditions of the MILP
imply the existence of a function F extending A such that C and
F satisfy the conditions of SSE given in Definition 1. We have al-
ready shown above that C and A are mutual best-responses for an
optimal MILP solution. It remains to describe the attacker’s behav-
ior off the equilibrium path, for any other feasible coverage vectors
C

0 6= C. Let t

⇤ 2 �(C

0
) be a target in the attack set for C

0 with
maximal payoff for the defender, and let A

0 be the attack vector
which places probability 1 on t

⇤. By construction, A

0 is feasible in
the MILP and satisfies conditions 2 and 3 for a SSE. Since (C

0
, A

0
)

is a feasible solution in the MILP, U⇥(C

0
, A

0
)  U⇥(C, A) since

(C, A) is optimal for the MILP. Let F be a function constructed
using this method for every possible C

0 6= C. C is a best-response
to F since U⇥(C

0
, A

0
)  U⇥(C, A), satisfying condition 1 of the

SSE.

5. EXPLOITING PAYOFF STRUCTURE
We now consider a class of security games in which the de-

fender always benefits by having additional resources covering an
attacked target, while the attacker is always worse off attacking a
more heavily defended target. These assumptions are quite reason-
able in many security games. Formally, we restrict payoff functions
so that U

u

⇥(t) < U

c

⇥(t) and U

u

 (t) > U

c

 (t) for all t (note the strict
inequalities). This is similar in spirit to a zero-sum assumption, but
somewhat less restrictive. It is well-known that zero-sum games of-
ten admit more efficient solution algorithms, such as Luce’s poly-
nomial method for 2-player, zero-sum games [9]. We introduce two
algorithms that compute extremely fast solutions for security games
with this restriction on payoffs by exploiting structural properties
of the optimal solution. We begin with three observations about the
properties of the optimal solution for this class of games.

OBSERVATION 1. All else equal, increasing c

t

for any target
not in �(C) has no effect on ˆ

U⇥(C) or ˆ

U (C).

Increasing c

t

can only decrease U (t, C) (due to the payoff as-
sumption), and cannot affect the payoffs for any other target. Since
t was not in �(C) before, decreasing the payoff cannot result in a
change to �(C), and therefore cannot influence the SSE payoffs.

OBSERVATION 2. If �(C) ⇢ �(C

0
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t
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t

for all t 2
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0
).

In other words, adding an additional target to the attack set can-
not hurt the defender. This is a straightforward consequence of
the SSE assumption that the defender receives the optimal payoff
among targets in the attack set.

OBSERVATION 3. If ˆ

U (C) = x, then c

t

� x�U

u
 (t)
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international flight each day, FAMs lacks the resources to cover
all flights and deployments must be risk-based. However, even the
possibility that a FAM could on any given flight is a powerful de-
terrent for terrorist activities. The effectiveness of this deterrence
depends on the ability of the FAMS to randomize the flight sched-
ules for air marshals. If a terrorist adversary were able to reliably
predict which flights will not have marshals, the deterrence effect
would be reduced.

Flights should not necessarily have equal weighting in a random-
ized schedule. While information about how flight risks are evalu-
ated is not public, it is easy to imagine that many factors contribute
to the evaluation, ranging from specific intelligence to general risk
factors. A game-theoretic approach is ideal for creating a random-
ized schedule that incorporates these risk factors. However, cre-
ating such a schedule is significantly more daunting than even the
LAX problem. There are thousands of flights each day, departing
from hundreds of airports worldwide, and a multiplicity of air mar-
shals to schedule. Moreover, there are scheduling constraints that
must be considered in generating an allocation. An individual air
marshal’s potential departures are constrained by their current lo-
cation, and schedules must account for flight and transition times.
The algorithms we develop in the sequel are motivated by these
challenges.

4. A COMPACT REPRESENTATION FOR
MULTIPLE RESOURCES

Many security domains–including both LAX and FAMS–involve
allocating multiple resources to cover many potential targets. They
can be represented in normal form, but only at the cost of a combi-
natorial explosion in the size of the strategy space and payoff rep-
resentation. We develop a compact representation for multiple re-
sources and introduce an algorithm that exploits this representation.
Our approach is similar in spirit to other compact representations
for games [7, 6], but tailored to security domains.

4.1 Compact Security Game Model
Let T = {t1, . . . , tn

} be a set of targets that may be attacked,
corresponding to pure strategies for the attacker. The defender has a
set of resources available to cover these targets, R = {r1, . . . , rm

}
(for example, in the FAMS domain targets could be flights and air
marshals modeled as resources). Here we assume that all resources
are identical and may be assigned to any target, but relax these as-
sumptions in Section 6. Associated with each target are four pay-
offs defining the possible outcomes for an attack on the target, as
shown in Table 1. There are two cases, depending on whether or
not the target is covered by the defender. The defender’s payoff
for an uncovered attack is denoted U

u

⇥(t), and for a covered attack
U

c

⇥(t). Similarly, U

u

 (t) and U

c

 (t) are the attacker’s payoffs.

Table 1: Example payoffs for an attack on a target.
Covered Uncovered

Defender 5 –20
Attacker –10 30

A crucial feature of the model is that payoffs depend only on
the identity of the attacked target and whether or not it is covered
by the defender. For example, it does not matter whether or not
any unattacked target is covered or not. From a payoff perspective,
many resource allocations are identical. We exploit this by sum-
marizing the payoff-relevant aspects of the defender’s strategy in
a coverage vector, C, that gives the probability that each target is

covered, c

t

. The analogous attack vector A gives the probability of
attacking a target, which in the sequel we restrict to attack a single
target with probability 1 (without loss of generality because a SSE
solution still exists). The defender’s expected payoff given attack
and coverage vectors is shown in Equation 1. Equation 2 gives the
expected payoff for an attack on target t, given C. The same nota-
tion applies for the follower, replacing ⇥ with  . We also define
the useful notion of the attack set, �(C), which contains all tar-
gets that yield the maximum expected payoff for the attacker given
coverage C.

U⇥(C, A) =
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In a strong Stackelberg equilibrium, the attacker selects the target
in the attack set with maximum payoff for the defender. Let t

⇤

denote this optimal target. Then the expected SSE payoff for the
defender is ˆ

U⇥(C) = U⇥(t

⇤
, C), and for the attacker ˆ

U (C) =

U (t

⇤
, C).

4.2 Compact Versus Normal Form
Any security game represented in this compact form can also

be represented in normal form. The attack vector A maps directly
to the attacker’s pure strategies, with one strategy per target. For
the defender, each possible allocation of resources corresponds to a
pure strategy in the normal form. A resource allocation maps each
available resource to a target, so there are n Choose m ways to
allocate m resources to n targets (assuming at most one resource
is assigned to a target). Equation set 4 gives an example of how a
coverage vector corresponds to a mixed strategy, for two resources
and four targets. �

i,j

⇥ is the probability assigned to a pure strategy
covering targets i and j. The first row states that the probability
of covering target 1 is the sum of the probability assigned to pure
strategies that cover 1.
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The payoff function ⌦⇥ for the defender defines a payoff for
each combination of a resource allocation schedule and target. If
the target is covered by the allocation, the value is U

c

⇥, and if not it
is U

u

⇥. The attacker payoff function is defined similarly. Compar-
ing the size of the strategies and payoff functions in these alterna-
tive representations is striking. In the compact form, each strategy
is represented by n continuous variables, and the payoff function
by 4n variables. In contrast, the defender’s strategy in normal form
requires nChoosem variables, while the attacker strategy remains
the same. The payoff function is of size n · (n Choose m).

4.3 ERASER Solution Algorithm
The ERASER algorithm (Efficient Randomized Allocation of

SEcurity Resources) takes as input a security game in compact
form and solves for an optimal coverage vector corresponding to
a SSE strategy for the defender. The algorithm is a mixed-integer
linear program (MILP), presented in Equations 5–11. Equations 6
and 7 force the attack vector to assign a single target probability
1. Equation 8 restricts the coverage vector to probabilities in the
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range [0, 1], and Equation 9 constraints the coverage by the num-
ber of available resources.

In Equations 10 and 11, Z is a large constant relative to the
maximum payoff value. Equation 10 defines the defender’s ex-
pected payoff, contingent on the target attacked in A. The con-
straint places an upper bound of U⇥(t, C) on d, but only for the
attacked target. For all other targets, the RHS is arbitrarily large.
Since the objective maximizes d, for any optimal solution d =

U⇥(C, A). This also implies that C is maximal, given A for any
optimal solution, since d is maximized.

In a similar way, Equation 11 forces the attacker to select a strat-
egy in the attack set of C. The first part of the constraint specifies
that k � U (t, C) � 0, which implies that k must be at least as
large as the maximal payoff for attacking any target. The second
part forces k � U (t, C)  0 for any target that is attacked in A.
If the attack vector specifies a target that is not maximal, this con-
straint is violated. Taken together, the objective and Equations 10–
11 imply that C and A are mutual best-responses in any optimal
solution.
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We now show that an optimal solution to the ERASER MILP
corresponds to a SSE of the security game. First we show that the
legal coverage vectors can be implemented by mixed strategies, and
then show how full a full SSE can be constructed from an optimal
ERASER solution.

THEOREM 1. For any feasible ERASER coverage vector, there
is a corresponding mixed strategy �⇥ that implements the desired
coverage probabilities.

Proof sketch: Translating C into a mixed strategy involves solv-
ing a set of n linear equations with

`
n

m

´
variables; in practice, we

use a linear program. The claim is trivial when m = 1, since each
pure strategy maps directly to a target. In the general case, we must
map the feasible set of ERASER coverage vectors to the feasible
set of the mixed strategies �⇥. We provide the intuition for this
mapping here. Each pure strategy �⇥ can be represented by an
m-dimensional indicator vector that selects m out of the possible
n targets. The full set of pure strategies ⌃⇥ consists of the

`
n

m

´

indicator vectors of this form. The set of possible mixed strate-
gies for the normal-form game is �⇥, defined by valid probability
distributions over ⌃⇥.

Now, let P

E

be the polyhedron defined by the solution space of
the ERASER coverage vector. We show that all extreme points of
P

E

are in �⇥, which implies that P

E

is a subset of the polyhedron
defined over �⇥. The extreme points of P

E

are defined by n lin-
early independent equality constraints. Since they have to satisfyP

n

i=1 c

i

= m, n � 1 of the constraints 0  c
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 1 must be tight,
so n� 1 of the c
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variables are either 0 or 1. Since m is an integer,
the other variable must also be either 0 or 1. This implies that ex-
actly m of the c

i

= 1 and the rest of c

i

= 0 for any extreme point
of P

E

. This c vector is therefore one of the pure strategies �⇥ that

define the extreme points of �⇥, proving the inclusion. We can
similarly argue the other direction, proving equivalence of the fea-
sibility sets. If ERASER has a valid solution, we will be able to
find a corresponding mixed strategy.

THEOREM 2. A pair of attack and coverage vectors (C, A) is
optimal for the ERASER MILP correspond to at least one SSE of
the game.

PROOF. We claim above that C corresponds to a mixed strategy
for the defender, but A is an incomplete description of the attacker’s
Stackelberg strategy F ; it does not specify choices for any cover-
age other than C. Here we show that the conditions of the MILP
imply the existence of a function F extending A such that C and
F satisfy the conditions of SSE given in Definition 1. We have al-
ready shown above that C and A are mutual best-responses for an
optimal MILP solution. It remains to describe the attacker’s behav-
ior off the equilibrium path, for any other feasible coverage vectors
C

0 6= C. Let t

⇤ 2 �(C

0
) be a target in the attack set for C

0 with
maximal payoff for the defender, and let A

0 be the attack vector
which places probability 1 on t

⇤. By construction, A

0 is feasible in
the MILP and satisfies conditions 2 and 3 for a SSE. Since (C
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is a feasible solution in the MILP, U⇥(C

0
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)  U⇥(C, A) since

(C, A) is optimal for the MILP. Let F be a function constructed
using this method for every possible C

0 6= C. C is a best-response
to F since U⇥(C

0
, A

0
)  U⇥(C, A), satisfying condition 1 of the

SSE.

5. EXPLOITING PAYOFF STRUCTURE
We now consider a class of security games in which the de-

fender always benefits by having additional resources covering an
attacked target, while the attacker is always worse off attacking a
more heavily defended target. These assumptions are quite reason-
able in many security games. Formally, we restrict payoff functions
so that U

u

⇥(t) < U

c

⇥(t) and U

u

 (t) > U

c

 (t) for all t (note the strict
inequalities). This is similar in spirit to a zero-sum assumption, but
somewhat less restrictive. It is well-known that zero-sum games of-
ten admit more efficient solution algorithms, such as Luce’s poly-
nomial method for 2-player, zero-sum games [9]. We introduce two
algorithms that compute extremely fast solutions for security games
with this restriction on payoffs by exploiting structural properties
of the optimal solution. We begin with three observations about the
properties of the optimal solution for this class of games.

OBSERVATION 1. All else equal, increasing c

t

for any target
not in �(C) has no effect on ˆ

U⇥(C) or ˆ

U (C).

Increasing c

t

can only decrease U (t, C) (due to the payoff as-
sumption), and cannot affect the payoffs for any other target. Since
t was not in �(C) before, decreasing the payoff cannot result in a
change to �(C), and therefore cannot influence the SSE payoffs.

OBSERVATION 2. If �(C) ⇢ �(C
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In other words, adding an additional target to the attack set can-
not hurt the defender. This is a straightforward consequence of
the SSE assumption that the defender receives the optimal payoff
among targets in the attack set.

OBSERVATION 3. If ˆ
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international flight each day, FAMs lacks the resources to cover
all flights and deployments must be risk-based. However, even the
possibility that a FAM could on any given flight is a powerful de-
terrent for terrorist activities. The effectiveness of this deterrence
depends on the ability of the FAMS to randomize the flight sched-
ules for air marshals. If a terrorist adversary were able to reliably
predict which flights will not have marshals, the deterrence effect
would be reduced.

Flights should not necessarily have equal weighting in a random-
ized schedule. While information about how flight risks are evalu-
ated is not public, it is easy to imagine that many factors contribute
to the evaluation, ranging from specific intelligence to general risk
factors. A game-theoretic approach is ideal for creating a random-
ized schedule that incorporates these risk factors. However, cre-
ating such a schedule is significantly more daunting than even the
LAX problem. There are thousands of flights each day, departing
from hundreds of airports worldwide, and a multiplicity of air mar-
shals to schedule. Moreover, there are scheduling constraints that
must be considered in generating an allocation. An individual air
marshal’s potential departures are constrained by their current lo-
cation, and schedules must account for flight and transition times.
The algorithms we develop in the sequel are motivated by these
challenges.

4. A COMPACT REPRESENTATION FOR
MULTIPLE RESOURCES

Many security domains–including both LAX and FAMS–involve
allocating multiple resources to cover many potential targets. They
can be represented in normal form, but only at the cost of a combi-
natorial explosion in the size of the strategy space and payoff rep-
resentation. We develop a compact representation for multiple re-
sources and introduce an algorithm that exploits this representation.
Our approach is similar in spirit to other compact representations
for games [7, 6], but tailored to security domains.

4.1 Compact Security Game Model
Let T = {t1, . . . , tn

} be a set of targets that may be attacked,
corresponding to pure strategies for the attacker. The defender has a
set of resources available to cover these targets, R = {r1, . . . , rm

}
(for example, in the FAMS domain targets could be flights and air
marshals modeled as resources). Here we assume that all resources
are identical and may be assigned to any target, but relax these as-
sumptions in Section 6. Associated with each target are four pay-
offs defining the possible outcomes for an attack on the target, as
shown in Table 1. There are two cases, depending on whether or
not the target is covered by the defender. The defender’s payoff
for an uncovered attack is denoted U

u

⇥(t), and for a covered attack
U

c

⇥(t). Similarly, U

u

 (t) and U

c

 (t) are the attacker’s payoffs.

Table 1: Example payoffs for an attack on a target.
Covered Uncovered

Defender 5 –20
Attacker –10 30

A crucial feature of the model is that payoffs depend only on
the identity of the attacked target and whether or not it is covered
by the defender. For example, it does not matter whether or not
any unattacked target is covered or not. From a payoff perspective,
many resource allocations are identical. We exploit this by sum-
marizing the payoff-relevant aspects of the defender’s strategy in
a coverage vector, C, that gives the probability that each target is

covered, c

t

. The analogous attack vector A gives the probability of
attacking a target, which in the sequel we restrict to attack a single
target with probability 1 (without loss of generality because a SSE
solution still exists). The defender’s expected payoff given attack
and coverage vectors is shown in Equation 1. Equation 2 gives the
expected payoff for an attack on target t, given C. The same nota-
tion applies for the follower, replacing ⇥ with  . We also define
the useful notion of the attack set, �(C), which contains all tar-
gets that yield the maximum expected payoff for the attacker given
coverage C.

U⇥(C, A) =

X

t2T

a

t

· (c
t

· Uc

⇥(t) + (1� c

t

)U

u

⇥(t)) (1)

U⇥(t, C) = c

t

U

c

⇥(t) + (1� c

t

)U

u

⇥(t) (2)
�(C) = {t : U (t, C) � U (t

0
, C) 8 t

0 2 T}. (3)

In a strong Stackelberg equilibrium, the attacker selects the target
in the attack set with maximum payoff for the defender. Let t

⇤

denote this optimal target. Then the expected SSE payoff for the
defender is ˆ

U⇥(C) = U⇥(t

⇤
, C), and for the attacker ˆ

U (C) =

U (t

⇤
, C).

4.2 Compact Versus Normal Form
Any security game represented in this compact form can also

be represented in normal form. The attack vector A maps directly
to the attacker’s pure strategies, with one strategy per target. For
the defender, each possible allocation of resources corresponds to a
pure strategy in the normal form. A resource allocation maps each
available resource to a target, so there are n Choose m ways to
allocate m resources to n targets (assuming at most one resource
is assigned to a target). Equation set 4 gives an example of how a
coverage vector corresponds to a mixed strategy, for two resources
and four targets. �

i,j

⇥ is the probability assigned to a pure strategy
covering targets i and j. The first row states that the probability
of covering target 1 is the sum of the probability assigned to pure
strategies that cover 1.

�

1,2
⇥ + �

1,3
⇥ + �

1,4
⇥ = c1

�

1,2
⇥ + �

2,3
⇥ + �

2,4
⇥ = c2

�

1,3
⇥ + �

2,3
⇥ + �

3,4
⇥ = c3

�

1,4
⇥ + �

2,4
⇥ + �

3,4
⇥ = c4 (4)

The payoff function ⌦⇥ for the defender defines a payoff for
each combination of a resource allocation schedule and target. If
the target is covered by the allocation, the value is U

c

⇥, and if not it
is U

u

⇥. The attacker payoff function is defined similarly. Compar-
ing the size of the strategies and payoff functions in these alterna-
tive representations is striking. In the compact form, each strategy
is represented by n continuous variables, and the payoff function
by 4n variables. In contrast, the defender’s strategy in normal form
requires nChoosem variables, while the attacker strategy remains
the same. The payoff function is of size n · (n Choose m).

4.3 ERASER Solution Algorithm
The ERASER algorithm (Efficient Randomized Allocation of

SEcurity Resources) takes as input a security game in compact
form and solves for an optimal coverage vector corresponding to
a SSE strategy for the defender. The algorithm is a mixed-integer
linear program (MILP), presented in Equations 5–11. Equations 6
and 7 force the attack vector to assign a single target probability
1. Equation 8 restricts the coverage vector to probabilities in the
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l Additional assumption
l Attackers like it when attacks succeed
l Defenders like it when attacks fail

l When is this reasonable? Almost always.
l Exception: Honeypots?
l Disputed: Coventry blitz
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l There is no marginal benefit for either player 
of adding coverage to targets outside the 
attack set

l Because of tiebreak rule, adding targets 
(without removing them) from attack set 
benefits defender
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The inequality comes from setting the expected payoff for the
target equal to the payoff for targets in the attack set: x = c

t

(U

c

 )+

(1�c

t

)U

u

 . Solving for c

t

gives the coverage probability necessary
to induce indifference between attacking t and any target in the
attack set. If this condition is not satisfied for some t with U

u

 (t) >

x, then the attacker strictly prefers an attack on t instead of the
attack set, contradicting the definition of the attack set (or x).

Algorithm 1 ORIGAMI
targets T sorted by U

u

 (t)

payoff[t] U

u

 (t), coverage[t] 0

left m, next 2

covBound �1
while next  n do

addedCov[t] payoff [next]�U

u
 (t)

U

c
 (t)�U

u
 (t) - coverage[t]

if coverage[t] + addedCov[t] � 1 then
covBound Max(covBound, U

c

 (t))
end if
if covBound � �1 OR

P
t2T

addedCov[t]  left then
BREAK

end if
coverage[t] += addedCov[t]
left -=

P
t2T

addedCov[t]
next++

end while
ratio[t] 1

U

u
 (t)�U

c
 (t)

coverage[t] += ratio[t]·leftP
t2T ratio[t]

if coverage[t] � 1 then
covBound Max(covBound, U

c

 (t))
end if
if covBound � �1 then

coverage[t] covBound�U

u
 (t)

U

c
 (t)�U

u
 (t)

end if

We exploit these observations in the ORIGAMI algorithm (Op-
timizing Resources in GAmes using Maximal Indifference), which
we present pseudocode for in Algorithm 1. The idea is to directly
compute the attack set for the attacker, using the indifference equa-
tion in Observation 3. Starting with a target that has maximal
U

u

 (t), the attack set is expanded at each iteration in order of de-
creasing U

u

 (t).2 Each time the attack set is expanded, the cover-
age of each target is updates to maintain the indifference of attacker
payoffs within the attack set.

There are two termination conditions. The first occurs when
adding the next target to the attack set requires more total cover-
age probability than the defender has resources available. At this
point, the size of the attack set cannot be increased further, but ad-
ditional probability can still be added to the targets in the attack set
in the specific ratio necessary to maintain indifference. The sec-
ond termination condition occurs when any target t is covered with
probability 1. The expected value for an attack on this target cannot
be reduced below U

c

 (t), so this define the final expected payoffs
for the attack set. The final coverage probabilities are computed
setting the coverages so that as many targets as possible have an
expected payoff of U

c

 (t). In both cases, the solution maximizes
the number of targets in the final attack set. Within the attack set, it

2It is not strictly necessary to start from the maximal value and ex-
pand the set in order. A faster but slightly more complicated vari-
ation of the algorithm could be implemented using a binary search
to find the attack set of maximal size that can be induced using the
available coverage resources.

maximizes the total coverage probability assigned while maintain-
ing the attacker’s indifference between the targets. The coverage
probability for all targets outside of the attack set is 0. We show
below that these properties suffice to identify a coverage vector that
is a SSE of the security game.

THEOREM 3. ORIGAMI computes a coverage vector C that is
optimal for the ERASER MILP, and is therefore consistent with a
SSE of the security game.

PROOF. Let (C, A) be an optimal solution for ERASER MILP,
and C

0 be a coverage vector generated by ORIGAMI. C

0 is feasi-
ble in the MILP by construction. We first show that A must attack
a target in �(C

0
), or it violates the optimality constraint for the

attacker. Suppose ORIGAMI terminates because a target t is as-
signed c

0
t

= 1. By construction, t 2 �(C

0
), and U

c

 (t) � U

u

 (t

0
)

for any t

0 outside of �(C

0
). Since c

0
t

= 1 it cannot be greater in
any coverage vector, and c

0
t

0 = 0 so it cannot be smaller. There-
fore, t

0 cannot be part of �(C) for any feasible C. Now, suppose
ORIGAMI terminates because all resources are assigned. Since
maximal coverage is assigned to targets in �(C

0
), in any coverage

vector C, c

0
t

 c

t

for at least one t or C violates the constraint on
total resources available. Now, let t

0 be any target not in �(C

0
).

We know that U (t, C

0
) > U (t

0
, C

0
), and since c

0
t

 c

t

, then
U (t, C) > U (t

0
, C) and t

0 is not in �(C).
Having established that �(C) ⇢ �(C

0
) for any feasible C, we

now consider whether any feasible C can improve the defender’s
payoff for an attack within �(C

0
). By Observation 1, we need to

consider only changes in coverage probability within �(C

0
). To

improve the defenders payoff over ˆ

U⇥(C

0
), the coverage probabil-

ity for the new attack target t must increase. Otherwise, ˆ

U⇥(C

0
)

would already achieve at least the payoff for t. First, take the case
where C

0 assigns maximal coverage. It is not possible to have c

t

>

c

0
t

for some t without having c

t

0
< c

0
t

0 for at least one other t

0, since
the sum of c

0
t

is already maximal. Since U (t, C

0
) = U (t

0
, C

0
),

an attack on t

0 is strictly preferred and the target t with higher cov-
erage is no longer in the attack set. Similarly, in the case where
a target is assigned coverage probability 1, it is not possible to in-
crease the coverage of that target. Increasing the coverage of any
other target reduces the attackers payoff and removes it from the
attack set.

min k (12)
�

t

2 {0, 1} 8t 2 T (13)
c

t

2 [0, 1] 8t 2 T (14)
X

t2T

c

t

 m (15)

U (t, C)  k 8t 2 T (16)
k � U (t, C)  (1� �

t

) · Z 8t 2 T (17)
c

t

 �

t

8t 2 T (18)

We have also implemented an MILP that applies the same princi-
ples as ORIGAMI, which we call ORIGAMI-MILP. It is presented
in Equations 12–18. The vector � represents the attack set, and
replaces A in ERASER. �

t

is 1 for targets in the attack set, and 0
for all other targets. ORIGAMI-MILP is similar to ERASER, but
does not optimize the defender’s payoff. Instead, it minimizes the
attacker’s payoff, and adds a constraint that restricts c

t

for any t not
in �(C) to 0, consistent with Observation 1. This constraint forces
the attack set to include the maximal number of targets.

THEOREM 4. ORIGAMI-MILP generates an optimal solution
for the ERASER MILP.

Indicator 
variables  for 

attack set
Equations to copy to powerpoint
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The inequality comes from setting the expected payoff for the
target equal to the payoff for targets in the attack set: x = c

t

(U

c

 )+

(1�c

t

)U

u

 . Solving for c

t

gives the coverage probability necessary
to induce indifference between attacking t and any target in the
attack set. If this condition is not satisfied for some t with U

u

 (t) >

x, then the attacker strictly prefers an attack on t instead of the
attack set, contradicting the definition of the attack set (or x).

Algorithm 1 ORIGAMI
targets T sorted by U

u

 (t)

payoff[t] U

u

 (t), coverage[t] 0

left m, next 2

covBound �1
while next  n do

addedCov[t] payoff [next]�U

u
 (t)

U

c
 (t)�U

u
 (t) - coverage[t]

if coverage[t] + addedCov[t] � 1 then
covBound Max(covBound, U

c

 (t))
end if
if covBound � �1 OR

P
t2T

addedCov[t]  left then
BREAK

end if
coverage[t] += addedCov[t]
left -=

P
t2T

addedCov[t]
next++

end while
ratio[t] 1

U

u
 (t)�U

c
 (t)

coverage[t] += ratio[t]·leftP
t2T ratio[t]

if coverage[t] � 1 then
covBound Max(covBound, U

c

 (t))
end if
if covBound � �1 then

coverage[t] covBound�U

u
 (t)

U

c
 (t)�U

u
 (t)

end if

We exploit these observations in the ORIGAMI algorithm (Op-
timizing Resources in GAmes using Maximal Indifference), which
we present pseudocode for in Algorithm 1. The idea is to directly
compute the attack set for the attacker, using the indifference equa-
tion in Observation 3. Starting with a target that has maximal
U

u

 (t), the attack set is expanded at each iteration in order of de-
creasing U

u

 (t).2 Each time the attack set is expanded, the cover-
age of each target is updates to maintain the indifference of attacker
payoffs within the attack set.

There are two termination conditions. The first occurs when
adding the next target to the attack set requires more total cover-
age probability than the defender has resources available. At this
point, the size of the attack set cannot be increased further, but ad-
ditional probability can still be added to the targets in the attack set
in the specific ratio necessary to maintain indifference. The sec-
ond termination condition occurs when any target t is covered with
probability 1. The expected value for an attack on this target cannot
be reduced below U

c

 (t), so this define the final expected payoffs
for the attack set. The final coverage probabilities are computed
setting the coverages so that as many targets as possible have an
expected payoff of U

c

 (t). In both cases, the solution maximizes
the number of targets in the final attack set. Within the attack set, it

2It is not strictly necessary to start from the maximal value and ex-
pand the set in order. A faster but slightly more complicated vari-
ation of the algorithm could be implemented using a binary search
to find the attack set of maximal size that can be induced using the
available coverage resources.

maximizes the total coverage probability assigned while maintain-
ing the attacker’s indifference between the targets. The coverage
probability for all targets outside of the attack set is 0. We show
below that these properties suffice to identify a coverage vector that
is a SSE of the security game.

THEOREM 3. ORIGAMI computes a coverage vector C that is
optimal for the ERASER MILP, and is therefore consistent with a
SSE of the security game.

PROOF. Let (C, A) be an optimal solution for ERASER MILP,
and C

0 be a coverage vector generated by ORIGAMI. C

0 is feasi-
ble in the MILP by construction. We first show that A must attack
a target in �(C

0
), or it violates the optimality constraint for the

attacker. Suppose ORIGAMI terminates because a target t is as-
signed c

0
t

= 1. By construction, t 2 �(C

0
), and U

c

 (t) � U

u

 (t

0
)

for any t

0 outside of �(C

0
). Since c

0
t

= 1 it cannot be greater in
any coverage vector, and c

0
t

0 = 0 so it cannot be smaller. There-
fore, t

0 cannot be part of �(C) for any feasible C. Now, suppose
ORIGAMI terminates because all resources are assigned. Since
maximal coverage is assigned to targets in �(C

0
), in any coverage

vector C, c

0
t

 c

t

for at least one t or C violates the constraint on
total resources available. Now, let t

0 be any target not in �(C

0
).

We know that U (t, C

0
) > U (t

0
, C

0
), and since c

0
t

 c

t

, then
U (t, C) > U (t

0
, C) and t

0 is not in �(C).
Having established that �(C) ⇢ �(C

0
) for any feasible C, we

now consider whether any feasible C can improve the defender’s
payoff for an attack within �(C

0
). By Observation 1, we need to

consider only changes in coverage probability within �(C

0
). To

improve the defenders payoff over ˆ

U⇥(C

0
), the coverage probabil-

ity for the new attack target t must increase. Otherwise, ˆ

U⇥(C

0
)

would already achieve at least the payoff for t. First, take the case
where C

0 assigns maximal coverage. It is not possible to have c

t

>

c

0
t

for some t without having c

t

0
< c

0
t

0 for at least one other t

0, since
the sum of c

0
t

is already maximal. Since U (t, C

0
) = U (t

0
, C

0
),

an attack on t

0 is strictly preferred and the target t with higher cov-
erage is no longer in the attack set. Similarly, in the case where
a target is assigned coverage probability 1, it is not possible to in-
crease the coverage of that target. Increasing the coverage of any
other target reduces the attackers payoff and removes it from the
attack set.
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We have also implemented an MILP that applies the same princi-
ples as ORIGAMI, which we call ORIGAMI-MILP. It is presented
in Equations 12–18. The vector � represents the attack set, and
replaces A in ERASER. �

t

is 1 for targets in the attack set, and 0
for all other targets. ORIGAMI-MILP is similar to ERASER, but
does not optimize the defender’s payoff. Instead, it minimizes the
attacker’s payoff, and adds a constraint that restricts c

t

for any t not
in �(C) to 0, consistent with Observation 1. This constraint forces
the attack set to include the maximal number of targets.

THEOREM 4. ORIGAMI-MILP generates an optimal solution
for the ERASER MILP.
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The inequality comes from setting the expected payoff for the
target equal to the payoff for targets in the attack set: x = c

t

(U

c

 )+

(1�c

t

)U

u

 . Solving for c

t

gives the coverage probability necessary
to induce indifference between attacking t and any target in the
attack set. If this condition is not satisfied for some t with U

u

 (t) >

x, then the attacker strictly prefers an attack on t instead of the
attack set, contradicting the definition of the attack set (or x).

Algorithm 1 ORIGAMI
targets T sorted by U
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 (t)

payoff[t] U
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 (t), coverage[t] 0

left m, next 2

covBound �1
while next  n do

addedCov[t] payoff [next]�U
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 (t) - coverage[t]

if coverage[t] + addedCov[t] � 1 then
covBound Max(covBound, U
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 (t))
end if
if covBound � �1 OR
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end if
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left -=
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end while
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end if
if covBound � �1 then
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end if

We exploit these observations in the ORIGAMI algorithm (Op-
timizing Resources in GAmes using Maximal Indifference), which
we present pseudocode for in Algorithm 1. The idea is to directly
compute the attack set for the attacker, using the indifference equa-
tion in Observation 3. Starting with a target that has maximal
U

u

 (t), the attack set is expanded at each iteration in order of de-
creasing U

u

 (t).2 Each time the attack set is expanded, the cover-
age of each target is updates to maintain the indifference of attacker
payoffs within the attack set.

There are two termination conditions. The first occurs when
adding the next target to the attack set requires more total cover-
age probability than the defender has resources available. At this
point, the size of the attack set cannot be increased further, but ad-
ditional probability can still be added to the targets in the attack set
in the specific ratio necessary to maintain indifference. The sec-
ond termination condition occurs when any target t is covered with
probability 1. The expected value for an attack on this target cannot
be reduced below U

c

 (t), so this define the final expected payoffs
for the attack set. The final coverage probabilities are computed
setting the coverages so that as many targets as possible have an
expected payoff of U

c

 (t). In both cases, the solution maximizes
the number of targets in the final attack set. Within the attack set, it

2It is not strictly necessary to start from the maximal value and ex-
pand the set in order. A faster but slightly more complicated vari-
ation of the algorithm could be implemented using a binary search
to find the attack set of maximal size that can be induced using the
available coverage resources.

maximizes the total coverage probability assigned while maintain-
ing the attacker’s indifference between the targets. The coverage
probability for all targets outside of the attack set is 0. We show
below that these properties suffice to identify a coverage vector that
is a SSE of the security game.

THEOREM 3. ORIGAMI computes a coverage vector C that is
optimal for the ERASER MILP, and is therefore consistent with a
SSE of the security game.

PROOF. Let (C, A) be an optimal solution for ERASER MILP,
and C

0 be a coverage vector generated by ORIGAMI. C

0 is feasi-
ble in the MILP by construction. We first show that A must attack
a target in �(C

0
), or it violates the optimality constraint for the

attacker. Suppose ORIGAMI terminates because a target t is as-
signed c

0
t

= 1. By construction, t 2 �(C

0
), and U

c

 (t) � U

u

 (t

0
)

for any t

0 outside of �(C

0
). Since c

0
t

= 1 it cannot be greater in
any coverage vector, and c

0
t

0 = 0 so it cannot be smaller. There-
fore, t

0 cannot be part of �(C) for any feasible C. Now, suppose
ORIGAMI terminates because all resources are assigned. Since
maximal coverage is assigned to targets in �(C

0
), in any coverage

vector C, c

0
t

 c

t

for at least one t or C violates the constraint on
total resources available. Now, let t

0 be any target not in �(C

0
).

We know that U (t, C

0
) > U (t

0
, C

0
), and since c

0
t

 c

t

, then
U (t, C) > U (t

0
, C) and t

0 is not in �(C).
Having established that �(C) ⇢ �(C

0
) for any feasible C, we

now consider whether any feasible C can improve the defender’s
payoff for an attack within �(C

0
). By Observation 1, we need to

consider only changes in coverage probability within �(C

0
). To

improve the defenders payoff over ˆ

U⇥(C

0
), the coverage probabil-

ity for the new attack target t must increase. Otherwise, ˆ

U⇥(C

0
)

would already achieve at least the payoff for t. First, take the case
where C

0 assigns maximal coverage. It is not possible to have c

t

>

c

0
t

for some t without having c

t

0
< c

0
t

0 for at least one other t

0, since
the sum of c

0
t

is already maximal. Since U (t, C

0
) = U (t

0
, C

0
),

an attack on t

0 is strictly preferred and the target t with higher cov-
erage is no longer in the attack set. Similarly, in the case where
a target is assigned coverage probability 1, it is not possible to in-
crease the coverage of that target. Increasing the coverage of any
other target reduces the attackers payoff and removes it from the
attack set.
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We have also implemented an MILP that applies the same princi-
ples as ORIGAMI, which we call ORIGAMI-MILP. It is presented
in Equations 12–18. The vector � represents the attack set, and
replaces A in ERASER. �

t

is 1 for targets in the attack set, and 0
for all other targets. ORIGAMI-MILP is similar to ERASER, but
does not optimize the defender’s payoff. Instead, it minimizes the
attacker’s payoff, and adds a constraint that restricts c

t

for any t not
in �(C) to 0, consistent with Observation 1. This constraint forces
the attack set to include the maximal number of targets.

THEOREM 4. ORIGAMI-MILP generates an optimal solution
for the ERASER MILP.
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The inequality comes from setting the expected payoff for the
target equal to the payoff for targets in the attack set: x = c

t

(U

c

 )+

(1�c

t

)U

u

 . Solving for c

t

gives the coverage probability necessary
to induce indifference between attacking t and any target in the
attack set. If this condition is not satisfied for some t with U

u

 (t) >

x, then the attacker strictly prefers an attack on t instead of the
attack set, contradicting the definition of the attack set (or x).

Algorithm 1 ORIGAMI
targets T sorted by U

u

 (t)

payoff[t] U

u

 (t), coverage[t] 0

left m, next 2

covBound �1
while next  n do

addedCov[t] payoff [next]�U

u
 (t)

U

c
 (t)�U

u
 (t) - coverage[t]

if coverage[t] + addedCov[t] � 1 then
covBound Max(covBound, U

c

 (t))
end if
if covBound � �1 OR

P
t2T

addedCov[t]  left then
BREAK

end if
coverage[t] += addedCov[t]
left -=

P
t2T

addedCov[t]
next++

end while
ratio[t] 1

U

u
 (t)�U

c
 (t)

coverage[t] += ratio[t]·leftP
t2T ratio[t]

if coverage[t] � 1 then
covBound Max(covBound, U

c

 (t))
end if
if covBound � �1 then

coverage[t] covBound�U

u
 (t)

U

c
 (t)�U

u
 (t)

end if

We exploit these observations in the ORIGAMI algorithm (Op-
timizing Resources in GAmes using Maximal Indifference), which
we present pseudocode for in Algorithm 1. The idea is to directly
compute the attack set for the attacker, using the indifference equa-
tion in Observation 3. Starting with a target that has maximal
U

u

 (t), the attack set is expanded at each iteration in order of de-
creasing U

u

 (t).2 Each time the attack set is expanded, the cover-
age of each target is updates to maintain the indifference of attacker
payoffs within the attack set.

There are two termination conditions. The first occurs when
adding the next target to the attack set requires more total cover-
age probability than the defender has resources available. At this
point, the size of the attack set cannot be increased further, but ad-
ditional probability can still be added to the targets in the attack set
in the specific ratio necessary to maintain indifference. The sec-
ond termination condition occurs when any target t is covered with
probability 1. The expected value for an attack on this target cannot
be reduced below U

c

 (t), so this define the final expected payoffs
for the attack set. The final coverage probabilities are computed
setting the coverages so that as many targets as possible have an
expected payoff of U

c

 (t). In both cases, the solution maximizes
the number of targets in the final attack set. Within the attack set, it

2It is not strictly necessary to start from the maximal value and ex-
pand the set in order. A faster but slightly more complicated vari-
ation of the algorithm could be implemented using a binary search
to find the attack set of maximal size that can be induced using the
available coverage resources.

maximizes the total coverage probability assigned while maintain-
ing the attacker’s indifference between the targets. The coverage
probability for all targets outside of the attack set is 0. We show
below that these properties suffice to identify a coverage vector that
is a SSE of the security game.

THEOREM 3. ORIGAMI computes a coverage vector C that is
optimal for the ERASER MILP, and is therefore consistent with a
SSE of the security game.

PROOF. Let (C, A) be an optimal solution for ERASER MILP,
and C

0 be a coverage vector generated by ORIGAMI. C

0 is feasi-
ble in the MILP by construction. We first show that A must attack
a target in �(C

0
), or it violates the optimality constraint for the

attacker. Suppose ORIGAMI terminates because a target t is as-
signed c

0
t

= 1. By construction, t 2 �(C

0
), and U

c

 (t) � U

u

 (t

0
)

for any t

0 outside of �(C

0
). Since c

0
t

= 1 it cannot be greater in
any coverage vector, and c

0
t

0 = 0 so it cannot be smaller. There-
fore, t

0 cannot be part of �(C) for any feasible C. Now, suppose
ORIGAMI terminates because all resources are assigned. Since
maximal coverage is assigned to targets in �(C

0
), in any coverage

vector C, c

0
t

 c

t

for at least one t or C violates the constraint on
total resources available. Now, let t

0 be any target not in �(C

0
).

We know that U (t, C

0
) > U (t

0
, C

0
), and since c

0
t

 c

t

, then
U (t, C) > U (t

0
, C) and t

0 is not in �(C).
Having established that �(C) ⇢ �(C

0
) for any feasible C, we

now consider whether any feasible C can improve the defender’s
payoff for an attack within �(C

0
). By Observation 1, we need to

consider only changes in coverage probability within �(C

0
). To

improve the defenders payoff over ˆ

U⇥(C

0
), the coverage probabil-

ity for the new attack target t must increase. Otherwise, ˆ

U⇥(C

0
)

would already achieve at least the payoff for t. First, take the case
where C

0 assigns maximal coverage. It is not possible to have c

t

>

c

0
t

for some t without having c

t

0
< c

0
t

0 for at least one other t

0, since
the sum of c

0
t

is already maximal. Since U (t, C

0
) = U (t

0
, C

0
),

an attack on t

0 is strictly preferred and the target t with higher cov-
erage is no longer in the attack set. Similarly, in the case where
a target is assigned coverage probability 1, it is not possible to in-
crease the coverage of that target. Increasing the coverage of any
other target reduces the attackers payoff and removes it from the
attack set.

min k (12)
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c

t

2 [0, 1] 8t 2 T (14)
X

t2T

c

t

 m (15)

U (t, C)  k 8t 2 T (16)
k � U (t, C)  (1� �

t

) · Z 8t 2 T (17)
c

t

 �

t

8t 2 T (18)

We have also implemented an MILP that applies the same princi-
ples as ORIGAMI, which we call ORIGAMI-MILP. It is presented
in Equations 12–18. The vector � represents the attack set, and
replaces A in ERASER. �

t

is 1 for targets in the attack set, and 0
for all other targets. ORIGAMI-MILP is similar to ERASER, but
does not optimize the defender’s payoff. Instead, it minimizes the
attacker’s payoff, and adds a constraint that restricts c

t

for any t not
in �(C) to 0, consistent with Observation 1. This constraint forces
the attack set to include the maximal number of targets.

THEOREM 4. ORIGAMI-MILP generates an optimal solution
for the ERASER MILP.
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The inequality comes from setting the expected payoff for the
target equal to the payoff for targets in the attack set: x = c

t

(U

c

 )+

(1�c

t

)U

u

 . Solving for c

t

gives the coverage probability necessary
to induce indifference between attacking t and any target in the
attack set. If this condition is not satisfied for some t with U

u

 (t) >

x, then the attacker strictly prefers an attack on t instead of the
attack set, contradicting the definition of the attack set (or x).

Algorithm 1 ORIGAMI
targets T sorted by U

u

 (t)

payoff[t] U

u

 (t), coverage[t] 0

left m, next 2

covBound �1
while next  n do

addedCov[t] payoff [next]�U

u
 (t)

U

c
 (t)�U

u
 (t) - coverage[t]

if coverage[t] + addedCov[t] � 1 then
covBound Max(covBound, U

c

 (t))
end if
if covBound � �1 OR

P
t2T

addedCov[t]  left then
BREAK

end if
coverage[t] += addedCov[t]
left -=

P
t2T

addedCov[t]
next++

end while
ratio[t] 1

U

u
 (t)�U

c
 (t)

coverage[t] += ratio[t]·leftP
t2T ratio[t]

if coverage[t] � 1 then
covBound Max(covBound, U

c

 (t))
end if
if covBound � �1 then

coverage[t] covBound�U

u
 (t)

U

c
 (t)�U

u
 (t)

end if

We exploit these observations in the ORIGAMI algorithm (Op-
timizing Resources in GAmes using Maximal Indifference), which
we present pseudocode for in Algorithm 1. The idea is to directly
compute the attack set for the attacker, using the indifference equa-
tion in Observation 3. Starting with a target that has maximal
U

u

 (t), the attack set is expanded at each iteration in order of de-
creasing U

u

 (t).2 Each time the attack set is expanded, the cover-
age of each target is updates to maintain the indifference of attacker
payoffs within the attack set.

There are two termination conditions. The first occurs when
adding the next target to the attack set requires more total cover-
age probability than the defender has resources available. At this
point, the size of the attack set cannot be increased further, but ad-
ditional probability can still be added to the targets in the attack set
in the specific ratio necessary to maintain indifference. The sec-
ond termination condition occurs when any target t is covered with
probability 1. The expected value for an attack on this target cannot
be reduced below U

c

 (t), so this define the final expected payoffs
for the attack set. The final coverage probabilities are computed
setting the coverages so that as many targets as possible have an
expected payoff of U

c

 (t). In both cases, the solution maximizes
the number of targets in the final attack set. Within the attack set, it

2It is not strictly necessary to start from the maximal value and ex-
pand the set in order. A faster but slightly more complicated vari-
ation of the algorithm could be implemented using a binary search
to find the attack set of maximal size that can be induced using the
available coverage resources.

maximizes the total coverage probability assigned while maintain-
ing the attacker’s indifference between the targets. The coverage
probability for all targets outside of the attack set is 0. We show
below that these properties suffice to identify a coverage vector that
is a SSE of the security game.

THEOREM 3. ORIGAMI computes a coverage vector C that is
optimal for the ERASER MILP, and is therefore consistent with a
SSE of the security game.

PROOF. Let (C, A) be an optimal solution for ERASER MILP,
and C

0 be a coverage vector generated by ORIGAMI. C

0 is feasi-
ble in the MILP by construction. We first show that A must attack
a target in �(C

0
), or it violates the optimality constraint for the

attacker. Suppose ORIGAMI terminates because a target t is as-
signed c

0
t

= 1. By construction, t 2 �(C

0
), and U

c

 (t) � U

u

 (t

0
)

for any t

0 outside of �(C

0
). Since c

0
t

= 1 it cannot be greater in
any coverage vector, and c

0
t

0 = 0 so it cannot be smaller. There-
fore, t

0 cannot be part of �(C) for any feasible C. Now, suppose
ORIGAMI terminates because all resources are assigned. Since
maximal coverage is assigned to targets in �(C

0
), in any coverage

vector C, c

0
t

 c

t

for at least one t or C violates the constraint on
total resources available. Now, let t

0 be any target not in �(C

0
).

We know that U (t, C

0
) > U (t

0
, C

0
), and since c

0
t

 c

t

, then
U (t, C) > U (t

0
, C) and t

0 is not in �(C).
Having established that �(C) ⇢ �(C

0
) for any feasible C, we

now consider whether any feasible C can improve the defender’s
payoff for an attack within �(C

0
). By Observation 1, we need to

consider only changes in coverage probability within �(C

0
). To

improve the defenders payoff over ˆ

U⇥(C

0
), the coverage probabil-

ity for the new attack target t must increase. Otherwise, ˆ

U⇥(C

0
)

would already achieve at least the payoff for t. First, take the case
where C

0 assigns maximal coverage. It is not possible to have c

t

>

c

0
t

for some t without having c

t

0
< c

0
t

0 for at least one other t

0, since
the sum of c

0
t

is already maximal. Since U (t, C

0
) = U (t

0
, C

0
),

an attack on t

0 is strictly preferred and the target t with higher cov-
erage is no longer in the attack set. Similarly, in the case where
a target is assigned coverage probability 1, it is not possible to in-
crease the coverage of that target. Increasing the coverage of any
other target reduces the attackers payoff and removes it from the
attack set.
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We have also implemented an MILP that applies the same princi-
ples as ORIGAMI, which we call ORIGAMI-MILP. It is presented
in Equations 12–18. The vector � represents the attack set, and
replaces A in ERASER. �

t

is 1 for targets in the attack set, and 0
for all other targets. ORIGAMI-MILP is similar to ERASER, but
does not optimize the defender’s payoff. Instead, it minimizes the
attacker’s payoff, and adds a constraint that restricts c

t

for any t not
in �(C) to 0, consistent with Observation 1. This constraint forces
the attack set to include the maximal number of targets.

THEOREM 4. ORIGAMI-MILP generates an optimal solution
for the ERASER MILP.
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The inequality comes from setting the expected payoff for the
target equal to the payoff for targets in the attack set: x = c

t

(U

c

 )+

(1�c

t

)U

u

 . Solving for c

t

gives the coverage probability necessary
to induce indifference between attacking t and any target in the
attack set. If this condition is not satisfied for some t with U

u

 (t) >

x, then the attacker strictly prefers an attack on t instead of the
attack set, contradicting the definition of the attack set (or x).

Algorithm 1 ORIGAMI
targets T sorted by U

u

 (t)

payoff[t] U

u

 (t), coverage[t] 0

left m, next 2

covBound �1
while next  n do

addedCov[t] payoff [next]�U

u
 (t)

U

c
 (t)�U

u
 (t) - coverage[t]

if coverage[t] + addedCov[t] � 1 then
covBound Max(covBound, U

c

 (t))
end if
if covBound � �1 OR

P
t2T

addedCov[t]  left then
BREAK

end if
coverage[t] += addedCov[t]
left -=

P
t2T

addedCov[t]
next++

end while
ratio[t] 1

U

u
 (t)�U

c
 (t)

coverage[t] += ratio[t]·leftP
t2T ratio[t]

if coverage[t] � 1 then
covBound Max(covBound, U

c

 (t))
end if
if covBound � �1 then

coverage[t] covBound�U

u
 (t)

U

c
 (t)�U

u
 (t)

end if

We exploit these observations in the ORIGAMI algorithm (Op-
timizing Resources in GAmes using Maximal Indifference), which
we present pseudocode for in Algorithm 1. The idea is to directly
compute the attack set for the attacker, using the indifference equa-
tion in Observation 3. Starting with a target that has maximal
U

u

 (t), the attack set is expanded at each iteration in order of de-
creasing U

u

 (t).2 Each time the attack set is expanded, the cover-
age of each target is updates to maintain the indifference of attacker
payoffs within the attack set.

There are two termination conditions. The first occurs when
adding the next target to the attack set requires more total cover-
age probability than the defender has resources available. At this
point, the size of the attack set cannot be increased further, but ad-
ditional probability can still be added to the targets in the attack set
in the specific ratio necessary to maintain indifference. The sec-
ond termination condition occurs when any target t is covered with
probability 1. The expected value for an attack on this target cannot
be reduced below U

c

 (t), so this define the final expected payoffs
for the attack set. The final coverage probabilities are computed
setting the coverages so that as many targets as possible have an
expected payoff of U

c

 (t). In both cases, the solution maximizes
the number of targets in the final attack set. Within the attack set, it

2It is not strictly necessary to start from the maximal value and ex-
pand the set in order. A faster but slightly more complicated vari-
ation of the algorithm could be implemented using a binary search
to find the attack set of maximal size that can be induced using the
available coverage resources.

maximizes the total coverage probability assigned while maintain-
ing the attacker’s indifference between the targets. The coverage
probability for all targets outside of the attack set is 0. We show
below that these properties suffice to identify a coverage vector that
is a SSE of the security game.

THEOREM 3. ORIGAMI computes a coverage vector C that is
optimal for the ERASER MILP, and is therefore consistent with a
SSE of the security game.

PROOF. Let (C, A) be an optimal solution for ERASER MILP,
and C

0 be a coverage vector generated by ORIGAMI. C

0 is feasi-
ble in the MILP by construction. We first show that A must attack
a target in �(C

0
), or it violates the optimality constraint for the

attacker. Suppose ORIGAMI terminates because a target t is as-
signed c

0
t

= 1. By construction, t 2 �(C

0
), and U

c

 (t) � U

u

 (t

0
)

for any t

0 outside of �(C

0
). Since c

0
t

= 1 it cannot be greater in
any coverage vector, and c

0
t

0 = 0 so it cannot be smaller. There-
fore, t

0 cannot be part of �(C) for any feasible C. Now, suppose
ORIGAMI terminates because all resources are assigned. Since
maximal coverage is assigned to targets in �(C

0
), in any coverage

vector C, c

0
t

 c

t

for at least one t or C violates the constraint on
total resources available. Now, let t

0 be any target not in �(C

0
).

We know that U (t, C

0
) > U (t

0
, C

0
), and since c

0
t

 c

t

, then
U (t, C) > U (t

0
, C) and t

0 is not in �(C).
Having established that �(C) ⇢ �(C

0
) for any feasible C, we

now consider whether any feasible C can improve the defender’s
payoff for an attack within �(C

0
). By Observation 1, we need to

consider only changes in coverage probability within �(C

0
). To

improve the defenders payoff over ˆ

U⇥(C

0
), the coverage probabil-

ity for the new attack target t must increase. Otherwise, ˆ

U⇥(C

0
)

would already achieve at least the payoff for t. First, take the case
where C

0 assigns maximal coverage. It is not possible to have c

t

>

c

0
t

for some t without having c

t

0
< c

0
t

0 for at least one other t

0, since
the sum of c

0
t

is already maximal. Since U (t, C

0
) = U (t

0
, C

0
),

an attack on t

0 is strictly preferred and the target t with higher cov-
erage is no longer in the attack set. Similarly, in the case where
a target is assigned coverage probability 1, it is not possible to in-
crease the coverage of that target. Increasing the coverage of any
other target reduces the attackers payoff and removes it from the
attack set.
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We have also implemented an MILP that applies the same princi-
ples as ORIGAMI, which we call ORIGAMI-MILP. It is presented
in Equations 12–18. The vector � represents the attack set, and
replaces A in ERASER. �

t

is 1 for targets in the attack set, and 0
for all other targets. ORIGAMI-MILP is similar to ERASER, but
does not optimize the defender’s payoff. Instead, it minimizes the
attacker’s payoff, and adds a constraint that restricts c

t

for any t not
in �(C) to 0, consistent with Observation 1. This constraint forces
the attack set to include the maximal number of targets.

THEOREM 4. ORIGAMI-MILP generates an optimal solution
for the ERASER MILP.
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range [0, 1], and Equation 9 constraints the coverage by the num-
ber of available resources.

In Equations 10 and 11, Z is a large constant relative to the
maximum payoff value. Equation 10 defines the defender’s ex-
pected payoff, contingent on the target attacked in A. The con-
straint places an upper bound of U⇥(t, C) on d, but only for the
attacked target. For all other targets, the RHS is arbitrarily large.
Since the objective maximizes d, for any optimal solution d =

U⇥(C, A). This also implies that C is maximal, given A for any
optimal solution, since d is maximized.

In a similar way, Equation 11 forces the attacker to select a strat-
egy in the attack set of C. The first part of the constraint specifies
that k � U (t, C) � 0, which implies that k must be at least as
large as the maximal payoff for attacking any target. The second
part forces k � U (t, C)  0 for any target that is attacked in A.
If the attack vector specifies a target that is not maximal, this con-
straint is violated. Taken together, the objective and Equations 10–
11 imply that C and A are mutual best-responses in any optimal
solution.

max d (5)
a

t

2 {0, 1} 8t 2 T (6)
X

t2T

a

t

= 1 (7)
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2 [0, 1] 8t 2 T (8)
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t2T

c

t

 m (9)

d� U⇥(t, C)  (1� a

t

) · Z 8t 2 T (10)
0  k � U (t, C)  (1� a

t

) · Z 8t 2 T (11)

We now show that an optimal solution to the ERASER MILP
corresponds to a SSE of the security game. First we show that the
legal coverage vectors can be implemented by mixed strategies, and
then show how full a full SSE can be constructed from an optimal
ERASER solution.

THEOREM 1. For any feasible ERASER coverage vector, there
is a corresponding mixed strategy �⇥ that implements the desired
coverage probabilities.

Proof sketch: Translating C into a mixed strategy involves solv-
ing a set of n linear equations with

`
n

m

´
variables; in practice, we

use a linear program. The claim is trivial when m = 1, since each
pure strategy maps directly to a target. In the general case, we must
map the feasible set of ERASER coverage vectors to the feasible
set of the mixed strategies �⇥. We provide the intuition for this
mapping here. Each pure strategy �⇥ can be represented by an
m-dimensional indicator vector that selects m out of the possible
n targets. The full set of pure strategies ⌃⇥ consists of the

`
n

m

´

indicator vectors of this form. The set of possible mixed strate-
gies for the normal-form game is �⇥, defined by valid probability
distributions over ⌃⇥.

Now, let P

E

be the polyhedron defined by the solution space of
the ERASER coverage vector. We show that all extreme points of
P

E

are in �⇥, which implies that P

E

is a subset of the polyhedron
defined over �⇥. The extreme points of P

E

are defined by n lin-
early independent equality constraints. Since they have to satisfyP

n

i=1 c

i

= m, n � 1 of the constraints 0  c

i

 1 must be tight,
so n� 1 of the c

i

variables are either 0 or 1. Since m is an integer,
the other variable must also be either 0 or 1. This implies that ex-
actly m of the c

i

= 1 and the rest of c

i

= 0 for any extreme point
of P

E

. This c vector is therefore one of the pure strategies �⇥ that

define the extreme points of �⇥, proving the inclusion. We can
similarly argue the other direction, proving equivalence of the fea-
sibility sets. If ERASER has a valid solution, we will be able to
find a corresponding mixed strategy.

THEOREM 2. A pair of attack and coverage vectors (C, A) is
optimal for the ERASER MILP correspond to at least one SSE of
the game.

PROOF. We claim above that C corresponds to a mixed strategy
for the defender, but A is an incomplete description of the attacker’s
Stackelberg strategy F ; it does not specify choices for any cover-
age other than C. Here we show that the conditions of the MILP
imply the existence of a function F extending A such that C and
F satisfy the conditions of SSE given in Definition 1. We have al-
ready shown above that C and A are mutual best-responses for an
optimal MILP solution. It remains to describe the attacker’s behav-
ior off the equilibrium path, for any other feasible coverage vectors
C

0 6= C. Let t

⇤ 2 �(C

0
) be a target in the attack set for C

0 with
maximal payoff for the defender, and let A

0 be the attack vector
which places probability 1 on t

⇤. By construction, A

0 is feasible in
the MILP and satisfies conditions 2 and 3 for a SSE. Since (C

0
, A

0
)

is a feasible solution in the MILP, U⇥(C

0
, A

0
)  U⇥(C, A) since

(C, A) is optimal for the MILP. Let F be a function constructed
using this method for every possible C

0 6= C. C is a best-response
to F since U⇥(C

0
, A

0
)  U⇥(C, A), satisfying condition 1 of the

SSE.

5. EXPLOITING PAYOFF STRUCTURE
We now consider a class of security games in which the de-

fender always benefits by having additional resources covering an
attacked target, while the attacker is always worse off attacking a
more heavily defended target. These assumptions are quite reason-
able in many security games. Formally, we restrict payoff functions
so that U

u

⇥(t) < U

c

⇥(t) and U

u

 (t) > U

c

 (t) for all t (note the strict
inequalities). This is similar in spirit to a zero-sum assumption, but
somewhat less restrictive. It is well-known that zero-sum games of-
ten admit more efficient solution algorithms, such as Luce’s poly-
nomial method for 2-player, zero-sum games [9]. We introduce two
algorithms that compute extremely fast solutions for security games
with this restriction on payoffs by exploiting structural properties
of the optimal solution. We begin with three observations about the
properties of the optimal solution for this class of games.

OBSERVATION 1. All else equal, increasing c

t

for any target
not in �(C) has no effect on ˆ

U⇥(C) or ˆ

U (C).

Increasing c

t

can only decrease U (t, C) (due to the payoff as-
sumption), and cannot affect the payoffs for any other target. Since
t was not in �(C) before, decreasing the payoff cannot result in a
change to �(C), and therefore cannot influence the SSE payoffs.

OBSERVATION 2. If �(C) ⇢ �(C

0
) and c

t

= c

0
t

for all t 2
�(C) then ˆ

U⇥(C)  ˆ

U⇥(C

0
).

In other words, adding an additional target to the attack set can-
not hurt the defender. This is a straightforward consequence of
the SSE assumption that the defender receives the optimal payoff
among targets in the attack set.

OBSERVATION 3. If ˆ

U (C) = x, then c

t

� x�U

u
 (t)

U

c
 (t)�U

u
 (t) for

every target t with U

u

 (t) > x.

If there was less coverage, the attacker would always attack and 
get strictly better utility
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Iteration 1
Attack set: {Target 3}

New coverage for Target 3: 0.5
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Iteration 2
Attack set: {Target 1, Target 3}

New coverage for Target 3: 0.5
New coverage for Target 1: 0
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Iteration 3
Attack set: {Target 1, Target 2, Target 3}

New coverage for Target 3: 0.5
New coverage for Target 1: 0
New coverage for Target 2: 0
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Iteration 4
Attack set: {Target 1, Target 2, Target 3, Target 4}

New coverage for Target 3: 0.5
New coverage for Target 1: 0
New coverage for Target 2: 0
New coverage for Target 4: 0
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Postprocessing after loop
Attack set: {Target 1, Target 2, Target 3, Target 4}

Sum of ratio[t] = 3.5
Resources Left = 1.5

Target 3 final coverage = 0.5 + 0.5*1.5/3.5 = 5/7
Target 1 final coverage = 0 + 1.5/3.5 = 3/7
Target 2 final coverage = 0 + 1.5/3.5 = 3/7
Target 4 final coverage = 0 + 1.5/3.5 = 3/7



ERASER-C
l Solves the FAMS problem

l More realistic – resources now only have a set of 
schedules they can work with (multiple flights at same 
time, can’t teleport between cities, etc.)

l Resources have types, analogous to the starting location
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• Now resources only have feasible schedules. 
• Example: 3 guards, 20 flights 
• Feasible schedule: 10 disjoint pairs of flights,

e.g. (1, 2), (3,4), (5,6), (7,8), (9, 10), (11, 12),
(13, 14), (15, 16), (17, 18), (19, 20)

• Again, naïve representation of pure strategies is infeasibly
large

quirement that targets must be guarded as pairs in the set S =
{(1, 2), (3, 4), ..., (19, 20)}. In DOBSS, we would need to gener-
ate actions that represented all combinations of all valid schedules
instead of combinations of all valid targets as in the previous exam-
ple. In ERASER-C, we perform a similar aggregation to ERASER
and also include a mapping of schedules to targets. We then define
a defender’s strategy to be an assignment of resources to schedules
instead of an assignment of resources to individual targets as in the
previous case. In Tables 4 and 5, we show the actionspaces for the
example outlined with DOBSS and then with ERASER-C.

Action Targets Probability
1 (1,2),(3,4),(5,6) p1

2 (1,2),(3,4),(7,8) p2

3 (1,2),(3,4),(9,10) p3

... ... ...
120 (15,16),(17,18),(19,20) p120

Table 4: DOBSS.

Action Targets Probability
1 (1,2) p1

2 (3,4) p2

3 (5,6) p3

... ... ...
10 (19,20) p10

Table 5: ERASER-C.

This exponentially more compact representation allows
ERASER-C to solve this class of security games with scheduling
constraints exponentially faster than DOBSS and is discussed in
more detail in Kiekintveld et al. [10]. This makes it possible for
us to solve these large transportation network games in reasonable
timeframes, which we evaluate in Section 7.1.

4. SYSTEM ARCHITECTURE
The IRIS system consists of an input module, a back-end mod-

ule, a display/output module, and a project management module.
Figure 1 shows a generic diagram of the system, with grey boxes
representing modules and white boxes within them representing the
components of the modules. We now describe the modules as well
as the particular instantiations of these modules in the FAMS do-
main.

The input module is composed of four classes of inputs that are
required by the system in order to generate a representative Stack-
elberg game and create an optimal schedule. The first input is the
resource data. In the FAMS domain, this is the coverage ability
and number of FAMs, which we have chosen to model as loca-
tions, where each location has a specific number of FAMs who
can cover some subset of flights. The second input is the target
data. In this case, this is the flight data and includes all relevant
information about flights that the user considers during scheduling,
such as flight number, carrier, origin, destination, aircraft type, etc..
The third input is data required for risk assessment which will be
used by our attribute-based risk analysis engine that we will dis-
cuss in Section 5.1. Figures such as number of passengers, flight
path, city of origin, and city of destination are examples of relevant
risk data in the FAMS domain. Finally, we allow inputs for data
that can be used in the GUI to aid the user’s navigation and un-
derstanding of the system’s output. This might include alternative

Figure 1: Generic diagram of IRIS system.

naming schemes for airports and airlines, for example. A sample
input screen is shown in Figure 2.

Figure 2: Example input screen: Airport details.

The back-end module has six primary components. First, as we
will describe later in Section 5, we have a preprocessing engine that
uses the flight and resource information to create the set of all valid
flight schedules which serve as the defender’s targets in our sys-
tem. Along with the flight data, this forms the target definition for
the game. Second, we have a payoff generation process that com-
bines the target definition information with the risk data. Third,
we translate the payoff information into a Stackelberg game, rep-
resented as an MILP. Fourth, we include a generic MILP solver to
solve the MILP created via the ERASER-C model. Fifth, we pro-
duce a randomized schedule of probability weights for each target
based on the solution created by ERASER-C. Finally, we use the
randomized schedule to create actual sample schedules that can be
implemented by the FAMS.

This information is presented to the user via the display/output
module. The schedule created is shown in the interface with pop-
up windows as the user’s mouse moves over the targets, showing
more detailed information about each target. The user is also able
to output the schedule to a file which he can then use to analyze
the schedule in more detail as desired. The sample assignment of
FAMs to flight schedules is exactly a schedule that could be used by
the FAMS. At this point, the scheduling assistant allows the expert
using the system to create numerous sample schedules based on

[Tsai et. al., IRIS A Tool for Strategic Security Allocation in Transportation Networks, 2016]
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• Now resources only have feasible schedules. 
• Example: 3 guards, 20 flights 
• Feasible schedule: 10 disjoint pairs of flights,

e.g. (1, 2), (3,4), (5,6), (7,8), (9, 10), (11, 12),
(13, 14), (15, 16), (17, 18), (19, 20)

• Instead put a probability on each schedule.
• In general problem number of schedules could be 

infeasibly large, if schedules can be represented 
compactly

• However, in FAMS application schedules are length 2

quirement that targets must be guarded as pairs in the set S =
{(1, 2), (3, 4), ..., (19, 20)}. In DOBSS, we would need to gener-
ate actions that represented all combinations of all valid schedules
instead of combinations of all valid targets as in the previous exam-
ple. In ERASER-C, we perform a similar aggregation to ERASER
and also include a mapping of schedules to targets. We then define
a defender’s strategy to be an assignment of resources to schedules
instead of an assignment of resources to individual targets as in the
previous case. In Tables 4 and 5, we show the actionspaces for the
example outlined with DOBSS and then with ERASER-C.

Action Targets Probability
1 (1,2),(3,4),(5,6) p1

2 (1,2),(3,4),(7,8) p2

3 (1,2),(3,4),(9,10) p3

... ... ...
120 (15,16),(17,18),(19,20) p120

Table 4: DOBSS.

Action Targets Probability
1 (1,2) p1

2 (3,4) p2

3 (5,6) p3

... ... ...
10 (19,20) p10

Table 5: ERASER-C.

This exponentially more compact representation allows
ERASER-C to solve this class of security games with scheduling
constraints exponentially faster than DOBSS and is discussed in
more detail in Kiekintveld et al. [10]. This makes it possible for
us to solve these large transportation network games in reasonable
timeframes, which we evaluate in Section 7.1.

4. SYSTEM ARCHITECTURE
The IRIS system consists of an input module, a back-end mod-

ule, a display/output module, and a project management module.
Figure 1 shows a generic diagram of the system, with grey boxes
representing modules and white boxes within them representing the
components of the modules. We now describe the modules as well
as the particular instantiations of these modules in the FAMS do-
main.

The input module is composed of four classes of inputs that are
required by the system in order to generate a representative Stack-
elberg game and create an optimal schedule. The first input is the
resource data. In the FAMS domain, this is the coverage ability
and number of FAMs, which we have chosen to model as loca-
tions, where each location has a specific number of FAMs who
can cover some subset of flights. The second input is the target
data. In this case, this is the flight data and includes all relevant
information about flights that the user considers during scheduling,
such as flight number, carrier, origin, destination, aircraft type, etc..
The third input is data required for risk assessment which will be
used by our attribute-based risk analysis engine that we will dis-
cuss in Section 5.1. Figures such as number of passengers, flight
path, city of origin, and city of destination are examples of relevant
risk data in the FAMS domain. Finally, we allow inputs for data
that can be used in the GUI to aid the user’s navigation and un-
derstanding of the system’s output. This might include alternative

Figure 1: Generic diagram of IRIS system.

naming schemes for airports and airlines, for example. A sample
input screen is shown in Figure 2.

Figure 2: Example input screen: Airport details.

The back-end module has six primary components. First, as we
will describe later in Section 5, we have a preprocessing engine that
uses the flight and resource information to create the set of all valid
flight schedules which serve as the defender’s targets in our sys-
tem. Along with the flight data, this forms the target definition for
the game. Second, we have a payoff generation process that com-
bines the target definition information with the risk data. Third,
we translate the payoff information into a Stackelberg game, rep-
resented as an MILP. Fourth, we include a generic MILP solver to
solve the MILP created via the ERASER-C model. Fifth, we pro-
duce a randomized schedule of probability weights for each target
based on the solution created by ERASER-C. Finally, we use the
randomized schedule to create actual sample schedules that can be
implemented by the FAMS.

This information is presented to the user via the display/output
module. The schedule created is shown in the interface with pop-
up windows as the user’s mouse moves over the targets, showing
more detailed information about each target. The user is also able
to output the schedule to a file which he can then use to analyze
the schedule in more detail as desired. The sample assignment of
FAMs to flight schedules is exactly a schedule that could be used by
the FAMS. At this point, the scheduling assistant allows the expert
using the system to create numerous sample schedules based on

[Tsai et. al., IRIS A Tool for Strategic Security Allocation in Transportation Networks, 2016]
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Proof sketch: ORIGAMI-MILP generates solutions with the
same properties as ORIGAMI. In particular, no coverage proba-
bility is assigned to targets outside of the attack set. This implies
that any target in the attack set is assigned exactly the coverage
probability necessary to induce indifference with all other targets
in the attack set, as in Observation 3. The objective of minimizing
the attacker’s payoff forces an attack set with the lowest expected
payoff for the attacker. Any target with an uncovered payoff higher
than this value must be included in the attack set, which forces the
attack set to be maximal. This in turn maximizes the defender’s
SSE payoff.

6. SCHEDULING AND RESOURCE CON-
STRAINTS

We now introduce ERASER-C (“Constrained”), an extension of
ERASER which adds the capability to represent certain kinds of
resource and scheduling constraints, motivated by the real example
domains described previously. We demonstrate that the basic idea
of using a compact representation of the defender’s strategy space
and the payoff functions for both players is still useful in this setting
when resources are heterogeneous.

The first extension allows resources to be assigned to sched-
ules covering multiple targets. The set of legal schedules S =

{s1 . . . s

l

} is a subset of the power set of the targets, with restric-
tions on this set representing scheduling constraints. We define
the relationship between targets and schedules with the function
M : S ⇥ T ! {0, 1}, which evaluates to 1 if and only if t is cov-
ered in s.3 The defender’s strategy is an assignment of resources
to schedules, rather than targets. A second extension introduces re-
source types, ⌦ = {!1, . . . , !v

}, each with the capability to cover
a different subset of S. The number of available resources of each
type is given by the function R(!). Coverage capabilities for each
type are given by the function Ca : S ⇥ ⌦ ! {0, 1}, which is 1 if
the type is able to cover the given schedule and 0 otherwise.4

The combination of schedules and resource types captures key
elements of the FAMS domain. Suppose we model air marshals
as resources, flights as targets, with payoffs defined by expert risk
analysis. A single marshal cannot be on all possible flights due to
location and timing constraints. We could use legal schedules to
define the set of feasible flights for a particular air marshal. Re-
source types can be used to specify different sets of legal schedules
for each resource (e.g., based on initial location). Adding these
constraints effectively reduces the space of feasible coverage vec-
tors. Consider an example with a single resource defending three
targets. There are two legal schedules, covering targets {1, 2} and
{2, 3}. Given only these schedules, it is not possible to implement
a coverage vector that places 50% probability on both targets 1 and
3, with no coverage of target 2.

An MILP implementing ERASER-C is presented in Equations 19–
30. The MILP is very similar to the original ERASER, but enforces
additional constraints on the legal schedules and coverage for each
resource type. The q variables represent the total probability that is
assigned to each schedule by all resource types, and the h variables
are the probability assigned to a schedule by a specific type of re-
source. In equations 29 and 30, Z is a large constant, relative to the
maximum payoff.

3For the purposes of the FAMS domain and the version of
ERASER-C presented here, all schedules are of size 2 and there
are no odd cycles in the graph where targets are vertices and edges
are schedules.
4Our implementation uses complete matrices for M and Ca, but
sparse representations could improve performance.

Constraint 20 restricts the attack vector to binary variables, which
correspond to pure strategies for the attacker. Constraints 21 through
23 restrict the defender’s strategy so that no target is assigned prob-
ability greater than 1. The coverage of each schedule must sum to
the contributions of the individual resource types, specified in 25.
The mapping between the coverage of schedules and coverage of
targets is enforced in constraint 26. Constraint 27 restricts the
schedule so that only the available number of resources of each
type are used. No probability may be assigned to disallowed sched-
ules for each resource type, which is explicitly enforced by con-
straint 28. The final three constraints specify the maximization per-
formed by both the attacker and defender, exactly as in the ERASER
(see Section 4.3).
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An optimal coverage vector of ERASER-C meets the equilib-
rium conditions, following the same line of reasoning as Theo-
rem 2. However, the MILP as written can result in coverage vectors
that cannot be implemented by mixed strategies in the original so-
lution space if arbitrary schedules are allowed (as noted above, in
the FAMS domain schedules have a restricted form). In particular,
additional constraints are necessary if there are odd cycles possi-
ble in the schedules. We defer full analysis and discussion of this
issue to future work, but note that in empirical testing with realis-
tic data even simple heuristic methods are able to generate sample
joint assignments that closely approximate the optimal coverage
probabilities identified by this MILP.

7. EXPERIMENTAL EVALUATION
We evaluate the four algorithms using both randomly-generated

security games and real examples from the LAX and FAMS do-
mains. Our baseline for comparing with existing methods is DOBSS
[11], which is the fastest known algorithm for general Bayesian
Stackelberg games. While we do not consider the Bayesian case
here, DOBSS is also comparable to other methods (notably [4]) for
the non-Bayesian case. All of our algorithms generate optimal SSE
solutions, so the primary metrics of comparison are the computa-
tional requirements to compute solutions, in both time and mem-
ory. We note that the algorithms are applicable to different classes
of games, with faster algorithms generally able to solve a smaller
class of games. The ordering of the algorithms in terms of the size
of the class of games is given by ORIGAMI/ORIGAMI-MILP ⇢
ERASER ⇢ ERASER-C ⇢ DOBSS.



ERASER-C – Odd Cycles
l A feasible solution to the MILP may not be feasible using 

the schedule

l E.g. 1 resource can cover the schedule {1, 2} and {2, 3}

l It will not be possible to split 50% coverage of 1 and 50% 
coverage of 3
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l ERASER 
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All of our experiments were run on a machine with dual Xeon
3.2Ghz processors and 2GB of RAM, running RHEL 3. We use
CPLEX 9.0.0 with default parameter settings to solve MILPs. All
data points are based on 20 sample game instances, except when
explicitly stated otherwise. Our first set of experiments compares
the performance of DOBSS, ERASER, and ERASER-C on ran-
dom game instances. We next compare ERASER, ORIGAMI, and
ORIGAMI-MILP on much larger instances that DOBSS is unable
to solve, given memory limitations. The final experiment compares
the algorithms on relevant example games for the LAX and FAMS
domains described in Section 3.

For the first set of tests we generate random instances of compact
security games of the form used by ERASER (see Section 4.1). To
generate a game with a given number of targets and resources, we
independently randomly draw four integer payoffs for each target.
U

c

⇥ and U

u

 are drawn from Uniform[0, 100], while U

u

⇥ and U

c

 

are drawn from Uniform[�100, 0]. We use a value of 5 resources
for this set of results and vary the number of targets. The gener-
ated game instances are translated into the representations used by
DOBSS and ERASER-C.

(a) Runtimes for DOBSS,
ERASER, and ERASER-C

(b) Memory use of DOBSS,
ERASER, and ERASER-C

(c) Runtimes for DOBSS and
ERASER-C

(d) Memory use of DOBSS and
ERASER-C

Figure 1: Runtime and memory scaling

Figure 1(a) compares runtime performance of DOBSS, ERASER
and ERASER-C on this set of games. The x-axis is the size of
the game (in targets), and the y-axis is runtime in minutes. For
example, the point (20, 4.68) indicates that DOBSS has an aver-
age runtime of 4.68m on problems with 20 targets; ERASER and
ERASER-C each run for 0.002s for 20 targets. The data show
an exponential increase in time necessary to compute DOBSS so-
lutions, and essentially no change in runtimes for ERASER and
ERASER-C up to 20 targets. The differences between both vari-
ants of ERASER and DOBSS are statistically significant (using
Yuen’s test) for the larger games, while there is no significant dif-
ference between ERASER and ERASER-C for games of this size.
Figure 1(b) compares the memory performance on the same set of
games; there the y-axis represents the memory usage of AMPL in
MB. Runtime performance roughly tracks memory performance,
and the same exponential behavior is observed for DOBSS. Mem-
ory limitations become prohibitive for DOBSS before runtimes be-
come extremely long (though the growth trend is already clear);

we were unable to successfully complete game instances beyond
roughly 1GB on the memory measure.

We also compare the performance of ERASER-C and DOBSS
on games which require the additional capabilities of ERASER-C;
ERASER is not included in this test because it cannot solve the rel-
evant games. Our random game instances now include schedules,
resource types, and the schedule and coverage mappings, as de-
scribed in Section 6. We test games with 3 resource types, and
availability of [3, 3, 2] for each type. There are twice as many
schedules as targets, and each schedule covers a randomly-selected
set of two targets (we also ensure that each target is covered in at
least one schedule). Each resource type covers approximately 33%
of the legal schedules, again selected randomly.

Figures 1(c) and 1(d) compare the performance of DOBSS and
ERASER-C on this set of games, using the same metrics as the pre-
vious set of results. DOBSS was unable to complete all games with
20 targets due to memory limitations; the black triangle gives the
result for the three complete trials (which are likely biased low).
All comparisons are statistically significant for large games. We
observe the same patterns of performance for both DOBSS and
ERASER-C for this set of games as in the more restricted class
solvable by ERASER. ERASER-C adds representational power,
and retains substantial performance improvements over the base-
line DOBSS algorithm.

We now compare the performance of ERASER, ORIGAMI, and
ORIGAMI-MILP on very large games well beyond the limits of
DOBSS. Random game instances are generated as before for the
experiment including ERASER; the random payoffs generated al-
ready meet the restrictions of the ORIGAMI algorithms. Figure 2(a)
compares the runtimes of the three algorithms on games with 25 re-
sources and up to 3000 targets. Figure 2(b) extends the data out to
1,000 resources and 40,000 targets for the two ORIGAMI algo-
rithms. In both figures, the x-axis is the number of targets, and the
y-axis is runtime, as before.
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Figure 2: Runtime scaling of ERASER, ORIGAMI, and
ORIGAMI-MILP

The ERASER algorithm was able to solve games of 3000 targets
in 13.30 minutes, which is quite impressive. The ORIGAMI algo-
rithms were even more impressive, solving these games in seconds.
Yuen’s test confirms that the ORIGAMI times for large games are
significantly different than the ERASER times. As a further point
of comparison, for the 3000 target, 25 resource game, the size of the
defender’s strategy space in normal form is roughly 10

60 – clearly
infeasible to represent, let alone solve. The results for the two
ORIGAMI algorithms given in Figure 2(b) show that as the size
of the game scales to very large instances, ORIGAMI outperforms
ORIGAMI-MILP. To test the ultimate scalability of ORIGAMI,
we ran a single trial of a game with 1,000,000 targets and 10,000
resources. ORIGAMI successfully computed a solution in 1.51
hours.

In the final set of experiments we test the algorithms on real data
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All of our experiments were run on a machine with dual Xeon
3.2Ghz processors and 2GB of RAM, running RHEL 3. We use
CPLEX 9.0.0 with default parameter settings to solve MILPs. All
data points are based on 20 sample game instances, except when
explicitly stated otherwise. Our first set of experiments compares
the performance of DOBSS, ERASER, and ERASER-C on ran-
dom game instances. We next compare ERASER, ORIGAMI, and
ORIGAMI-MILP on much larger instances that DOBSS is unable
to solve, given memory limitations. The final experiment compares
the algorithms on relevant example games for the LAX and FAMS
domains described in Section 3.

For the first set of tests we generate random instances of compact
security games of the form used by ERASER (see Section 4.1). To
generate a game with a given number of targets and resources, we
independently randomly draw four integer payoffs for each target.
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are drawn from Uniform[�100, 0]. We use a value of 5 resources
for this set of results and vary the number of targets. The gener-
ated game instances are translated into the representations used by
DOBSS and ERASER-C.
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the game (in targets), and the y-axis is runtime in minutes. For
example, the point (20, 4.68) indicates that DOBSS has an aver-
age runtime of 4.68m on problems with 20 targets; ERASER and
ERASER-C each run for 0.002s for 20 targets. The data show
an exponential increase in time necessary to compute DOBSS so-
lutions, and essentially no change in runtimes for ERASER and
ERASER-C up to 20 targets. The differences between both vari-
ants of ERASER and DOBSS are statistically significant (using
Yuen’s test) for the larger games, while there is no significant dif-
ference between ERASER and ERASER-C for games of this size.
Figure 1(b) compares the memory performance on the same set of
games; there the y-axis represents the memory usage of AMPL in
MB. Runtime performance roughly tracks memory performance,
and the same exponential behavior is observed for DOBSS. Mem-
ory limitations become prohibitive for DOBSS before runtimes be-
come extremely long (though the growth trend is already clear);

we were unable to successfully complete game instances beyond
roughly 1GB on the memory measure.

We also compare the performance of ERASER-C and DOBSS
on games which require the additional capabilities of ERASER-C;
ERASER is not included in this test because it cannot solve the rel-
evant games. Our random game instances now include schedules,
resource types, and the schedule and coverage mappings, as de-
scribed in Section 6. We test games with 3 resource types, and
availability of [3, 3, 2] for each type. There are twice as many
schedules as targets, and each schedule covers a randomly-selected
set of two targets (we also ensure that each target is covered in at
least one schedule). Each resource type covers approximately 33%
of the legal schedules, again selected randomly.

Figures 1(c) and 1(d) compare the performance of DOBSS and
ERASER-C on this set of games, using the same metrics as the pre-
vious set of results. DOBSS was unable to complete all games with
20 targets due to memory limitations; the black triangle gives the
result for the three complete trials (which are likely biased low).
All comparisons are statistically significant for large games. We
observe the same patterns of performance for both DOBSS and
ERASER-C for this set of games as in the more restricted class
solvable by ERASER. ERASER-C adds representational power,
and retains substantial performance improvements over the base-
line DOBSS algorithm.

We now compare the performance of ERASER, ORIGAMI, and
ORIGAMI-MILP on very large games well beyond the limits of
DOBSS. Random game instances are generated as before for the
experiment including ERASER; the random payoffs generated al-
ready meet the restrictions of the ORIGAMI algorithms. Figure 2(a)
compares the runtimes of the three algorithms on games with 25 re-
sources and up to 3000 targets. Figure 2(b) extends the data out to
1,000 resources and 40,000 targets for the two ORIGAMI algo-
rithms. In both figures, the x-axis is the number of targets, and the
y-axis is runtime, as before.

(a) (b)

Figure 2: Runtime scaling of ERASER, ORIGAMI, and
ORIGAMI-MILP

The ERASER algorithm was able to solve games of 3000 targets
in 13.30 minutes, which is quite impressive. The ORIGAMI algo-
rithms were even more impressive, solving these games in seconds.
Yuen’s test confirms that the ORIGAMI times for large games are
significantly different than the ERASER times. As a further point
of comparison, for the 3000 target, 25 resource game, the size of the
defender’s strategy space in normal form is roughly 10

60 – clearly
infeasible to represent, let alone solve. The results for the two
ORIGAMI algorithms given in Figure 2(b) show that as the size
of the game scales to very large instances, ORIGAMI outperforms
ORIGAMI-MILP. To test the ultimate scalability of ORIGAMI,
we ran a single trial of a game with 1,000,000 targets and 10,000
resources. ORIGAMI successfully computed a solution in 1.51
hours.

In the final set of experiments we test the algorithms on real data
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ORIGAMI-MILP on much larger instances that DOBSS is unable
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the game (in targets), and the y-axis is runtime in minutes. For
example, the point (20, 4.68) indicates that DOBSS has an aver-
age runtime of 4.68m on problems with 20 targets; ERASER and
ERASER-C each run for 0.002s for 20 targets. The data show
an exponential increase in time necessary to compute DOBSS so-
lutions, and essentially no change in runtimes for ERASER and
ERASER-C up to 20 targets. The differences between both vari-
ants of ERASER and DOBSS are statistically significant (using
Yuen’s test) for the larger games, while there is no significant dif-
ference between ERASER and ERASER-C for games of this size.
Figure 1(b) compares the memory performance on the same set of
games; there the y-axis represents the memory usage of AMPL in
MB. Runtime performance roughly tracks memory performance,
and the same exponential behavior is observed for DOBSS. Mem-
ory limitations become prohibitive for DOBSS before runtimes be-
come extremely long (though the growth trend is already clear);

we were unable to successfully complete game instances beyond
roughly 1GB on the memory measure.

We also compare the performance of ERASER-C and DOBSS
on games which require the additional capabilities of ERASER-C;
ERASER is not included in this test because it cannot solve the rel-
evant games. Our random game instances now include schedules,
resource types, and the schedule and coverage mappings, as de-
scribed in Section 6. We test games with 3 resource types, and
availability of [3, 3, 2] for each type. There are twice as many
schedules as targets, and each schedule covers a randomly-selected
set of two targets (we also ensure that each target is covered in at
least one schedule). Each resource type covers approximately 33%
of the legal schedules, again selected randomly.

Figures 1(c) and 1(d) compare the performance of DOBSS and
ERASER-C on this set of games, using the same metrics as the pre-
vious set of results. DOBSS was unable to complete all games with
20 targets due to memory limitations; the black triangle gives the
result for the three complete trials (which are likely biased low).
All comparisons are statistically significant for large games. We
observe the same patterns of performance for both DOBSS and
ERASER-C for this set of games as in the more restricted class
solvable by ERASER. ERASER-C adds representational power,
and retains substantial performance improvements over the base-
line DOBSS algorithm.

We now compare the performance of ERASER, ORIGAMI, and
ORIGAMI-MILP on very large games well beyond the limits of
DOBSS. Random game instances are generated as before for the
experiment including ERASER; the random payoffs generated al-
ready meet the restrictions of the ORIGAMI algorithms. Figure 2(a)
compares the runtimes of the three algorithms on games with 25 re-
sources and up to 3000 targets. Figure 2(b) extends the data out to
1,000 resources and 40,000 targets for the two ORIGAMI algo-
rithms. In both figures, the x-axis is the number of targets, and the
y-axis is runtime, as before.
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The ERASER algorithm was able to solve games of 3000 targets
in 13.30 minutes, which is quite impressive. The ORIGAMI algo-
rithms were even more impressive, solving these games in seconds.
Yuen’s test confirms that the ORIGAMI times for large games are
significantly different than the ERASER times. As a further point
of comparison, for the 3000 target, 25 resource game, the size of the
defender’s strategy space in normal form is roughly 10

60 – clearly
infeasible to represent, let alone solve. The results for the two
ORIGAMI algorithms given in Figure 2(b) show that as the size
of the game scales to very large instances, ORIGAMI outperforms
ORIGAMI-MILP. To test the ultimate scalability of ORIGAMI,
we ran a single trial of a game with 1,000,000 targets and 10,000
resources. ORIGAMI successfully computed a solution in 1.51
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In the final set of experiments we test the algorithms on real data


