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What we know (passwords)

What we have (tokens)

What we are (iris, fingerprint)
[Accuracy vs. cost trade-off]
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DO WE NEED STRONG PASSWORDS?

What’s the threat model?

How should we store passwords?

Is the attack online or offline?

Is the attack targeted or seeking any user?



DO WE NEED STRONG PASSWORDS?

Let’s consider offline attacks

6-digit passwords

+ 3-strikes-you’re-out

Let’s give the attacker 10 years to guess

10 years = ~10 " 4 passwords = ~1%



TODAY'S PAPERS

USERS ARE NOT THE ENEMY
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BONUS PAPER

Users Really Do Plug in USB Drives They Find
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EXPERIMENT SETUP
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297 USB drives dropped around campus

Varied location, time of day, and appearance:

(2) Unlabeled drive (b) Drive with keys  (c) Drive with return label  (d) Confidential drive  (e) Exam solutions drive

IFig. 1: Drive Appearances— We dropped five different types of drives. We chose two appearances (keys and return label)
to motivate altruism and two appearances (confidential and exam solutions) to motivate self-interest, as well as an unlabeled
control.

Periodically went to the locations to see what was taken/when



EXPERIMENT SETUP

USB-STICK USB-STICK

Name A Name ~

v [ Documents v W fa10 /
& reflective_essay_02.docx.html @ examA.pdf.htm! ;
® resume_old.pdf.htmi g T ;
& resume.pdf.html — ' ’

v B Math Notes & solutionsA.pdf.html J
& 2-13.docx.html ® solutionsB.pdf.html J
2-15.docx.htmi » B fa11 f
& 2-20.docx.html > f:] fa12 /
& 2-27.docx.html » B fa13 /
& 3-5.docx.html |
& 3-7.docx.html > D fa14 /

v [ Pictures » [N fa15 J

v [0 Winter Break » W sp10 J
® 0101150001.jpg.htmi » ' sp11 J
® 0101150002.jpg.html » B sp12 /
C] 0101150117.J'pg.html > B sp13 |
® 0106151415.jpg.htmi -

1224142242 jpg.html > [ sp14 /
® 1224142256.jpg.html » [ sp15 !

All files are .html page informing them they're part of a study

<img> hits the measurement server + Survey



FINDINGS

Users Really Do Plug in USB Drives They Find

45% of the drives
had a file open

98% of the drives
were removed

Might have plugged it in
but not opened a file

100% m——
80% - IH /’:ff

w
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g Uereeemesswremssemmlesmeeses Marning
B

.

a

Q

20% A

Median 6.9h

0%

0f1 i | ‘IO 160 10'00
Meazasurad lag (hours)
Fig. 3: Empirical CDF of Measured Lag— We show the em-
pirical cumulative distribution function for the time difference
between when a drive was dropped and when a file was opened

on that drive. Afternoon drives were picked up more quickly
than morning ones, but both were generally picked up quickly.



WHY DID THEY DO IT?

(a) Unlabeled drive (b) Drive with kevs (¢) Drive with return label (d) Confidential drive (e) Exam solutions drive

Fewer opened files

Perhaps they opened it altruistically to return it?



WHY DID THEY DO IT?
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Code Respondents
Return drive 42  (68%)
Curious 11  (18%)
Listed location as response 5 (8%)
Keep drive 2 (3%)
Given drive by someone else 2 (3%)

TABLE V: Participant Motivation—We show the primary
reasons given as responses to the question “Why did you
pick up the flash drive and insert it into your computer?”.
Most respondents expressed a desire to return the flash drive,
although many respondents also expressed curiosity.



WHY DID THEY DO IT?

USB-STICK

Name -

v [ Documents
& reflective_essay_02.docx.html

%, & resume_old.pdf.htmi

¥ @ resume.pdf.html
v [ Math Notes
& 2-13.docx.htmi
= 2-15.docx.html
& 2-20.docx.htmi
& 2-27 docx.html
= 3-5.docx.html
& 3-7.docx.html
v [ Pictures

v [ Winter Break
5. o 0101150001.jpg.htmi
0101150002.jpg.html
0101150117.jpg.html
0106151415.jpg.html
1224142242 jpg.html
1224142256.jpg.htmi

Altruism?

Reality
(50% with
return label)




WHY TAKE THE RISK?
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Code Respondents

Specific Precautions

Scanned files with anti-virus 10 (16%)
Mentioned OS security features 5 (8%)
Sacrificed a computer 5 (8%)
Opened a file in a text editor 4 (6%)
Sandboxed a file 3 (5%)
Contacted/Web searched researcher 2 (3%)
Specific Words
No 42  (68%)
Yes 8 (13%)

TABLE VI: Participant Precautions— We show coded re-
sponses to the question “Did you take any precautions before
opening the file on the flash drive (e.g., scanning it for
viruses)?”’. Most respondents did not take formal protection
measures, although those that did employed a variety of
methods.



WHY TAKE THE RISK?
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Domain-specific risk taking (DOSPERT) scale
est for risk aversion (higher = riskier), ditfterent categories

Domain-Specific Risk-Taking (Adult) Scale — Risk Taking

For each of the following statements, please indicate the likelihood that you would engage in the

described activity or behavior if you were to find yourself in that situation. Provide a rating from
Extremely Unlikely to Extremely Likely, using the following scale:

1 2 3 4 5 6 7
Extremely Moderately Somewhat Not Sure Somewhat Moderately Extremely
Unlikely Unlikely Unlikely Likely Likely Likely

Admitting that your tastes are different from those of a friend. (S)

Going camping in the wilderness. (R)

Betting a day’s income at the horse races. (F/G)

Investing 10% of your annual income in a moderate growth diversified fund. (F/)
Drinking heavily at a social function. (H/S)

Taking some questionable deductions on your income tax return. (E)

Disagreeing with an authority figure on a major issue. (S)

Betting a day’s income at a high-stake poker game. (F/G)

Having an affair with a married man/woman. (E)

0. Passing off somebody else’s work as your own. (E)

i ol BN S



WHY TAKE THE RISK?
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Domain-specific risk taking (DOSPERT) scale
est for risk aversion (higher = riskier), ditfterent categories

Blais and Weber USB
Risk Domain M o [ o t df P
Ethical 17.97 7.16 | 12.82 4.96 6.02 138.29 1.48E-08
Financial 20.67 8.51 15.32 522 0.67 15794 743E-08
Health/Safety | 21.80 7.84 | 19.11 7.02 244 10590 1.65L-02
Recreational 23.01 940 | 2556 1007 | -1.69 00.54 9.54E-02
Social 32.42 6.44 | 29.77 5.62 297 108.63 3.67E-03

School USB
Risk Domain } T /L T i df o
LEthical 11.97 415 | 12.82 496 | -0.85 66.05 4.00C-01
Financial 13.90 6.15 | 15.32 522 | -1.06 48.97 2.93E-0I
Health/Safety 16.14 6.28 19.11 702 | -1.99 62.31 5.11E-02
Recreational 18.21 6.44 | 2556 10.07 | -4.11 79.49  9.70E-05
Social 27.34 6.61 | 29.77 562 | -1.69 49.07 9.71E-02




WHO DID IT?
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Category Flash Drive University P
Age"?
18-20 20155  (36%) 38% 0.90
21-29 32/55  (58%) 55% 0.75
30-39 1/55 (2%) 6% 037"
40+ 2155 (4%) 1% 0.12*
Affiliation
Undergraduate 41/62 (66%) 59% 0.34
Graduate 13/62 (21%) 20% 0.99
Staff 762  (11%) 15% 0.50

Faculty 0/62 (0%) 5% 0.087
Prefer not to answer 1/62 2% — —

TABLE VI1I: Demographics— We collect demographic infor-
mation about participants who plugged 1n the flash drives and

find that they do not significantly differ from the University
population.

* Comparison performed using Fisher’s Exact Test instead of
the test of equal proportions.

Representative of the university setting



DID THEY KNOW WHAT THEY WERE DOING?
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Security Behavior Intentions Scale (SeBIS)
Original study: Mechanical Turks. Not representative of UIUC

Lgelman and Peer USB
Question'? I o Im o t df P
| set my computer screen to automatically lock if [ don't use it for a prolonged | 3.2() 1.559 | 395 1419 3790 75510 2.98E-M
period of time.
| use a password/passcode to unlock my laptop or tablet. 3.78 1.525 | 419 1420  -2.060 74700  4.26E-(02
I manually lock my computer screen when I step away from it. 2.63 1.343 | 3.32 1514 -3360 69210 1.27C-03
1 use a PIN or passcode to unlock my mobile phone. 3.21 1.733 | 3.75 1677 -2310 73400 2.36E-02
I do not change my passwords, unless I have o". 2.65 1.091 | 1.88 1.001 5520 75.210 4.59E-07
| use different passwords for different accounts that | have. 3.75 1.037 | 319 1,152 3590 69550  6.115E-4
I do not include special characters in my password if it’s not required”. 3.30 1.292 | 2.85 1472 2260 68.960 2.69E-02
When someone sends me a link, | open it without first verifying where it goes™. | 4.01 1.014 | 295 1209 6470 67.970 1.24E-08
I submit information to websites without first verifying that it will be sent securely | 3.69 1.102 | 331 1.149 2440  71.190 1.70C-02
(e.g., SSL, “https://”, a lock icon)”.
When browsing websites, T mouseover links to see where they go, before clicking | 3.69 1.027 | 325 1359 2380 66.040 2.00E-02
them.
It | discover a security problem, | continue what | was doing because [ assume | 4.08 0976 | 371 1.115 2430 68900  1.78E-02
someone else will fix it".
When I’'m prompted about a software update, I install it right away. 3.07 1.035 | 281 1.008 1.840 73.190 6.94LC-02
| try to make sure that the programs | use are up-to-date. 3.78 0.890 | 3.53 0.935 1.990 70970  5.07E-02

School USB

Question L c| wu o t df i
I set my camputer screen (0 automatically lock if I don’t use it [or a prolonged | 3.36 1.471 | 395 1419 L.770 51450 8.21E-02
peried of time.
When I'm prompted about a software update, I install it right away. 3.36 1.026 | 281 1.008 -2.320 52250 2.42C-02

TABLE IX: SeBIS Results—We compare items with different (p < 0.1) responses to items in the SeBIS in both Egelman and
Peer’s study [12] and the USB experiment and between the school survey and the USB experiment. College students appear 1o
have ditferent security knowledge profiles than a general population.
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