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Raule 1: Do not nse ECRB maode for eneryption. |6

Rule 2: Do not use a non-random 1V for CBC encryplion. |6,
23]

Rale 3: Do not use consrant encryption keys.

Rule 4: Do not use constant salts for PBE. 2, 5]

Rule 5: Do nol use lewer than 1,000 iterations for PBE. 2,
5]
Rule 6: Do not use static seeds to seed 3ecureRancom({:).

CryptoLint tool to perform static
analysis on Android apps to detect
how they are using crypto libraries



CRYPTO MISUSE IN ANDROQID APPS

15,134 apps from Google play used crypto;
Analyzed 11,748 of them
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15,134 apps from Google play used crypto;
Analyzed 11,748 of them

# apps | violated rule

48%| 5,656 Uses ECB (BouncyCastle default) (R1)
31%| 3,644 Uses constant symmetric key (R3)

17%| 2,000 Uses ECB (Explicit use) (R1)

16%| 1,932 Uses constant IV (R2)

1,636 Used iteration count < 1,000 for PBE(RS5)
14%| 1,629 Seeds SecureRandom with static (R6)
1,574 Uses static salt for PBE (R4)

12%| 1,421 No violation




CRYPTO MISUSE IN ANDROID APPS

15,134 apps from Google play used crypto;
Analyzed 11,748 of them

# apps | violated rule

48%| 5,656 Uses ECB (BouncyCastle default) (R1)
31%| 3,644 | Uses constant symmetric key (R3)
17%| 2,000 Uses ECB (Explicit use) (R1)

16%| 1,932 Uses constant IV (R2)
1,636 Used iteration count < 1,000 for PBE(RS5)
14%| 1,629 Seeds SecureRandom with static (R6)
1,574 Uses static salt for PBE (R4)
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Original image Encrypted using ECB mode

NEVER use ECB
(but over 50% of Android apps do)



BOUNCYCASTLE DEFAULTS

» BouncyCastle is a library that conforms to Java'’s
Cipher mterface

Clpher C\;H
| Cipher.getInstance(“AES/CBC/PKCS5Padding”);

{// Ultimately end up wrapping a ByteArrayOutputStream;

» Java documentation specifies:

{ lf no mode or paddmg 1S speaﬁed, prov1der spec1f1c default xalues for the mode and f
} padding scheme are used. For example, the SunJ CE prov ider uses ECB asthe |
default mode, and PKCS 5Paddi1ng as the default padding scheme for DES, 1§
DES—-EDE and Blowf1sh ciphers.



#Occurences | Symmetric encryption scheme
5878 AES/CBC/PKCS5Padding
4803 AES *

1151 DES/ECB/NoPadding

741 DES *

501 DESede *

473 DESede/ECB/PKCS5Padding
468 AES/CBC/NoPadding

443 AES/ECB/PKCS5Padding
235 AES/CBC/PKCS7Padding
221 DES/ECB/PKCS5Padding
220 AES/ECB/NoPadding

205 DES/CBC/PKCS5Padding
155 AES/ECB/PKCS7Padding
104 AES/CFB8/NoPadding

Table 4: Distribution of frequently used symmetric
encryption schemes. Schemes marked with * are
used in ECB mode by default.
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15,134 apps from Google play used crypto;
Analyzed 11,748 of them

# apps | violated rule 10000 1
48%| 5,656 Uses ECB (BouncyCastle default) (R1)
31%| 3,644 Uses constant symmetric key (R3)

1000
17%| 2,000 Uses ECB (Explicit use) (R1)
16%| 1,932 Uses constant IV (R2) 5
1,636 Used iteration count < 1,000 for PBE(R5) | 3
14%| 1,629 Seeds SecureRandom with static (R6) I
1,574 Uses static salt for PBE (R4) |

12%| 1,421 No violation

Number ol distinct applications

Number of distinct violated rules




CRYPTO MISUSE IN ANDROID APPS

15,134 apps from Google play used crypto;
Analyzed 11,748 of them

# apps | violated rule 10000 ¢
48%| 5,656 Uses ECB (BouncyCastle default) (R1)
31%| 3,644 Uses constant symmetrlc key (R3)

1000
17%| 2,000 Uses ECB (Explicit use) (R1)
16%| 1,932 Uses constant IV (R2) 3 %
1,636 Used iteration count < 1,000 for PBE(R5) | 3
14%| 1,629 Seeds SecureRandom with static (R6) I
1,674 Uses static salt for PBE (R4) |

12%| 1,421 No violation

Number ol distinct applications

Number of distinct violated rules

A failure of the programmers to know the tools they use

A failure of library writers to provide safe defaults




MISUSING CRYPTO
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Avoid shooting yourself in the foot:

* Do not roll your own cryptographic mechanisms
+ Takes peer review

» Apply Kerkhoft's principle
* Do not misuse existing crypto

* Do not even implement the underlying crypto



WHY NOT IMPLEMENT AES/RSA YOURSELF?
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* Not talking about creating a brand new crypto scheme,
just implementing one that's already widely accepted and
used.

 Kerkhoff's principle: these are all open standards; should
be implementable.

« Potentially buggy/incorrect code, but so might be others'
implementations (viz. OpenSSL bugs, poor detfaults in
Bouncy castles, etc.)

* So why not implement it yourself?



SIDE-CHANNEL ATTACKS

» Cryptography concerns the theoretical ditticulty in
breaking a cipher

Input Cryptographic processing Output
message (Encrypt/decrypt/sign/etc.) message



SIDE-CHANNEL ATTACKS
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» Cryptography concerns the theoretical ditticulty in
breaking a cipher

Input Cryptographic processing Output
message (Encrypt/decrypt/sign/etc.) message

» But what about the information that a particular
implementation could leak?

- Attacks based on these are “side-channel attacks”



SIDE-CHANNEL ATTACKS
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» Cryptography concerns the theoretical ditticulty in
breaking a cipher

Leaked information
- Power consumption
- Electromagnetic radiation
- Other (Timing, errors, etc.)

Input . Cryptographic processing Output

message (Encrypt/decrypt/sign/etc.) message

» But what about the information that a particular
implementation could leak?

- Attacks based on these are “side-channel attacks”



SIMPLE POWER ANALYSIS (SPA)
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* Interpret power traces taken during a cryptographic
operation

» Simple power analysis can reveal the sequence of
instructions executed
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Figure 1: SPA trace showing an entire DES operation.

Overall operation clearly visible:
Can identify the 16 rounds of DES
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SPA ON DES

7.0

: iy VY AR
J W\ t}W\‘tV\f\ «/\W WMAWNEMJ

S
Time (in 3.5714MHz clock cycles)

&J 0.0
3.0
Figure 3: SPA trace showing individual clock cycles.

2.0
1.0
0.0

. jg \ MJ\/\

Specitic instructions are also discernible



SPA ON DES
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Figure 3: SPA trace showing individual clock cycles.

Specitic instructions are also discernible



HIGH-LEVEL IDEA
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HypotheticalEncrypt(msg, key) {
for(int 1=0; 1 < key.len(); 1++) {
1f(key[1] == 0)
// branch 0
else
// branch 1
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HypotheticalEncrypt(msg, key) {
for(int 1=0; 1 < key.len(); 1++) {

1f(key[1] == 0
C//ygr-gnch ®) What if branch O had, e.g.,
else a Jmp that brand 1 didn't?

// branch 1



HIGH-LEVEL IDEA
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HypotheticalEncrypt(msg, key) {
for(int 1=0; 1 < key.len(); 1++) {

1f(key[1] == 0
C//ygr-gnch @D What if branch O had, e.g.,
else a Jmp that brand 1 didn't?

// branch 1

Implementation issue: If the execution path depends
on the inputs (key/data), then SPA can reveal keys
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HypotheticalEncrypt(msg, key) {
for(int 1=0; 1 < key.len(); 1++) {

1f(key[1] == 0
(//ygr-gnch ®) What if branch O had, e.g.,
else a Jmp that brand 1 didn't?

// branch 1 \\what if branch 0

Implementation issue: If the execution path depends
on the inputs (key/data), then SPA can reveal keys
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HypotheticalEncrypt(msg, key) {
for(int 1=0; 1 < key.len(); 1++) {

1f(key[1] == 0
C//ygr-gnch @D What if branch O had, e.g.,
else a Jmp that brand 1 didn't?

// branch 1 |\what if branch 0
} - took longer? (timing attacks)

Implementation issue: If the execution path depends
on the inputs (key/data), then SPA can reveal keys
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HypotheticalEncrypt(msg, key) {
for(int 1=0; 1 < key.len(); 1++) {

1f(key[1] == 0
C//ygr-gnch ®> What if branch O had, e.g.,
else a Jmp that brand 1 didn't?

// branch 1\What if branch 0
} - took longer? (timing attacks)
1 - gave off more heat?

Implementation issue: If the execution path depends
on the inputs (key/data), then SPA can reveal keys
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HypotheticalEncrypt(msg, key) {
for(int 1=0; 1 < key.len(); 1++) {

1f(key[1] == 0
C//ygr-gnch ®> What if branch O had, e.g.,
else a Jmp that brand 1 didn't?

// branch 1\What if branch 0
} - took longer? (timing attacks)
1 - gave off more heat?

- made more noise?

Implementation issue: If the execution path depends
on the inputs (key/data), then SPA can reveal keys



DIFFERENTIAL POWER ANALYSIS (DPA)
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« SPA just visually inspects a single run

e DPA runs iteratively and reactively
» Get multiple samples

»+ Based on these, construct new plaintext messages as
Inputs, and repeat




MITIGATING SUCH ATTACKS

« Hide information by making the execution paths
depend on the inputs as little as possible

Have to give up some optimizations that depend on

oarticular bit values in keys

Some Chinese Remainder Theorem (CRT) optimizations
permitted remote timing attacks on SSL servers

* The crypto community should seek to design
cryptosystems under the assumption that some
information is going to leak
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I'igure 4: NSA’s VPN decryption infrastructure. This
classified illustration published by Der Spicgel [67] shows
captured IKE handshake messages being passed to a high-
performance computing system, which returns the symmetric
keys for ESP session traffic. The details of this attack are

consistent with an eflicient break for 1024-bil Difliec-Hellman.

1024-bit and smaller feasibly broken

Logjam downgrades to export-grade (512)



Clipper chip

A lesson in poorly designed protocols

Goal: Support encrypted communication
Confidentiality between devices
Goal: Permit law enforcement to obtain

Key escrow ‘session keys” with a warrant



Clipper chip: Design

Tamper-proof hardware{— Hardware that is difficult to
; .......................................... Introspect (e g ext raCt keys),

Skipjack alter (change the algorithms),
encryption algorithm | : or impersonate

Skipjack Keys

Unit key
Global family key

Diffie-Hellman
key exchange

LEAF generation

& validation



Clipper chip: Design

Tamper-proof hardware

; IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII | g
[ ]
]

SK'PIaCk | ' Block cipher designed by the
encryption algorthm J : NgA, originally classified

SECRET.

Skipjack Keys ; | | o
Unit key ; (Violates Kirchhoff's principle)

Global family key

Broken within one day of

Diffie-Hellman declassification.

Key exchange 80-bit key; similar algorithm
to DES (also broken)

: | LEAF generation | :

& validation



Clipper chip: Design

Tamper-proof hardware

; IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII | g
[ ]
]

Skipjack
encryption algorithm

Skipjack Keys

Unit key
Global family key

Diffie-Hellman
key exchange
LEAF generation
& validation

Assigned when the hardware
IS manufactured.

Unit key Is unigue to this unit
in particular (each Clipper chip
also has a unit ID).

Global family key is the same
across many units.



Clipper chip: Design

Tamper-proof hardware

; IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII | g
[ ]
]

Skipjack
encryption algorithm

Skipjack Keys
Unit key
Global family key

Diffie-Hellman
key exchange

LEAF generation
& validation

Used for establishing a
(symmetric) session key

Session keys are ephemeral
(e.qg., last only for a given
connection, transaction, etc.)

General properties about
session keys:
e Compromising one session key

does not compromise others
e Compromising a long-term key
should not compromise past




Clipper chip: Design
Tamper-proof hardware
? .......................................... E EAF

Skipjack :  (Law Enforcement Access Field)
encryption algorithm | :

: To permit wiretapping, law
Skipjack Keys . enforcement needs to be able
Unit key : to extract session keys, but
Global family key only has access to what is sent
during communication

Diffie-Hellman

key exchange

LEAF generation

& validation

Idea: send data that has enough
info to allow law enforcement
to extract keys (but not any
other eavesdropper).




| EAF protocol design

1. DH key exchange

2. Each send LEAF packet

3. Send data encrypted
with the session key

The Clipper chips will not decrypt until
it has received a valid LEAF packet

Law enforcement sees all packets.
* Cannot infer key from DH key exchange
o Can infer it from the LEAF packet



| EAF message structure

80 bits
Other
variables




| EAF message structure

The other Clipper chip also has the Global Family key

=> Can decrypt the LEAF to obtain this triple

Encrypted session key



80 Dbits

| EAF message structure
Other

variables
Hash algorithm

The other Clipper chip “verities” 16 bits

the LEAF by making sure that
the hash Is correct




| EAF message structure

Law enforcement also has the Global Family Key

=> Can decrypt the LEAF to obtain this triple

Encrypted session key



| EAF message structure

80 Dbits

Encrypted session key

Law enforcement does not have direct access
to all unit keys; needs a warrant to get them

Unit keys are split across two locations
(one location gets a OTP, the other gets the XOR)



80 bits

| EAF: tailure
Other
variables

To verify the LEAF, Hash algorithm

the otherClipper chip 16 bits

only checks the hash

Clipper chips also allow you to
test a LEAF locally




80 Dbits

| EAF: fallure
Other
variables

Hash algorithm
16 bits
Generate a random LEAF =>
1/216 chance of a valid hash

Validates at the other
Clipper chip (so it will
decrypt messages)

But law entorcement will just
see random |ID & key
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Abstract

[ntersctowice natwors czaning has numemus security
aplicat ons, includ 8z expos 8z ww valnerahilities ard
t bing the sdig G of defeaive s ez danives, =0 wid-
Ing the entire publ.c addrsss space with exlsting wols Is
bota difcult and slow. 'Wa insoduce ZVep, o modular,
open-sourcy network scanner spes fically archizectad 1o
perform Internet w.d2 scans axd capable of surveyirg
the entize 1Fv1 acdress space in urder 45 minates from
UESr 3pce 01 0 singk waching, gproaching the thee-
retical maximemn speed of zigabit Cihemet. We prescnt
the scanrcr wrchitecturc, cxperimentally chasaclenze its
peafonmanr wnl sovw acy, oo explons the secar ty smpli-
calivasol g speed eemetcale eivork surveys, bok
olfemeve and delensive. We aha disouss best pracoices foe
goed ksernet dchaenship ‘whea terfoemiag Interet-wide
surv=yy, informac by our oan expeniarces concetng a
lonz terma research survey over the pest year

1 Introduction and Roadmap

[wieimt-scale ietwirk surveys collext b by mobicg
large subsets of dhe pulic 1P sddness stuce. While such
scaming dabavior is ofkea sceocianed with dunews srd
worme, & aleo Fag proved to be 3 valuable mehacol-
ogy for tecunty receach. Kacen: stud.ec have demon
stzutod that [omet-wide scarning cun help reveal new
Kinds of sulneramimics, monsior deploymesnt of natige-
ticns, 2nd shed light on previoasly cpajue distribuced
ecomystems (10,12, 04,14, 25 27 Uidomuraely, this
methokkgy ha been moe s ble naschen U o
legitima e roge hers, who camod moploy soles nat ok
200088 v spreac self-replicatirg code. Comprahensivaly
scanning the public address space nith offdheshe f wols
like Nowap [ 23] requires weeks of Lme ¢t mary rxxhines,
In this peper w2 intreduce ZMen, ¢ medular and oper
20UrsS twork scanncr specilcally dksagacd for perform-

ing <o werensive Iitaneswide seacach wane A single

Fansr@nefohedy

Molderm Swerichads

o rangs nacine anning Phep s cashie of vomaing
fur o givem open poct scross he eatre public I8 adidess
spast i under 45 onues—oner 97% of e theoceli-
cx raximum spead of glgablt Erwmet—akhout recuir-
ir.g spacinlzed hercware |1 | or kemel modules (8, 28],
ZMap's modalie architeciure ¢4y sapport many types ot
sagle-pocke: pronss me nding 1UP SYN scans, ICMP
ocho roquest scaws, aad applicatian-speciae UDT scars,
and it can irtcrface casily with wserprovided code to
pesfimnn Farllorwempe o s m eliscoerard ety sich 2
complaing 1 protoco] madsshe

Comgand w Nmad>—an exxllex gexeril-parpoce ret-
woek mapping tocl. which was utkzed (n recent Intemnet-
wide survey rescarck | 14—ZMep xhicves much
higher perfamrence for Iesamet-xcale scans. Experimer-
tally, we find that Z\ep is capeble of scanning te [Pvd
poblic addess sxee cver 1300 dimes Bises U te ot
apessive Nowp dhefaall semings, wit expu valest aca-
ricy These derformance guics sye cos 1o actecurad
ehoizes thar are sxecifically opting 2ed for D¢ applicasion:

Optimiced probing  Woale Nemag acepis (18 ransmuis-
sica r2te to avoid saturatie g the source of targe: netwerks,
we 2ssume that the soarce retwock is well provisioned
(unahde to be st by the sawce wnt), and Cut the
urgess are adomly ord=red and widely disoersed (so
no st t petwork oo peth ix [iely o be camsind by
he gean). Cocseqandly, we snemp; © send 2ecbes 13
quickly as the sourve’s NIC can suppert, skippirg the
TTHIP stack and zenescting Eferaet frames daecth. We
shovw that ZMap can senc probes of Bpedit Les spocd
froan commodity hardware and catirely (e wses space.

Nu perscompection stube Whik Nousg mainiaies
e for ¢ach connecticn o track which hosis have
beer scamed aad 10 haxdle imaouls axd retransmis
s30ns, ZMao fegoes any per connkticn sk, Sicce
1t 15 mtended 10 targe: rendom samples of the podress
spece, IMop con evoid staning the addrasses it has alscedy
camed oc xeds 10 scan ard iavicad sdxcts akdresscs

sowidie g 10w cawdom permutation pessratad by acyclic

Goal: port-scan the entire Internet
in less than an hour

Approaches:

Non-blocking, stateless
= Highly parallelizable

Randomize addresses
= Avoid takedown notices

Datasets: Rapid7, censys.io
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ABSTRACT

TLS s the paential 10 provide sircag pretecticn apiest
patwork based ctiackers ard wose urvellanee, bat maw

plementitions tage secunty shortouls m order to racue the
eosts of cryplographic cemputaticns cad aetwork roxd s
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blo to decrypiion if the server 5 corpromized Lp %0 24 hours
Jetsr, ead 1L up to 20 days later, regarciess of the sclocted
eiphr suite, We alse tweatigots the ektise of TLS sects
and scssi0n sate borg sharcd across demains, ficding that in
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sceunity, particulardy whan ficed with sstion-ststs altac<crs
with a hostory of nggressive, krpe-scac survellonee,

L INTRODUCTION

TLS is designed with supoon for perfect foawasd secrecy
(PP in ceder 1o prodde nsdeance sgalss funre coopro.
mises of ;srdoies [14]. 4 TUS cwnectior thee ness 3 -
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® after the TLS zessiom has coded will 2t hedp the aitoeser
wKeoner the scseson Koy, For this pceson, the sxturily oom-
waaly sirongly recommends contgunng TLY servers 1o
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TLS session ticket resumption

Session ticket: session keys and
other data to resume the session

Server sends an “opaque” ticket
(encrypted with the Session Ticket
Encryption Key, STEK)

Client sends the encrypted session
ticket during handshake; server uses
the STEK to recover it and pick up
in one round-trip of communication
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Incentive to hold onto STEKs (lower RTTs)

But they’re holding onto them long enough
for nation-states to recover them
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SSL Handshake (RSA) Without Keyless SSL
Handshake
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SSL Handshake (Diffie-Hellman) Without Keyless SSL
Handshake
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CloudFlare Keyless SSL (RSA)
Handshake

b
Visitor CloudFlare Qrigin server
O e e e ) e e o e cre e o Y e e e
: | | ' £ ‘-
“w - -~ - a* - -~ | |
: u Cliert randow :_o e BAICH 140, SHATA PR i Ol SO SUCpOTa n m Llent randam - : [ rbed rareone :
[ )
(o o e i el e ey 1) 1] AR TIPSO T : 4
o . o . i B Unieadimad wontzil .
1 1 ! 1 i 1
: n Server rancsm 1 i : ﬂ m Server random L. S A
‘ : < sawer sends sererr eandner and Auhle <oy erer frane : |
[
| 1 tabuset is ¢ sexsiv 1 B [or szzsion == nplon) L )
: Bublic key certficate : PuOl ¢ key cerhficate :
1 ! '
e o Y e e e e e e e e e e ey |
"""""""""""] r'""""""""""] Tnudfars spnds encrvprso
1 1 VISRCr encVPls prEmaster secet vath puliz ke I T orerastes secraitc Key server
1 Jremaster sacret On~p | a Encryotaed premester secret » ° On—>
' 1 [ P
‘ ' ; ; Key server
P o 8 e e e G T M s B L R D e ' P —————

drermryptzd orerigzler sz=ael
uvz! an enuyped Ol

2
: N Om
| Fremester secret ) ! Ike pyvate key server retums an
[ -

[ )

]
O Friate ey :
1

1
: ]. Uotk tha visitor 2nd Clouc-lare darmve 1dentical I I
" | '

.t m sessian ke - e sass o «aysfromthe cie'n'ra'tdcn'. sSaruer "ancom - i m < -
P oy 1 s przrigs e vel o, The vis wr wanreques. coitent g >ession xey -
1 1 “rom DaudRare, ane ~he reqissr will he encrvprsd, . :
B B (alsn s2 At IS 2 sesuna hrset “oc seaen e Imptan) (P P S L S e



CloudFlare Keyless SSL (Diffie-Hellman)
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Potentially reveals user data and private keys

Heartbleed exploits were undetectable
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Why study Heartbleed!?

Publicly announced

O

@ Patched @ Revoked @ Reissued

How quickly and thoroughly do administrators act?
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Dataset

2.8M certs
Alexa
Top-1M
Rapid/ filter validate Leaf Set
data
22M certs CAs 628k certs
(~1/wk for 6mos) | 65k domains
9k certs

* Download CRLs
* Detect vulnerability

* |dentify Heartbleed-induced
i reissues & revocations :

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
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Fraction of Domains
Vulnerable to Heartbleed

Prevalence and patch rates

0.6 -

0.5
0.4

0.3 -
0.2 -

0.1

Was ever vulnerable
- Still vulnerable after 3 weeks

0 200k 400k 600k 800k 1M
Alexa Site Rank (bins of 1000)

Patching rates are mostly positive

Only ~7% had not patched within 3 weeks
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How quickly were certs revoked!?

Number of Domains/Day

1200 -
1000 -
800 -
600 -
400 -
200 -

0 -

Weekends

—r r | 1 1] LI R B B S R E N S e S S B B B S N B S S B B B E B B B B S B H R S B B R S N R B

03/01 03/08 03/15 03/22 03/29 04/05 04/12 04/19 04/26

Date

Reaction ramps up quickly

Security takes the weekends off
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Frac. of Vulnerable Certs

not Revoked/Reissued

Certificate update rates

3 wks

1 | .
0.95 -
0.9 - Not revoked

0.85 -
0.8 -
0.75 -
0.7 -
0.65 -

0.6 ' ! T ! ' ! ' ! ' ! ' ! ' ! ' 1
04/07 04/21 05/05 05/19 06/02 06/16 06/30 07/14 07/28

Date

Not reissued

Similar pattern to patches:
Exponential drop-off, then levels out

After 3 weeks: Revoked Reissued
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Fraction of New Certificates
Reissued with the Same Key

Reissue = New key?

0.6 w

0.4

0.3 -

0.1 - All reissues ——
o Heartbleed mduced relssues ——

0.2 -
11/2013 12/2013 01/2014 02/2014 03/2014 04/2014 05/2014
Date of Birth

Reissuing the same key is common practice

4.1% Heartbleed-induced
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CDF

0.8 -

0.6

0.4 -

0.2 -

Can we wait for expiration?

Vulnerable but not revoked

~8% of vulnerable

L E - certs still unexpired

~40% did not |
. expire after |
. onhe year

0 1 2 3 4 5 6

Years of Remaining Validity

We may be dealing with Heartbleed for years
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Security is an economic concern

Website

Gerdifrcale

P=0

Revoke d\

®Certiﬁcate Authority

Browsers face tension between security and page load times

CAs face tension between security and bandwidth costs
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e Browser // Website

®Certiﬁcate Authority

B4 B R4 FH BS
B B B4 FY BS



OCSP Stapling

- Website

®Certiﬁcate Authority

s BaXc BaK. LoK. BaXo
Ko BaXe JaK. LoX- BaX.

But OCSP Stapling rarely activated by admins:
Our scan: 3% of normal certs; 2% of EV certs
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Revocation * Browsers should support all major protocols
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Availability of * Browsers should reject certs they cannot check
revocation info * E.g., because the OCSP server is down
Chain * Browsers should reject a cert if any on the chain fail
lengths e Leaf, intermediate(s), root
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Testing browser behavior
Revocation * Browsers should support all major protocols
protocols * CRLs, OCSP, OCSP stapling
Availability of * Browsers should reject certs they cannot check
revocation info * E.g., because the OCSP server is down
Chain * Browsers should reject a cert if any on the chain fail
lengths e Leaf, intermediate(s), root

gy

N Y
Intermediate | .-+ | Intermediate - \‘

Leaf




Test harness

Implemented 192 tests using fake root certificate + Javascript
* Unique DNS name, cert chain, CRL/OCSP responder, ...

] 8 D @ ssl-research.ccs.neu.edu/test.ntml

Needham line MIT Coeus Login... NEUVPN HR Concur News v United Airl...erTalk Forums

SSL Research at Northeastern, Univarsity of Maryland, and Stanford
OCSP Stapling Revocations
EV Certificates

EV certificate, 0 intermediates, leaf revoked (test285)
EV certificaie, 0 intermediates, none revoked (test284)

X QX QX QX

EV certificate, 3 intermediates, none revoked (test290)




Results across all browsers

Desktop Browsers Mabile Browsers

Chrome 42 Firefox Opera Safari TE 108 Andr. 4.1-5.1 1E
OS X Win. Linux 35-37 12.17  28.0 68 79 10-11 | 68 Stock Chrome B.0
CRL
Revoked
Unavailable
Revoked
U navailable
Revoked
Unavailablc

OCSP
Int. 1 kECVOk?d
U navailable

Revoked
Unavailable

Revoked

L.navailable

Int. 2+

Lcat

OCSP Stapling
Request. OCSP Staple
Respect Revoked Staple

v/ Passes test EV Passes for EV certs A Pops up alert to user
Fails test I Ignores OCSP Staple L/W Passes on Linux/Win.



Results across all browsers

4

Chrome 42 g C h rO m e

0OS X Win. Linux
CRL
evoked

Cnavailsble Generally, only checks for EV certs

Revoked

Unavailable ~3% Of a_” Certs

Revoked
U navailablc

OCSP

ng, 1 Hevoked Allows if revocation info unavailable

U navailable

Int. 2+ Revoked
" TUnavailable

Revoked

Leal  navailable ' SUPPOFtS OCSP Stapling

OCSP Stapling
Request. OCSP Staple
Respect Revoked Staple

v/ Passes test EV Passes for EV certs A Pops up alert to user
Fails test I Ignores OCSP Staple L/W Passes on Linux/Win.



Results across all browsers

Fivatos @ Firefox

35-37
CRL

Revoked
Cnavailable B Never checks CRLs

Revoked
Lnilable Only checks intermediates for EV certs
L navailablc

OCSP

g, 1 Hevoked Allows if revocation info unavailable

U navailable

Int. 2+ Revoked
" TUnavailable

Leaf Revoked

L.navailable

R, OCSP Stagle Supports OCSP stapling

Respect Revoked Staple

v/ Passes test EV Passes for EV certs A Pops up alert to user
Fails test I Ignores OCSP Staple L/W Passes on Linux/Win.



Results across all browsers

@' Safari
CRL

Cravallable Checks CRLs and OCSP

Revoked

Unavailable

Revoked
U navailablc

Allows if revocation info unavailable
Except for first intermediate, for CRLs

OCSP
Int. 1 kECVOk?d
U navailable

Revoked
Unavailable

Leaf Revoked

L.navailable

Int. 2+

>N N XK

OCSP Stapling
Request. OCSP Staple
Respect Revoked Staple

Does not support OCSP stapling

>

v/ Passes test EV Passes for EV certs A Pops up alert to user
Fails test I Ignores OCSP Staple L/W Passes on Linux/Win.



Results across all browsers

£ Internet Explorer

CRL

Etim S Checks CRLs and OCSP

Unavailable

Revoked

Unmvallable | ¥ Often rejects if revocation info unavailable

OCSP

tng, 1 Hevalod ' Pops up alert for leaf in IE 10+

U navailable

Int. 2+ Revoked
" TUnavailable

Leaf Revoked

L.navailable

R, OCSP Stagle 8 Supports OCSP stapling

Respect Revoked Staple

v/ Passes test EV Passes for EV certs A Pops up alert to user
Fails test I Ignores OCSP Staple L/W Passes on Linux/Win.



Results across all browsers

Mabile Braowsers

108 Andr. 4.1-5.1 TE
6-8 Stock Chrome R.0

@ E) ©® @ Mobile Browsers

CRL
evoked
Unavailable
Revoked
Unavailable
Revoked

U navailablc

Uniformly never check

WX M W W M
W M M W X
W M M W X
® W MW X W X

OCSP
Int. 1 kECVOk?d
U navailable

Revoked

Int. 2+ Unavailable

Revoked

Lcat .
L.navailable

W W ™ W X
B W MW W W
B W W W W
N ™ WX XX

Android browsers request Staple
...and promptly ignore it

OCSP Stapling
Request. OCSP Staple
Respect Revoked Staple

>
=

v/ Passes test EV Passes for EV certs A Pops up alert to user
Fails test I Ignores OCSP Staple L/W Passes on Linux/Win.



Results across all browsers

Desktop Browsers Mabile Browsers

Chrome 42 Firefox Opera Safari TE 108 Andr. 4.1-5.1 1E

OS X Win. Linux 35-37 12.17  28.0 68 79 10-11 | 6-8 Stock Chrome &’.0
CRL
Revoked v
Unavailable v
Revoked
U navailable
Revoked
Unavailablc

N N XK
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N X WX X W

OCSP
Revoked

U navailable

Revoked
Unavailable

Revoked

L.navailable

o e
>N N XK
B W MW W, W
™ WX XX

OCSP Stapling
Request. OCSP Staple
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Results across all browsers

Desktop Browsers Mabile Browsers

Chrome 42 Firefox Opera Safari TE 108 Andr. 4.1-5.1 1E

OS X Win. Linux 35-37 12.17  28.0 68 79 10-11 | 6-8 Stock Chrome &’.0
CRL
Revoked v
Unavailable v
Revoked
U navailable
Revoked
Unavailablc

N N XK
N XN AN
N X WX X W

OCSP
Revoked

U navailable

Revoked
Unavailable

Revoked

L.navailable

o e
>N N XK
B W MW W, W
™ WX XX

OCSP Stapling
Request. OCSP Staple
Respect Revoked Staple

Browser developers are not
doing what the PKI needs them to do



Subject Alternate Name (SAN) Lists

| . GecTrust Glota CA
“ | Google Internet Authorty G2

L W *googl com

.. Multiple names for the
same organization

Subject Alternative Name | 2.5.29.17)
NO

*.google.cam
*.android.com
‘.appengine.gocg e.com
*.cloud.jocg e.com
*.google-analytics.com
*gongle.ca

*gongle.cl
*gongle.ca.in
*gongle.ca.jp
*gongle.ca.uk
*gongle.cam.ar
*.google.com.au
*.gooqgle.com.br
*.google.comr.co
*.google.com.mx
*.google.com.tr
*.goegle.com.n
*.goocgle.de

‘.google.es

*.gooegle.fr

*.google.hu

*.google.it

*.google.nl

‘.google.pl

‘.google.pt
*.googlcadapis.com

*.googlcapis.cn




Subject Alternate Name (SAN) Lists

Lo GlobalSign Root CA
-+ | GlobalS'gn CoudSSL CA - SHAZ56 - G3

- oo i Multiple names for the
same organization

SubDj2ct Alternative Name ( 2.5.29.17 )
NC
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*anticagelateriadelcorso at
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*bitflyer.jp
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*.eibtrade.com
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*fseaonline.arg
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*iyiteslanmutluyasa.cam
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Subject Alternate Name (SAN) Lists

Lo GlobalSign Root CA
-+ | GlobalSign CoudSSL CA - SHAZ56 - G3

i Multiple names for the
same organization

SubDj2ct Alternative Name ( 2.5.29.17 )
NC

Incapsula.com
*anticagelateriadelcorso at
*.au.apac.boservices.dolce-qusto.com
ravena.de

rawcwire.com

*.Daciperugina.com

. . Different organizations
'.D:be-nc_zsllc.ca PraCtI Ce.
*berlitzvirtuzalclassroom.com.co I u m P e d togeth e r

*.bestiorpets.net.au

*bitflyer.jp

*.ciniminis-lickorbite.com

*.cybertachisrael.com

*.d anesbeachwear.com

*.dolce-gustc.kz

*.eibtrade.com
*fb-special-offers.atlantisbahamasapgcms.com
*fseaonline.arg

*g ftedmovement com._ph
*goarch.org
*giabalsn.com.br
*hib.nestle-cerezls.com
*iyiteslanmutluyasa.cam
*jazzercise.com

*JjLmiz.co.ke

*jumiz.com.gh

*kash.com
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Subject Alternate Name (SAN) Lists

Lo GlobalSign Root CA
-+ | GlobalSign CoudSSL CA - SHAZ56 - G3

inczpsula.com

Subjact Alternative Name ( 2.5.29.1/7)
NC

incapsula.com
*.anticagelateriadelcorso at
*.au.apac.boservices.dolce-qusto.com
*.avena.de

*.awcwire.com

*.Daciperuqina.com
.DErlzyirtualciassroom.com.cc
*.bestiorpets.net.au

*btflyer.jp

*.ciniminis-lickorbite.com
*.cybertachisrael.com

*.d anesbeachwear.com
*.dolce-gustc.kz

*.eibtrade.com
*fb-special-offers.atlantisbeahamasappcms.com
*fseaonline.arg

*g ftedmovement com._ph

*goarch.org

'q.uiabalsn.com_ br

*yiteslanmutiuyasa.caom
*jazzercise.com
*JjLmiz.co.ke
*jumiz.com.gh
*kashi.com

*kwdrentcom

Practice:

Multiple names for the
same organization

Different organizations
lumped together



Subject Alternate Name (SAN) Lists

Lo GlobalSign Root CA
-+ | GlobalSign CoudSSL CA - SHAZ56 - G3

Spirit: Multiple names for the
SubIect AROMULVG Name 1 2.6.29,17 ) pIrit. same organization

NC

Incapsula.com
*anticagelateriadelcorso at
*.au.apac.boservices.dolce-qusto.com
ravena.de

oncpearmson .. Different organizations
Practice:
Lennzvirtuaiciassroom.com.co I u m Ped togeth e r

*.bestiorpets.net.au

*bitflyer.jp

*.ciniminis-lickorbite.com

*.cybertachisrael.com

*.d anesbeachwear.com

*.dolce-gustc.kz

*.eibtrade.com
*fb-special-offers.atlantisbahamasapgcms.com
*fseaonline.arg

*g ftedmovement com._ph

Cruise-liner Certificate

Who gets the private key?

Who manages it?
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How prevalent is key sharing?

1 — —

Who? ——
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. share

. at least
0l 1 key
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Key sharing is common across the Internet
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Does key sharing make enticing attack targets?
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Popular hosting services are prime targets for attack
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POOR CERTIFICATE MANAGEMENT

Websites aren’t properly revoking their certificates
Browsers aren’t properly checking for revocations

Websites aren’t keeping their secret keys secret

Why?

CAs have incentive to introduce disincentives (bandwidth costs)
Websites have disincentive to do the right thing (CAs charge; key management hard)

Browsers have a disincentive to do the right thing (page load times)



