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CENSORSHIP COMES IN MANY FORMS

DROPPING PACKETS

Network operators: Block traffic in their own networks/countries
Off-path attackers: Inject TCP RST packets (next week)
Routing-capable adversaries: Can influence routes on the Internet

Black-holing: Announce a low-cost path, drop traffic
https://www.youtube.com/watch?v=Izl PKuAOe50

MONITORING TRAFFIC

Boomerang routing: Source/destination close, but route goes through
a country known to eavesdrop

DEANONYMIZATION

ldentitying and going after whistleblowers

MISDIRECTING TRAFFIC

DNS injection: Send back false DNS responses



https://www.youtube.com/watch?v=IzLPKuAOe50
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ENEMIES OF THE INTERNET
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USA: NSA symbolises intelligence services’
abuses

In June 2013, computer specialist Edward Snowden disclosed the extent of the surveillance practices of the U.S.
and British intelligence services. Snowden, who worked for a government sub-contractor and had access to
confidential documents, later expesed mere targeted surveillance, focusing on the telecommunications of world
leaders and diplomats of allied countries. Activists, governments and international bodies have taken issue with
the Obama administration, as the newspapers The Guardian and The Washington Post have revealed the extent of
the surveillance. The main player in this vast surveillance operation is the highly secretive National Security
Agency (NSA) which, in the light of Snowden's revelations, has come to symbolize the abuses by the worlds
intelligence agencies. Against this background, those involved in reporting on security issues have found their
sources under increasing pressure.

The U.S. edition of The Guardian Is still able to publish information from Scward Snowden, while the Eritish edit on
15 o, but the country of the First Amendment has undermired confidence in the Irternet and its own standards of
security. U.S. surveillance practices anc cecryption activities are a direct threat to investigative journalists,
especially those who waork with sensitive sources for whom confidentizlity is paramaount and who are already under
pressure.

The NSA

Based in Fort Meade, Virginia, the NSA has always operated behind 2 wall of secrecy. According to legend, its

acronym was jokingly said to mean “No Such Agency” because its work took place far from the eves of US,
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leaders and diplomats of allied countries. Activist
the Obama administration, as the newspapers The

Pressure on journalists, sources and whistleblowers

The Obama administration has shown itself to be willing to interpret the protection of
national security in a broad and abusive manner, at the expense of freedom of information. A

witch-hunt was launched against journalists’ sources who disclosed confidential information

the surveillance. The main player in this vast surve

Agency (NSA) which, in the light of Snowder's reve about the powers of the state.
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security. U.S. surveillance practices anc cecryption activities are a direct threat to investigative journalists,
especially those who waork with sensitive sources for whom confidentizlity is paramaount and who are already under
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acronym was jokingly said to mean “No Such Agency” because its work took place far from the eves of U.S.




ENEMIES OF THE INTERNET

World day
against Cyber censorship

Enemies of the Internet

# Home a"k-r‘nm es of the Internet “ I'he Map gRr:r:nmmardmions 4 lake Action! o Archives

USA: NSA symbolises intelligence services'
abuses Pressure on journalists, sources and whistleblowers

In June 2013, computer specialist Edward Snowde
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leaders and diplomats of allied countries. Activist national security in a broad and abusive manner, at the expense of freedom of information. A

The Obama administration has shown itself to be willing to interpret the protection of

the Obama administration, as the newspapers The  witch-hunt was launched against journalists’ sources who disclosed confidential information
the surveillance. The main player in this vast surve

Agency (NSA) which, in the light of Snowder's reve about the powers of the state.
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sources under increasing pressure. I

The U.S. edition of The Guardian is stil abletopul 1 N€ NSA has been helped in its determined pursuit of WikiLeaks by GCHQ, since all visitors

Is nor, butthe country of the First Amendmentha {0 the website have been monitored by the British agency’s TEMPORA surveillance system.
security. U.S. surveillance practices anc cecryptic

especially thase who viark with sensitive sources Their IP addresses and the terms entered in search engines to access the site are intercepted

pressure. and recorded.

The NSA

Based in Fort Meade, Virginia, the NSA has always operated behind 2 wall of secrecy. According to legend, its

acronym was jokingly said to mean “No Such Agency” because its work took place far from the eves of U.S.




COLLATERAL DAMAGE OF INTERNET CENSORSHIP

China censors the traffic to or from
The Collateral Damage of Iqten]et Censorship ..
by DNS Injection those within its borders Known
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CIRCUMVENTING THE CONSTITUTION

LOOPHOLES FOR CIRCUMVENTING THE
CONSTITUTION: UNRESTRAINED RULK
SURVEILLANCE ON AMERICANS BY
COLLECTING NETWORK TRAFFIC ABROAD
Axel Arbak and Sharon Galdberg*®

Cite as: Axel Ambak and Sharon Goldberg,
Laonkaies far Circwmuenting tie Consieiation: [nrestramed Sulk Survedliance
on Americans by Colleciing Newwork Traffic Abrocd,
21 M, Tepeosow, & Teew, T Rew, 31T (20185)
This manuscrivt may be acesssed culine v! repository, Jaw.wmizh.ecu,

ABSTRACT

This Article reveals inierdevendont legoe! vnd technica! loopholss that
the US imtelligence community could wse 10 circumveny consiitutiona!
and statuiary safeguards for Amencars Theie loapholes involve the
collecnion of Interne! traffic on foreign tervitory, and leave Auwricans
as unproiecicd as foreiyners by cwrrend United Staies (US) sarveillunee
{aws. This Artizle wili also deseribe how maodern Internet protooals can
fre moviiploted to denbe rately divert American s traffic corcad, whe re
traffic can then be coliecied under a mery permisvive legal! regime (Ex-
ecurive Qrdar 12333) that is averseen soialy by the excewrive bravek of
the LS gonernment. Aithough the media har reparted on some of the
techniGes we describe, we cannoft establish the extent 10 which whesy
loopholes are exploited n practive,

An acnorabie shart-term remedy 10 these Ivipholes invalves updating
e antiguated 'egal defimtion of “electronic sureillanee” in the Fov-
wign Intelligency Surveilllarce Act (FISA,, thai has remained largely
tniger sines 1978 In the lomp term, however, s flindameraal reconstder

atien of estoblished principles an US suneillance Taw is required, sinee

*  Axol Ambak ¥ a Foculty Rescarcher ol the Institwie for Informatica Low,
University of Aosterdum and @ Researvh Afflae 2t he Bedonun Ceoter for [eemet &
Socicty, arvard Uziversity. Skarcn Coldberg is Associate Professor of Compoter Scierer,
Boston Universioe ard 2 Research Fadlow, Sloan Foundadon She graie’ully acknowledges the
suppoT of the Sloan Poundat an. Bath aurhars than’s Timochy H Friges, Fthan Heilrman, Sean
Laxdx, Alex Marttews Bruoe Schneir, Haye Shulmon, Marcy Wheeer and vancus
aendaes ol the PETS'1 and TPRO'M confoemoes for d savssioms aml advier that have
greaty mded thn work, Akxancer Abdo, Dawvid Choiings, Nado var Eygk, Edwasd Felka,
Dardel K. Gillmzre, Jennifer Rexcford, Jullsa Sanchez and the aronymoas reviewers for
atPETS' 14 cach provided irsightfe) comements on drafts of this Artick. Views and crrors
ewprossed in hie Amicle remain Me sola resporsitility of Ue swhors. This Ankle was
sulsmilier on Sepiember T, 2014 and 2 bost gpdale wes concluded on Deceder 26, 2006 AR
URLs hove been checkec on this date. An extlixy version of thi Article »as fird posixd ocline
oa June 27, 2014,
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LEGAL REGIMES

Patriot Act

Foreign Intelligence Surveillance Act (FISA)
EO 12333

WHAT CAN BE MONITORED?

Communication with foreign entities

DO ROUTERS COUNT?

What if the US routed traffic out of its
borders, then back in — would this count
as communication with a foreign entity?

THIS PAPER: YES, PROBABLY

So any traffic could be easily monitored
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BLOCKING TOR

Directly connecting users from China
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HOW T0 BLOCK TOR
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Option 1: Get a list of all Tor nodes
Insert them as firewall rules

Bridge nodes: Tor does not list some nodes;
Users must learn them out of band

This week's paper: Censors discover them
by actively probing
Scan IP addresses, sending protocol-specific

messages: handshake (TLS, obfs), Versions (Tor),
HTTPS Post (SoftEther), HTTP GET (AppSpot)
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Option 2: |IP-based reputation schemes;
Will eventually block exit nodes because
attackers launder their attack traffic thru Tor

9 CLOUDFLARE

The Trouble with Tor
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After session initialization,
divert traffic to the censored site

- Accepted website

Decoy router, on the path
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Censoring regime

How does the decoy router know the true destination but the censor doesn’t?

Client includes “tags” in TLS handshakes that only the decoy router can identify



DECOY ROUTING

After session initialization,

Decoy router, on the path ‘ ‘ .
divert traffic to the censored site

to the accepted website

--------------- > - Accepted website

Yoo N ——

Censoring regime

How does the decoy router know the true destination but the censor doesn’t?

Client includes “tags” in TLS handshakes that only the decoy router can identify



DECOY ROUTING TAGS

Public: 20,00 = 80, 81,00 = g}

Context: %

Telex Client Normal TLS Client
LTl L G Output a uniformly
Output g; |44y (g %) random string
key « Ha(og %) Telex Station

[ Private: r»
Input ||k

If &= Hy (B7|):
key < IL(B"| x)

tagged
else:

not tagged

by

TMigure 2: Tag creation and detection — Telex intercepts TLS connections that contain a steganographic tag in the
ClientHello message’s nonce field (normally a uniformly random string). The Telex client generates the tag using public
parameters (shown above), but it can only be recognized by using the private key r embedded in the Telex station.
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AVOIDING CENSORS

One approach

Incredibly difficult research problem unto itself!
1. Map the Internet = y ayff P J

2. Choose paths that do not go through the attackers’ countries

Is it possible to get provable avoidance?
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1. INTRODUCTION

Users Bave lmle comrnl over where in the aord ielr
pacests mnvel m oo w twir desinutions. Sorne ceechas
riems =xist 10 provide ins g into where packets uave'ed,
scch o e aod-ion e IP oodon ove lay souling sysioms
(§7% ar ‘o 2 lesscr cxient sou~cc-rosting. Whik thesc 2p-
£R08ENCS CxpOse ¢ subset of the path the ser's packats ok,
LRy G0 not allow & veer 0 cetanming o provably 1atinence
where L pookets do &2! go.

TS poper Incdacss a cew primidve we call prosubie
cvoidance rovting. WiDy peonable moddance rmoming, a veer
specifies arbitny gaegrapis regioos-—snc 4s countries o
UN vid nig Blocs—tn e averidesd whiile cowmme aatiog w il
a destinaton. If smeocssiul, the pemitve sctures proof that
tx uscr's pack:sts did nol tseverse tx forbiddea regians, If
15 BASUCCESSTUL, (1t conchkdes only ®at the packets may save
traversad tham,

1ke goal of provabe avadirse routing 15 detecion, as
cpoosed w prevenr’on. In céher wards, alone, it is urmble
o ensure 3 user’s packas wili nov mvense @ reygion of the
wurd—we do pot raguire pxxdificaicas w0 the anderlying
voutig per e s ow hanhware, wd sowease s hpetioall o®
taday s uncerieintics as to where pazhets ‘wall travel. Rather,
what we are able to provide is essusance that the user's pack-
Cts erd their epecine Iapoaks tock paths Lwt aid ro!
tavecse ~ezon: af tws word  Cur prools of avoidance wre
provided an & per packet xis, and ars @ poskenorr anly
ufter sending the pasiot and geuing u reply cia ae awcer
Gy elwetimer ov oot the coundeirip comm unicaiom 3voided
Cx frinikies negia

While cutrig o prevantion woeld he Zeal, detaton
ke 2 pewarful teol. as wall. For example, consder oac of the
greatcst threats to open commumcatice ca tx [nleract cco-
sceskap, Hevond just dogpoag 331 oc logping [2Y ] wsers
tafis, censerekip e take raey fooms, including mjechng
paccss with false informuBon (4). Racert rsulls wdicale
DB MYy ers may be censorsd nod dy their (or thelr desti-
ratiom's) countries, i by g mes ook which her pecks
ers mnsi; 2 groon of axwynoes reearchens iemeasmngd
fur NS cpesies thal mere'y tasese (hine's hodess sue

QUESTION

Can we provably avoid countries
known to censor/attack?
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Also, yes, it's possible to get
provable avoidance without even
knowing where exactly packets went
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( send to § )
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Censor-free B SLLETTEPRN. * RPIITLLL Censor-free

Censoring country

Encryption Anonymity Hide info, but are still
(HTTPS) (Tor) subject to censorship
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Provable avoidance routing

( send to § but avoid )
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Provable avoidance routing

A broadly applicable primitive
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Provably disjoint paths
Diffie-Hellman
Avoiding boomerangs
Distinct vantage points
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Provide proofs of avoidance



Provable route avoidance goals

Flexibility Users request their traffic to
transiting



Provable route avoidance goals

Flexibility Users request their traffic to avoid
transiting arbitrary geographic reglons

------------------------------------------------------------------------------------------------------------------

Without having to know
underlying routes
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Provable route avoidance goals

Goal: proof that it did not traverse -

Non-goal: proof that it cannot traverse -



Provable route avoidance goals

Unadulterated roundtrip of communication



Provable route avoidance goals

Flexibility Users request their traffic to
transiting

Provide proofs of avoidance

How do you prove that something did not happen?



Proving the impossible

How do you prove (X) did not happen
without enumerating everything that could have?



Proving the impossible

How do you prove (X) did not happen
without enumerating everything that could have?

®



Proving the impossible

How do you prove (X) did not happen
without enumerating everything that could have?

A w (A)-(x

Mutually exclusive



Proving the impossible

How do you prove (X) did not happen
without enumerating everything that could have?

(A)  a&  (A)=(X -

Mutually exclusive

IX



Proving the impossible

How do you prove (X) did not happen
without enumerating everything that could have?

(A)  a&  (A)=(X -

Mutually exclusive

@ is an alibi

IX



Achieving provable avoidance

r (OO




Achieving provable avoidance

1

Solicit participation from a relay
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NE klcc?rgtgni d = The packet traversed x
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Achieving provable avoidance

The farther ¢ is from
the greater the latency increase
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Measured .  The shortest possible RTT
RTT thru Q and )



Achieving provable avoidance

Measured .  The shortest possible RTT = 9

RTT thru O and

= It could not have traversed £ and

| C
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Measured 2 4/c
RTT
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RTT
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Achieving provable avoidance

Safety factor

¥ Measured o 3 4/c
(1+0) * " "orr
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( send to § but avoid ] Alibi

Verifies

R;PXCC?rrcl)t;in; 4 = The packet traversed
RTT less than smallest - The packet could not have
RTT thru € and traversed § and



Alibi Routing

Peer-to-peer protocol for
finding potential alibis

* Users choose forbidden regions

* Users compute target regions
* Where alibis might be

* Alibi Routing recursively searches
for peers within the target regions
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necessary but not sufficient condition of an alibi










Peer-to-peer:

Every participant has a
set of “neighbor” peers
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Safety: 1
Only forward to neighbors
whom you know aren’t in F

(lat, IM ‘%tlon)

(lat, Ion) 5
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Recursive forwarding

Forward Fand T
Continue until progress stops

Alibi routing finds
potential alibis
Proofs of avoidance ,
allow verification
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Proximity’s effect on target regions
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Min distance between srcto F and dst to F (103 km)

Number of nodes in target region

Failure is likely when source or destination
are very close to the forbidden region



Other results

* Routes through alibis incur little increase in latency
* Sometimes even lower latencies

* Alibi Routing incurs little communication overhead

* Countries with higher routing centrality are harder,
but not impossible, to avoid

Provable avoidance is possible
safely and efficiently



Summary

* Provable avoidance routing
* Users to specify where they want their packets not to go

* “Proof by alibi” makes it possible to provably avoid
arbitrary geographic regions without ISP/BGP support

 Alibi Routing finds potential alibis
* Successfully, so long as src/dst not too close
* At low cost in terms of latency inflation

Code and data available at;
alibi.cs.umd.edu
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Threat model
Nation-state adversary

* Adversaries can:
* launch various attacks when on the path

* hide from network topology measurement
(e.g. traceroute)

e attract routes to their administrative domains

* Adversaries cannot:
Fundamental assumption:

We know the geographic boundaries
wherein the attackers reside
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With smart circuit selection, it is possible to
provably avoid geographic regions with Tor

e ) 4 )
Never-once Never-twice
\ b, \ <
( ) ( )
never traverse entry & exit legs
specified regions never traverse
. J . J

Provide per-packet
proof of avoidance




DeTlor goals

Allow users to avoid
[DeP|0)’ab|e] adversaries with smart circuits
selection

[ Proof ] Provide proofs of avoidance




DeTlor goals

Allow users to avoid
[DeP|0)’ab|e] adversaries with smart circuits
selection




DeTlor goals

Allow users to avoid
[DeP|0)’ab|e] adversaries with smart circuits

SeleCtin ...........................................................................

Without having to
. know
underlying routes




DeTlor goals

Allow users to avoid
[DeP|0)’ab|e] adversaries with smart circuits

SeleCtin ...........................................................................
Without having to
- know
underlying\fienksas
= modifications to

Internet routers



DeTlor goals

Allow users to avoid
[DeP|0)’ab|eJ adversaries with smart circuits

selection
Without having to
- know
underlying\fienksas
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Tor’s protocol
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[ Proof ] Provide proofs of avoidance

Measurement of roundtrip time
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Evaluation

e How successful is DeTor?

* How well do DeTor circuits perform?
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Number of never-once circuits
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Number of never-once circuits
Half of src-dst pairs have over 500 never-once circuits
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Number of never-once circuits

Tor with no Chinese relays provably avoids China
less than 10% of the time
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of Src-Dst Pairs
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Number of never-twice

circuits
Client-side RT Ts might be enough to address many attacks
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CDF

Delor circuits tends to have
lower RTTs
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DeTlor: never-once avoidance
Achieving provable avoidance
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Other results

DeTor circuits usually have higher bandwidth
DeTor introduces slight node selection bias
Most nodes serve on few DeTor circuits

Possible to predict whether a circuit will



Delor

With smart circuit selection, it is possible to
provably avoid geographic regions with Tor
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* Proofs of avoidance verify that packets over
DeTor circuits have avoided geographic regions

e DeTor circuits '
or circut Code and data available at:

* are successful for most src-dst PACS tor c< umd . edu
* have better performance

 introduce small node selection bias
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