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BOTNETS

Collection ot compromised machines (bots)
under unified control of an attacker
(botmaster)

Method of compromise decoupled from
method of control

Launch a worm/virus, etc.: remember,
payload is orthogonall

Upon infection, a new bot “phones home”
to rendezvous with botnet “command-and-

control” (C&C)

Botmaster uses C&C to push out
commands and updates
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Collection ot compromised machines (bots) T EN E !iﬂ -ﬂ -ﬂ iﬂ

under unified control of an attacker =3 =53 o3 4

(botmaster) !
Method of compromise decoupled from

method of control

« Launch a worm/virus, etc.: remember,

payload is orthogonal!

| ——

Upon infection, a new bot “phones home” [ m—

to rendezvous with botnet “command-and-
control” (C&C) C&C

Botmaster uses C&C to push out
commands and updates

Topology can be star (like this)
hierarchical, peer-to-peer...



TORPIG

Mebroot

drive-by-download server
==

Mebroot C&C server

GET /7gnh5

(4) gnhS.exe

(becomes a bot)

Victim client

Phishing HTML Injection server




DOMAIN FLUXING

00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

\\\1//
\ / / How do these bots
\
\\Y know where to go?
.,
(iiC

Issue DNS lookups
for a known hostname

Provides a level of indirection:

Bots know the name ahead of time,

but the botmaster can move the C&C
node to different IP addresses, as needed

Problem:
Network operators will simply firewall
a known-malicious domain name

Domain fluxing:

Generate random domain names.
Move on by the time you’re found

suffix =

def

def

def

["anj", "ebf", "arm", "pra", "aym", "unij",
"ulj", "uag", "esp", "kot", "onv", "edc"]

generate_daily_domain() :

t = GetLocalTime()

p = 8

return generate_domain(t, p)

scramble_date(t, p):
return (((t.month * t.day) + t.day) * p) +
t.day + t.year

generate_domain(t, p):
if t.year < 2007:
t.year = 2007
s = scramble_date(t, p)
cl = (((t.year >> 2) & O0x3fc0) + s) % 25 + ’a’
c2 = (t.month + s) % 10 + "a’
c3 = ((t.year & Oxff) + s) % 25 + ’a’
if t.day » 2 < "0’ || t.day = 2 > '9':
c4d = (t.day » 2) % 25 + ’'a’
else:
c4d = t.day % 10 + "1’
return cl + 'h’! + ¢c2 + ¢3 + "x’ + c4 +
suffix[t.month - 1]

Listing 1: Torpig daily domain generation algorithm.



YOUR BOTNET IS MY BOTNET

Domain fluxing: (This) Botnet takeover:
Generate random domain names. Anticipate the domain names;
Move on by the time you’re found register those not yet purchased



YOUR BOTNET IS MY BOTNET

Domain fluxing: (This) Botnet takeover:
Generate random domain names. Anticipate the domain names;
Move on by the time you’re found register those not yet purchased

ETHICAL CONCERN: DO NO HARM

PRINCIPLE 1. The sinkholed botnet should be operated so that Keep in touch with bot S,
any harm and/or damage to victims and targets of attacks would be .
minimized. but never send a new config file
PRINCIPLE 2. The sinkholed botnet should collect enough in- Worked with ISPs and law

formation fo enable notification and remediation of affected par-

ties. enforcement to take them down



WHAT DID THEY LEARN?

Mebroot C&C server
7 — —

Stolen data

il Config

=3

Phishing HTML

Injection server

70GB over 10 days

Data Type Data Items
(#)
Mailbox account 54,090
Email 1,258,862
Form data 11,966,532
HTTP account 411,039
FTP account 12,307
POP account 415,206
SMTP account 100,472
Windows password 1,235,122

Table 1: Data items sent to our C&C server by Torpig bots.

100000
single ——
wordlist - - - -
incremental — —

Cracked passwords (#)

0 i i g J 1 1 g 3 1 L 1 1 1 1 I
O 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 9%

Time (m)

Figure 13: Number of passwords cracked in 90 minutes by the
John the Ripper password cracker tool. Vertical lines indicate
when John switches cracking mode. The first vertical line rep-
resents the switching from simple transformation techniques
(“single’” mode) to wordlist cracking, the second from wordlist
to brute-force (“incremental’).



BOTNET SIZE: HOW TO COUNT?

New Torpig Bots Per Hour
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Figure 5: New unique IP addresses per hour. Figure 6: New bots per hour.
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Figure 10: Unique Bot IDs and IP addresses per day.
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Unique Torpig Bot IDs and IPs Per Day

250000

Country [P Addresses BotIDs DHCP Churn

- g:t IDs (Raw #) Factor
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Figure 10: Unique Bot IDs and IP addresses per day. Table 2: Top 10 infected hosts by country.



IP ADDRESSES ARE POOR IDENTIFIERS

NAT boxes:
Small set of public IP addresses (typically one),
Large set of private IP addresses (many)

Carrier-grade NATs (CGNATYS):

NATs at a regional/national level
A single host can have a different IP address for each connection

“The trouble with Tor"

Tor exit nodes also NAT
Destinations cannot (based on IP addr)distinguish between the exit

node’s traffic and Tor clients’ traffic

NQW Q)

Chal’:es e b
Cloudflare shows Tor users @
captchas to differentiate o e et e s

."\
&\

REQUEST ACCESS =



