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Adversarial Examples 
§ is an adversarial examples for a ML classifier            if     x0

<latexit sha1_base64="jgUlveJ0fPe/bKPWyI1X2Qkr/rM=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvoqsyIoMuCG5dV7AOmQ8mkmTY0kxmSO2IZ+hluXCji1o/wG9z5N6aPhbYeCBzOueGee8JUCoOu++0UVlbX1jeKm6Wt7Z3dvfL+QdMkmWa8wRKZ6HZIDZdC8QYKlLydak7jUPJWOLye+K0Hro1I1D2OUh7EtK9EJBhFK/mdmOIgjPLH8Wm3XHGr7hRkmXhzUoE56t3yV6eXsCzmCpmkxviem2KQU42CST4udTLDU8qGtM99SxWNuQnyaeQxObFKj0SJtk8hmaq/f+Q0NmYUh3ZyEtEsehPxP8/PMLoKcqHSDLlis0VRJgkmZHI/6QnNGcqRJZRpYbMSNqCaMrQtlWwJ3uLJy6R5XvUsv72o1O4+Z3UU4QiO4Qw8uIQa3EAdGsAggSd4gVcHnWfnzXmfjRaceYWH8AfOxw+fapId</latexit><latexit sha1_base64="jgUlveJ0fPe/bKPWyI1X2Qkr/rM=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvoqsyIoMuCG5dV7AOmQ8mkmTY0kxmSO2IZ+hluXCji1o/wG9z5N6aPhbYeCBzOueGee8JUCoOu++0UVlbX1jeKm6Wt7Z3dvfL+QdMkmWa8wRKZ6HZIDZdC8QYKlLydak7jUPJWOLye+K0Hro1I1D2OUh7EtK9EJBhFK/mdmOIgjPLH8Wm3XHGr7hRkmXhzUoE56t3yV6eXsCzmCpmkxviem2KQU42CST4udTLDU8qGtM99SxWNuQnyaeQxObFKj0SJtk8hmaq/f+Q0NmYUh3ZyEtEsehPxP8/PMLoKcqHSDLlis0VRJgkmZHI/6QnNGcqRJZRpYbMSNqCaMrQtlWwJ3uLJy6R5XvUsv72o1O4+Z3UU4QiO4Qw8uIQa3EAdGsAggSd4gVcHnWfnzXmfjRaceYWH8AfOxw+fapId</latexit><latexit sha1_base64="jgUlveJ0fPe/bKPWyI1X2Qkr/rM=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvoqsyIoMuCG5dV7AOmQ8mkmTY0kxmSO2IZ+hluXCji1o/wG9z5N6aPhbYeCBzOueGee8JUCoOu++0UVlbX1jeKm6Wt7Z3dvfL+QdMkmWa8wRKZ6HZIDZdC8QYKlLydak7jUPJWOLye+K0Hro1I1D2OUh7EtK9EJBhFK/mdmOIgjPLH8Wm3XHGr7hRkmXhzUoE56t3yV6eXsCzmCpmkxviem2KQU42CST4udTLDU8qGtM99SxWNuQnyaeQxObFKj0SJtk8hmaq/f+Q0NmYUh3ZyEtEsehPxP8/PMLoKcqHSDLlis0VRJgkmZHI/6QnNGcqRJZRpYbMSNqCaMrQtlWwJ3uLJy6R5XvUsv72o1O4+Z3UU4QiO4Qw8uIQa3EAdGsAggSd4gVcHnWfnzXmfjRaceYWH8AfOxw+fapId</latexit><latexit sha1_base64="jgUlveJ0fPe/bKPWyI1X2Qkr/rM=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvoqsyIoMuCG5dV7AOmQ8mkmTY0kxmSO2IZ+hluXCji1o/wG9z5N6aPhbYeCBzOueGee8JUCoOu++0UVlbX1jeKm6Wt7Z3dvfL+QdMkmWa8wRKZ6HZIDZdC8QYKlLydak7jUPJWOLye+K0Hro1I1D2OUh7EtK9EJBhFK/mdmOIgjPLH8Wm3XHGr7hRkmXhzUoE56t3yV6eXsCzmCpmkxviem2KQU42CST4udTLDU8qGtM99SxWNuQnyaeQxObFKj0SJtk8hmaq/f+Q0NmYUh3ZyEtEsehPxP8/PMLoKcqHSDLlis0VRJgkmZHI/6QnNGcqRJZRpYbMSNqCaMrQtlWwJ3uLJy6R5XvUsv72o1O4+Z3UU4QiO4Qw8uIQa3EAdGsAggSd4gVcHnWfnzXmfjRaceYWH8AfOxw+fapId</latexit>

fML(.)
<latexit sha1_base64="EHTbSz3rF23uZXCWctWw3DGid0k=">AAAB+XicbZDLSgMxGIUz9VbrbdSlm2AR6qbMiKDLghsXClXsBdphyKSZNjSTGZJ/imWYN3HjQhG3voDP4M63Mb0stPVA4OOcP+TPCRLBNTjOt1VYWV1b3yhulra2d3b37P2Dpo5TRVmDxiJW7YBoJrhkDeAgWDtRjESBYK1geDXJWyOmNI/lA4wT5kWkL3nIKQFj+bYd+lkX2CNktzd5Xqme+nbZqTpT4WVw51BGc9V9+6vbi2kaMQlUEK07rpOAlxEFnAqWl7qpZgmhQ9JnHYOSREx72XTzHJ8Yp4fDWJkjAU/d3zcyEmk9jgIzGREY6MVsYv6XdVIIL72MyyQFJunsoTAVGGI8qQH3uGIUxNgAoYqbXTEdEEUomLJKpgR38cvL0Dyruobvzsu1+89ZHUV0hI5RBbnoAtXQNaqjBqJohJ7QC3q1MuvZerPeZ6MFa17hIfoj6+MHPqqUCQ==</latexit><latexit sha1_base64="EHTbSz3rF23uZXCWctWw3DGid0k=">AAAB+XicbZDLSgMxGIUz9VbrbdSlm2AR6qbMiKDLghsXClXsBdphyKSZNjSTGZJ/imWYN3HjQhG3voDP4M63Mb0stPVA4OOcP+TPCRLBNTjOt1VYWV1b3yhulra2d3b37P2Dpo5TRVmDxiJW7YBoJrhkDeAgWDtRjESBYK1geDXJWyOmNI/lA4wT5kWkL3nIKQFj+bYd+lkX2CNktzd5Xqme+nbZqTpT4WVw51BGc9V9+6vbi2kaMQlUEK07rpOAlxEFnAqWl7qpZgmhQ9JnHYOSREx72XTzHJ8Yp4fDWJkjAU/d3zcyEmk9jgIzGREY6MVsYv6XdVIIL72MyyQFJunsoTAVGGI8qQH3uGIUxNgAoYqbXTEdEEUomLJKpgR38cvL0Dyruobvzsu1+89ZHUV0hI5RBbnoAtXQNaqjBqJohJ7QC3q1MuvZerPeZ6MFa17hIfoj6+MHPqqUCQ==</latexit><latexit sha1_base64="EHTbSz3rF23uZXCWctWw3DGid0k=">AAAB+XicbZDLSgMxGIUz9VbrbdSlm2AR6qbMiKDLghsXClXsBdphyKSZNjSTGZJ/imWYN3HjQhG3voDP4M63Mb0stPVA4OOcP+TPCRLBNTjOt1VYWV1b3yhulra2d3b37P2Dpo5TRVmDxiJW7YBoJrhkDeAgWDtRjESBYK1geDXJWyOmNI/lA4wT5kWkL3nIKQFj+bYd+lkX2CNktzd5Xqme+nbZqTpT4WVw51BGc9V9+6vbi2kaMQlUEK07rpOAlxEFnAqWl7qpZgmhQ9JnHYOSREx72XTzHJ8Yp4fDWJkjAU/d3zcyEmk9jgIzGREY6MVsYv6XdVIIL72MyyQFJunsoTAVGGI8qQH3uGIUxNgAoYqbXTEdEEUomLJKpgR38cvL0Dyruobvzsu1+89ZHUV0hI5RBbnoAtXQNaqjBqJohJ7QC3q1MuvZerPeZ6MFa17hIfoj6+MHPqqUCQ==</latexit><latexit sha1_base64="EHTbSz3rF23uZXCWctWw3DGid0k=">AAAB+XicbZDLSgMxGIUz9VbrbdSlm2AR6qbMiKDLghsXClXsBdphyKSZNjSTGZJ/imWYN3HjQhG3voDP4M63Mb0stPVA4OOcP+TPCRLBNTjOt1VYWV1b3yhulra2d3b37P2Dpo5TRVmDxiJW7YBoJrhkDeAgWDtRjESBYK1geDXJWyOmNI/lA4wT5kWkL3nIKQFj+bYd+lkX2CNktzd5Xqme+nbZqTpT4WVw51BGc9V9+6vbi2kaMQlUEK07rpOAlxEFnAqWl7qpZgmhQ9JnHYOSREx72XTzHJ8Yp4fDWJkjAU/d3zcyEmk9jgIzGREY6MVsYv6XdVIIL72MyyQFJunsoTAVGGI8qQH3uGIUxNgAoYqbXTEdEEUomLJKpgR38cvL0Dyruobvzsu1+89ZHUV0hI5RBbnoAtXQNaqjBqJohJ7QC3q1MuvZerPeZ6MFa17hIfoj6+MHPqqUCQ==</latexit>

fML(x) 6= fML(x
0)

<latexit sha1_base64="p7ZKJMgiunbEbjaDbzQJIY/j4eA=">AAACI3icdZA9SwNBEIb3/DZ+RS1tFoOYNHIngmIl2FgoqBgN5ELY28zp4t7euTsnhuP+i43/w8rGQhEbC/+Le0kKjTqw8PC+s8zMGyRSGHTdD2dkdGx8YnJqujQzOze/UF5cOjdxqjnUeSxj3QiYASkU1FGghEaigUWBhIvger/wL25BGxGrM+wm0IrYpRKh4Ayt1C7vhu3MR7jD7Ogwz6t+xPAqCLO7vOYruKH/ues1WmqXK+6G2yv6G7wBVMigjtvlN78T8zQChVwyY5qem2ArYxoFl5CX/NRAwvg1u4SmRcUiMK2sd2NO16zSoWGs7VNIe+r3HxmLjOlGge0stjTDXiH+5TVTDHdamVBJiqB4f1CYSooxLQKjHaGBo+xaYFwLuyvlV0wzjjbWIgRv+OTfcL654Vk+2arsnT7245giK2SVVIlHtskeOSDHpE44uSdP5IW8Og/Os/PmvPdbR5xBhMvkRzmfXy0Hpcw=</latexit><latexit sha1_base64="p7ZKJMgiunbEbjaDbzQJIY/j4eA=">AAACI3icdZA9SwNBEIb3/DZ+RS1tFoOYNHIngmIl2FgoqBgN5ELY28zp4t7euTsnhuP+i43/w8rGQhEbC/+Le0kKjTqw8PC+s8zMGyRSGHTdD2dkdGx8YnJqujQzOze/UF5cOjdxqjnUeSxj3QiYASkU1FGghEaigUWBhIvger/wL25BGxGrM+wm0IrYpRKh4Ayt1C7vhu3MR7jD7Ogwz6t+xPAqCLO7vOYruKH/ues1WmqXK+6G2yv6G7wBVMigjtvlN78T8zQChVwyY5qem2ArYxoFl5CX/NRAwvg1u4SmRcUiMK2sd2NO16zSoWGs7VNIe+r3HxmLjOlGge0stjTDXiH+5TVTDHdamVBJiqB4f1CYSooxLQKjHaGBo+xaYFwLuyvlV0wzjjbWIgRv+OTfcL654Vk+2arsnT7245giK2SVVIlHtskeOSDHpE44uSdP5IW8Og/Os/PmvPdbR5xBhMvkRzmfXy0Hpcw=</latexit><latexit sha1_base64="p7ZKJMgiunbEbjaDbzQJIY/j4eA=">AAACI3icdZA9SwNBEIb3/DZ+RS1tFoOYNHIngmIl2FgoqBgN5ELY28zp4t7euTsnhuP+i43/w8rGQhEbC/+Le0kKjTqw8PC+s8zMGyRSGHTdD2dkdGx8YnJqujQzOze/UF5cOjdxqjnUeSxj3QiYASkU1FGghEaigUWBhIvger/wL25BGxGrM+wm0IrYpRKh4Ayt1C7vhu3MR7jD7Ogwz6t+xPAqCLO7vOYruKH/ues1WmqXK+6G2yv6G7wBVMigjtvlN78T8zQChVwyY5qem2ArYxoFl5CX/NRAwvg1u4SmRcUiMK2sd2NO16zSoWGs7VNIe+r3HxmLjOlGge0stjTDXiH+5TVTDHdamVBJiqB4f1CYSooxLQKjHaGBo+xaYFwLuyvlV0wzjjbWIgRv+OTfcL654Vk+2arsnT7245giK2SVVIlHtskeOSDHpE44uSdP5IW8Og/Os/PmvPdbR5xBhMvkRzmfXy0Hpcw=</latexit><latexit sha1_base64="p7ZKJMgiunbEbjaDbzQJIY/j4eA=">AAACI3icdZA9SwNBEIb3/DZ+RS1tFoOYNHIngmIl2FgoqBgN5ELY28zp4t7euTsnhuP+i43/w8rGQhEbC/+Le0kKjTqw8PC+s8zMGyRSGHTdD2dkdGx8YnJqujQzOze/UF5cOjdxqjnUeSxj3QiYASkU1FGghEaigUWBhIvger/wL25BGxGrM+wm0IrYpRKh4Ayt1C7vhu3MR7jD7Ogwz6t+xPAqCLO7vOYruKH/ues1WmqXK+6G2yv6G7wBVMigjtvlN78T8zQChVwyY5qem2ArYxoFl5CX/NRAwvg1u4SmRcUiMK2sd2NO16zSoWGs7VNIe+r3HxmLjOlGge0stjTDXiH+5TVTDHdamVBJiqB4f1CYSooxLQKjHaGBo+xaYFwLuyvlV0wzjjbWIgRv+OTfcL654Vk+2arsnT7245giK2SVVIlHtskeOSDHpE44uSdP5IW8Og/Os/PmvPdbR5xBhMvkRzmfXy0Hpcw=</latexit>

fhuman(x) = fhuman(x
0)

<latexit sha1_base64="V5/pgi6qef29gLLi9yM1583wjjk=">AAACJnicfZBPSwJBGMZn7Z/ZP6tjlyGJ9CK7EdRFELp0tEgNVGR2nNXB2dll5t1Qlv00XfoYXbt0MCK69VGaVQ+l0QsDP57nHd73fdxQcA22/WllVlbX1jeym7mt7Z3dvfz+QUMHkaKsTgMRqHuXaCa4ZHXgINh9qBjxXcGa7vAq9ZsPTGkeyDsYh6zjk77kHqcEjNTNV7xu3AY2gngQ+UQmSbHtExi4XjxKShX8j3tawrluvmCX7WnhZXDmUEDzqnXzk3YvoJHPJFBBtG45dgidmCjgVLAk1440Cwkdkj5rGZTEZ7oTT89M8IlRetgLlHkS8FT9+SMmvtZj3zWd6ZZ60UvFv7xWBN5lJ+YyjIBJOhvkRQJDgNPMcI8rRkGMDRCquNkV0wFRhIJJNg3BWTx5GRpnZcfwzXmhevs8iyOLjtAxKiIHXaAqukY1VEcUPaIXNEFv1pP1ar1bH7PWjDWP8BD9KuvrG2Uap4c=</latexit><latexit sha1_base64="V5/pgi6qef29gLLi9yM1583wjjk=">AAACJnicfZBPSwJBGMZn7Z/ZP6tjlyGJ9CK7EdRFELp0tEgNVGR2nNXB2dll5t1Qlv00XfoYXbt0MCK69VGaVQ+l0QsDP57nHd73fdxQcA22/WllVlbX1jeym7mt7Z3dvfz+QUMHkaKsTgMRqHuXaCa4ZHXgINh9qBjxXcGa7vAq9ZsPTGkeyDsYh6zjk77kHqcEjNTNV7xu3AY2gngQ+UQmSbHtExi4XjxKShX8j3tawrluvmCX7WnhZXDmUEDzqnXzk3YvoJHPJFBBtG45dgidmCjgVLAk1440Cwkdkj5rGZTEZ7oTT89M8IlRetgLlHkS8FT9+SMmvtZj3zWd6ZZ60UvFv7xWBN5lJ+YyjIBJOhvkRQJDgNPMcI8rRkGMDRCquNkV0wFRhIJJNg3BWTx5GRpnZcfwzXmhevs8iyOLjtAxKiIHXaAqukY1VEcUPaIXNEFv1pP1ar1bH7PWjDWP8BD9KuvrG2Uap4c=</latexit><latexit sha1_base64="V5/pgi6qef29gLLi9yM1583wjjk=">AAACJnicfZBPSwJBGMZn7Z/ZP6tjlyGJ9CK7EdRFELp0tEgNVGR2nNXB2dll5t1Qlv00XfoYXbt0MCK69VGaVQ+l0QsDP57nHd73fdxQcA22/WllVlbX1jeym7mt7Z3dvfz+QUMHkaKsTgMRqHuXaCa4ZHXgINh9qBjxXcGa7vAq9ZsPTGkeyDsYh6zjk77kHqcEjNTNV7xu3AY2gngQ+UQmSbHtExi4XjxKShX8j3tawrluvmCX7WnhZXDmUEDzqnXzk3YvoJHPJFBBtG45dgidmCjgVLAk1440Cwkdkj5rGZTEZ7oTT89M8IlRetgLlHkS8FT9+SMmvtZj3zWd6ZZ60UvFv7xWBN5lJ+YyjIBJOhvkRQJDgNPMcI8rRkGMDRCquNkV0wFRhIJJNg3BWTx5GRpnZcfwzXmhevs8iyOLjtAxKiIHXaAqukY1VEcUPaIXNEFv1pP1ar1bH7PWjDWP8BD9KuvrG2Uap4c=</latexit><latexit sha1_base64="V5/pgi6qef29gLLi9yM1583wjjk=">AAACJnicfZBPSwJBGMZn7Z/ZP6tjlyGJ9CK7EdRFELp0tEgNVGR2nNXB2dll5t1Qlv00XfoYXbt0MCK69VGaVQ+l0QsDP57nHd73fdxQcA22/WllVlbX1jeym7mt7Z3dvfz+QUMHkaKsTgMRqHuXaCa4ZHXgINh9qBjxXcGa7vAq9ZsPTGkeyDsYh6zjk77kHqcEjNTNV7xu3AY2gngQ+UQmSbHtExi4XjxKShX8j3tawrluvmCX7WnhZXDmUEDzqnXzk3YvoJHPJFBBtG45dgidmCjgVLAk1440Cwkdkj5rGZTEZ7oTT89M8IlRetgLlHkS8FT9+SMmvtZj3zWd6ZZ60UvFv7xWBN5lJ+YyjIBJOhvkRQJDgNPMcI8rRkGMDRCquNkV0wFRhIJJNg3BWTx5GRpnZcfwzXmhevs8iyOLjtAxKiIHXaAqukY1VEcUPaIXNEFv1pP1ar1bH7PWjDWP8BD9KuvrG2Uap4c=</latexit>

and

=<latexit sha1_base64="xySHTRG9glce+ayAIZc3O+k7fA4=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARPJVdEfQiFLx47IJ9QLuUbDrbxmazS5IVylLw7sWDIl79k7z535g+Dtr6QeDHNxNm5gtTwbVx3W+nsLa+sblV3C7t7O7tH5QPj5o6yRTDBktEotoh1Si4xIbhRmA7VUjjUGArHN1O661HVJon8t6MUwxiOpA84owaa/k3vXLFrbozkVXwFlCBheq98le3n7AsRmmYoFp3PDc1QU6V4UzgpNTNNKaUjegAOxYljVEH+WzRCTmzTp9EibJPGjJzf//Iaaz1OA5tZ0zNUC/XpuZ/tU5mousg5zLNDEo2HxRlgpiETK8mfa6QGTG2QJnidlfChlRRZmw2JRuCt3zyKjQvqp5l/7JS85/mcRThBE7hHDy4ghrcQR0awADhGV7hzXlwXpx352PeWnAWER7DHzmfP7dSjVA=</latexit><latexit sha1_base64="xySHTRG9glce+ayAIZc3O+k7fA4=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARPJVdEfQiFLx47IJ9QLuUbDrbxmazS5IVylLw7sWDIl79k7z535g+Dtr6QeDHNxNm5gtTwbVx3W+nsLa+sblV3C7t7O7tH5QPj5o6yRTDBktEotoh1Si4xIbhRmA7VUjjUGArHN1O661HVJon8t6MUwxiOpA84owaa/k3vXLFrbozkVXwFlCBheq98le3n7AsRmmYoFp3PDc1QU6V4UzgpNTNNKaUjegAOxYljVEH+WzRCTmzTp9EibJPGjJzf//Iaaz1OA5tZ0zNUC/XpuZ/tU5mousg5zLNDEo2HxRlgpiETK8mfa6QGTG2QJnidlfChlRRZmw2JRuCt3zyKjQvqp5l/7JS85/mcRThBE7hHDy4ghrcQR0awADhGV7hzXlwXpx352PeWnAWER7DHzmfP7dSjVA=</latexit><latexit sha1_base64="xySHTRG9glce+ayAIZc3O+k7fA4=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARPJVdEfQiFLx47IJ9QLuUbDrbxmazS5IVylLw7sWDIl79k7z535g+Dtr6QeDHNxNm5gtTwbVx3W+nsLa+sblV3C7t7O7tH5QPj5o6yRTDBktEotoh1Si4xIbhRmA7VUjjUGArHN1O661HVJon8t6MUwxiOpA84owaa/k3vXLFrbozkVXwFlCBheq98le3n7AsRmmYoFp3PDc1QU6V4UzgpNTNNKaUjegAOxYljVEH+WzRCTmzTp9EibJPGjJzf//Iaaz1OA5tZ0zNUC/XpuZ/tU5mousg5zLNDEo2HxRlgpiETK8mfa6QGTG2QJnidlfChlRRZmw2JRuCt3zyKjQvqp5l/7JS85/mcRThBE7hHDy4ghrcQR0awADhGV7hzXlwXpx352PeWnAWER7DHzmfP7dSjVA=</latexit><latexit sha1_base64="xySHTRG9glce+ayAIZc3O+k7fA4=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARPJVdEfQiFLx47IJ9QLuUbDrbxmazS5IVylLw7sWDIl79k7z535g+Dtr6QeDHNxNm5gtTwbVx3W+nsLa+sblV3C7t7O7tH5QPj5o6yRTDBktEotoh1Si4xIbhRmA7VUjjUGArHN1O661HVJon8t6MUwxiOpA84owaa/k3vXLFrbozkVXwFlCBheq98le3n7AsRmmYoFp3PDc1QU6V4UzgpNTNNKaUjegAOxYljVEH+WzRCTmzTp9EibJPGjJzf//Iaaz1OA5tZ0zNUC/XpuZ/tU5mousg5zLNDEo2HxRlgpiETK8mfa6QGTG2QJnidlfChlRRZmw2JRuCt3zyKjQvqp5l/7JS85/mcRThBE7hHDy4ghrcQR0awADhGV7hzXlwXpx352PeWnAWER7DHzmfP7dSjVA=</latexit>

“Egyptian Cat” “Traffic Light”

�
<latexit sha1_base64="IEhKO5Ef0428SPEaSz3JnyxEvCA=">AAAB+HicbZBLSwMxFIXv1Fetj466dBMsgqsyI4IuC25ctmAf0A4lk8m0oZkHyR2hDgX/hxsXirj1p7jz35hpu9DWC4GPc27IyfFTKTQ6zrdV2tjc2t4p71b29g8Oq/bRcUcnmWK8zRKZqJ5PNZci5m0UKHkvVZxGvuRdf3Jb+N0HrrRI4nucptyL6CgWoWAUjTS0q4OI4tgP80HAJdLZ0K45dWc+ZB3cJdRgOc2h/TUIEpZFPEYmqdZ910nRy6lCwSSfVQaZ5illEzrifYMxjbj28nnwGTk3SkDCRJkTI5mrv2/kNNJ6Gvlms4ipV71C/M/rZxjeeLmI0wx5zBYPhZkkmJCiBRIIxRnKqQHKlDBZCRtTRRmariqmBHf1y+vQuay7hltXtUbraVFHGU7hDC7AhWtowB00oQ0MMniGV3izHq0X6936WKyWrGWFJ/BnrM8fXYqT/A==</latexit><latexit sha1_base64="IEhKO5Ef0428SPEaSz3JnyxEvCA=">AAAB+HicbZBLSwMxFIXv1Fetj466dBMsgqsyI4IuC25ctmAf0A4lk8m0oZkHyR2hDgX/hxsXirj1p7jz35hpu9DWC4GPc27IyfFTKTQ6zrdV2tjc2t4p71b29g8Oq/bRcUcnmWK8zRKZqJ5PNZci5m0UKHkvVZxGvuRdf3Jb+N0HrrRI4nucptyL6CgWoWAUjTS0q4OI4tgP80HAJdLZ0K45dWc+ZB3cJdRgOc2h/TUIEpZFPEYmqdZ910nRy6lCwSSfVQaZ5illEzrifYMxjbj28nnwGTk3SkDCRJkTI5mrv2/kNNJ6Gvlms4ipV71C/M/rZxjeeLmI0wx5zBYPhZkkmJCiBRIIxRnKqQHKlDBZCRtTRRmariqmBHf1y+vQuay7hltXtUbraVFHGU7hDC7AhWtowB00oQ0MMniGV3izHq0X6936WKyWrGWFJ/BnrM8fXYqT/A==</latexit><latexit sha1_base64="IEhKO5Ef0428SPEaSz3JnyxEvCA=">AAAB+HicbZBLSwMxFIXv1Fetj466dBMsgqsyI4IuC25ctmAf0A4lk8m0oZkHyR2hDgX/hxsXirj1p7jz35hpu9DWC4GPc27IyfFTKTQ6zrdV2tjc2t4p71b29g8Oq/bRcUcnmWK8zRKZqJ5PNZci5m0UKHkvVZxGvuRdf3Jb+N0HrrRI4nucptyL6CgWoWAUjTS0q4OI4tgP80HAJdLZ0K45dWc+ZB3cJdRgOc2h/TUIEpZFPEYmqdZ910nRy6lCwSSfVQaZ5illEzrifYMxjbj28nnwGTk3SkDCRJkTI5mrv2/kNNJ6Gvlms4ipV71C/M/rZxjeeLmI0wx5zBYPhZkkmJCiBRIIxRnKqQHKlDBZCRtTRRmariqmBHf1y+vQuay7hltXtUbraVFHGU7hDC7AhWtowB00oQ0MMniGV3izHq0X6936WKyWrGWFJ/BnrM8fXYqT/A==</latexit><latexit sha1_base64="IEhKO5Ef0428SPEaSz3JnyxEvCA=">AAAB+HicbZBLSwMxFIXv1Fetj466dBMsgqsyI4IuC25ctmAf0A4lk8m0oZkHyR2hDgX/hxsXirj1p7jz35hpu9DWC4GPc27IyfFTKTQ6zrdV2tjc2t4p71b29g8Oq/bRcUcnmWK8zRKZqJ5PNZci5m0UKHkvVZxGvuRdf3Jb+N0HrrRI4nucptyL6CgWoWAUjTS0q4OI4tgP80HAJdLZ0K45dWc+ZB3cJdRgOc2h/TUIEpZFPEYmqdZ910nRy6lCwSSfVQaZ5illEzrifYMxjbj28nnwGTk3SkDCRJkTI5mrv2/kNNJ6Gvlms4ipV71C/M/rZxjeeLmI0wx5zBYPhZkkmJCiBRIIxRnKqQHKlDBZCRtTRRmariqmBHf1y+vQuay7hltXtUbraVFHGU7hDC7AhWtowB00oQ0MMniGV3izHq0X6936WKyWrGWFJ/BnrM8fXYqT/A==</latexit>

+
<latexit sha1_base64="3UlsHa4IiBgV042z4m1Mtz63hN8=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARBKHsiqDHghePXbAPaJeSTWfb2Gx2SbJCWQrevXhQxKt/kjf/G9PHQVs/CPz4ZsLMfGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLYYIlIVDukGgWX2DDcCGynCmkcCmyFo9tpvfWISvNE3ptxikFMB5JHnFFjLf+iV664VXcmsgreAiqwUL1X/ur2E5bFKA0TVOuO56YmyKkynAmclLqZxpSyER1gx6KkMeogny06IWfW6ZMoUfZJQ2bu7x85jbUex6HtjKkZ6uXa1Pyv1slMdBPkXKaZQcnmg6JMEJOQ6dWkzxUyI8YWKFPc7krYkCrKjM2mZEPwlk9eheZl1bPsX1Vq/tM8jiKcwCmcgwfXUIM7qEMDGCA8wyu8OQ/Oi/PufMxbC84iwmP4I+fzB5wKjT4=</latexit><latexit sha1_base64="3UlsHa4IiBgV042z4m1Mtz63hN8=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARBKHsiqDHghePXbAPaJeSTWfb2Gx2SbJCWQrevXhQxKt/kjf/G9PHQVs/CPz4ZsLMfGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLYYIlIVDukGgWX2DDcCGynCmkcCmyFo9tpvfWISvNE3ptxikFMB5JHnFFjLf+iV664VXcmsgreAiqwUL1X/ur2E5bFKA0TVOuO56YmyKkynAmclLqZxpSyER1gx6KkMeogny06IWfW6ZMoUfZJQ2bu7x85jbUex6HtjKkZ6uXa1Pyv1slMdBPkXKaZQcnmg6JMEJOQ6dWkzxUyI8YWKFPc7krYkCrKjM2mZEPwlk9eheZl1bPsX1Vq/tM8jiKcwCmcgwfXUIM7qEMDGCA8wyu8OQ/Oi/PufMxbC84iwmP4I+fzB5wKjT4=</latexit><latexit sha1_base64="3UlsHa4IiBgV042z4m1Mtz63hN8=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARBKHsiqDHghePXbAPaJeSTWfb2Gx2SbJCWQrevXhQxKt/kjf/G9PHQVs/CPz4ZsLMfGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLYYIlIVDukGgWX2DDcCGynCmkcCmyFo9tpvfWISvNE3ptxikFMB5JHnFFjLf+iV664VXcmsgreAiqwUL1X/ur2E5bFKA0TVOuO56YmyKkynAmclLqZxpSyER1gx6KkMeogny06IWfW6ZMoUfZJQ2bu7x85jbUex6HtjKkZ6uXa1Pyv1slMdBPkXKaZQcnmg6JMEJOQ6dWkzxUyI8YWKFPc7krYkCrKjM2mZEPwlk9eheZl1bPsX1Vq/tM8jiKcwCmcgwfXUIM7qEMDGCA8wyu8OQ/Oi/PufMxbC84iwmP4I+fzB5wKjT4=</latexit><latexit sha1_base64="3UlsHa4IiBgV042z4m1Mtz63hN8=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARBKHsiqDHghePXbAPaJeSTWfb2Gx2SbJCWQrevXhQxKt/kjf/G9PHQVs/CPz4ZsLMfGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLYYIlIVDukGgWX2DDcCGynCmkcCmyFo9tpvfWISvNE3ptxikFMB5JHnFFjLf+iV664VXcmsgreAiqwUL1X/ur2E5bFKA0TVOuO56YmyKkynAmclLqZxpSyER1gx6KkMeogny06IWfW6ZMoUfZJQ2bu7x85jbUex6HtjKkZ6uXa1Pyv1slMdBPkXKaZQcnmg6JMEJOQ6dWkzxUyI8YWKFPc7krYkCrKjM2mZEPwlk9eheZl1bPsX1Vq/tM8jiKcwCmcgwfXUIM7qEMDGCA8wyu8OQ/Oi/PufMxbC84iwmP4I+fzB5wKjT4=</latexit>

x0
<latexit sha1_base64="jgUlveJ0fPe/bKPWyI1X2Qkr/rM=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvoqsyIoMuCG5dV7AOmQ8mkmTY0kxmSO2IZ+hluXCji1o/wG9z5N6aPhbYeCBzOueGee8JUCoOu++0UVlbX1jeKm6Wt7Z3dvfL+QdMkmWa8wRKZ6HZIDZdC8QYKlLydak7jUPJWOLye+K0Hro1I1D2OUh7EtK9EJBhFK/mdmOIgjPLH8Wm3XHGr7hRkmXhzUoE56t3yV6eXsCzmCpmkxviem2KQU42CST4udTLDU8qGtM99SxWNuQnyaeQxObFKj0SJtk8hmaq/f+Q0NmYUh3ZyEtEsehPxP8/PMLoKcqHSDLlis0VRJgkmZHI/6QnNGcqRJZRpYbMSNqCaMrQtlWwJ3uLJy6R5XvUsv72o1O4+Z3UU4QiO4Qw8uIQa3EAdGsAggSd4gVcHnWfnzXmfjRaceYWH8AfOxw+fapId</latexit><latexit sha1_base64="jgUlveJ0fPe/bKPWyI1X2Qkr/rM=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvoqsyIoMuCG5dV7AOmQ8mkmTY0kxmSO2IZ+hluXCji1o/wG9z5N6aPhbYeCBzOueGee8JUCoOu++0UVlbX1jeKm6Wt7Z3dvfL+QdMkmWa8wRKZ6HZIDZdC8QYKlLydak7jUPJWOLye+K0Hro1I1D2OUh7EtK9EJBhFK/mdmOIgjPLH8Wm3XHGr7hRkmXhzUoE56t3yV6eXsCzmCpmkxviem2KQU42CST4udTLDU8qGtM99SxWNuQnyaeQxObFKj0SJtk8hmaq/f+Q0NmYUh3ZyEtEsehPxP8/PMLoKcqHSDLlis0VRJgkmZHI/6QnNGcqRJZRpYbMSNqCaMrQtlWwJ3uLJy6R5XvUsv72o1O4+Z3UU4QiO4Qw8uIQa3EAdGsAggSd4gVcHnWfnzXmfjRaceYWH8AfOxw+fapId</latexit><latexit sha1_base64="jgUlveJ0fPe/bKPWyI1X2Qkr/rM=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvoqsyIoMuCG5dV7AOmQ8mkmTY0kxmSO2IZ+hluXCji1o/wG9z5N6aPhbYeCBzOueGee8JUCoOu++0UVlbX1jeKm6Wt7Z3dvfL+QdMkmWa8wRKZ6HZIDZdC8QYKlLydak7jUPJWOLye+K0Hro1I1D2OUh7EtK9EJBhFK/mdmOIgjPLH8Wm3XHGr7hRkmXhzUoE56t3yV6eXsCzmCpmkxviem2KQU42CST4udTLDU8qGtM99SxWNuQnyaeQxObFKj0SJtk8hmaq/f+Q0NmYUh3ZyEtEsehPxP8/PMLoKcqHSDLlis0VRJgkmZHI/6QnNGcqRJZRpYbMSNqCaMrQtlWwJ3uLJy6R5XvUsv72o1O4+Z3UU4QiO4Qw8uIQa3EAdGsAggSd4gVcHnWfnzXmfjRaceYWH8AfOxw+fapId</latexit><latexit sha1_base64="jgUlveJ0fPe/bKPWyI1X2Qkr/rM=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvoqsyIoMuCG5dV7AOmQ8mkmTY0kxmSO2IZ+hluXCji1o/wG9z5N6aPhbYeCBzOueGee8JUCoOu++0UVlbX1jeKm6Wt7Z3dvfL+QdMkmWa8wRKZ6HZIDZdC8QYKlLydak7jUPJWOLye+K0Hro1I1D2OUh7EtK9EJBhFK/mdmOIgjPLH8Wm3XHGr7hRkmXhzUoE56t3yV6eXsCzmCpmkxviem2KQU42CST4udTLDU8qGtM99SxWNuQnyaeQxObFKj0SJtk8hmaq/f+Q0NmYUh3ZyEtEsehPxP8/PMLoKcqHSDLlis0VRJgkmZHI/6QnNGcqRJZRpYbMSNqCaMrQtlWwJ3uLJy6R5XvUsv72o1O4+Z3UU4QiO4Qw8uIQa3EAdGsAggSd4gVcHnWfnzXmfjRaceYWH8AfOxw+fapId</latexit>

x
<latexit sha1_base64="/765vSP/NWujyPGuUIDY9e+TnPs=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5dV7APboWTSTBuayQzJHbEM/Qs3LhRx60/4De78GzNtF9p6IHA454Z77gkSKQy67rdTWFldW98obpa2tnd298r7B00Tp5rxBotlrNsBNVwKxRsoUPJ2ojmNAslbwegq91sPXBsRqzscJ9yP6ECJUDCKVrrvRhSHQZg9Tnrlilt1pyDLxJuTCsxR75W/uv2YpRFXyCQ1puO5CfoZ1SiY5JNSNzU8oWxEB7xjqaIRN342TTwhJ1bpkzDW9ikkU/X3j4xGxoyjwE7mCc2il4v/eZ0Uw0s/EypJkSs2WxSmkmBM8vNJX2jOUI4toUwLm5WwIdWUoS2pZEvwFk9eJs2zqmf5zXmldvs5q6MIR3AMp+DBBdTgGurQAAYKnuAFXh3jPDtvzvtstODMKzyEP3A+fgA7GpHs</latexit><latexit sha1_base64="/765vSP/NWujyPGuUIDY9e+TnPs=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5dV7APboWTSTBuayQzJHbEM/Qs3LhRx60/4De78GzNtF9p6IHA454Z77gkSKQy67rdTWFldW98obpa2tnd298r7B00Tp5rxBotlrNsBNVwKxRsoUPJ2ojmNAslbwegq91sPXBsRqzscJ9yP6ECJUDCKVrrvRhSHQZg9Tnrlilt1pyDLxJuTCsxR75W/uv2YpRFXyCQ1puO5CfoZ1SiY5JNSNzU8oWxEB7xjqaIRN342TTwhJ1bpkzDW9ikkU/X3j4xGxoyjwE7mCc2il4v/eZ0Uw0s/EypJkSs2WxSmkmBM8vNJX2jOUI4toUwLm5WwIdWUoS2pZEvwFk9eJs2zqmf5zXmldvs5q6MIR3AMp+DBBdTgGurQAAYKnuAFXh3jPDtvzvtstODMKzyEP3A+fgA7GpHs</latexit><latexit sha1_base64="/765vSP/NWujyPGuUIDY9e+TnPs=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5dV7APboWTSTBuayQzJHbEM/Qs3LhRx60/4De78GzNtF9p6IHA454Z77gkSKQy67rdTWFldW98obpa2tnd298r7B00Tp5rxBotlrNsBNVwKxRsoUPJ2ojmNAslbwegq91sPXBsRqzscJ9yP6ECJUDCKVrrvRhSHQZg9Tnrlilt1pyDLxJuTCsxR75W/uv2YpRFXyCQ1puO5CfoZ1SiY5JNSNzU8oWxEB7xjqaIRN342TTwhJ1bpkzDW9ikkU/X3j4xGxoyjwE7mCc2il4v/eZ0Uw0s/EypJkSs2WxSmkmBM8vNJX2jOUI4toUwLm5WwIdWUoS2pZEvwFk9eJs2zqmf5zXmldvs5q6MIR3AMp+DBBdTgGurQAAYKnuAFXh3jPDtvzvtstODMKzyEP3A+fgA7GpHs</latexit><latexit sha1_base64="/765vSP/NWujyPGuUIDY9e+TnPs=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5dV7APboWTSTBuayQzJHbEM/Qs3LhRx60/4De78GzNtF9p6IHA454Z77gkSKQy67rdTWFldW98obpa2tnd298r7B00Tp5rxBotlrNsBNVwKxRsoUPJ2ojmNAslbwegq91sPXBsRqzscJ9yP6ECJUDCKVrrvRhSHQZg9Tnrlilt1pyDLxJuTCsxR75W/uv2YpRFXyCQ1puO5CfoZ1SiY5JNSNzU8oWxEB7xjqaIRN342TTwhJ1bpkzDW9ikkU/X3j4xGxoyjwE7mCc2il4v/eZ0Uw0s/EypJkSs2WxSmkmBM8vNJX2jOUI4toUwLm5WwIdWUoS2pZEvwFk9eJs2zqmf5zXmldvs5q6MIR3AMp+DBBdTgGurQAAYKnuAFXh3jPDtvzvtstODMKzyEP3A+fgA7GpHs</latexit>

Challenge: Lack of a mathematical characterization of 
human perception



Adversarial Attack Problem

§ Often leads to non-convex opt à
Solve using Projected Gradient 
Descent (Madry et al.’ 17)

§ Threat model:

x0 2 T (x, ⇢)
<latexit sha1_base64="73lf4d3p/wWQXi6cZRkcXvKZGeE=">AAACHnicbVBdS8MwFE3n15xfVR99CQ5xgoxWFH0c+OLjlH3BWkaapVtYmpYkFUfpL/HFn6IvPigi+KT/xrSbqNMDISfn3EvuPV7EqFSW9WEU5uYXFpeKy6WV1bX1DXNzqyXDWGDSxCELRcdDkjDKSVNRxUgnEgQFHiNtb3Se+e1rIiQNeUONI+IGaMCpTzFSWuqZJ06A1NDzk6/7Jt1PHcph/saIJY208u0dOmIYHpR6ZtmqWjngX2JPSRlMUe+Zb04/xHFAuMIMSdm1rUi5CRKKYkbSkhNLEiE8QgPS1ZSjgEg3yddL4Z5W+tAPhT5cwVz92ZGgQMpx4OnKbFA562Xif143Vv6Zm1AexYpwPPnIjxlUIcyygn0qCFZsrAnCgupZIR4igbDSiWYh2LMr/yWto6qt+eVxuXZ1P4mjCHbALqgAG5yCGrgAddAEGNyCB/AEno0749F4MV4npQVjGuE2+AXj/ROKhKP3</latexit><latexit sha1_base64="73lf4d3p/wWQXi6cZRkcXvKZGeE=">AAACHnicbVBdS8MwFE3n15xfVR99CQ5xgoxWFH0c+OLjlH3BWkaapVtYmpYkFUfpL/HFn6IvPigi+KT/xrSbqNMDISfn3EvuPV7EqFSW9WEU5uYXFpeKy6WV1bX1DXNzqyXDWGDSxCELRcdDkjDKSVNRxUgnEgQFHiNtb3Se+e1rIiQNeUONI+IGaMCpTzFSWuqZJ06A1NDzk6/7Jt1PHcph/saIJY208u0dOmIYHpR6ZtmqWjngX2JPSRlMUe+Zb04/xHFAuMIMSdm1rUi5CRKKYkbSkhNLEiE8QgPS1ZSjgEg3yddL4Z5W+tAPhT5cwVz92ZGgQMpx4OnKbFA562Xif143Vv6Zm1AexYpwPPnIjxlUIcyygn0qCFZsrAnCgupZIR4igbDSiWYh2LMr/yWto6qt+eVxuXZ1P4mjCHbALqgAG5yCGrgAddAEGNyCB/AEno0749F4MV4npQVjGuE2+AXj/ROKhKP3</latexit><latexit sha1_base64="73lf4d3p/wWQXi6cZRkcXvKZGeE=">AAACHnicbVBdS8MwFE3n15xfVR99CQ5xgoxWFH0c+OLjlH3BWkaapVtYmpYkFUfpL/HFn6IvPigi+KT/xrSbqNMDISfn3EvuPV7EqFSW9WEU5uYXFpeKy6WV1bX1DXNzqyXDWGDSxCELRcdDkjDKSVNRxUgnEgQFHiNtb3Se+e1rIiQNeUONI+IGaMCpTzFSWuqZJ06A1NDzk6/7Jt1PHcph/saIJY208u0dOmIYHpR6ZtmqWjngX2JPSRlMUe+Zb04/xHFAuMIMSdm1rUi5CRKKYkbSkhNLEiE8QgPS1ZSjgEg3yddL4Z5W+tAPhT5cwVz92ZGgQMpx4OnKbFA562Xif143Vv6Zm1AexYpwPPnIjxlUIcyygn0qCFZsrAnCgupZIR4igbDSiWYh2LMr/yWto6qt+eVxuXZ1P4mjCHbALqgAG5yCGrgAddAEGNyCB/AEno0749F4MV4npQVjGuE2+AXj/ROKhKP3</latexit><latexit sha1_base64="73lf4d3p/wWQXi6cZRkcXvKZGeE=">AAACHnicbVBdS8MwFE3n15xfVR99CQ5xgoxWFH0c+OLjlH3BWkaapVtYmpYkFUfpL/HFn6IvPigi+KT/xrSbqNMDISfn3EvuPV7EqFSW9WEU5uYXFpeKy6WV1bX1DXNzqyXDWGDSxCELRcdDkjDKSVNRxUgnEgQFHiNtb3Se+e1rIiQNeUONI+IGaMCpTzFSWuqZJ06A1NDzk6/7Jt1PHcph/saIJY208u0dOmIYHpR6ZtmqWjngX2JPSRlMUe+Zb04/xHFAuMIMSdm1rUi5CRKKYkbSkhNLEiE8QgPS1ZSjgEg3yddL4Z5W+tAPhT5cwVz92ZGgQMpx4OnKbFA562Xif143Vv6Zm1AexYpwPPnIjxlUIcyygn0qCFZsrAnCgupZIR4igbDSiWYh2LMr/yWto6qt+eVxuXZ1P4mjCHbALqgAG5yCGrgAddAEGNyCB/AEno0749F4MV4npQVjGuE2+AXj/ROKhKP3</latexit>

max
x0

`cls(f(x
0), y)

<latexit sha1_base64="SDWHq/Rj/8DFcYqBLWB0WnPzvt4=">AAACHHicbZDLSsNAFIYn9VbrLerSzWARW5CSqKDLghuXVewFmhAm00k7dHJhZiINIb6HG19FFy4UceNC8G2ctF3U1gMzfPz/Geac340YFdIwfrTC0vLK6lpxvbSxubW9o+/utUQYc0yaOGQh77hIEEYD0pRUMtKJOEG+y0jbHV7lfvuecEHD4E4mEbF91A+oRzGSSnL0M8tHIydVtxy4XjrKjjP4AC3CmJNiJjJY8SozZvUkqZYcvWzUjHHBRTCnUAbTajj6l9ULceyTQGKGhOiaRiTtFHFJMSNZyYoFiRAeoj7pKgyQT4SdjpfL4JFSetALuTqBhGN19kWKfCES31Wd+Zxi3svF/7xuLL1LO6VBFEsS4MlHXsygDGGeFOxRTrBkiQKEOVWzQjxAHGGp8sxDMOdXXoTWac1UfHNert++TOIoggNwCCrABBegDq5BAzQBBo/gGbyBd+1Je9U+tM9Ja0GbRrgP/pT2/QsvlqID</latexit><latexit sha1_base64="SDWHq/Rj/8DFcYqBLWB0WnPzvt4=">AAACHHicbZDLSsNAFIYn9VbrLerSzWARW5CSqKDLghuXVewFmhAm00k7dHJhZiINIb6HG19FFy4UceNC8G2ctF3U1gMzfPz/Geac340YFdIwfrTC0vLK6lpxvbSxubW9o+/utUQYc0yaOGQh77hIEEYD0pRUMtKJOEG+y0jbHV7lfvuecEHD4E4mEbF91A+oRzGSSnL0M8tHIydVtxy4XjrKjjP4AC3CmJNiJjJY8SozZvUkqZYcvWzUjHHBRTCnUAbTajj6l9ULceyTQGKGhOiaRiTtFHFJMSNZyYoFiRAeoj7pKgyQT4SdjpfL4JFSetALuTqBhGN19kWKfCES31Wd+Zxi3svF/7xuLL1LO6VBFEsS4MlHXsygDGGeFOxRTrBkiQKEOVWzQjxAHGGp8sxDMOdXXoTWac1UfHNert++TOIoggNwCCrABBegDq5BAzQBBo/gGbyBd+1Je9U+tM9Ja0GbRrgP/pT2/QsvlqID</latexit><latexit sha1_base64="SDWHq/Rj/8DFcYqBLWB0WnPzvt4=">AAACHHicbZDLSsNAFIYn9VbrLerSzWARW5CSqKDLghuXVewFmhAm00k7dHJhZiINIb6HG19FFy4UceNC8G2ctF3U1gMzfPz/Geac340YFdIwfrTC0vLK6lpxvbSxubW9o+/utUQYc0yaOGQh77hIEEYD0pRUMtKJOEG+y0jbHV7lfvuecEHD4E4mEbF91A+oRzGSSnL0M8tHIydVtxy4XjrKjjP4AC3CmJNiJjJY8SozZvUkqZYcvWzUjHHBRTCnUAbTajj6l9ULceyTQGKGhOiaRiTtFHFJMSNZyYoFiRAeoj7pKgyQT4SdjpfL4JFSetALuTqBhGN19kWKfCES31Wd+Zxi3svF/7xuLL1LO6VBFEsS4MlHXsygDGGeFOxRTrBkiQKEOVWzQjxAHGGp8sxDMOdXXoTWac1UfHNert++TOIoggNwCCrABBegDq5BAzQBBo/gGbyBd+1Je9U+tM9Ja0GbRrgP/pT2/QsvlqID</latexit><latexit sha1_base64="SDWHq/Rj/8DFcYqBLWB0WnPzvt4=">AAACHHicbZDLSsNAFIYn9VbrLerSzWARW5CSqKDLghuXVewFmhAm00k7dHJhZiINIb6HG19FFy4UceNC8G2ctF3U1gMzfPz/Geac340YFdIwfrTC0vLK6lpxvbSxubW9o+/utUQYc0yaOGQh77hIEEYD0pRUMtKJOEG+y0jbHV7lfvuecEHD4E4mEbF91A+oRzGSSnL0M8tHIydVtxy4XjrKjjP4AC3CmJNiJjJY8SozZvUkqZYcvWzUjHHBRTCnUAbTajj6l9ULceyTQGKGhOiaRiTtFHFJMSNZyYoFiRAeoj7pKgyQT4SdjpfL4JFSetALuTqBhGN19kWKfCES31Wd+Zxi3svF/7xuLL1LO6VBFEsS4MlHXsygDGGeFOxRTrBkiQKEOVWzQjxAHGGp8sxDMOdXXoTWac1UfHNert++TOIoggNwCCrABBegDq5BAzQBBo/gGbyBd+1Je9U+tM9Ja0GbRrgP/pT2/QsvlqID</latexit>

§ Goal: create adversarial examples to mislead a classifier f(.)
<latexit sha1_base64="2fI+35F+a9GpGm6e0QTUIE8gE6Q=">AAAB63icbZDLSgMxFIZP6q3WW9Wlm2AR6qbMiKDLghuXVewF2qFk0kwbmmSGJCOUoa/gxoUibn0Pn8Gdb2Om7UJbfwh8/OeEc84fJoIb63nfqLC2vrG5Vdwu7ezu7R+UD49aJk41ZU0ai1h3QmKY4Io1LbeCdRLNiAwFa4fjm7zefmTa8Fg92EnCAkmGikecEptbUbV23i9XvJo3E14FfwEVWKjRL3/1BjFNJVOWCmJM1/cSG2REW04Fm5Z6qWEJoWMyZF2Hikhmgmy26xSfOWeAo1i7pyyeub9/ZEQaM5Gh65TEjsxyLTf/q3VTG10HGVdJapmi80FRKrCNcX44HnDNqBUTB4Rq7nbFdEQ0odbFU3Ih+Msnr0LrouY7vrus1O8/53EU4QROoQo+XEEdbqEBTaAwgid4gVck0TN6Q+/z1gJaRHgMf4Q+fgA5v45X</latexit><latexit sha1_base64="2fI+35F+a9GpGm6e0QTUIE8gE6Q=">AAAB63icbZDLSgMxFIZP6q3WW9Wlm2AR6qbMiKDLghuXVewF2qFk0kwbmmSGJCOUoa/gxoUibn0Pn8Gdb2Om7UJbfwh8/OeEc84fJoIb63nfqLC2vrG5Vdwu7ezu7R+UD49aJk41ZU0ai1h3QmKY4Io1LbeCdRLNiAwFa4fjm7zefmTa8Fg92EnCAkmGikecEptbUbV23i9XvJo3E14FfwEVWKjRL3/1BjFNJVOWCmJM1/cSG2REW04Fm5Z6qWEJoWMyZF2Hikhmgmy26xSfOWeAo1i7pyyeub9/ZEQaM5Gh65TEjsxyLTf/q3VTG10HGVdJapmi80FRKrCNcX44HnDNqBUTB4Rq7nbFdEQ0odbFU3Ih+Msnr0LrouY7vrus1O8/53EU4QROoQo+XEEdbqEBTaAwgid4gVck0TN6Q+/z1gJaRHgMf4Q+fgA5v45X</latexit><latexit sha1_base64="2fI+35F+a9GpGm6e0QTUIE8gE6Q=">AAAB63icbZDLSgMxFIZP6q3WW9Wlm2AR6qbMiKDLghuXVewF2qFk0kwbmmSGJCOUoa/gxoUibn0Pn8Gdb2Om7UJbfwh8/OeEc84fJoIb63nfqLC2vrG5Vdwu7ezu7R+UD49aJk41ZU0ai1h3QmKY4Io1LbeCdRLNiAwFa4fjm7zefmTa8Fg92EnCAkmGikecEptbUbV23i9XvJo3E14FfwEVWKjRL3/1BjFNJVOWCmJM1/cSG2REW04Fm5Z6qWEJoWMyZF2Hikhmgmy26xSfOWeAo1i7pyyeub9/ZEQaM5Gh65TEjsxyLTf/q3VTG10HGVdJapmi80FRKrCNcX44HnDNqBUTB4Rq7nbFdEQ0odbFU3Ih+Msnr0LrouY7vrus1O8/53EU4QROoQo+XEEdbqEBTaAwgid4gVck0TN6Q+/z1gJaRHgMf4Q+fgA5v45X</latexit><latexit sha1_base64="2fI+35F+a9GpGm6e0QTUIE8gE6Q=">AAAB63icbZDLSgMxFIZP6q3WW9Wlm2AR6qbMiKDLghuXVewF2qFk0kwbmmSGJCOUoa/gxoUibn0Pn8Gdb2Om7UJbfwh8/OeEc84fJoIb63nfqLC2vrG5Vdwu7ezu7R+UD49aJk41ZU0ai1h3QmKY4Io1LbeCdRLNiAwFa4fjm7zefmTa8Fg92EnCAkmGikecEptbUbV23i9XvJo3E14FfwEVWKjRL3/1BjFNJVOWCmJM1/cSG2REW04Fm5Z6qWEJoWMyZF2Hikhmgmy26xSfOWeAo1i7pyyeub9/ZEQaM5Gh65TEjsxyLTf/q3VTG10HGVdJapmi80FRKrCNcX44HnDNqBUTB4Rq7nbFdEQ0odbFU3Ih+Msnr0LrouY7vrus1O8/53EU4QROoQo+XEEdbqEBTaAwgid4gVck0TN6Q+/z1gJaRHgMf4Q+fgA5v45X</latexit>

T (x, ⇢) = {x0 : kx� x0kp  ⇢}
<latexit sha1_base64="TpMj+mQ26UiQkXL/FLdPJpw/BJI="></latexit><latexit sha1_base64="TpMj+mQ26UiQkXL/FLdPJpw/BJI="></latexit><latexit sha1_base64="TpMj+mQ26UiQkXL/FLdPJpw/BJI="></latexit><latexit sha1_base64="TpMj+mQ26UiQkXL/FLdPJpw/BJI="></latexit>

• Lp attacks:

Robustness against Lp attacks is necessary but not sufficient

Ø Spatial attacks (Wasserstein attacks, Wong et al.’19)
Ø Semantic-level attacks (RecolorAdv, Laidlaw, F. NeurIPS‘19)

• Non-Lp attacks:

threat model



Sparse Adversarial Attacks
§ Adversary can change up to    pixels⇢

<latexit sha1_base64="jy/ioodcXc22XRr9ewEiAF2yD8s=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKoMeAF49RzAOSJcxOZrND5rHMzAphyS948aCIV//Db/Dm3zib5KCJBQ1FVTfdXVHKmbG+/+2V1tY3NrfK25Wd3b39g+rhUduoTBPaIoor3Y2woZxJ2rLMctpNNcUi4rQTjW8Kv/NItWFKPthJSkOBR5LFjGBbSH2dqEG15tf9GdAqCRakBgs0B9Wv/lCRTFBpCcfG9AI/tWGOtWWE02mlnxmaYjLGI9pzVGJBTZjPbp2iM6cMUay0K2nRTP09kWNhzERErlNgm5hlrxD/83qZja/DnMk0s1SS+aI448gqVDyOhkxTYvnEEUw0c7cikmCNiXXxVFwIwfLLq6R9UQ/8enB3WWvcf87jKMMJnMI5BHAFDbiFJrSAQAJP8AKvnvCevTfvfd5a8hYRHsMfeB8/XXyPFw==</latexit><latexit sha1_base64="jy/ioodcXc22XRr9ewEiAF2yD8s=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKoMeAF49RzAOSJcxOZrND5rHMzAphyS948aCIV//Db/Dm3zib5KCJBQ1FVTfdXVHKmbG+/+2V1tY3NrfK25Wd3b39g+rhUduoTBPaIoor3Y2woZxJ2rLMctpNNcUi4rQTjW8Kv/NItWFKPthJSkOBR5LFjGBbSH2dqEG15tf9GdAqCRakBgs0B9Wv/lCRTFBpCcfG9AI/tWGOtWWE02mlnxmaYjLGI9pzVGJBTZjPbp2iM6cMUay0K2nRTP09kWNhzERErlNgm5hlrxD/83qZja/DnMk0s1SS+aI448gqVDyOhkxTYvnEEUw0c7cikmCNiXXxVFwIwfLLq6R9UQ/8enB3WWvcf87jKMMJnMI5BHAFDbiFJrSAQAJP8AKvnvCevTfvfd5a8hYRHsMfeB8/XXyPFw==</latexit><latexit sha1_base64="jy/ioodcXc22XRr9ewEiAF2yD8s=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKoMeAF49RzAOSJcxOZrND5rHMzAphyS948aCIV//Db/Dm3zib5KCJBQ1FVTfdXVHKmbG+/+2V1tY3NrfK25Wd3b39g+rhUduoTBPaIoor3Y2woZxJ2rLMctpNNcUi4rQTjW8Kv/NItWFKPthJSkOBR5LFjGBbSH2dqEG15tf9GdAqCRakBgs0B9Wv/lCRTFBpCcfG9AI/tWGOtWWE02mlnxmaYjLGI9pzVGJBTZjPbp2iM6cMUay0K2nRTP09kWNhzERErlNgm5hlrxD/83qZja/DnMk0s1SS+aI448gqVDyOhkxTYvnEEUw0c7cikmCNiXXxVFwIwfLLq6R9UQ/8enB3WWvcf87jKMMJnMI5BHAFDbiFJrSAQAJP8AKvnvCevTfvfd5a8hYRHsMfeB8/XXyPFw==</latexit><latexit sha1_base64="jy/ioodcXc22XRr9ewEiAF2yD8s=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKoMeAF49RzAOSJcxOZrND5rHMzAphyS948aCIV//Db/Dm3zib5KCJBQ1FVTfdXVHKmbG+/+2V1tY3NrfK25Wd3b39g+rhUduoTBPaIoor3Y2woZxJ2rLMctpNNcUi4rQTjW8Kv/NItWFKPthJSkOBR5LFjGBbSH2dqEG15tf9GdAqCRakBgs0B9Wv/lCRTFBpCcfG9AI/tWGOtWWE02mlnxmaYjLGI9pzVGJBTZjPbp2iM6cMUay0K2nRTP09kWNhzERErlNgm5hlrxD/83qZja/DnMk0s1SS+aI448gqVDyOhkxTYvnEEUw0c7cikmCNiXXxVFwIwfLLq6R9UQ/8enB3WWvcf87jKMMJnMI5BHAFDbiFJrSAQAJP8AKvnvCevTfvfd5a8hYRHsMfeB8/XXyPFw==</latexit>

Adv Example

Classification label: 5

⇢ = 25
<latexit sha1_base64="cZdqTa/I8gPAxOSfxnXxdfbbMts=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd2g6EUIePEYxTwgWcLspJMMmZ1ZZmaFsOQjvHhQxKuf4Td482+cPA6aWNBQVHXT3RUlghvr+9/eyura+sZmbiu/vbO7t184OKwblWqGNaaE0s2IGhRcYs1yK7CZaKRxJLARDW8mfuMRteFKPthRgmFM+5L3OKPWSY22Hqjr8kWnUPRL/hRkmQRzUoQ5qp3CV7urWBqjtExQY1qBn9gwo9pyJnCcb6cGE8qGtI8tRyWN0YTZ9NwxOXVKl/SUdiUtmaq/JzIaGzOKI9cZUzswi95E/M9rpbZ3FWZcJqlFyWaLeqkgVpHJ76TLNTIrRo5Qprm7lbAB1ZRZl1DehRAsvrxM6uVS4JeCu/Ni5f5zFkcOjuEEziCAS6jALVShBgyG8AQv8Ool3rP35r3PWle8eYRH8Afexw/Keo/Z</latexit><latexit sha1_base64="cZdqTa/I8gPAxOSfxnXxdfbbMts=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd2g6EUIePEYxTwgWcLspJMMmZ1ZZmaFsOQjvHhQxKuf4Td482+cPA6aWNBQVHXT3RUlghvr+9/eyura+sZmbiu/vbO7t184OKwblWqGNaaE0s2IGhRcYs1yK7CZaKRxJLARDW8mfuMRteFKPthRgmFM+5L3OKPWSY22Hqjr8kWnUPRL/hRkmQRzUoQ5qp3CV7urWBqjtExQY1qBn9gwo9pyJnCcb6cGE8qGtI8tRyWN0YTZ9NwxOXVKl/SUdiUtmaq/JzIaGzOKI9cZUzswi95E/M9rpbZ3FWZcJqlFyWaLeqkgVpHJ76TLNTIrRo5Qprm7lbAB1ZRZl1DehRAsvrxM6uVS4JeCu/Ni5f5zFkcOjuEEziCAS6jALVShBgyG8AQv8Ool3rP35r3PWle8eYRH8Afexw/Keo/Z</latexit><latexit sha1_base64="cZdqTa/I8gPAxOSfxnXxdfbbMts=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd2g6EUIePEYxTwgWcLspJMMmZ1ZZmaFsOQjvHhQxKuf4Td482+cPA6aWNBQVHXT3RUlghvr+9/eyura+sZmbiu/vbO7t184OKwblWqGNaaE0s2IGhRcYs1yK7CZaKRxJLARDW8mfuMRteFKPthRgmFM+5L3OKPWSY22Hqjr8kWnUPRL/hRkmQRzUoQ5qp3CV7urWBqjtExQY1qBn9gwo9pyJnCcb6cGE8qGtI8tRyWN0YTZ9NwxOXVKl/SUdiUtmaq/JzIaGzOKI9cZUzswi95E/M9rpbZ3FWZcJqlFyWaLeqkgVpHJ76TLNTIrRo5Qprm7lbAB1ZRZl1DehRAsvrxM6uVS4JeCu/Ni5f5zFkcOjuEEziCAS6jALVShBgyG8AQv8Ool3rP35r3PWle8eYRH8Afexw/Keo/Z</latexit><latexit sha1_base64="cZdqTa/I8gPAxOSfxnXxdfbbMts=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd2g6EUIePEYxTwgWcLspJMMmZ1ZZmaFsOQjvHhQxKuf4Td482+cPA6aWNBQVHXT3RUlghvr+9/eyura+sZmbiu/vbO7t184OKwblWqGNaaE0s2IGhRcYs1yK7CZaKRxJLARDW8mfuMRteFKPthRgmFM+5L3OKPWSY22Hqjr8kWnUPRL/hRkmQRzUoQ5qp3CV7urWBqjtExQY1qBn9gwo9pyJnCcb6cGE8qGtI8tRyWN0YTZ9NwxOXVKl/SUdiUtmaq/JzIaGzOKI9cZUzswi95E/M9rpbZ3FWZcJqlFyWaLeqkgVpHJ76TLNTIrRo5Qprm7lbAB1ZRZl1DehRAsvrxM6uVS4JeCu/Ni5f5zFkcOjuEEziCAS6jALVShBgyG8AQv8Ool3rP35r3PWle8eYRH8Afexw/Keo/Z</latexit>

Input Image

Classification label: 3



Wasserstein Adversarial Attacks
§ Introduced by Wong et al.’19
§ Adversarial perturbation is measured by Wasserstein

distance on normalized images 

fig. from Wong et al.’19 

Input Image Perturbation Adv. Example
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<latexit sha1_base64="XO7BxxrOZqnr9WOawFvQt7qVrzE=">AAAB8XicbZC7SgNBFIbPxluMt6ilzWAQrMKuCFoGbCwsopgLJkuYncwmQ2Znl5mzwrLkLWwsFLH1JXwGO9/GyaXQxB8GPv5zhnPOHyRSGHTdb6ewsrq2vlHcLG1t7+zulfcPmiZONeMNFstYtwNquBSKN1Cg5O1EcxoFkreC0dWk3nrk2ohY3WOWcD+iAyVCwSha6+Gml3eFCjEb98oVt+pORZbBm0MF5qr3yl/dfszSiCtkkhrT8dwE/ZxqFEzycambGp5QNqID3rGoaMSNn083HpMT6/RJGGv7FJKp+/tHTiNjsiiwnRHFoVmsTcz/ap0Uw0s/FypJkSs2GxSmkmBMJueTvtCcocwsUKaF3ZWwIdWUoQ2pZEPwFk9ehuZZ1bN8e16p3X3O4ijCERzDKXhwATW4hjo0gIGCJ3iBV8c4z86b8z5rLTjzCA/hj5yPHxqUkdc=</latexit><latexit sha1_base64="XO7BxxrOZqnr9WOawFvQt7qVrzE=">AAAB8XicbZC7SgNBFIbPxluMt6ilzWAQrMKuCFoGbCwsopgLJkuYncwmQ2Znl5mzwrLkLWwsFLH1JXwGO9/GyaXQxB8GPv5zhnPOHyRSGHTdb6ewsrq2vlHcLG1t7+zulfcPmiZONeMNFstYtwNquBSKN1Cg5O1EcxoFkreC0dWk3nrk2ohY3WOWcD+iAyVCwSha6+Gml3eFCjEb98oVt+pORZbBm0MF5qr3yl/dfszSiCtkkhrT8dwE/ZxqFEzycambGp5QNqID3rGoaMSNn083HpMT6/RJGGv7FJKp+/tHTiNjsiiwnRHFoVmsTcz/ap0Uw0s/FypJkSs2GxSmkmBMJueTvtCcocwsUKaF3ZWwIdWUoQ2pZEPwFk9ehuZZ1bN8e16p3X3O4ijCERzDKXhwATW4hjo0gIGCJ3iBV8c4z86b8z5rLTjzCA/hj5yPHxqUkdc=</latexit><latexit sha1_base64="XO7BxxrOZqnr9WOawFvQt7qVrzE=">AAAB8XicbZC7SgNBFIbPxluMt6ilzWAQrMKuCFoGbCwsopgLJkuYncwmQ2Znl5mzwrLkLWwsFLH1JXwGO9/GyaXQxB8GPv5zhnPOHyRSGHTdb6ewsrq2vlHcLG1t7+zulfcPmiZONeMNFstYtwNquBSKN1Cg5O1EcxoFkreC0dWk3nrk2ohY3WOWcD+iAyVCwSha6+Gml3eFCjEb98oVt+pORZbBm0MF5qr3yl/dfszSiCtkkhrT8dwE/ZxqFEzycambGp5QNqID3rGoaMSNn083HpMT6/RJGGv7FJKp+/tHTiNjsiiwnRHFoVmsTcz/ap0Uw0s/FypJkSs2GxSmkmBMJueTvtCcocwsUKaF3ZWwIdWUoQ2pZEPwFk9ehuZZ1bN8e16p3X3O4ijCERzDKXhwATW4hjo0gIGCJ3iBV8c4z86b8z5rLTjzCA/hj5yPHxqUkdc=</latexit><latexit sha1_base64="XO7BxxrOZqnr9WOawFvQt7qVrzE=">AAAB8XicbZC7SgNBFIbPxluMt6ilzWAQrMKuCFoGbCwsopgLJkuYncwmQ2Znl5mzwrLkLWwsFLH1JXwGO9/GyaXQxB8GPv5zhnPOHyRSGHTdb6ewsrq2vlHcLG1t7+zulfcPmiZONeMNFstYtwNquBSKN1Cg5O1EcxoFkreC0dWk3nrk2ohY3WOWcD+iAyVCwSha6+Gml3eFCjEb98oVt+pORZbBm0MF5qr3yl/dfszSiCtkkhrT8dwE/ZxqFEzycambGp5QNqID3rGoaMSNn083HpMT6/RJGGv7FJKp+/tHTiNjsiiwnRHFoVmsTcz/ap0Uw0s/FypJkSs2GxSmkmBMJueTvtCcocwsUKaF3ZWwIdWUoQ2pZEPwFk9ehuZZ1bN8e16p3X3O4ijCERzDKXhwATW4hjo0gIGCJ3iBV8c4z86b8z5rLTjzCA/hj5yPHxqUkdc=</latexit>



Functional Adversarial Attacks

Input
Combined adversarial attack

Lp adversarial attack

Functional adversarial attack

δ =

g (·):

x =

x+δ =

g (x) =

g (x)+δ =

§ Introduced by Laidlaw & F., NeurIPS’19
§ Adversarial perturbation is a function of input features



Attack

Defense C C + D C + S S + D C + S + D

None 3.3% 0.0% 0.9% 0.0% 0.0%

Adv. training 45.8% 5.2% 8.7% 7.6% 3.6%

TRADES 59.2% 22.0% 17.5% 8.7% 5.7%

Accuracy under attack on CIFAR-10. C is Functional attack, D is additive (     ) attack with 
ε=8/255, S is StAdv attack (Xiao et al., 2018)

RecolorAdv: Functional Attacks in 
Color Space



Attack Defense



Defenses against Adversarial Attacks 
§ Standard ERM training:

min
✓

E(x,y) [`cls (f✓(x), y)]
<latexit sha1_base64="tcTJRePUQs+cHQDOQGBiRDBXAqA="></latexit><latexit sha1_base64="tcTJRePUQs+cHQDOQGBiRDBXAqA="></latexit><latexit sha1_base64="tcTJRePUQs+cHQDOQGBiRDBXAqA="></latexit><latexit sha1_base64="tcTJRePUQs+cHQDOQGBiRDBXAqA="></latexit>

§ Adversarial training (AT) for Lp attacks (Madry et al.’17):

min
✓

E(x,y)


max

�
`cls (f✓(x+ �), y)

�

<latexit sha1_base64="C3fipehKgNul7TkkErGyFroFj/Q="></latexit><latexit sha1_base64="C3fipehKgNul7TkkErGyFroFj/Q="></latexit><latexit sha1_base64="C3fipehKgNul7TkkErGyFroFj/Q="></latexit><latexit sha1_base64="C3fipehKgNul7TkkErGyFroFj/Q="></latexit>

� 2 � := {� 2 Rn : k�kp  ⇢}
<latexit sha1_base64="ecniKutrL+GNZP8Z21C+qhvkLyA="></latexit><latexit sha1_base64="ecniKutrL+GNZP8Z21C+qhvkLyA="></latexit><latexit sha1_base64="ecniKutrL+GNZP8Z21C+qhvkLyA="></latexit><latexit sha1_base64="ecniKutrL+GNZP8Z21C+qhvkLyA="></latexit>

§ Solve using alternative SGD+PGD



Several Heuristic Defenses
§ New defenses introduced in ICLR 2018 



Attack Defense

Attack = (algorithm, threat model)
fixedvariable



Several Heuristic Defenses
§ New defenses introduced in ICLR 2018 

Athalye et al. ICML 2019

0%
Ilyas et al. 2019

Empirical defenses are vulnerable against adaptive attacks 
(within the same threat model)



Attack Defense

Attack = (algorithm, threat model)
variable variable



Generalization to Unforeseen Attacks
§ Attackers may not obey the threat model used in the defense
§ Standard defenses have poor generalization to unforeseen

attacks (Kang et al. 2018)
§ Unforeseen Attack Robustness of AT-based defenses on 

CIFAR-10:

Laidlaw, Singla, F. ’20

AT-based defenses show poor generalization against 
unforeseen attacks (the ones not used in training)



Today’s Lecture
§ Part 1: Attack = (algorithm, threat model)

fixedvariable

§ Part 1I: Attack = (algorithm, threat model)
variable variable



Certifiable/Provable Defenses

we have:

§ A classifier     is certifiably 
robust at    if for any 

x0 2 T (x, ⇢)
<latexit sha1_base64="73lf4d3p/wWQXi6cZRkcXvKZGeE=">AAACHnicbVBdS8MwFE3n15xfVR99CQ5xgoxWFH0c+OLjlH3BWkaapVtYmpYkFUfpL/HFn6IvPigi+KT/xrSbqNMDISfn3EvuPV7EqFSW9WEU5uYXFpeKy6WV1bX1DXNzqyXDWGDSxCELRcdDkjDKSVNRxUgnEgQFHiNtb3Se+e1rIiQNeUONI+IGaMCpTzFSWuqZJ06A1NDzk6/7Jt1PHcph/saIJY208u0dOmIYHpR6ZtmqWjngX2JPSRlMUe+Zb04/xHFAuMIMSdm1rUi5CRKKYkbSkhNLEiE8QgPS1ZSjgEg3yddL4Z5W+tAPhT5cwVz92ZGgQMpx4OnKbFA562Xif143Vv6Zm1AexYpwPPnIjxlUIcyygn0qCFZsrAnCgupZIR4igbDSiWYh2LMr/yWto6qt+eVxuXZ1P4mjCHbALqgAG5yCGrgAddAEGNyCB/AEno0749F4MV4npQVjGuE2+AXj/ROKhKP3</latexit><latexit sha1_base64="73lf4d3p/wWQXi6cZRkcXvKZGeE=">AAACHnicbVBdS8MwFE3n15xfVR99CQ5xgoxWFH0c+OLjlH3BWkaapVtYmpYkFUfpL/HFn6IvPigi+KT/xrSbqNMDISfn3EvuPV7EqFSW9WEU5uYXFpeKy6WV1bX1DXNzqyXDWGDSxCELRcdDkjDKSVNRxUgnEgQFHiNtb3Se+e1rIiQNeUONI+IGaMCpTzFSWuqZJ06A1NDzk6/7Jt1PHcph/saIJY208u0dOmIYHpR6ZtmqWjngX2JPSRlMUe+Zb04/xHFAuMIMSdm1rUi5CRKKYkbSkhNLEiE8QgPS1ZSjgEg3yddL4Z5W+tAPhT5cwVz92ZGgQMpx4OnKbFA562Xif143Vv6Zm1AexYpwPPnIjxlUIcyygn0qCFZsrAnCgupZIR4igbDSiWYh2LMr/yWto6qt+eVxuXZ1P4mjCHbALqgAG5yCGrgAddAEGNyCB/AEno0749F4MV4npQVjGuE2+AXj/ROKhKP3</latexit><latexit sha1_base64="73lf4d3p/wWQXi6cZRkcXvKZGeE=">AAACHnicbVBdS8MwFE3n15xfVR99CQ5xgoxWFH0c+OLjlH3BWkaapVtYmpYkFUfpL/HFn6IvPigi+KT/xrSbqNMDISfn3EvuPV7EqFSW9WEU5uYXFpeKy6WV1bX1DXNzqyXDWGDSxCELRcdDkjDKSVNRxUgnEgQFHiNtb3Se+e1rIiQNeUONI+IGaMCpTzFSWuqZJ06A1NDzk6/7Jt1PHcph/saIJY208u0dOmIYHpR6ZtmqWjngX2JPSRlMUe+Zb04/xHFAuMIMSdm1rUi5CRKKYkbSkhNLEiE8QgPS1ZSjgEg3yddL4Z5W+tAPhT5cwVz92ZGgQMpx4OnKbFA562Xif143Vv6Zm1AexYpwPPnIjxlUIcyygn0qCFZsrAnCgupZIR4igbDSiWYh2LMr/yWto6qt+eVxuXZ1P4mjCHbALqgAG5yCGrgAddAEGNyCB/AEno0749F4MV4npQVjGuE2+AXj/ROKhKP3</latexit><latexit sha1_base64="73lf4d3p/wWQXi6cZRkcXvKZGeE=">AAACHnicbVBdS8MwFE3n15xfVR99CQ5xgoxWFH0c+OLjlH3BWkaapVtYmpYkFUfpL/HFn6IvPigi+KT/xrSbqNMDISfn3EvuPV7EqFSW9WEU5uYXFpeKy6WV1bX1DXNzqyXDWGDSxCELRcdDkjDKSVNRxUgnEgQFHiNtb3Se+e1rIiQNeUONI+IGaMCpTzFSWuqZJ06A1NDzk6/7Jt1PHcph/saIJY208u0dOmIYHpR6ZtmqWjngX2JPSRlMUe+Zb04/xHFAuMIMSdm1rUi5CRKKYkbSkhNLEiE8QgPS1ZSjgEg3yddL4Z5W+tAPhT5cwVz92ZGgQMpx4OnKbFA562Xif143Vv6Zm1AexYpwPPnIjxlUIcyygn0qCFZsrAnCgupZIR4igbDSiWYh2LMr/yWto6qt+eVxuXZ1P4mjCHbALqgAG5yCGrgAddAEGNyCB/AEno0749F4MV4npQVjGuE2+AXj/ROKhKP3</latexit>

f✓
<latexit sha1_base64="exLYqRXa2XZEy5PfW0N/NBwN9Zg=">AAAB8XicbZBNS8NAEIYn9avWr6pHL8EieCqJCHosePFYxbZiG8pmO2mXbjZhdyKU0H/hxYMiXv0T/gZv/hu3HwdtfWHh4Z1ZZuYNUykMed63U1hZXVvfKG6WtrZ3dvfK+wdNk2SaY4MnMtH3ITMohcIGCZJ4n2pkcSixFQ6vJvXWI2ojEnVHoxSDmPWViARnZK2HqJt3aIDExt1yxat6U7nL4M+hAnPVu+WvTi/hWYyKuGTGtH0vpSBnmgSXOC51MoMp40PWx7ZFxWI0QT7deOyeWKfnRom2T5E7dX//yFlszCgObWfMaGAWaxPzv1o7o+gyyIVKM0LFZ4OiTLqUuJPz3Z7QyEmOLDCuhd3V5QOmGScbUsmG4C+evAzNs6pv+ea8Urv9nMVRhCM4hlPw4QJqcA11aAAHBU/wAq+OcZ6dN+d91lpw5hEewh85Hz8kmpHd</latexit><latexit sha1_base64="exLYqRXa2XZEy5PfW0N/NBwN9Zg=">AAAB8XicbZBNS8NAEIYn9avWr6pHL8EieCqJCHosePFYxbZiG8pmO2mXbjZhdyKU0H/hxYMiXv0T/gZv/hu3HwdtfWHh4Z1ZZuYNUykMed63U1hZXVvfKG6WtrZ3dvfK+wdNk2SaY4MnMtH3ITMohcIGCZJ4n2pkcSixFQ6vJvXWI2ojEnVHoxSDmPWViARnZK2HqJt3aIDExt1yxat6U7nL4M+hAnPVu+WvTi/hWYyKuGTGtH0vpSBnmgSXOC51MoMp40PWx7ZFxWI0QT7deOyeWKfnRom2T5E7dX//yFlszCgObWfMaGAWaxPzv1o7o+gyyIVKM0LFZ4OiTLqUuJPz3Z7QyEmOLDCuhd3V5QOmGScbUsmG4C+evAzNs6pv+ea8Urv9nMVRhCM4hlPw4QJqcA11aAAHBU/wAq+OcZ6dN+d91lpw5hEewh85Hz8kmpHd</latexit><latexit sha1_base64="exLYqRXa2XZEy5PfW0N/NBwN9Zg=">AAAB8XicbZBNS8NAEIYn9avWr6pHL8EieCqJCHosePFYxbZiG8pmO2mXbjZhdyKU0H/hxYMiXv0T/gZv/hu3HwdtfWHh4Z1ZZuYNUykMed63U1hZXVvfKG6WtrZ3dvfK+wdNk2SaY4MnMtH3ITMohcIGCZJ4n2pkcSixFQ6vJvXWI2ojEnVHoxSDmPWViARnZK2HqJt3aIDExt1yxat6U7nL4M+hAnPVu+WvTi/hWYyKuGTGtH0vpSBnmgSXOC51MoMp40PWx7ZFxWI0QT7deOyeWKfnRom2T5E7dX//yFlszCgObWfMaGAWaxPzv1o7o+gyyIVKM0LFZ4OiTLqUuJPz3Z7QyEmOLDCuhd3V5QOmGScbUsmG4C+evAzNs6pv+ea8Urv9nMVRhCM4hlPw4QJqcA11aAAHBU/wAq+OcZ6dN+d91lpw5hEewh85Hz8kmpHd</latexit><latexit sha1_base64="exLYqRXa2XZEy5PfW0N/NBwN9Zg=">AAAB8XicbZBNS8NAEIYn9avWr6pHL8EieCqJCHosePFYxbZiG8pmO2mXbjZhdyKU0H/hxYMiXv0T/gZv/hu3HwdtfWHh4Z1ZZuYNUykMed63U1hZXVvfKG6WtrZ3dvfK+wdNk2SaY4MnMtH3ITMohcIGCZJ4n2pkcSixFQ6vJvXWI2ojEnVHoxSDmPWViARnZK2HqJt3aIDExt1yxat6U7nL4M+hAnPVu+WvTi/hWYyKuGTGtH0vpSBnmgSXOC51MoMp40PWx7ZFxWI0QT7deOyeWKfnRom2T5E7dX//yFlszCgObWfMaGAWaxPzv1o7o+gyyIVKM0LFZ4OiTLqUuJPz3Z7QyEmOLDCuhd3V5QOmGScbUsmG4C+evAzNs6pv+ea8Urv9nMVRhCM4hlPw4QJqcA11aAAHBU/wAq+OcZ6dN+d91lpw5hEewh85Hz8kmpHd</latexit>

x
<latexit sha1_base64="/765vSP/NWujyPGuUIDY9e+TnPs=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5dV7APboWTSTBuayQzJHbEM/Qs3LhRx60/4De78GzNtF9p6IHA454Z77gkSKQy67rdTWFldW98obpa2tnd298r7B00Tp5rxBotlrNsBNVwKxRsoUPJ2ojmNAslbwegq91sPXBsRqzscJ9yP6ECJUDCKVrrvRhSHQZg9Tnrlilt1pyDLxJuTCsxR75W/uv2YpRFXyCQ1puO5CfoZ1SiY5JNSNzU8oWxEB7xjqaIRN342TTwhJ1bpkzDW9ikkU/X3j4xGxoyjwE7mCc2il4v/eZ0Uw0s/EypJkSs2WxSmkmBM8vNJX2jOUI4toUwLm5WwIdWUoS2pZEvwFk9eJs2zqmf5zXmldvs5q6MIR3AMp+DBBdTgGurQAAYKnuAFXh3jPDtvzvtstODMKzyEP3A+fgA7GpHs</latexit><latexit sha1_base64="/765vSP/NWujyPGuUIDY9e+TnPs=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5dV7APboWTSTBuayQzJHbEM/Qs3LhRx60/4De78GzNtF9p6IHA454Z77gkSKQy67rdTWFldW98obpa2tnd298r7B00Tp5rxBotlrNsBNVwKxRsoUPJ2ojmNAslbwegq91sPXBsRqzscJ9yP6ECJUDCKVrrvRhSHQZg9Tnrlilt1pyDLxJuTCsxR75W/uv2YpRFXyCQ1puO5CfoZ1SiY5JNSNzU8oWxEB7xjqaIRN342TTwhJ1bpkzDW9ikkU/X3j4xGxoyjwE7mCc2il4v/eZ0Uw0s/EypJkSs2WxSmkmBM8vNJX2jOUI4toUwLm5WwIdWUoS2pZEvwFk9eJs2zqmf5zXmldvs5q6MIR3AMp+DBBdTgGurQAAYKnuAFXh3jPDtvzvtstODMKzyEP3A+fgA7GpHs</latexit><latexit sha1_base64="/765vSP/NWujyPGuUIDY9e+TnPs=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5dV7APboWTSTBuayQzJHbEM/Qs3LhRx60/4De78GzNtF9p6IHA454Z77gkSKQy67rdTWFldW98obpa2tnd298r7B00Tp5rxBotlrNsBNVwKxRsoUPJ2ojmNAslbwegq91sPXBsRqzscJ9yP6ECJUDCKVrrvRhSHQZg9Tnrlilt1pyDLxJuTCsxR75W/uv2YpRFXyCQ1puO5CfoZ1SiY5JNSNzU8oWxEB7xjqaIRN342TTwhJ1bpkzDW9ikkU/X3j4xGxoyjwE7mCc2il4v/eZ0Uw0s/EypJkSs2WxSmkmBM8vNJX2jOUI4toUwLm5WwIdWUoS2pZEvwFk9eJs2zqmf5zXmldvs5q6MIR3AMp+DBBdTgGurQAAYKnuAFXh3jPDtvzvtstODMKzyEP3A+fgA7GpHs</latexit><latexit sha1_base64="/765vSP/NWujyPGuUIDY9e+TnPs=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5dV7APboWTSTBuayQzJHbEM/Qs3LhRx60/4De78GzNtF9p6IHA454Z77gkSKQy67rdTWFldW98obpa2tnd298r7B00Tp5rxBotlrNsBNVwKxRsoUPJ2ojmNAslbwegq91sPXBsRqzscJ9yP6ECJUDCKVrrvRhSHQZg9Tnrlilt1pyDLxJuTCsxR75W/uv2YpRFXyCQ1puO5CfoZ1SiY5JNSNzU8oWxEB7xjqaIRN342TTwhJ1bpkzDW9ikkU/X3j4xGxoyjwE7mCc2il4v/eZ0Uw0s/EypJkSs2WxSmkmBM8vNJX2jOUI4toUwLm5WwIdWUoS2pZEvwFk9eJs2zqmf5zXmldvs5q6MIR3AMp+DBBdTgGurQAAYKnuAFXh3jPDtvzvtstODMKzyEP3A+fgA7GpHs</latexit>

f✓(x) = f✓(x
0)

<latexit sha1_base64="c3qMrhippOj73S0wVMk7VBH0oTs=">AAACF3icbZDLSsNAFIYnXmu9RV26GSxiuymJCLoRCm5cVrEXaEOYTCft0MmFmROxhLyFG1/FjYIibnXn2zhpu9C2Pwx8/OcM55zfiwVXYFk/xtLyyuraemGjuLm1vbNr7u03VZRIyho0EpFse0QxwUPWAA6CtWPJSOAJ1vKGV3m9dc+k4lF4B6OYOQHph9znlIC2XLPqu2kXBgxIVu4GBAaenz5klcuF9knFNUtW1RoLz4M9hRKaqu6a391eRJOAhUAFUapjWzE4KZHAqWBZsZsoFhM6JH3W0RiSgCknHd+V4WPt9LAfSf1CwGP374+UBEqNAk935juq2VpuLqp1EvAvnJSHcQIspJNBfiIwRDgPCfe4ZBTESAOhkutdMR0QSSjoKIs6BHv25HlonlZtzTdnpdrt6ySOAjpER6iMbHSOauga1VEDUfSIntEbejeejBfjw/ictC4Z0wgP0D8ZX78grKEn</latexit><latexit sha1_base64="c3qMrhippOj73S0wVMk7VBH0oTs=">AAACF3icbZDLSsNAFIYnXmu9RV26GSxiuymJCLoRCm5cVrEXaEOYTCft0MmFmROxhLyFG1/FjYIibnXn2zhpu9C2Pwx8/OcM55zfiwVXYFk/xtLyyuraemGjuLm1vbNr7u03VZRIyho0EpFse0QxwUPWAA6CtWPJSOAJ1vKGV3m9dc+k4lF4B6OYOQHph9znlIC2XLPqu2kXBgxIVu4GBAaenz5klcuF9knFNUtW1RoLz4M9hRKaqu6a391eRJOAhUAFUapjWzE4KZHAqWBZsZsoFhM6JH3W0RiSgCknHd+V4WPt9LAfSf1CwGP374+UBEqNAk935juq2VpuLqp1EvAvnJSHcQIspJNBfiIwRDgPCfe4ZBTESAOhkutdMR0QSSjoKIs6BHv25HlonlZtzTdnpdrt6ySOAjpER6iMbHSOauga1VEDUfSIntEbejeejBfjw/ictC4Z0wgP0D8ZX78grKEn</latexit><latexit sha1_base64="c3qMrhippOj73S0wVMk7VBH0oTs=">AAACF3icbZDLSsNAFIYnXmu9RV26GSxiuymJCLoRCm5cVrEXaEOYTCft0MmFmROxhLyFG1/FjYIibnXn2zhpu9C2Pwx8/OcM55zfiwVXYFk/xtLyyuraemGjuLm1vbNr7u03VZRIyho0EpFse0QxwUPWAA6CtWPJSOAJ1vKGV3m9dc+k4lF4B6OYOQHph9znlIC2XLPqu2kXBgxIVu4GBAaenz5klcuF9knFNUtW1RoLz4M9hRKaqu6a391eRJOAhUAFUapjWzE4KZHAqWBZsZsoFhM6JH3W0RiSgCknHd+V4WPt9LAfSf1CwGP374+UBEqNAk935juq2VpuLqp1EvAvnJSHcQIspJNBfiIwRDgPCfe4ZBTESAOhkutdMR0QSSjoKIs6BHv25HlonlZtzTdnpdrt6ySOAjpER6iMbHSOauga1VEDUfSIntEbejeejBfjw/ictC4Z0wgP0D8ZX78grKEn</latexit><latexit sha1_base64="c3qMrhippOj73S0wVMk7VBH0oTs=">AAACF3icbZDLSsNAFIYnXmu9RV26GSxiuymJCLoRCm5cVrEXaEOYTCft0MmFmROxhLyFG1/FjYIibnXn2zhpu9C2Pwx8/OcM55zfiwVXYFk/xtLyyuraemGjuLm1vbNr7u03VZRIyho0EpFse0QxwUPWAA6CtWPJSOAJ1vKGV3m9dc+k4lF4B6OYOQHph9znlIC2XLPqu2kXBgxIVu4GBAaenz5klcuF9knFNUtW1RoLz4M9hRKaqu6a391eRJOAhUAFUapjWzE4KZHAqWBZsZsoFhM6JH3W0RiSgCknHd+V4WPt9LAfSf1CwGP374+UBEqNAk935juq2VpuLqp1EvAvnJSHcQIspJNBfiIwRDgPCfe4ZBTESAOhkutdMR0QSSjoKIs6BHv25HlonlZtzTdnpdrt6ySOAjpER6iMbHSOauga1VEDUfSIntEbejeejBfjw/ictC4Z0wgP0D8ZX78grKEn</latexit>

§ is the certification level⇢
<latexit sha1_base64="s2+q5BjrJeBjK9SQLrtbsf2Iy+Q=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6OlGDas2v+zOhVQgWUIOFmoPqV3+oSCaotIRjY3qBn9owx9oywum00s8MTTEZ4xHtOZRYUBPms12n6Mw5QxQr7Z60aOb+/pFjYcxERK5TYJuY5Vph/lfrZTa+DnMm08xSSeaD4owjq1BxOBoyTYnlEweYaOZ2RSTBGhPr4qm4EILlk1ehfVEPHN9d1hr3n/M4ynACp3AOAVxBA26hCS0gkMATvMCrJ7xn7817n7eWvEWEx/BH3scPXX6PFw==</latexit><latexit sha1_base64="s2+q5BjrJeBjK9SQLrtbsf2Iy+Q=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6OlGDas2v+zOhVQgWUIOFmoPqV3+oSCaotIRjY3qBn9owx9oywum00s8MTTEZ4xHtOZRYUBPms12n6Mw5QxQr7Z60aOb+/pFjYcxERK5TYJuY5Vph/lfrZTa+DnMm08xSSeaD4owjq1BxOBoyTYnlEweYaOZ2RSTBGhPr4qm4EILlk1ehfVEPHN9d1hr3n/M4ynACp3AOAVxBA26hCS0gkMATvMCrJ7xn7817n7eWvEWEx/BH3scPXX6PFw==</latexit><latexit sha1_base64="s2+q5BjrJeBjK9SQLrtbsf2Iy+Q=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6OlGDas2v+zOhVQgWUIOFmoPqV3+oSCaotIRjY3qBn9owx9oywum00s8MTTEZ4xHtOZRYUBPms12n6Mw5QxQr7Z60aOb+/pFjYcxERK5TYJuY5Vph/lfrZTa+DnMm08xSSeaD4owjq1BxOBoyTYnlEweYaOZ2RSTBGhPr4qm4EILlk1ehfVEPHN9d1hr3n/M4ynACp3AOAVxBA26hCS0gkMATvMCrJ7xn7817n7eWvEWEx/BH3scPXX6PFw==</latexit><latexit sha1_base64="s2+q5BjrJeBjK9SQLrtbsf2Iy+Q=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6OlGDas2v+zOhVQgWUIOFmoPqV3+oSCaotIRjY3qBn9owx9oywum00s8MTTEZ4xHtOZRYUBPms12n6Mw5QxQr7Z60aOb+/pFjYcxERK5TYJuY5Vph/lfrZTa+DnMm08xSSeaD4owjq1BxOBoyTYnlEweYaOZ2RSTBGhPr4qm4EILlk1ehfVEPHN9d1hr3n/M4ynACp3AOAVxBA26hCS0gkMATvMCrJ7xn7817n7eWvEWEx/BH3scPXX6PFw==</latexit>

⇢
<latexit sha1_base64="s2+q5BjrJeBjK9SQLrtbsf2Iy+Q=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6OlGDas2v+zOhVQgWUIOFmoPqV3+oSCaotIRjY3qBn9owx9oywum00s8MTTEZ4xHtOZRYUBPms12n6Mw5QxQr7Z60aOb+/pFjYcxERK5TYJuY5Vph/lfrZTa+DnMm08xSSeaD4owjq1BxOBoyTYnlEweYaOZ2RSTBGhPr4qm4EILlk1ehfVEPHN9d1hr3n/M4ynACp3AOAVxBA26hCS0gkMATvMCrJ7xn7817n7eWvEWEx/BH3scPXX6PFw==</latexit><latexit sha1_base64="s2+q5BjrJeBjK9SQLrtbsf2Iy+Q=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6OlGDas2v+zOhVQgWUIOFmoPqV3+oSCaotIRjY3qBn9owx9oywum00s8MTTEZ4xHtOZRYUBPms12n6Mw5QxQr7Z60aOb+/pFjYcxERK5TYJuY5Vph/lfrZTa+DnMm08xSSeaD4owjq1BxOBoyTYnlEweYaOZ2RSTBGhPr4qm4EILlk1ehfVEPHN9d1hr3n/M4ynACp3AOAVxBA26hCS0gkMATvMCrJ7xn7817n7eWvEWEx/BH3scPXX6PFw==</latexit><latexit sha1_base64="s2+q5BjrJeBjK9SQLrtbsf2Iy+Q=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6OlGDas2v+zOhVQgWUIOFmoPqV3+oSCaotIRjY3qBn9owx9oywum00s8MTTEZ4xHtOZRYUBPms12n6Mw5QxQr7Z60aOb+/pFjYcxERK5TYJuY5Vph/lfrZTa+DnMm08xSSeaD4owjq1BxOBoyTYnlEweYaOZ2RSTBGhPr4qm4EILlk1ehfVEPHN9d1hr3n/M4ynACp3AOAVxBA26hCS0gkMATvMCrJ7xn7817n7eWvEWEx/BH3scPXX6PFw==</latexit><latexit sha1_base64="s2+q5BjrJeBjK9SQLrtbsf2Iy+Q=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6OlGDas2v+zOhVQgWUIOFmoPqV3+oSCaotIRjY3qBn9owx9oywum00s8MTTEZ4xHtOZRYUBPms12n6Mw5QxQr7Z60aOb+/pFjYcxERK5TYJuY5Vph/lfrZTa+DnMm08xSSeaD4owjq1BxOBoyTYnlEweYaOZ2RSTBGhPr4qm4EILlk1ehfVEPHN9d1hr3n/M4ynACp3AOAVxBA26hCS0gkMATvMCrJ7xn7817n7eWvEWEx/BH3scPXX6PFw==</latexit>

certified radius certified region



Landscape of Provable Defenses

Lp:

Non-Lp:

IBP/Convex 
Wong & Kolter, ’18
Gowal, et al., ’18, Mirman 
2018, Zhang 2019

Lipschitz/Curvature 
Bounds
Singla & F., ICML’20
Singla & F., ICML’21

Amount of the network information used in the defense

Randomized Smoothing
Cohen et al. ’19, Li et al. ’18, Salman 
et al. ’19, Lecuyer et al. ’19, Teng et 
al. ’20, Lee et al. ’19, Yang et al. ’20, 
KLGF., ICML 20, KLFG, NeurIPS 20, 
Levine, F. ICML’21 

Sparse Threat
Lee et al. ‘19, Levine, F. AAAI’20

Wasserstein Threat
Levine, F. AISTATS ’20

Patch Threat
Levine, F. NeurIPS’20, Xiang et al.’20

Patch Threat
Chaing et al.’20



Randomized Smoothing
§ A smoothed classifier:

f̄(x) := E✏ [f(x+ ✏)]
<latexit sha1_base64="uj++QYNPOprWcEJhq/R1wXfboX0="></latexit><latexit sha1_base64="uj++QYNPOprWcEJhq/R1wXfboX0="></latexit><latexit sha1_base64="uj++QYNPOprWcEJhq/R1wXfboX0="></latexit><latexit sha1_base64="uj++QYNPOprWcEJhq/R1wXfboX0="></latexit>

✏ ⇠ N (0,�2I)
<latexit sha1_base64="xHgojjAD+XdOm1h/XnWPXO/Cl8s=">AAACInicbVDLSgMxFM34rPU16tJNsAgVpMwUQd0V3OhGqtgHdGrJpJk2NMkMSUYow3yLGz/EjRsXiroS/BgzbQVtPRA4nHPCvff4EaNKO86nNTe/sLi0nFvJr66tb2zaW9t1FcYSkxoOWSibPlKEUUFqmmpGmpEkiPuMNPzBWeY37ohUNBQ3ehiRNkc9QQOKkTZSxz71ONJ9P0g8EinKQpF6inI4UjFiyWVadA6N1OPotgx/whfpQb5jF5ySMwKcJe6EFMAE1Y797nVDHHMiNGZIqZbrRLqdIKkpZiTNe7EiEcID1CMtQwXiRLWT0Ykp3DdKFwahNE9oOFJ//0gQV2rIfZPMdlTTXib+57ViHZy0EyqiWBOBx4OCmEEdwqwv2KWSYM2GhiAsqdkV4j6SCGvTalaCO33yLKmXS67hV0eFyvXjuI4c2AV7oAhccAwq4BxUQQ1gcA+ewAt4tR6sZ+vN+hhH56xJhTvgD6yvb7EUpPU=</latexit><latexit sha1_base64="xHgojjAD+XdOm1h/XnWPXO/Cl8s=">AAACInicbVDLSgMxFM34rPU16tJNsAgVpMwUQd0V3OhGqtgHdGrJpJk2NMkMSUYow3yLGz/EjRsXiroS/BgzbQVtPRA4nHPCvff4EaNKO86nNTe/sLi0nFvJr66tb2zaW9t1FcYSkxoOWSibPlKEUUFqmmpGmpEkiPuMNPzBWeY37ohUNBQ3ehiRNkc9QQOKkTZSxz71ONJ9P0g8EinKQpF6inI4UjFiyWVadA6N1OPotgx/whfpQb5jF5ySMwKcJe6EFMAE1Y797nVDHHMiNGZIqZbrRLqdIKkpZiTNe7EiEcID1CMtQwXiRLWT0Ykp3DdKFwahNE9oOFJ//0gQV2rIfZPMdlTTXib+57ViHZy0EyqiWBOBx4OCmEEdwqwv2KWSYM2GhiAsqdkV4j6SCGvTalaCO33yLKmXS67hV0eFyvXjuI4c2AV7oAhccAwq4BxUQQ1gcA+ewAt4tR6sZ+vN+hhH56xJhTvgD6yvb7EUpPU=</latexit><latexit sha1_base64="xHgojjAD+XdOm1h/XnWPXO/Cl8s=">AAACInicbVDLSgMxFM34rPU16tJNsAgVpMwUQd0V3OhGqtgHdGrJpJk2NMkMSUYow3yLGz/EjRsXiroS/BgzbQVtPRA4nHPCvff4EaNKO86nNTe/sLi0nFvJr66tb2zaW9t1FcYSkxoOWSibPlKEUUFqmmpGmpEkiPuMNPzBWeY37ohUNBQ3ehiRNkc9QQOKkTZSxz71ONJ9P0g8EinKQpF6inI4UjFiyWVadA6N1OPotgx/whfpQb5jF5ySMwKcJe6EFMAE1Y797nVDHHMiNGZIqZbrRLqdIKkpZiTNe7EiEcID1CMtQwXiRLWT0Ykp3DdKFwahNE9oOFJ//0gQV2rIfZPMdlTTXib+57ViHZy0EyqiWBOBx4OCmEEdwqwv2KWSYM2GhiAsqdkV4j6SCGvTalaCO33yLKmXS67hV0eFyvXjuI4c2AV7oAhccAwq4BxUQQ1gcA+ewAt4tR6sZ+vN+hhH56xJhTvgD6yvb7EUpPU=</latexit><latexit sha1_base64="xHgojjAD+XdOm1h/XnWPXO/Cl8s=">AAACInicbVDLSgMxFM34rPU16tJNsAgVpMwUQd0V3OhGqtgHdGrJpJk2NMkMSUYow3yLGz/EjRsXiroS/BgzbQVtPRA4nHPCvff4EaNKO86nNTe/sLi0nFvJr66tb2zaW9t1FcYSkxoOWSibPlKEUUFqmmpGmpEkiPuMNPzBWeY37ohUNBQ3ehiRNkc9QQOKkTZSxz71ONJ9P0g8EinKQpF6inI4UjFiyWVadA6N1OPotgx/whfpQb5jF5ySMwKcJe6EFMAE1Y797nVDHHMiNGZIqZbrRLqdIKkpZiTNe7EiEcID1CMtQwXiRLWT0Ykp3DdKFwahNE9oOFJ//0gQV2rIfZPMdlTTXib+57ViHZy0EyqiWBOBx4OCmEEdwqwv2KWSYM2GhiAsqdkV4j6SCGvTalaCO33yLKmXS67hV0eFyvXjuI4c2AV7oAhccAwq4BxUQQ1gcA+ewAt4tR6sZ+vN+hhH56xJhTvgD6yvb7EUpPU=</latexit>

Base classifier f(x)
<latexit sha1_base64="DpXqxqD1v28xHXhNsuLiXHIOqC8=">AAAB9HicbZDLSgMxFIbPeK31VnXpJliEuikzIuiy4MZlFXuBdiiZNNOGZjJjcqZYhj6HGxeKuPUZfAZ3vo3pZaGtBwIf/39C/vxBIoVB1/12VlbX1jc2c1v57Z3dvf3CwWHdxKlmvMZiGetmQA2XQvEaCpS8mWhOo0DyRjC4nviNIddGxOoeRwn3I9pTIhSMopX8sNSOKPaDMHscn3UKRbfsTocsgzeHIsyn2il8tbsxSyOukElqTMtzE/QzqlEwycf5dmp4QtmA9njLoqIRN342DT0mp1bpkjDW9igkU/X3jYxGxoyiwG5OIppFbyL+57VSDK/8TKgkRa7Y7KEwlQRjMmmAdIXmDOXIAmVa2KyE9ammDG1PeVuCt/jlZaiflz3LtxfFyt3nrI4cHMMJlMCDS6jADVShBgwe4Ale4NUZOs/Om/M+W11x5hUewZ9xPn4AyiuSwQ==</latexit><latexit sha1_base64="DpXqxqD1v28xHXhNsuLiXHIOqC8=">AAAB9HicbZDLSgMxFIbPeK31VnXpJliEuikzIuiy4MZlFXuBdiiZNNOGZjJjcqZYhj6HGxeKuPUZfAZ3vo3pZaGtBwIf/39C/vxBIoVB1/12VlbX1jc2c1v57Z3dvf3CwWHdxKlmvMZiGetmQA2XQvEaCpS8mWhOo0DyRjC4nviNIddGxOoeRwn3I9pTIhSMopX8sNSOKPaDMHscn3UKRbfsTocsgzeHIsyn2il8tbsxSyOukElqTMtzE/QzqlEwycf5dmp4QtmA9njLoqIRN342DT0mp1bpkjDW9igkU/X3jYxGxoyiwG5OIppFbyL+57VSDK/8TKgkRa7Y7KEwlQRjMmmAdIXmDOXIAmVa2KyE9ammDG1PeVuCt/jlZaiflz3LtxfFyt3nrI4cHMMJlMCDS6jADVShBgwe4Ale4NUZOs/Om/M+W11x5hUewZ9xPn4AyiuSwQ==</latexit><latexit sha1_base64="DpXqxqD1v28xHXhNsuLiXHIOqC8=">AAAB9HicbZDLSgMxFIbPeK31VnXpJliEuikzIuiy4MZlFXuBdiiZNNOGZjJjcqZYhj6HGxeKuPUZfAZ3vo3pZaGtBwIf/39C/vxBIoVB1/12VlbX1jc2c1v57Z3dvf3CwWHdxKlmvMZiGetmQA2XQvEaCpS8mWhOo0DyRjC4nviNIddGxOoeRwn3I9pTIhSMopX8sNSOKPaDMHscn3UKRbfsTocsgzeHIsyn2il8tbsxSyOukElqTMtzE/QzqlEwycf5dmp4QtmA9njLoqIRN342DT0mp1bpkjDW9igkU/X3jYxGxoyiwG5OIppFbyL+57VSDK/8TKgkRa7Y7KEwlQRjMmmAdIXmDOXIAmVa2KyE9ammDG1PeVuCt/jlZaiflz3LtxfFyt3nrI4cHMMJlMCDS6jADVShBgwe4Ale4NUZOs/Om/M+W11x5hUewZ9xPn4AyiuSwQ==</latexit><latexit sha1_base64="DpXqxqD1v28xHXhNsuLiXHIOqC8=">AAAB9HicbZDLSgMxFIbPeK31VnXpJliEuikzIuiy4MZlFXuBdiiZNNOGZjJjcqZYhj6HGxeKuPUZfAZ3vo3pZaGtBwIf/39C/vxBIoVB1/12VlbX1jc2c1v57Z3dvf3CwWHdxKlmvMZiGetmQA2XQvEaCpS8mWhOo0DyRjC4nviNIddGxOoeRwn3I9pTIhSMopX8sNSOKPaDMHscn3UKRbfsTocsgzeHIsyn2il8tbsxSyOukElqTMtzE/QzqlEwycf5dmp4QtmA9njLoqIRN342DT0mp1bpkjDW9igkU/X3jYxGxoyiwG5OIppFbyL+57VSDK/8TKgkRa7Y7KEwlQRjMmmAdIXmDOXIAmVa2KyE9ammDG1PeVuCt/jlZaiflz3LtxfFyt3nrI4cHMMJlMCDS6jADVShBgwe4Ale4NUZOs/Om/M+W11x5hUewZ9xPn4AyiuSwQ==</latexit>

Smoothing

f̄(x)
<latexit sha1_base64="LVRppfeMnZ5kJBBhAl5i4O5xONQ=">AAAB/HicbZDNS8MwGMbf+jnnV3VHL8EhzMtoRdDjwIvHKe4DtjLSLN3C0rQkqVhK/Ve8eFDEq2f/Bm/+N6bbDrr5QuDH87whTx4/5kxpx/m2VlbX1jc2S1vl7Z3dvX374LCtokQS2iIRj2TXx4pyJmhLM81pN5YUhz6nHX9yVfideyoVi8SdTmPqhXgkWMAI1kYa2JW+j2UW5LV+iPXYD7KH/HRgV526Mx20DO4cqjCf5sD+6g8jkoRUaMKxUj3XibWXYakZ4TQv9xNFY0wmeER7BgUOqfKyafgcnRhliIJImiM0mqq/b2Q4VCoNfbNZRFSLXiH+5/USHVx6GRNxoqkgs4eChCMdoaIJNGSSEs1TA5hIZrIiMsYSE236KpsS3MUvL0P7rO4avjmvNm4/Z3WU4AiOoQYuXEADrqEJLSCQwhO8wKv1aD1bb9b7bHXFmldYgT9jffwAHxSVtw==</latexit><latexit sha1_base64="LVRppfeMnZ5kJBBhAl5i4O5xONQ=">AAAB/HicbZDNS8MwGMbf+jnnV3VHL8EhzMtoRdDjwIvHKe4DtjLSLN3C0rQkqVhK/Ve8eFDEq2f/Bm/+N6bbDrr5QuDH87whTx4/5kxpx/m2VlbX1jc2S1vl7Z3dvX374LCtokQS2iIRj2TXx4pyJmhLM81pN5YUhz6nHX9yVfideyoVi8SdTmPqhXgkWMAI1kYa2JW+j2UW5LV+iPXYD7KH/HRgV526Mx20DO4cqjCf5sD+6g8jkoRUaMKxUj3XibWXYakZ4TQv9xNFY0wmeER7BgUOqfKyafgcnRhliIJImiM0mqq/b2Q4VCoNfbNZRFSLXiH+5/USHVx6GRNxoqkgs4eChCMdoaIJNGSSEs1TA5hIZrIiMsYSE236KpsS3MUvL0P7rO4avjmvNm4/Z3WU4AiOoQYuXEADrqEJLSCQwhO8wKv1aD1bb9b7bHXFmldYgT9jffwAHxSVtw==</latexit><latexit sha1_base64="LVRppfeMnZ5kJBBhAl5i4O5xONQ=">AAAB/HicbZDNS8MwGMbf+jnnV3VHL8EhzMtoRdDjwIvHKe4DtjLSLN3C0rQkqVhK/Ve8eFDEq2f/Bm/+N6bbDrr5QuDH87whTx4/5kxpx/m2VlbX1jc2S1vl7Z3dvX374LCtokQS2iIRj2TXx4pyJmhLM81pN5YUhz6nHX9yVfideyoVi8SdTmPqhXgkWMAI1kYa2JW+j2UW5LV+iPXYD7KH/HRgV526Mx20DO4cqjCf5sD+6g8jkoRUaMKxUj3XibWXYakZ4TQv9xNFY0wmeER7BgUOqfKyafgcnRhliIJImiM0mqq/b2Q4VCoNfbNZRFSLXiH+5/USHVx6GRNxoqkgs4eChCMdoaIJNGSSEs1TA5hIZrIiMsYSE236KpsS3MUvL0P7rO4avjmvNm4/Z3WU4AiOoQYuXEADrqEJLSCQwhO8wKv1aD1bb9b7bHXFmldYgT9jffwAHxSVtw==</latexit><latexit sha1_base64="LVRppfeMnZ5kJBBhAl5i4O5xONQ=">AAAB/HicbZDNS8MwGMbf+jnnV3VHL8EhzMtoRdDjwIvHKe4DtjLSLN3C0rQkqVhK/Ve8eFDEq2f/Bm/+N6bbDrr5QuDH87whTx4/5kxpx/m2VlbX1jc2S1vl7Z3dvX374LCtokQS2iIRj2TXx4pyJmhLM81pN5YUhz6nHX9yVfideyoVi8SdTmPqhXgkWMAI1kYa2JW+j2UW5LV+iPXYD7KH/HRgV526Mx20DO4cqjCf5sD+6g8jkoRUaMKxUj3XibWXYakZ4TQv9xNFY0wmeER7BgUOqfKyafgcnRhliIJImiM0mqq/b2Q4VCoNfbNZRFSLXiH+5/USHVx6GRNxoqkgs4eChCMdoaIJNGSSEs1TA5hIZrIiMsYSE236KpsS3MUvL0P7rO4avjmvNm4/Z3WU4AiOoQYuXEADrqEJLSCQwhO8wKv1aD1bb9b7bHXFmldYgT9jffwAHxSVtw==</latexit>

Smoothed classifier



Gaussian Smoothing for L2 attacks

§ Proof based on Neyman & Pearson lemma 1933 
§ Empirical bounds on probabilities

§ Theorem (Cohen et al.’19)
No adv. example exists within the radius

��1(.)
<latexit sha1_base64="7edyQCmoOejjfI9kSmw6Oeid2LU=">AAAB83icbZBLSwMxFIXv1Fetr6pLN8Ei1IVlRgRdFty4bME+oB1LJs20oZnMkNwRylDwV7hxoYhb/4w7/43pY6GtBwIf59yQmxMkUhh03W8nt7a+sbmV3y7s7O7tHxQPj5omTjXjDRbLWLcDargUijdQoOTtRHMaBZK3gtHtNG89cm1ErO5xnHA/ogMlQsEoWqvbrQ3FQ3bhTcqV816x5FbcmcgqeAsowUK1XvGr249ZGnGFTFJjOp6boJ9RjYJJPil0U8MTykZ0wDsWFY248bPZzhNyZp0+CWNtj0Iyc3/fyGhkzDgK7GREcWiWs6n5X9ZJMbzxM6GSFLli84fCVBKMybQA0heaM5RjC5RpYXclbEg1ZWhrKtgSvOUvr0LzsuJZrl+VqvWneR15OIFTKIMH11CFO6hBAxgk8Ayv8Oakzovz7nzMR3POosJj+CPn8wefU5Ex</latexit><latexit sha1_base64="7edyQCmoOejjfI9kSmw6Oeid2LU=">AAAB83icbZBLSwMxFIXv1Fetr6pLN8Ei1IVlRgRdFty4bME+oB1LJs20oZnMkNwRylDwV7hxoYhb/4w7/43pY6GtBwIf59yQmxMkUhh03W8nt7a+sbmV3y7s7O7tHxQPj5omTjXjDRbLWLcDargUijdQoOTtRHMaBZK3gtHtNG89cm1ErO5xnHA/ogMlQsEoWqvbrQ3FQ3bhTcqV816x5FbcmcgqeAsowUK1XvGr249ZGnGFTFJjOp6boJ9RjYJJPil0U8MTykZ0wDsWFY248bPZzhNyZp0+CWNtj0Iyc3/fyGhkzDgK7GREcWiWs6n5X9ZJMbzxM6GSFLli84fCVBKMybQA0heaM5RjC5RpYXclbEg1ZWhrKtgSvOUvr0LzsuJZrl+VqvWneR15OIFTKIMH11CFO6hBAxgk8Ayv8Oakzovz7nzMR3POosJj+CPn8wefU5Ex</latexit><latexit sha1_base64="7edyQCmoOejjfI9kSmw6Oeid2LU=">AAAB83icbZBLSwMxFIXv1Fetr6pLN8Ei1IVlRgRdFty4bME+oB1LJs20oZnMkNwRylDwV7hxoYhb/4w7/43pY6GtBwIf59yQmxMkUhh03W8nt7a+sbmV3y7s7O7tHxQPj5omTjXjDRbLWLcDargUijdQoOTtRHMaBZK3gtHtNG89cm1ErO5xnHA/ogMlQsEoWqvbrQ3FQ3bhTcqV816x5FbcmcgqeAsowUK1XvGr249ZGnGFTFJjOp6boJ9RjYJJPil0U8MTykZ0wDsWFY248bPZzhNyZp0+CWNtj0Iyc3/fyGhkzDgK7GREcWiWs6n5X9ZJMbzxM6GSFLli84fCVBKMybQA0heaM5RjC5RpYXclbEg1ZWhrKtgSvOUvr0LzsuJZrl+VqvWneR15OIFTKIMH11CFO6hBAxgk8Ayv8Oakzovz7nzMR3POosJj+CPn8wefU5Ex</latexit><latexit sha1_base64="7edyQCmoOejjfI9kSmw6Oeid2LU=">AAAB83icbZBLSwMxFIXv1Fetr6pLN8Ei1IVlRgRdFty4bME+oB1LJs20oZnMkNwRylDwV7hxoYhb/4w7/43pY6GtBwIf59yQmxMkUhh03W8nt7a+sbmV3y7s7O7tHxQPj5omTjXjDRbLWLcDargUijdQoOTtRHMaBZK3gtHtNG89cm1ErO5xnHA/ogMlQsEoWqvbrQ3FQ3bhTcqV816x5FbcmcgqeAsowUK1XvGr249ZGnGFTFJjOp6boJ9RjYJJPil0U8MTykZ0wDsWFY248bPZzhNyZp0+CWNtj0Iyc3/fyGhkzDgK7GREcWiWs6n5X9ZJMbzxM6GSFLli84fCVBKMybQA0heaM5RjC5RpYXclbEg1ZWhrKtgSvOUvr0LzsuJZrl+VqvWneR15OIFTKIMH11CFO6hBAxgk8Ayv8Oakzovz7nzMR3POosJj+CPn8wefU5Ex</latexit>

�

2

�
��1 (p1(x))� ��1 (p2(x))

�
<latexit sha1_base64="J1Vj3BRMaL2viT9sTSbec8rW2sY="></latexit><latexit sha1_base64="J1Vj3BRMaL2viT9sTSbec8rW2sY="></latexit><latexit sha1_base64="J1Vj3BRMaL2viT9sTSbec8rW2sY="></latexit><latexit sha1_base64="J1Vj3BRMaL2viT9sTSbec8rW2sY="></latexit>

majority class 
probability

runner-up class 
probability

§ Theorem (Levine, Singla, F.’19, Salman et al.’19)
is Lipschitz with constant  1/�

<latexit sha1_base64="8TmgzOuCRdaCn+IzIR15sXEegVc=">AAAB73icbZDLSgMxFIbP1Futt6pLN8EiuKozIuiy4MZlC/YC7VAy6WkbmmTGJCOUoeAzuHGhiFtfx51vY3pZaOsPgY//nHDO+aNEcGN9/9vLra1vbG7ltws7u3v7B8XDo4aJU82wzmIR61ZEDQqusG65FdhKNFIZCWxGo9tpvfmI2vBY3dtxgqGkA8X7nFHrrFZw0TF8IGm3WPLL/kxkFYIFlGCharf41enFLJWoLBPUmHbgJzbMqLacCZwUOqnBhLIRHWDboaISTZjN9p2QM+f0SD/W7ilLZu7vHxmVxoxl5DoltUOzXJua/9Xaqe3fhBlXSWpRsfmgfiqIjcn0eNLjGpkVYweUae52JWxINWXWRVRwIQTLJ69C47IcOK5dlSq1p3kceTiBUziHAK6hAndQhTowEPAMr/DmPXgv3rv3MW/NeYsIj+GPvM8fpMKQJg==</latexit><latexit sha1_base64="8TmgzOuCRdaCn+IzIR15sXEegVc=">AAAB73icbZDLSgMxFIbP1Futt6pLN8EiuKozIuiy4MZlC/YC7VAy6WkbmmTGJCOUoeAzuHGhiFtfx51vY3pZaOsPgY//nHDO+aNEcGN9/9vLra1vbG7ltws7u3v7B8XDo4aJU82wzmIR61ZEDQqusG65FdhKNFIZCWxGo9tpvfmI2vBY3dtxgqGkA8X7nFHrrFZw0TF8IGm3WPLL/kxkFYIFlGCharf41enFLJWoLBPUmHbgJzbMqLacCZwUOqnBhLIRHWDboaISTZjN9p2QM+f0SD/W7ilLZu7vHxmVxoxl5DoltUOzXJua/9Xaqe3fhBlXSWpRsfmgfiqIjcn0eNLjGpkVYweUae52JWxINWXWRVRwIQTLJ69C47IcOK5dlSq1p3kceTiBUziHAK6hAndQhTowEPAMr/DmPXgv3rv3MW/NeYsIj+GPvM8fpMKQJg==</latexit><latexit sha1_base64="8TmgzOuCRdaCn+IzIR15sXEegVc=">AAAB73icbZDLSgMxFIbP1Futt6pLN8EiuKozIuiy4MZlC/YC7VAy6WkbmmTGJCOUoeAzuHGhiFtfx51vY3pZaOsPgY//nHDO+aNEcGN9/9vLra1vbG7ltws7u3v7B8XDo4aJU82wzmIR61ZEDQqusG65FdhKNFIZCWxGo9tpvfmI2vBY3dtxgqGkA8X7nFHrrFZw0TF8IGm3WPLL/kxkFYIFlGCharf41enFLJWoLBPUmHbgJzbMqLacCZwUOqnBhLIRHWDboaISTZjN9p2QM+f0SD/W7ilLZu7vHxmVxoxl5DoltUOzXJua/9Xaqe3fhBlXSWpRsfmgfiqIjcn0eNLjGpkVYweUae52JWxINWXWRVRwIQTLJ69C47IcOK5dlSq1p3kceTiBUziHAK6hAndQhTowEPAMr/DmPXgv3rv3MW/NeYsIj+GPvM8fpMKQJg==</latexit><latexit sha1_base64="8TmgzOuCRdaCn+IzIR15sXEegVc=">AAAB73icbZDLSgMxFIbP1Futt6pLN8EiuKozIuiy4MZlC/YC7VAy6WkbmmTGJCOUoeAzuHGhiFtfx51vY3pZaOsPgY//nHDO+aNEcGN9/9vLra1vbG7ltws7u3v7B8XDo4aJU82wzmIR61ZEDQqusG65FdhKNFIZCWxGo9tpvfmI2vBY3dtxgqGkA8X7nFHrrFZw0TF8IGm3WPLL/kxkFYIFlGCharf41enFLJWoLBPUmHbgJzbMqLacCZwUOqnBhLIRHWDboaISTZjN9p2QM+f0SD/W7ilLZu7vHxmVxoxl5DoltUOzXJua/9Xaqe3fhBlXSWpRsfmgfiqIjcn0eNLjGpkVYweUae52JWxINWXWRVRwIQTLJ69C47IcOK5dlSq1p3kceTiBUziHAK6hAndQhTowEPAMr/DmPXgv3rv3MW/NeYsIj+GPvM8fpMKQJg==</latexit>

��1(f̄(x))
<latexit sha1_base64="Y+YjXw/hav91WRS1BHoa+lWTBCw=">AAACCHicbZDLSgMxFIbPeK31NurShcEitAvLjAi6LLhxWcVeoDOWTJppQzMXkoxYhlm68VXcuFDEnfgI7nwbM20X2nog5OP/T8g5vxdzJpVlfRsLi0vLK6uFteL6xubWtrmz25RRIghtkIhHou1hSTkLaUMxxWk7FhQHHqctb3iR+607KiSLwhs1iqkb4H7IfEaw0lLXPHDqA3abHttZ2fGwSH19B1gNPD+9zyqVYtcsWVVrXGge7CmUYFr1rvnl9CKSBDRUhGMpO7YVKzfFQjHCaVZ0EkljTIa4TzsaQxxQ6abjRTJ0pJUe8iOhT6jQWP39IsWBlKPA0535kHLWy8X/vE6i/HM3ZWGcKBqSyUd+wpGKUJ4K6jFBieIjDZgIpmdFZIAFJkpnl4dgz648D82Tqq356rRUu/6YxFGAfTiEMthwBjW4hDo0gMADPMELvBqPxrPxZrxPWheMaYR78KeMzx+jqZm7</latexit><latexit sha1_base64="Y+YjXw/hav91WRS1BHoa+lWTBCw=">AAACCHicbZDLSgMxFIbPeK31NurShcEitAvLjAi6LLhxWcVeoDOWTJppQzMXkoxYhlm68VXcuFDEnfgI7nwbM20X2nog5OP/T8g5vxdzJpVlfRsLi0vLK6uFteL6xubWtrmz25RRIghtkIhHou1hSTkLaUMxxWk7FhQHHqctb3iR+607KiSLwhs1iqkb4H7IfEaw0lLXPHDqA3abHttZ2fGwSH19B1gNPD+9zyqVYtcsWVVrXGge7CmUYFr1rvnl9CKSBDRUhGMpO7YVKzfFQjHCaVZ0EkljTIa4TzsaQxxQ6abjRTJ0pJUe8iOhT6jQWP39IsWBlKPA0535kHLWy8X/vE6i/HM3ZWGcKBqSyUd+wpGKUJ4K6jFBieIjDZgIpmdFZIAFJkpnl4dgz648D82Tqq356rRUu/6YxFGAfTiEMthwBjW4hDo0gMADPMELvBqPxrPxZrxPWheMaYR78KeMzx+jqZm7</latexit><latexit sha1_base64="Y+YjXw/hav91WRS1BHoa+lWTBCw=">AAACCHicbZDLSgMxFIbPeK31NurShcEitAvLjAi6LLhxWcVeoDOWTJppQzMXkoxYhlm68VXcuFDEnfgI7nwbM20X2nog5OP/T8g5vxdzJpVlfRsLi0vLK6uFteL6xubWtrmz25RRIghtkIhHou1hSTkLaUMxxWk7FhQHHqctb3iR+607KiSLwhs1iqkb4H7IfEaw0lLXPHDqA3abHttZ2fGwSH19B1gNPD+9zyqVYtcsWVVrXGge7CmUYFr1rvnl9CKSBDRUhGMpO7YVKzfFQjHCaVZ0EkljTIa4TzsaQxxQ6abjRTJ0pJUe8iOhT6jQWP39IsWBlKPA0535kHLWy8X/vE6i/HM3ZWGcKBqSyUd+wpGKUJ4K6jFBieIjDZgIpmdFZIAFJkpnl4dgz648D82Tqq356rRUu/6YxFGAfTiEMthwBjW4hDo0gMADPMELvBqPxrPxZrxPWheMaYR78KeMzx+jqZm7</latexit><latexit sha1_base64="Y+YjXw/hav91WRS1BHoa+lWTBCw=">AAACCHicbZDLSgMxFIbPeK31NurShcEitAvLjAi6LLhxWcVeoDOWTJppQzMXkoxYhlm68VXcuFDEnfgI7nwbM20X2nog5OP/T8g5vxdzJpVlfRsLi0vLK6uFteL6xubWtrmz25RRIghtkIhHou1hSTkLaUMxxWk7FhQHHqctb3iR+607KiSLwhs1iqkb4H7IfEaw0lLXPHDqA3abHttZ2fGwSH19B1gNPD+9zyqVYtcsWVVrXGge7CmUYFr1rvnl9CKSBDRUhGMpO7YVKzfFQjHCaVZ0EkljTIa4TzsaQxxQ6abjRTJ0pJUe8iOhT6jQWP39IsWBlKPA0535kHLWy8X/vE6i/HM3ZWGcKBqSyUd+wpGKUJ4K6jFBieIjDZgIpmdFZIAFJkpnl4dgz648D82Tqq356rRUu/6YxFGAfTiEMthwBjW4hDo0gMADPMELvBqPxrPxZrxPWheMaYR78KeMzx+jqZm7</latexit>

A simple one dimensional proof for Gaussian Smoothing



A Simple Proof for Gaussian Smoothing

change of basis 
x

<latexit sha1_base64="/765vSP/NWujyPGuUIDY9e+TnPs=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5dV7APboWTSTBuayQzJHbEM/Qs3LhRx60/4De78GzNtF9p6IHA454Z77gkSKQy67rdTWFldW98obpa2tnd298r7B00Tp5rxBotlrNsBNVwKxRsoUPJ2ojmNAslbwegq91sPXBsRqzscJ9yP6ECJUDCKVrrvRhSHQZg9Tnrlilt1pyDLxJuTCsxR75W/uv2YpRFXyCQ1puO5CfoZ1SiY5JNSNzU8oWxEB7xjqaIRN342TTwhJ1bpkzDW9ikkU/X3j4xGxoyjwE7mCc2il4v/eZ0Uw0s/EypJkSs2WxSmkmBM8vNJX2jOUI4toUwLm5WwIdWUoS2pZEvwFk9eJs2zqmf5zXmldvs5q6MIR3AMp+DBBdTgGurQAAYKnuAFXh3jPDtvzvtstODMKzyEP3A+fgA7GpHs</latexit><latexit sha1_base64="/765vSP/NWujyPGuUIDY9e+TnPs=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5dV7APboWTSTBuayQzJHbEM/Qs3LhRx60/4De78GzNtF9p6IHA454Z77gkSKQy67rdTWFldW98obpa2tnd298r7B00Tp5rxBotlrNsBNVwKxRsoUPJ2ojmNAslbwegq91sPXBsRqzscJ9yP6ECJUDCKVrrvRhSHQZg9Tnrlilt1pyDLxJuTCsxR75W/uv2YpRFXyCQ1puO5CfoZ1SiY5JNSNzU8oWxEB7xjqaIRN342TTwhJ1bpkzDW9ikkU/X3j4xGxoyjwE7mCc2il4v/eZ0Uw0s/EypJkSs2WxSmkmBM8vNJX2jOUI4toUwLm5WwIdWUoS2pZEvwFk9eJs2zqmf5zXmldvs5q6MIR3AMp+DBBdTgGurQAAYKnuAFXh3jPDtvzvtstODMKzyEP3A+fgA7GpHs</latexit><latexit sha1_base64="/765vSP/NWujyPGuUIDY9e+TnPs=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5dV7APboWTSTBuayQzJHbEM/Qs3LhRx60/4De78GzNtF9p6IHA454Z77gkSKQy67rdTWFldW98obpa2tnd298r7B00Tp5rxBotlrNsBNVwKxRsoUPJ2ojmNAslbwegq91sPXBsRqzscJ9yP6ECJUDCKVrrvRhSHQZg9Tnrlilt1pyDLxJuTCsxR75W/uv2YpRFXyCQ1puO5CfoZ1SiY5JNSNzU8oWxEB7xjqaIRN342TTwhJ1bpkzDW9ikkU/X3j4xGxoyjwE7mCc2il4v/eZ0Uw0s/EypJkSs2WxSmkmBM8vNJX2jOUI4toUwLm5WwIdWUoS2pZEvwFk9eJs2zqmf5zXmldvs5q6MIR3AMp+DBBdTgGurQAAYKnuAFXh3jPDtvzvtstODMKzyEP3A+fgA7GpHs</latexit><latexit sha1_base64="/765vSP/NWujyPGuUIDY9e+TnPs=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5dV7APboWTSTBuayQzJHbEM/Qs3LhRx60/4De78GzNtF9p6IHA454Z77gkSKQy67rdTWFldW98obpa2tnd298r7B00Tp5rxBotlrNsBNVwKxRsoUPJ2ojmNAslbwegq91sPXBsRqzscJ9yP6ECJUDCKVrrvRhSHQZg9Tnrlilt1pyDLxJuTCsxR75W/uv2YpRFXyCQ1puO5CfoZ1SiY5JNSNzU8oWxEB7xjqaIRN342TTwhJ1bpkzDW9ikkU/X3j4xGxoyjwE7mCc2il4v/eZ0Uw0s/EypJkSs2WxSmkmBM8vNJX2jOUI4toUwLm5WwIdWUoS2pZEvwFk9eJs2zqmf5zXmldvs5q6MIR3AMp+DBBdTgGurQAAYKnuAFXh3jPDtvzvtstODMKzyEP3A+fgA7GpHs</latexit>

x0
<latexit sha1_base64="jgUlveJ0fPe/bKPWyI1X2Qkr/rM=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvoqsyIoMuCG5dV7AOmQ8mkmTY0kxmSO2IZ+hluXCji1o/wG9z5N6aPhbYeCBzOueGee8JUCoOu++0UVlbX1jeKm6Wt7Z3dvfL+QdMkmWa8wRKZ6HZIDZdC8QYKlLydak7jUPJWOLye+K0Hro1I1D2OUh7EtK9EJBhFK/mdmOIgjPLH8Wm3XHGr7hRkmXhzUoE56t3yV6eXsCzmCpmkxviem2KQU42CST4udTLDU8qGtM99SxWNuQnyaeQxObFKj0SJtk8hmaq/f+Q0NmYUh3ZyEtEsehPxP8/PMLoKcqHSDLlis0VRJgkmZHI/6QnNGcqRJZRpYbMSNqCaMrQtlWwJ3uLJy6R5XvUsv72o1O4+Z3UU4QiO4Qw8uIQa3EAdGsAggSd4gVcHnWfnzXmfjRaceYWH8AfOxw+fapId</latexit><latexit sha1_base64="jgUlveJ0fPe/bKPWyI1X2Qkr/rM=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvoqsyIoMuCG5dV7AOmQ8mkmTY0kxmSO2IZ+hluXCji1o/wG9z5N6aPhbYeCBzOueGee8JUCoOu++0UVlbX1jeKm6Wt7Z3dvfL+QdMkmWa8wRKZ6HZIDZdC8QYKlLydak7jUPJWOLye+K0Hro1I1D2OUh7EtK9EJBhFK/mdmOIgjPLH8Wm3XHGr7hRkmXhzUoE56t3yV6eXsCzmCpmkxviem2KQU42CST4udTLDU8qGtM99SxWNuQnyaeQxObFKj0SJtk8hmaq/f+Q0NmYUh3ZyEtEsehPxP8/PMLoKcqHSDLlis0VRJgkmZHI/6QnNGcqRJZRpYbMSNqCaMrQtlWwJ3uLJy6R5XvUsv72o1O4+Z3UU4QiO4Qw8uIQa3EAdGsAggSd4gVcHnWfnzXmfjRaceYWH8AfOxw+fapId</latexit><latexit sha1_base64="jgUlveJ0fPe/bKPWyI1X2Qkr/rM=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvoqsyIoMuCG5dV7AOmQ8mkmTY0kxmSO2IZ+hluXCji1o/wG9z5N6aPhbYeCBzOueGee8JUCoOu++0UVlbX1jeKm6Wt7Z3dvfL+QdMkmWa8wRKZ6HZIDZdC8QYKlLydak7jUPJWOLye+K0Hro1I1D2OUh7EtK9EJBhFK/mdmOIgjPLH8Wm3XHGr7hRkmXhzUoE56t3yV6eXsCzmCpmkxviem2KQU42CST4udTLDU8qGtM99SxWNuQnyaeQxObFKj0SJtk8hmaq/f+Q0NmYUh3ZyEtEsehPxP8/PMLoKcqHSDLlis0VRJgkmZHI/6QnNGcqRJZRpYbMSNqCaMrQtlWwJ3uLJy6R5XvUsv72o1O4+Z3UU4QiO4Qw8uIQa3EAdGsAggSd4gVcHnWfnzXmfjRaceYWH8AfOxw+fapId</latexit><latexit sha1_base64="jgUlveJ0fPe/bKPWyI1X2Qkr/rM=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvoqsyIoMuCG5dV7AOmQ8mkmTY0kxmSO2IZ+hluXCji1o/wG9z5N6aPhbYeCBzOueGee8JUCoOu++0UVlbX1jeKm6Wt7Z3dvfL+QdMkmWa8wRKZ6HZIDZdC8QYKlLydak7jUPJWOLye+K0Hro1I1D2OUh7EtK9EJBhFK/mdmOIgjPLH8Wm3XHGr7hRkmXhzUoE56t3yV6eXsCzmCpmkxviem2KQU42CST4udTLDU8qGtM99SxWNuQnyaeQxObFKj0SJtk8hmaq/f+Q0NmYUh3ZyEtEsehPxP8/PMLoKcqHSDLlis0VRJgkmZHI/6QnNGcqRJZRpYbMSNqCaMrQtlWwJ3uLJy6R5XvUsv72o1O4+Z3UU4QiO4Qw8uIQa3EAdGsAggSd4gVcHnWfnzXmfjRaceYWH8AfOxw+fapId</latexit>

⇢
<latexit sha1_base64="s2+q5BjrJeBjK9SQLrtbsf2Iy+Q=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6OlGDas2v+zOhVQgWUIOFmoPqV3+oSCaotIRjY3qBn9owx9oywum00s8MTTEZ4xHtOZRYUBPms12n6Mw5QxQr7Z60aOb+/pFjYcxERK5TYJuY5Vph/lfrZTa+DnMm08xSSeaD4owjq1BxOBoyTYnlEweYaOZ2RSTBGhPr4qm4EILlk1ehfVEPHN9d1hr3n/M4ynACp3AOAVxBA26hCS0gkMATvMCrJ7xn7817n7eWvEWEx/BH3scPXX6PFw==</latexit><latexit sha1_base64="s2+q5BjrJeBjK9SQLrtbsf2Iy+Q=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6OlGDas2v+zOhVQgWUIOFmoPqV3+oSCaotIRjY3qBn9owx9oywum00s8MTTEZ4xHtOZRYUBPms12n6Mw5QxQr7Z60aOb+/pFjYcxERK5TYJuY5Vph/lfrZTa+DnMm08xSSeaD4owjq1BxOBoyTYnlEweYaOZ2RSTBGhPr4qm4EILlk1ehfVEPHN9d1hr3n/M4ynACp3AOAVxBA26hCS0gkMATvMCrJ7xn7817n7eWvEWEx/BH3scPXX6PFw==</latexit><latexit sha1_base64="s2+q5BjrJeBjK9SQLrtbsf2Iy+Q=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6OlGDas2v+zOhVQgWUIOFmoPqV3+oSCaotIRjY3qBn9owx9oywum00s8MTTEZ4xHtOZRYUBPms12n6Mw5QxQr7Z60aOb+/pFjYcxERK5TYJuY5Vph/lfrZTa+DnMm08xSSeaD4owjq1BxOBoyTYnlEweYaOZ2RSTBGhPr4qm4EILlk1ehfVEPHN9d1hr3n/M4ynACp3AOAVxBA26hCS0gkMATvMCrJ7xn7817n7eWvEWEx/BH3scPXX6PFw==</latexit><latexit sha1_base64="s2+q5BjrJeBjK9SQLrtbsf2Iy+Q=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6OlGDas2v+zOhVQgWUIOFmoPqV3+oSCaotIRjY3qBn9owx9oywum00s8MTTEZ4xHtOZRYUBPms12n6Mw5QxQr7Z60aOb+/pFjYcxERK5TYJuY5Vph/lfrZTa+DnMm08xSSeaD4owjq1BxOBoyTYnlEweYaOZ2RSTBGhPr4qm4EILlk1ehfVEPHN9d1hr3n/M4ynACp3AOAVxBA26hCS0gkMATvMCrJ7xn7817n7eWvEWEx/BH3scPXX6PFw==</latexit>

x = 0
<latexit sha1_base64="TlKUmF8q1OyfvVUtXrLF9giwVtU=">AAAB/nicbZBLSwMxFIXv1Fetr1Fx5SZYBFdlRgq6EQpuXFaxD2iHkkkzbWgmMyQZsQwD/hU3LhRx69Lf4M5/Y6atoK0XAh/n3JCT48ecKe04X1ZhaXllda24XtrY3NresXf3mipKJKENEvFItn2sKGeCNjTTnLZjSXHoc9ryR5e537qjUrFI3OpxTL0QDwQLGMHaSD37oBtiPfSD9D67+EEn69llp+JMBi2CO4MyzKbesz+7/YgkIRWacKxUx3Vi7aVYakY4zUrdRNEYkxEe0I5BgUOqvHQSP0PHRumjIJLmCI0m6u8bKQ6VGoe+2cwTqnkvF//zOokOzr2UiTjRVJDpQ0HCkY5Q3gXqM0mJ5mMDmEhmsiIyxBITbRormRLc+S8vQvO04hq+rpZrNx/TOopwCEdwAi6cQQ2uoA4NIJDCIzzDi/VgPVmv1tt0tWDNKtyHP2O9fwPrRJa+</latexit><latexit sha1_base64="TlKUmF8q1OyfvVUtXrLF9giwVtU=">AAAB/nicbZBLSwMxFIXv1Fetr1Fx5SZYBFdlRgq6EQpuXFaxD2iHkkkzbWgmMyQZsQwD/hU3LhRx69Lf4M5/Y6atoK0XAh/n3JCT48ecKe04X1ZhaXllda24XtrY3NresXf3mipKJKENEvFItn2sKGeCNjTTnLZjSXHoc9ryR5e537qjUrFI3OpxTL0QDwQLGMHaSD37oBtiPfSD9D67+EEn69llp+JMBi2CO4MyzKbesz+7/YgkIRWacKxUx3Vi7aVYakY4zUrdRNEYkxEe0I5BgUOqvHQSP0PHRumjIJLmCI0m6u8bKQ6VGoe+2cwTqnkvF//zOokOzr2UiTjRVJDpQ0HCkY5Q3gXqM0mJ5mMDmEhmsiIyxBITbRormRLc+S8vQvO04hq+rpZrNx/TOopwCEdwAi6cQQ2uoA4NIJDCIzzDi/VgPVmv1tt0tWDNKtyHP2O9fwPrRJa+</latexit><latexit sha1_base64="TlKUmF8q1OyfvVUtXrLF9giwVtU=">AAAB/nicbZBLSwMxFIXv1Fetr1Fx5SZYBFdlRgq6EQpuXFaxD2iHkkkzbWgmMyQZsQwD/hU3LhRx69Lf4M5/Y6atoK0XAh/n3JCT48ecKe04X1ZhaXllda24XtrY3NresXf3mipKJKENEvFItn2sKGeCNjTTnLZjSXHoc9ryR5e537qjUrFI3OpxTL0QDwQLGMHaSD37oBtiPfSD9D67+EEn69llp+JMBi2CO4MyzKbesz+7/YgkIRWacKxUx3Vi7aVYakY4zUrdRNEYkxEe0I5BgUOqvHQSP0PHRumjIJLmCI0m6u8bKQ6VGoe+2cwTqnkvF//zOokOzr2UiTjRVJDpQ0HCkY5Q3gXqM0mJ5mMDmEhmsiIyxBITbRormRLc+S8vQvO04hq+rpZrNx/TOopwCEdwAi6cQQ2uoA4NIJDCIzzDi/VgPVmv1tt0tWDNKtyHP2O9fwPrRJa+</latexit><latexit sha1_base64="TlKUmF8q1OyfvVUtXrLF9giwVtU=">AAAB/nicbZBLSwMxFIXv1Fetr1Fx5SZYBFdlRgq6EQpuXFaxD2iHkkkzbWgmMyQZsQwD/hU3LhRx69Lf4M5/Y6atoK0XAh/n3JCT48ecKe04X1ZhaXllda24XtrY3NresXf3mipKJKENEvFItn2sKGeCNjTTnLZjSXHoc9ryR5e537qjUrFI3OpxTL0QDwQLGMHaSD37oBtiPfSD9D67+EEn69llp+JMBi2CO4MyzKbesz+7/YgkIRWacKxUx3Vi7aVYakY4zUrdRNEYkxEe0I5BgUOqvHQSP0PHRumjIJLmCI0m6u8bKQ6VGoe+2cwTqnkvF//zOokOzr2UiTjRVJDpQ0HCkY5Q3gXqM0mJ5mMDmEhmsiIyxBITbRormRLc+S8vQvO04hq+rpZrNx/TOopwCEdwAi6cQQ2uoA4NIJDCIzzDi/VgPVmv1tt0tWDNKtyHP2O9fwPrRJa+</latexit> x0 = (⇢, 0, · · · , 0)

<latexit sha1_base64="Q+CSLbZgHVjzytwh9L1Yz8MyZmA=">AAACBnicbZDLSgMxFIYz9VbrbdSlCMEiVihlRgTdCAU3LqvYC3SGkkkzbWgmGZKMWIau3Pgqblwo4rbP4M63MdN2oa0/BD7+c8I55w9iRpV2nG8rt7S8srqWXy9sbG5t79i7ew0lEolJHQsmZCtAijDKSV1TzUgrlgRFASPNYHCd1ZsPRCoq+L0exsSPUI/TkGKkjdWxD70I6X4Qpo+jk6uSJ/ui7JQ93BValZ3Tjl10Ks5EcBHcGRTBTLWO/eV1BU4iwjVmSKm268TaT5HUFDMyKniJIjHCA9QjbYMcRUT56eSMETw2TheGQprHNZy4v3+kKFJqGAWmM1tazdcy879aO9HhpZ9SHieacDwdFCYMagGzTGCXSoI1GxpAWFKzK8R9JBHWJrmCCcGdP3kRGmcV1/DtebF6N57GkQcH4AiUgAsuQBXcgBqoAwyewAt4A+/Ws/VqfVif09acNYtwH/yRNf4BoUOYkg==</latexit><latexit sha1_base64="Q+CSLbZgHVjzytwh9L1Yz8MyZmA=">AAACBnicbZDLSgMxFIYz9VbrbdSlCMEiVihlRgTdCAU3LqvYC3SGkkkzbWgmGZKMWIau3Pgqblwo4rbP4M63MdN2oa0/BD7+c8I55w9iRpV2nG8rt7S8srqWXy9sbG5t79i7ew0lEolJHQsmZCtAijDKSV1TzUgrlgRFASPNYHCd1ZsPRCoq+L0exsSPUI/TkGKkjdWxD70I6X4Qpo+jk6uSJ/ui7JQ93BValZ3Tjl10Ks5EcBHcGRTBTLWO/eV1BU4iwjVmSKm268TaT5HUFDMyKniJIjHCA9QjbYMcRUT56eSMETw2TheGQprHNZy4v3+kKFJqGAWmM1tazdcy879aO9HhpZ9SHieacDwdFCYMagGzTGCXSoI1GxpAWFKzK8R9JBHWJrmCCcGdP3kRGmcV1/DtebF6N57GkQcH4AiUgAsuQBXcgBqoAwyewAt4A+/Ws/VqfVif09acNYtwH/yRNf4BoUOYkg==</latexit><latexit sha1_base64="Q+CSLbZgHVjzytwh9L1Yz8MyZmA=">AAACBnicbZDLSgMxFIYz9VbrbdSlCMEiVihlRgTdCAU3LqvYC3SGkkkzbWgmGZKMWIau3Pgqblwo4rbP4M63MdN2oa0/BD7+c8I55w9iRpV2nG8rt7S8srqWXy9sbG5t79i7ew0lEolJHQsmZCtAijDKSV1TzUgrlgRFASPNYHCd1ZsPRCoq+L0exsSPUI/TkGKkjdWxD70I6X4Qpo+jk6uSJ/ui7JQ93BValZ3Tjl10Ks5EcBHcGRTBTLWO/eV1BU4iwjVmSKm268TaT5HUFDMyKniJIjHCA9QjbYMcRUT56eSMETw2TheGQprHNZy4v3+kKFJqGAWmM1tazdcy879aO9HhpZ9SHieacDwdFCYMagGzTGCXSoI1GxpAWFKzK8R9JBHWJrmCCcGdP3kRGmcV1/DtebF6N57GkQcH4AiUgAsuQBXcgBqoAwyewAt4A+/Ws/VqfVif09acNYtwH/yRNf4BoUOYkg==</latexit><latexit sha1_base64="Q+CSLbZgHVjzytwh9L1Yz8MyZmA=">AAACBnicbZDLSgMxFIYz9VbrbdSlCMEiVihlRgTdCAU3LqvYC3SGkkkzbWgmGZKMWIau3Pgqblwo4rbP4M63MdN2oa0/BD7+c8I55w9iRpV2nG8rt7S8srqWXy9sbG5t79i7ew0lEolJHQsmZCtAijDKSV1TzUgrlgRFASPNYHCd1ZsPRCoq+L0exsSPUI/TkGKkjdWxD70I6X4Qpo+jk6uSJ/ui7JQ93BValZ3Tjl10Ks5EcBHcGRTBTLWO/eV1BU4iwjVmSKm268TaT5HUFDMyKniJIjHCA9QjbYMcRUT56eSMETw2TheGQprHNZy4v3+kKFJqGAWmM1tazdcy879aO9HhpZ9SHieacDwdFCYMagGzTGCXSoI1GxpAWFKzK8R9JBHWJrmCCcGdP3kRGmcV1/DtebF6N57GkQcH4AiUgAsuQBXcgBqoAwyewAt4A+/Ws/VqfVif09acNYtwH/yRNf4BoUOYkg==</latexit>

ḡ(z) := E[g(z + ✏1)]
<latexit sha1_base64="s6Eo6NNocUm6p7dSecfH2YjwMD8=">AAACEHicbVDLSsNAFJ3UV62vqEs3g0VsEUoigiIIBRFcVrEPSEKZTCfp0MmDmYnQhnyCG3/FjQtF3bp05984abvQ1gMDh3POcO89bsyokIbxrRUWFpeWV4qrpbX1jc0tfXunJaKEY9LEEYt4x0WCMBqSpqSSkU7MCQpcRtru4DL32/eECxqFd3IYEydAfkg9ipFUUlc/tF3EUz+rjKrnF3aAZN9106vM8iujI5vEgjKVMqtOVy8bNWMMOE/MKSmDKRpd/cvuRTgJSCgxQ0JYphFLJ0VcUsxIVrITQWKEB8gnlqIhCohw0vFBGTxQSg96EVcvlHCs/v6RokCIYeCqZL6ymPVy8T/PSqR35qQ0jBNJQjwZ5CUMygjm7cAe5QRLNlQEYU7VrhD3EUdYqg5LqgRz9uR50jqumYrfnJTrt++TOopgD+yDCjDBKaiDa9AATYDBA3gCL+BVe9SetTftYxItaNMKd8EfaJ8/AmSdNQ==</latexit><latexit sha1_base64="s6Eo6NNocUm6p7dSecfH2YjwMD8=">AAACEHicbVDLSsNAFJ3UV62vqEs3g0VsEUoigiIIBRFcVrEPSEKZTCfp0MmDmYnQhnyCG3/FjQtF3bp05984abvQ1gMDh3POcO89bsyokIbxrRUWFpeWV4qrpbX1jc0tfXunJaKEY9LEEYt4x0WCMBqSpqSSkU7MCQpcRtru4DL32/eECxqFd3IYEydAfkg9ipFUUlc/tF3EUz+rjKrnF3aAZN9106vM8iujI5vEgjKVMqtOVy8bNWMMOE/MKSmDKRpd/cvuRTgJSCgxQ0JYphFLJ0VcUsxIVrITQWKEB8gnlqIhCohw0vFBGTxQSg96EVcvlHCs/v6RokCIYeCqZL6ymPVy8T/PSqR35qQ0jBNJQjwZ5CUMygjm7cAe5QRLNlQEYU7VrhD3EUdYqg5LqgRz9uR50jqumYrfnJTrt++TOopgD+yDCjDBKaiDa9AATYDBA3gCL+BVe9SetTftYxItaNMKd8EfaJ8/AmSdNQ==</latexit><latexit sha1_base64="s6Eo6NNocUm6p7dSecfH2YjwMD8=">AAACEHicbVDLSsNAFJ3UV62vqEs3g0VsEUoigiIIBRFcVrEPSEKZTCfp0MmDmYnQhnyCG3/FjQtF3bp05984abvQ1gMDh3POcO89bsyokIbxrRUWFpeWV4qrpbX1jc0tfXunJaKEY9LEEYt4x0WCMBqSpqSSkU7MCQpcRtru4DL32/eECxqFd3IYEydAfkg9ipFUUlc/tF3EUz+rjKrnF3aAZN9106vM8iujI5vEgjKVMqtOVy8bNWMMOE/MKSmDKRpd/cvuRTgJSCgxQ0JYphFLJ0VcUsxIVrITQWKEB8gnlqIhCohw0vFBGTxQSg96EVcvlHCs/v6RokCIYeCqZL6ymPVy8T/PSqR35qQ0jBNJQjwZ5CUMygjm7cAe5QRLNlQEYU7VrhD3EUdYqg5LqgRz9uR50jqumYrfnJTrt++TOopgD+yDCjDBKaiDa9AATYDBA3gCL+BVe9SetTftYxItaNMKd8EfaJ8/AmSdNQ==</latexit><latexit sha1_base64="s6Eo6NNocUm6p7dSecfH2YjwMD8=">AAACEHicbVDLSsNAFJ3UV62vqEs3g0VsEUoigiIIBRFcVrEPSEKZTCfp0MmDmYnQhnyCG3/FjQtF3bp05984abvQ1gMDh3POcO89bsyokIbxrRUWFpeWV4qrpbX1jc0tfXunJaKEY9LEEYt4x0WCMBqSpqSSkU7MCQpcRtru4DL32/eECxqFd3IYEydAfkg9ipFUUlc/tF3EUz+rjKrnF3aAZN9106vM8iujI5vEgjKVMqtOVy8bNWMMOE/MKSmDKRpd/cvuRTgJSCgxQ0JYphFLJ0VcUsxIVrITQWKEB8gnlqIhCohw0vFBGTxQSg96EVcvlHCs/v6RokCIYeCqZL6ymPVy8T/PSqR35qQ0jBNJQjwZ5CUMygjm7cAe5QRLNlQEYU7VrhD3EUdYqg5LqgRz9uR50jqumYrfnJTrt++TOopgD+yDCjDBKaiDa9AATYDBA3gCL+BVe9SetTftYxItaNMKd8EfaJ8/AmSdNQ==</latexit>

Proof by Levine & F.

§ Define ✏i ⇠ N (0,�2)
<latexit sha1_base64="sRncVGN30NEX3OWckE9C2Ws9S8g=">AAACEHicbZDLSsNAFIYnXmu9RV26GSxiBSlJEXRZcONKqtgLNLFMpqft0JkkzEyEEvoIbnwVNy4UdevSnW/jpO1CW38Y+PjPGc45fxBzprTjfFsLi0vLK6u5tfz6xubWtr2zW1dRIinUaMQj2QyIAs5CqGmmOTRjCUQEHBrB4CKrN+5BKhaFt3oYgy9IL2RdRok2Vts+8iBWjBtk2FNMYE8Q3aeEp1ejonNirJ4gd+Xjtl1wSs5YeB7cKRTQVNW2/eV1IpoICDXlRKmW68TaT4nUjHIY5b1EQUzogPSgZTAkApSfjg8a4UPjdHA3kuaFGo/d3z9SIpQaisB0Zuuq2Vpm/ldrJbp77qcsjBMNIZ0M6iYc6whn6eAOk0A1HxogVDKzK6Z9IgnVJsO8CcGdPXke6uWSa/j6tFC5eZ/EkUP76AAVkYvOUAVdoiqqIYoe0BN6Qa/Wo/VsvVkfk9YFaxrhHvoj6/MH+TWdKg==</latexit><latexit sha1_base64="sRncVGN30NEX3OWckE9C2Ws9S8g=">AAACEHicbZDLSsNAFIYnXmu9RV26GSxiBSlJEXRZcONKqtgLNLFMpqft0JkkzEyEEvoIbnwVNy4UdevSnW/jpO1CW38Y+PjPGc45fxBzprTjfFsLi0vLK6u5tfz6xubWtr2zW1dRIinUaMQj2QyIAs5CqGmmOTRjCUQEHBrB4CKrN+5BKhaFt3oYgy9IL2RdRok2Vts+8iBWjBtk2FNMYE8Q3aeEp1ejonNirJ4gd+Xjtl1wSs5YeB7cKRTQVNW2/eV1IpoICDXlRKmW68TaT4nUjHIY5b1EQUzogPSgZTAkApSfjg8a4UPjdHA3kuaFGo/d3z9SIpQaisB0Zuuq2Vpm/ldrJbp77qcsjBMNIZ0M6iYc6whn6eAOk0A1HxogVDKzK6Z9IgnVJsO8CcGdPXke6uWSa/j6tFC5eZ/EkUP76AAVkYvOUAVdoiqqIYoe0BN6Qa/Wo/VsvVkfk9YFaxrhHvoj6/MH+TWdKg==</latexit><latexit sha1_base64="sRncVGN30NEX3OWckE9C2Ws9S8g=">AAACEHicbZDLSsNAFIYnXmu9RV26GSxiBSlJEXRZcONKqtgLNLFMpqft0JkkzEyEEvoIbnwVNy4UdevSnW/jpO1CW38Y+PjPGc45fxBzprTjfFsLi0vLK6u5tfz6xubWtr2zW1dRIinUaMQj2QyIAs5CqGmmOTRjCUQEHBrB4CKrN+5BKhaFt3oYgy9IL2RdRok2Vts+8iBWjBtk2FNMYE8Q3aeEp1ejonNirJ4gd+Xjtl1wSs5YeB7cKRTQVNW2/eV1IpoICDXlRKmW68TaT4nUjHIY5b1EQUzogPSgZTAkApSfjg8a4UPjdHA3kuaFGo/d3z9SIpQaisB0Zuuq2Vpm/ldrJbp77qcsjBMNIZ0M6iYc6whn6eAOk0A1HxogVDKzK6Z9IgnVJsO8CcGdPXke6uWSa/j6tFC5eZ/EkUP76AAVkYvOUAVdoiqqIYoe0BN6Qa/Wo/VsvVkfk9YFaxrhHvoj6/MH+TWdKg==</latexit><latexit sha1_base64="sRncVGN30NEX3OWckE9C2Ws9S8g=">AAACEHicbZDLSsNAFIYnXmu9RV26GSxiBSlJEXRZcONKqtgLNLFMpqft0JkkzEyEEvoIbnwVNy4UdevSnW/jpO1CW38Y+PjPGc45fxBzprTjfFsLi0vLK6u5tfz6xubWtr2zW1dRIinUaMQj2QyIAs5CqGmmOTRjCUQEHBrB4CKrN+5BKhaFt3oYgy9IL2RdRok2Vts+8iBWjBtk2FNMYE8Q3aeEp1ejonNirJ4gd+Xjtl1wSs5YeB7cKRTQVNW2/eV1IpoICDXlRKmW68TaT4nUjHIY5b1EQUzogPSgZTAkApSfjg8a4UPjdHA3kuaFGo/d3z9SIpQaisB0Zuuq2Vpm/ldrJbp77qcsjBMNIZ0M6iYc6whn6eAOk0A1HxogVDKzK6Z9IgnVJsO8CcGdPXke6uWSa/j6tFC5eZ/EkUP76AAVkYvOUAVdoiqqIYoe0BN6Qa/Wo/VsvVkfk9YFaxrhHvoj6/MH+TWdKg==</latexit>

g(z) := E [f(z, ✏2, · · · , ✏d)]
<latexit sha1_base64="PVCgbpMLo4vG+CDjYthygl+1QoU="></latexit><latexit sha1_base64="PVCgbpMLo4vG+CDjYthygl+1QoU="></latexit><latexit sha1_base64="PVCgbpMLo4vG+CDjYthygl+1QoU="></latexit><latexit sha1_base64="PVCgbpMLo4vG+CDjYthygl+1QoU="></latexit>

smoothed out

Scalar function!

§ Need to show              is Lipschitz��1 � ḡ
<latexit sha1_base64="vgLpxsBLJvcajZiFfOGn1j8wqnw=">AAAB/3icbZBLSwMxFIXv1Fetr1HBjZtgEdxYZoqgy4Ibl1XsAzpjyaSZNjSTGZKMUMZZ+FfcuFDErTt/gzv/jeljoa0HAh/n3JCbEyScKe0431ZhaXllda24XtrY3NresXf3mipOJaENEvNYtgOsKGeCNjTTnLYTSXEUcNoKhpfjvHVPpWKxuNWjhPoR7gsWMoK1sbr2gVcfsLvs1M09wiRBXoBl1s+7dtmpOBOhRXBnUIaZ6l37y+vFJI2o0IRjpTquk2g/w1Izwmle8lJFE0yGuE87BgWOqPKzyf45OjZOD4WxNEdoNHF/38hwpNQoCsxkhPVAzWdj87+sk+rwws+YSFJNBZk+FKYc6RiNy0A9JinRfGQAE8nMrogMsMREm8pKpgR3/suL0KxWXMPXZ+Xazee0jiIcwhGcgAvnUIMrqEMDCDzAE7zAq/VoPVtv1vt0tGDNKtyHP7I+fgDBZZaV</latexit><latexit sha1_base64="vgLpxsBLJvcajZiFfOGn1j8wqnw=">AAAB/3icbZBLSwMxFIXv1Fetr1HBjZtgEdxYZoqgy4Ibl1XsAzpjyaSZNjSTGZKMUMZZ+FfcuFDErTt/gzv/jeljoa0HAh/n3JCbEyScKe0431ZhaXllda24XtrY3NresXf3mipOJaENEvNYtgOsKGeCNjTTnLYTSXEUcNoKhpfjvHVPpWKxuNWjhPoR7gsWMoK1sbr2gVcfsLvs1M09wiRBXoBl1s+7dtmpOBOhRXBnUIaZ6l37y+vFJI2o0IRjpTquk2g/w1Izwmle8lJFE0yGuE87BgWOqPKzyf45OjZOD4WxNEdoNHF/38hwpNQoCsxkhPVAzWdj87+sk+rwws+YSFJNBZk+FKYc6RiNy0A9JinRfGQAE8nMrogMsMREm8pKpgR3/suL0KxWXMPXZ+Xazee0jiIcwhGcgAvnUIMrqEMDCDzAE7zAq/VoPVtv1vt0tGDNKtyHP7I+fgDBZZaV</latexit><latexit sha1_base64="vgLpxsBLJvcajZiFfOGn1j8wqnw=">AAAB/3icbZBLSwMxFIXv1Fetr1HBjZtgEdxYZoqgy4Ibl1XsAzpjyaSZNjSTGZKMUMZZ+FfcuFDErTt/gzv/jeljoa0HAh/n3JCbEyScKe0431ZhaXllda24XtrY3NresXf3mipOJaENEvNYtgOsKGeCNjTTnLYTSXEUcNoKhpfjvHVPpWKxuNWjhPoR7gsWMoK1sbr2gVcfsLvs1M09wiRBXoBl1s+7dtmpOBOhRXBnUIaZ6l37y+vFJI2o0IRjpTquk2g/w1Izwmle8lJFE0yGuE87BgWOqPKzyf45OjZOD4WxNEdoNHF/38hwpNQoCsxkhPVAzWdj87+sk+rwws+YSFJNBZk+FKYc6RiNy0A9JinRfGQAE8nMrogMsMREm8pKpgR3/suL0KxWXMPXZ+Xazee0jiIcwhGcgAvnUIMrqEMDCDzAE7zAq/VoPVtv1vt0tGDNKtyHP7I+fgDBZZaV</latexit><latexit sha1_base64="vgLpxsBLJvcajZiFfOGn1j8wqnw=">AAAB/3icbZBLSwMxFIXv1Fetr1HBjZtgEdxYZoqgy4Ibl1XsAzpjyaSZNjSTGZKMUMZZ+FfcuFDErTt/gzv/jeljoa0HAh/n3JCbEyScKe0431ZhaXllda24XtrY3NresXf3mipOJaENEvNYtgOsKGeCNjTTnLYTSXEUcNoKhpfjvHVPpWKxuNWjhPoR7gsWMoK1sbr2gVcfsLvs1M09wiRBXoBl1s+7dtmpOBOhRXBnUIaZ6l37y+vFJI2o0IRjpTquk2g/w1Izwmle8lJFE0yGuE87BgWOqPKzyf45OjZOD4WxNEdoNHF/38hwpNQoCsxkhPVAzWdj87+sk+rwws+YSFJNBZk+FKYc6RiNy0A9JinRfGQAE8nMrogMsMREm8pKpgR3/suL0KxWXMPXZ+Xazee0jiIcwhGcgAvnUIMrqEMDCDzAE7zAq/VoPVtv1vt0tGDNKtyHP7I+fgDBZZaV</latexit>



What is the worst g(.)?
��1 � ḡ

<latexit sha1_base64="vgLpxsBLJvcajZiFfOGn1j8wqnw=">AAAB/3icbZBLSwMxFIXv1Fetr1HBjZtgEdxYZoqgy4Ibl1XsAzpjyaSZNjSTGZKMUMZZ+FfcuFDErTt/gzv/jeljoa0HAh/n3JCbEyScKe0431ZhaXllda24XtrY3NresXf3mipOJaENEvNYtgOsKGeCNjTTnLYTSXEUcNoKhpfjvHVPpWKxuNWjhPoR7gsWMoK1sbr2gVcfsLvs1M09wiRBXoBl1s+7dtmpOBOhRXBnUIaZ6l37y+vFJI2o0IRjpTquk2g/w1Izwmle8lJFE0yGuE87BgWOqPKzyf45OjZOD4WxNEdoNHF/38hwpNQoCsxkhPVAzWdj87+sk+rwws+YSFJNBZk+FKYc6RiNy0A9JinRfGQAE8nMrogMsMREm8pKpgR3/suL0KxWXMPXZ+Xazee0jiIcwhGcgAvnUIMrqEMDCDzAE7zAq/VoPVtv1vt0tGDNKtyHP7I+fgDBZZaV</latexit><latexit sha1_base64="vgLpxsBLJvcajZiFfOGn1j8wqnw=">AAAB/3icbZBLSwMxFIXv1Fetr1HBjZtgEdxYZoqgy4Ibl1XsAzpjyaSZNjSTGZKMUMZZ+FfcuFDErTt/gzv/jeljoa0HAh/n3JCbEyScKe0431ZhaXllda24XtrY3NresXf3mipOJaENEvNYtgOsKGeCNjTTnLYTSXEUcNoKhpfjvHVPpWKxuNWjhPoR7gsWMoK1sbr2gVcfsLvs1M09wiRBXoBl1s+7dtmpOBOhRXBnUIaZ6l37y+vFJI2o0IRjpTquk2g/w1Izwmle8lJFE0yGuE87BgWOqPKzyf45OjZOD4WxNEdoNHF/38hwpNQoCsxkhPVAzWdj87+sk+rwws+YSFJNBZk+FKYc6RiNy0A9JinRfGQAE8nMrogMsMREm8pKpgR3/suL0KxWXMPXZ+Xazee0jiIcwhGcgAvnUIMrqEMDCDzAE7zAq/VoPVtv1vt0tGDNKtyHP7I+fgDBZZaV</latexit><latexit sha1_base64="vgLpxsBLJvcajZiFfOGn1j8wqnw=">AAAB/3icbZBLSwMxFIXv1Fetr1HBjZtgEdxYZoqgy4Ibl1XsAzpjyaSZNjSTGZKMUMZZ+FfcuFDErTt/gzv/jeljoa0HAh/n3JCbEyScKe0431ZhaXllda24XtrY3NresXf3mipOJaENEvNYtgOsKGeCNjTTnLYTSXEUcNoKhpfjvHVPpWKxuNWjhPoR7gsWMoK1sbr2gVcfsLvs1M09wiRBXoBl1s+7dtmpOBOhRXBnUIaZ6l37y+vFJI2o0IRjpTquk2g/w1Izwmle8lJFE0yGuE87BgWOqPKzyf45OjZOD4WxNEdoNHF/38hwpNQoCsxkhPVAzWdj87+sk+rwws+YSFJNBZk+FKYc6RiNy0A9JinRfGQAE8nMrogMsMREm8pKpgR3/suL0KxWXMPXZ+Xazee0jiIcwhGcgAvnUIMrqEMDCDzAE7zAq/VoPVtv1vt0tGDNKtyHP7I+fgDBZZaV</latexit><latexit sha1_base64="vgLpxsBLJvcajZiFfOGn1j8wqnw=">AAAB/3icbZBLSwMxFIXv1Fetr1HBjZtgEdxYZoqgy4Ibl1XsAzpjyaSZNjSTGZKMUMZZ+FfcuFDErTt/gzv/jeljoa0HAh/n3JCbEyScKe0431ZhaXllda24XtrY3NresXf3mipOJaENEvNYtgOsKGeCNjTTnLYTSXEUcNoKhpfjvHVPpWKxuNWjhPoR7gsWMoK1sbr2gVcfsLvs1M09wiRBXoBl1s+7dtmpOBOhRXBnUIaZ6l37y+vFJI2o0IRjpTquk2g/w1Izwmle8lJFE0yGuE87BgWOqPKzyf45OjZOD4WxNEdoNHF/38hwpNQoCsxkhPVAzWdj87+sk+rwws+YSFJNBZk+FKYc6RiNy0A9JinRfGQAE8nMrogMsMREm8pKpgR3/suL0KxWXMPXZ+Xazee0jiIcwhGcgAvnUIMrqEMDCDzAE7zAq/VoPVtv1vt0tGDNKtyHP7I+fgDBZZaV</latexit>

ḡ(z)
<latexit sha1_base64="XEzSvtzXoOS8oC/CjpMjxRgAKos=">AAAB8XicbZDLSgMxFIbP1Futt6pLN8Ei1E2ZEUGXBTcuq9gLtkPJpJk2NJMZkjNCHfoWblwo4taX8Bnc+Taml4W2/hD4+M8J55w/SKQw6LrfTm5ldW19I79Z2Nre2d0r7h80TJxqxusslrFuBdRwKRSvo0DJW4nmNAokbwbDq0m9+cC1EbG6w1HC/Yj2lQgFo2it+05AddYflx9Pu8WSW3GnIsvgzaEEc9W6xa9OL2ZpxBUySY1pe26CfkY1Cib5uNBJDU8oG9I+b1tUNOLGz6Ybj8mJdXokjLV9CsnU/f0jo5ExoyiwnRHFgVmsTcz/au0Uw0s/EypJkSs2GxSmkmBMJueTntCcoRxZoEwLuythA6opQxtSwYbgLZ68DI2zimf55rxUvf2cxZGHIziGMnhwAVW4hhrUgYGCJ3iBV8c4z86b8z5rzTnzCA/hj5yPH3QvkWk=</latexit><latexit sha1_base64="XEzSvtzXoOS8oC/CjpMjxRgAKos=">AAAB8XicbZDLSgMxFIbP1Futt6pLN8Ei1E2ZEUGXBTcuq9gLtkPJpJk2NJMZkjNCHfoWblwo4taX8Bnc+Taml4W2/hD4+M8J55w/SKQw6LrfTm5ldW19I79Z2Nre2d0r7h80TJxqxusslrFuBdRwKRSvo0DJW4nmNAokbwbDq0m9+cC1EbG6w1HC/Yj2lQgFo2it+05AddYflx9Pu8WSW3GnIsvgzaEEc9W6xa9OL2ZpxBUySY1pe26CfkY1Cib5uNBJDU8oG9I+b1tUNOLGz6Ybj8mJdXokjLV9CsnU/f0jo5ExoyiwnRHFgVmsTcz/au0Uw0s/EypJkSs2GxSmkmBMJueTntCcoRxZoEwLuythA6opQxtSwYbgLZ68DI2zimf55rxUvf2cxZGHIziGMnhwAVW4hhrUgYGCJ3iBV8c4z86b8z5rzTnzCA/hj5yPH3QvkWk=</latexit><latexit sha1_base64="XEzSvtzXoOS8oC/CjpMjxRgAKos=">AAAB8XicbZDLSgMxFIbP1Futt6pLN8Ei1E2ZEUGXBTcuq9gLtkPJpJk2NJMZkjNCHfoWblwo4taX8Bnc+Taml4W2/hD4+M8J55w/SKQw6LrfTm5ldW19I79Z2Nre2d0r7h80TJxqxusslrFuBdRwKRSvo0DJW4nmNAokbwbDq0m9+cC1EbG6w1HC/Yj2lQgFo2it+05AddYflx9Pu8WSW3GnIsvgzaEEc9W6xa9OL2ZpxBUySY1pe26CfkY1Cib5uNBJDU8oG9I+b1tUNOLGz6Ybj8mJdXokjLV9CsnU/f0jo5ExoyiwnRHFgVmsTcz/au0Uw0s/EypJkSs2GxSmkmBMJueTntCcoRxZoEwLuythA6opQxtSwYbgLZ68DI2zimf55rxUvf2cxZGHIziGMnhwAVW4hhrUgYGCJ3iBV8c4z86b8z5rzTnzCA/hj5yPH3QvkWk=</latexit><latexit sha1_base64="XEzSvtzXoOS8oC/CjpMjxRgAKos=">AAAB8XicbZDLSgMxFIbP1Futt6pLN8Ei1E2ZEUGXBTcuq9gLtkPJpJk2NJMZkjNCHfoWblwo4taX8Bnc+Taml4W2/hD4+M8J55w/SKQw6LrfTm5ldW19I79Z2Nre2d0r7h80TJxqxusslrFuBdRwKRSvo0DJW4nmNAokbwbDq0m9+cC1EbG6w1HC/Yj2lQgFo2it+05AddYflx9Pu8WSW3GnIsvgzaEEc9W6xa9OL2ZpxBUySY1pe26CfkY1Cib5uNBJDU8oG9I+b1tUNOLGz6Ybj8mJdXokjLV9CsnU/f0jo5ExoyiwnRHFgVmsTcz/au0Uw0s/EypJkSs2GxSmkmBMJueTntCcoRxZoEwLuythA6opQxtSwYbgLZ68DI2zimf55rxUvf2cxZGHIziGMnhwAVW4hhrUgYGCJ3iBV8c4z86b8z5rzTnzCA/hj5yPH3QvkWk=</latexit>

g(z)
<latexit sha1_base64="WC646uzPkSajTFuLTzKU7R0jVjU=">AAAB63icbZDLSgMxFIZPvNZ6q7p0EyxC3ZQZEXRZcOOyir1AO5RMmmlDk8yQZIQ69BXcuFDEre/hM7jzbcy0XWjrD4GP/5xwzvnDRHBjPe8brayurW9sFraK2zu7e/ulg8OmiVNNWYPGItbtkBgmuGINy61g7UQzIkPBWuHoOq+3Hpg2PFb3dpywQJKB4hGnxObWoPJ41iuVvao3FV4Gfw5lmKveK311+zFNJVOWCmJMx/cSG2REW04FmxS7qWEJoSMyYB2Hikhmgmy66wSfOqePo1i7pyyeur9/ZEQaM5ah65TEDs1iLTf/q3VSG10FGVdJapmis0FRKrCNcX447nPNqBVjB4Rq7nbFdEg0odbFU3Qh+IsnL0PzvOo7vr0o1+4+Z3EU4BhOoAI+XEINbqAODaAwhCd4gVck0TN6Q++z1hU0j/AI/gh9/ACuwo6k</latexit><latexit sha1_base64="WC646uzPkSajTFuLTzKU7R0jVjU=">AAAB63icbZDLSgMxFIZPvNZ6q7p0EyxC3ZQZEXRZcOOyir1AO5RMmmlDk8yQZIQ69BXcuFDEre/hM7jzbcy0XWjrD4GP/5xwzvnDRHBjPe8brayurW9sFraK2zu7e/ulg8OmiVNNWYPGItbtkBgmuGINy61g7UQzIkPBWuHoOq+3Hpg2PFb3dpywQJKB4hGnxObWoPJ41iuVvao3FV4Gfw5lmKveK311+zFNJVOWCmJMx/cSG2REW04FmxS7qWEJoSMyYB2Hikhmgmy66wSfOqePo1i7pyyeur9/ZEQaM5ah65TEDs1iLTf/q3VSG10FGVdJapmis0FRKrCNcX447nPNqBVjB4Rq7nbFdEg0odbFU3Qh+IsnL0PzvOo7vr0o1+4+Z3EU4BhOoAI+XEINbqAODaAwhCd4gVck0TN6Q++z1hU0j/AI/gh9/ACuwo6k</latexit><latexit sha1_base64="WC646uzPkSajTFuLTzKU7R0jVjU=">AAAB63icbZDLSgMxFIZPvNZ6q7p0EyxC3ZQZEXRZcOOyir1AO5RMmmlDk8yQZIQ69BXcuFDEre/hM7jzbcy0XWjrD4GP/5xwzvnDRHBjPe8brayurW9sFraK2zu7e/ulg8OmiVNNWYPGItbtkBgmuGINy61g7UQzIkPBWuHoOq+3Hpg2PFb3dpywQJKB4hGnxObWoPJ41iuVvao3FV4Gfw5lmKveK311+zFNJVOWCmJMx/cSG2REW04FmxS7qWEJoSMyYB2Hikhmgmy66wSfOqePo1i7pyyeur9/ZEQaM5ah65TEDs1iLTf/q3VSG10FGVdJapmis0FRKrCNcX447nPNqBVjB4Rq7nbFdEg0odbFU3Qh+IsnL0PzvOo7vr0o1+4+Z3EU4BhOoAI+XEINbqAODaAwhCd4gVck0TN6Q++z1hU0j/AI/gh9/ACuwo6k</latexit><latexit sha1_base64="WC646uzPkSajTFuLTzKU7R0jVjU=">AAAB63icbZDLSgMxFIZPvNZ6q7p0EyxC3ZQZEXRZcOOyir1AO5RMmmlDk8yQZIQ69BXcuFDEre/hM7jzbcy0XWjrD4GP/5xwzvnDRHBjPe8brayurW9sFraK2zu7e/ulg8OmiVNNWYPGItbtkBgmuGINy61g7UQzIkPBWuHoOq+3Hpg2PFb3dpywQJKB4hGnxObWoPJ41iuVvao3FV4Gfw5lmKveK311+zFNJVOWCmJMx/cSG2REW04FmxS7qWEJoSMyYB2Hikhmgmy66wSfOqePo1i7pyyeur9/ZEQaM5ah65TEDs1iLTf/q3VSG10FGVdJapmis0FRKrCNcX447nPNqBVjB4Rq7nbFdEg0odbFU3Qh+IsnL0PzvOo7vr0o1+4+Z3EU4BhOoAI+XEINbqAODaAwhCd4gVck0TN6Q++z1hU0j/AI/gh9/ACuwo6k</latexit>

ḡ(0) = 0.691
<latexit sha1_base64="kodjah8DgLnks9MzVQ+rCZ1SMOM=">AAAB+XicbZDLSgMxGIX/qbdab6Mu3QSLUDclI+JlIRTcuKxiL9AOJZNm2tBMZkgyhTL0Tdy4UMStL+AzuPNtTC8LbT0Q+DjnD/lzgkRwbTD+dnIrq2vrG/nNwtb2zu6eu39Q13GqKKvRWMSqGRDNBJesZrgRrJkoRqJAsEYwuJ3kjSFTmsfy0YwS5kekJ3nIKTHW6rhuOyAq641L+PQGly+uvY5bxGU8FVoGbw5FmKvacb/a3ZimEZOGCqJ1y8OJ8TOiDKeCjQvtVLOE0AHpsZZFSSKm/Wy6+RidWKeLwljZIw2aur9vZCTSehQFdjIipq8Xs4n5X9ZKTXjlZ1wmqWGSzh4KU4FMjCY1oC5XjBoxskCo4nZXRPtEEWpsWQVbgrf45WWon5U9y/fnxcrD56yOPBzBMZTAg0uowB1UoQYUhvAEL/DqZM6z8+a8z0ZzzrzCQ/gj5+MHTtKSxw==</latexit><latexit sha1_base64="kodjah8DgLnks9MzVQ+rCZ1SMOM=">AAAB+XicbZDLSgMxGIX/qbdab6Mu3QSLUDclI+JlIRTcuKxiL9AOJZNm2tBMZkgyhTL0Tdy4UMStL+AzuPNtTC8LbT0Q+DjnD/lzgkRwbTD+dnIrq2vrG/nNwtb2zu6eu39Q13GqKKvRWMSqGRDNBJesZrgRrJkoRqJAsEYwuJ3kjSFTmsfy0YwS5kekJ3nIKTHW6rhuOyAq641L+PQGly+uvY5bxGU8FVoGbw5FmKvacb/a3ZimEZOGCqJ1y8OJ8TOiDKeCjQvtVLOE0AHpsZZFSSKm/Wy6+RidWKeLwljZIw2aur9vZCTSehQFdjIipq8Xs4n5X9ZKTXjlZ1wmqWGSzh4KU4FMjCY1oC5XjBoxskCo4nZXRPtEEWpsWQVbgrf45WWon5U9y/fnxcrD56yOPBzBMZTAg0uowB1UoQYUhvAEL/DqZM6z8+a8z0ZzzrzCQ/gj5+MHTtKSxw==</latexit><latexit sha1_base64="kodjah8DgLnks9MzVQ+rCZ1SMOM=">AAAB+XicbZDLSgMxGIX/qbdab6Mu3QSLUDclI+JlIRTcuKxiL9AOJZNm2tBMZkgyhTL0Tdy4UMStL+AzuPNtTC8LbT0Q+DjnD/lzgkRwbTD+dnIrq2vrG/nNwtb2zu6eu39Q13GqKKvRWMSqGRDNBJesZrgRrJkoRqJAsEYwuJ3kjSFTmsfy0YwS5kekJ3nIKTHW6rhuOyAq641L+PQGly+uvY5bxGU8FVoGbw5FmKvacb/a3ZimEZOGCqJ1y8OJ8TOiDKeCjQvtVLOE0AHpsZZFSSKm/Wy6+RidWKeLwljZIw2aur9vZCTSehQFdjIipq8Xs4n5X9ZKTXjlZ1wmqWGSzh4KU4FMjCY1oC5XjBoxskCo4nZXRPtEEWpsWQVbgrf45WWon5U9y/fnxcrD56yOPBzBMZTAg0uowB1UoQYUhvAEL/DqZM6z8+a8z0ZzzrzCQ/gj5+MHTtKSxw==</latexit><latexit sha1_base64="kodjah8DgLnks9MzVQ+rCZ1SMOM=">AAAB+XicbZDLSgMxGIX/qbdab6Mu3QSLUDclI+JlIRTcuKxiL9AOJZNm2tBMZkgyhTL0Tdy4UMStL+AzuPNtTC8LbT0Q+DjnD/lzgkRwbTD+dnIrq2vrG/nNwtb2zu6eu39Q13GqKKvRWMSqGRDNBJesZrgRrJkoRqJAsEYwuJ3kjSFTmsfy0YwS5kekJ3nIKTHW6rhuOyAq641L+PQGly+uvY5bxGU8FVoGbw5FmKvacb/a3ZimEZOGCqJ1y8OJ8TOiDKeCjQvtVLOE0AHpsZZFSSKm/Wy6+RidWKeLwljZIw2aur9vZCTSehQFdjIipq8Xs4n5X9ZKTXjlZ1wmqWGSzh4KU4FMjCY1oC5XjBoxskCo4nZXRPtEEWpsWQVbgrf45WWon5U9y/fnxcrD56yOPBzBMZTAg0uowB1UoQYUhvAEL/DqZM6z8+a8z0ZzzrzCQ/gj5+MHTtKSxw==</latexit>

ḡ(0) = 0.691
<latexit sha1_base64="kodjah8DgLnks9MzVQ+rCZ1SMOM=">AAAB+XicbZDLSgMxGIX/qbdab6Mu3QSLUDclI+JlIRTcuKxiL9AOJZNm2tBMZkgyhTL0Tdy4UMStL+AzuPNtTC8LbT0Q+DjnD/lzgkRwbTD+dnIrq2vrG/nNwtb2zu6eu39Q13GqKKvRWMSqGRDNBJesZrgRrJkoRqJAsEYwuJ3kjSFTmsfy0YwS5kekJ3nIKTHW6rhuOyAq641L+PQGly+uvY5bxGU8FVoGbw5FmKvacb/a3ZimEZOGCqJ1y8OJ8TOiDKeCjQvtVLOE0AHpsZZFSSKm/Wy6+RidWKeLwljZIw2aur9vZCTSehQFdjIipq8Xs4n5X9ZKTXjlZ1wmqWGSzh4KU4FMjCY1oC5XjBoxskCo4nZXRPtEEWpsWQVbgrf45WWon5U9y/fnxcrD56yOPBzBMZTAg0uowB1UoQYUhvAEL/DqZM6z8+a8z0ZzzrzCQ/gj5+MHTtKSxw==</latexit><latexit sha1_base64="kodjah8DgLnks9MzVQ+rCZ1SMOM=">AAAB+XicbZDLSgMxGIX/qbdab6Mu3QSLUDclI+JlIRTcuKxiL9AOJZNm2tBMZkgyhTL0Tdy4UMStL+AzuPNtTC8LbT0Q+DjnD/lzgkRwbTD+dnIrq2vrG/nNwtb2zu6eu39Q13GqKKvRWMSqGRDNBJesZrgRrJkoRqJAsEYwuJ3kjSFTmsfy0YwS5kekJ3nIKTHW6rhuOyAq641L+PQGly+uvY5bxGU8FVoGbw5FmKvacb/a3ZimEZOGCqJ1y8OJ8TOiDKeCjQvtVLOE0AHpsZZFSSKm/Wy6+RidWKeLwljZIw2aur9vZCTSehQFdjIipq8Xs4n5X9ZKTXjlZ1wmqWGSzh4KU4FMjCY1oC5XjBoxskCo4nZXRPtEEWpsWQVbgrf45WWon5U9y/fnxcrD56yOPBzBMZTAg0uowB1UoQYUhvAEL/DqZM6z8+a8z0ZzzrzCQ/gj5+MHTtKSxw==</latexit><latexit sha1_base64="kodjah8DgLnks9MzVQ+rCZ1SMOM=">AAAB+XicbZDLSgMxGIX/qbdab6Mu3QSLUDclI+JlIRTcuKxiL9AOJZNm2tBMZkgyhTL0Tdy4UMStL+AzuPNtTC8LbT0Q+DjnD/lzgkRwbTD+dnIrq2vrG/nNwtb2zu6eu39Q13GqKKvRWMSqGRDNBJesZrgRrJkoRqJAsEYwuJ3kjSFTmsfy0YwS5kekJ3nIKTHW6rhuOyAq641L+PQGly+uvY5bxGU8FVoGbw5FmKvacb/a3ZimEZOGCqJ1y8OJ8TOiDKeCjQvtVLOE0AHpsZZFSSKm/Wy6+RidWKeLwljZIw2aur9vZCTSehQFdjIipq8Xs4n5X9ZKTXjlZ1wmqWGSzh4KU4FMjCY1oC5XjBoxskCo4nZXRPtEEWpsWQVbgrf45WWon5U9y/fnxcrD56yOPBzBMZTAg0uowB1UoQYUhvAEL/DqZM6z8+a8z0ZzzrzCQ/gj5+MHTtKSxw==</latexit><latexit sha1_base64="kodjah8DgLnks9MzVQ+rCZ1SMOM=">AAAB+XicbZDLSgMxGIX/qbdab6Mu3QSLUDclI+JlIRTcuKxiL9AOJZNm2tBMZkgyhTL0Tdy4UMStL+AzuPNtTC8LbT0Q+DjnD/lzgkRwbTD+dnIrq2vrG/nNwtb2zu6eu39Q13GqKKvRWMSqGRDNBJesZrgRrJkoRqJAsEYwuJ3kjSFTmsfy0YwS5kekJ3nIKTHW6rhuOyAq641L+PQGly+uvY5bxGU8FVoGbw5FmKvacb/a3ZimEZOGCqJ1y8OJ8TOiDKeCjQvtVLOE0AHpsZZFSSKm/Wy6+RidWKeLwljZIw2aur9vZCTSehQFdjIipq8Xs4n5X9ZKTXjlZ1wmqWGSzh4KU4FMjCY1oC5XjBoxskCo4nZXRPtEEWpsWQVbgrf45WWon5U9y/fnxcrD56yOPBzBMZTAg0uowB1UoQYUhvAEL/DqZM6z8+a8z0ZzzrzCQ/gj5+MHTtKSxw==</latexit>



What is the worst g(.)?

§ Using straightforward one-dim calculus:

ḡ(⇢) � min
g�2[0,1]![0,1]

Z 1

0
g�(y)e

��1(y)� ⇢2

2�2 dy
<latexit sha1_base64="orU/IQUmiCwhveBLSy9xPW6t070="></latexit><latexit sha1_base64="orU/IQUmiCwhveBLSy9xPW6t070="></latexit><latexit sha1_base64="orU/IQUmiCwhveBLSy9xPW6t070="></latexit><latexit sha1_base64="orU/IQUmiCwhveBLSy9xPW6t070="></latexit>

s.t.

Z 1

0
g�(y)dy = ḡ(0)

<latexit sha1_base64="hJqkm9z/PkiCZ0TZlIkwwjhjOYo="></latexit><latexit sha1_base64="hJqkm9z/PkiCZ0TZlIkwwjhjOYo="></latexit><latexit sha1_base64="hJqkm9z/PkiCZ0TZlIkwwjhjOYo="></latexit><latexit sha1_base64="hJqkm9z/PkiCZ0TZlIkwwjhjOYo="></latexit>

monotonically 
increasing

g�(y) := g(���1(y))
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§ Define

gworst(z) =

⇢
1 if z  ���1(ḡ(0))
0 if z > ���1(ḡ(0))
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Generalizability of Randomized Smoothing
§ Theorem (KLGF. ICML’20)

Using any symmetric i.i.d. smoothing:

Robustness radius 
against Lp attacks

Extra dependence 
on d for p>2

§ Curse of dimensionality: For Lp attacks where p>2, the 
smoothing-based certificate upper bound decreases as d increases

Curse of Dimensionality on Randomized Smoothing for Certifiable Robustness, 
Kumar, Levine, Goldstein, F., ICML 2020
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+
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Gaussian Smoothing for Lp Attacks
§ If we use Gaussian smoothing against Lp attacks, we get: 

§ Using any symmetric i.i.d. smoothing:

r⇤p  �

2
p
2d

1
2�

1
p

⇣ 1p
1� p1(x)

+
1p
p2(x)

⌘
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Up to some constants, Gaussian smoothing is optimal
within i.i.d. smoothing distributions against Lp attacks

rp =
�

2d
1
2�

1
p

⇣
��1(p1(x))� ��1(p2(x))

⌘
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CIFAR-10 vs. ImageNet

§ Gaussian smoothing with 
§ The certified radius decreases with dimension with a scaling   

� = 0.25
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⇠ d1/2�1/p
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Uniform Smoothing for L1 attacks
§ A smoothed classifier: f̄(x) := E✏ [f(x+ ✏)]

<latexit sha1_base64="uj++QYNPOprWcEJhq/R1wXfboX0="></latexit><latexit sha1_base64="uj++QYNPOprWcEJhq/R1wXfboX0="></latexit><latexit sha1_base64="uj++QYNPOprWcEJhq/R1wXfboX0="></latexit><latexit sha1_base64="uj++QYNPOprWcEJhq/R1wXfboX0="></latexit>

§ Theorem (Lee et al.’19)

<latexit sha1_base64="Hcp+OJuR2MZMt4CaPqoyqi/bPz0=">AAACH3icbVBNS8MwGE7n15xfVY9egkOYoKNVmR4HXjxOsdtgnSNN0y0sTUuSCqPsn3jxn4gXD4qIt/0b024H3Xwg5OF53jd538eLGZXKsiZGYWl5ZXWtuF7a2Nza3jF395oySgQmDo5YJNoekoRRThxFFSPtWBAUeoy0vOF15rceiZA04vdqFJNuiPqcBhQjpaWeWXNDpAZekLoklpRFfAxdSUOYyxix1Bk/+JVTl+knfXQyu497ZtmqWjngIrFnpAxmaPTMb9ePcBISrjBDUnZsK1bdFAlFMSPjkptIEiM8RH3S0ZSjkMhumu83hkda8WEQCX24grn6uyNFoZSj0NOV2dhy3svE/7xOooKrbkp5nCjC8fSjIGFQRTALC/pUEKzYSBOEBdWzQjxAAmGlIy3pEOz5lRdJ86xq16rntxfl+t3LNI4iOACHoAJscAnq4AY0gAMweAKv4B18GM/Gm/FpfE1LC8Yswn3wB8bkB70SpAk=</latexit>

✏ ⇠ Ud(��,�)

is            -Lipschitz with respect to L1 norm  
<latexit sha1_base64="6LumqEshc4LTGPWXl2Z9owg6msQ=">AAAB83icbVDLSsNAFL2pr1pfVZduBotQNzWpoi4LblxWsQ9oQplMJu3QySTMTIQS+htuXCji1n/wG9z5N07aLrT1wIXDOecyd46fcKa0bX9bhZXVtfWN4mZpa3tnd6+8f9BWcSoJbZGYx7LrY0U5E7Slmea0m0iKI5/Tjj+6yf3OI5WKxeJBjxPqRXggWMgI1kZynbNq3eUmHuDTfrli1+wp0DJx5qQCczT75S83iEkaUaEJx0r1HDvRXoalZoTTSclNFU0wGeEB7RkqcESVl01vnqATowQojKUZodFU/b2R4UipceSbZIT1UC16ufif10t1eO1lTCSppoLMHgpTjnSM8gJQwCQlmo8NwUQycysiQywx0aamkinBWfzyMmnXa85l7fzuotK4/5zVUYQjOIYqOHAFDbiFJrSAQAJP8AKvVmo9W2/W+yxasOYVHsIfWB8/l8WRag==</latexit>

1/(2�)
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f̄(x)

§ Yang et al. (2020) shows that this is (in a sense) optimal for 
the L1 norm (among additive smoothing distributions)

§ Uniform additive noise requires independence à
smoothing is done in d-dimensional space

Curse of Dimensionality on Randomized Smoothing for Certifiable Robustness, 
Kumar, Levine, Goldstein, F., ICML 2020



Non-additive Smoothing with Splitting Noise
§ SSN: a smoothed classifier with splitting noise

0

1
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Levine and F., improved, Deterministic Smoothing for L1 Certified Robustness, ICML 2021



Non-additive Smoothing with Splitting Noise
§ SSN: a smoothed classifier with splitting noise
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Non-additive Smoothing with Splitting Noise
§ SSN: a smoothed classifier with splitting noise
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Levine and F., improved, Deterministic Smoothing for L1 Certified Robustness, ICML 2021
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Smoothing with Splitting Noise
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Smoothing with Splitting Noise



δ2

δ1

Smoothing with Splitting Noise

Union Bound: holds regardless 
of joint distribution of si’s



Non-additive Smoothing with Splitting Noise
§ SSN: a smoothed classifier with splitting noise

<latexit sha1_base64="MrTCsApYMXcnp1Oavzh6WvGdufs="></latexit>

f̄(x) := Es [f(x̃)]

§ Theorem (Levine & F. ICML’21)
is            -Lipschitz with respect to L1 norm  
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f̄(x)

§ SSN is non-additive

§ Splitting noise component does NOT require 
independence à smoothing is done in one-dimensional 
space and can be de-randomized

For any joint distribution s with each 



Derandomized Smoothing with Splitting Noise
§ Goal: evaluate all possible noise realizations, to compute        exactly.   
§ For quantized inputs (e.g. in images), si is uniform on a finite set
§ Let q := number of quantizations (e.g. 256 for images)

§ If independence was required (i.e. in uniform smoothing), this would mean 
(2λq)d evaluations à computationally expensive

§ But with SSN, independence is not required: only need 2λq evaluations.



SSN - Representation Differences



Empirical Results
§ Our method established new state-of-the-art results on 

ImageNet



Landscape of Provable Defenses

Lp:

Non-Lp:

IBP/Convex 
Wong & Kolter, ’18
Gowal, et al., ’18, Mirman 
2018, Zhang 2019

Lipschitz/Curvature 
Bounds
Singla & F., ICML’20
Singla & F., ICML’21

Amount of the network information used in the defense

Randomized Smoothing
Cohen et al. ’19, Li et al. ’18, Salman 
et al. ’19, Lecuyer et al. ’19, Teng et 
al. ’20, Lee et al. ’19, Yang et al. ’20, 
KLGF., ICML 20, KLFG, NeurIPS 20, 
Levine, F. ICML’21 

Sparse Threat
Lee et al. ‘19, Levine, F. AAAI’20

Wasserstein Threat
Levine, F. AISTATS ’20

Patch Threat
Levine, F. NeurIPS’20, Xiang et al.’20

Patch Threat
Chaing et al.’20



Orthogonal Convolutions
§ Goal: develop convolution layers with orthogonal Jacobians à

Lipschitz CNNs à provable robustness against L2 adversarial 
attacks

§ Related works:
Ø Orthogonal convolutions: BCOP (Li et al.’19); 

Cayley (Trockman, Kolter, 2021)

Ø Spectral analysis of convolutions: Sedghi et al. 
(2018), Singla & F. (2021)



Orthogonal Convolutions

Orthogonal



• Exploding and vanishing gradients [Pennington et al. 2017, 
Xiao et al. 2018]
• Robustness [Szegedy et al. 2014, Cisse et al. 2017]
• Generalization bounds [Long et al. 2019]
• Wasserstein distance estimation [Villani et al. 2008]

Why orthogonalize convolution layers?



Key mathematical properties

•

•



Skew-symmetric convolution filters

Jacobian of the 
flipped filter

• Theorem: A convolution filter      is Skew-Symmetric if and only if

Flip the height and width dimensions, 
transpose the two channel dimensions

Jacobian

Skew
Symmetric



Computing the exponential series
• Given an input X, convolution filter L of appropriate sizes

Convolution exponential 
[Hoogeboom et al. 2020]



Approximation guarantee
• Theorem: If J is skew symmetric:

• Approximation error decays exponentially with the number 
of terms k used for approximation

Orthogonal matrix Our finite term
approximation

Approximation Error 
(< 2.42 x 10-6 in our 

experiments)



Results for provably robust training

Number 
of layers

Standard Accuracy Provably Robust 
Accuracy

Train time/epoch (secs)

BCOP SOC BCOP SOC BCOP SOC

5 74.35% 75.78% 58.01% 59.16% 96.153 31.096
10 74.47% 76.48% 58.48% 60.82% 122.115 48.242
15 73.86% 76.68% 57.39% 61.30% 145.944 63.742
20 69.84% 76.43% 52.10% 61.92% 170.009 77.226
25 68.26% 75.19% 49.92% 60.18% 207.359 98.534
30 64.11% 74.47% 43.39% 59.04% 227.916 110.531
35 63.05% 73.70% 41.72% 58.44% 267.272 130.671
40 60.17% 71.63% 38.87% 54.36% 295.350 144.556

~10% improvement for deeper 
(>25 layers) networks 2-3x decrease



Results for standard/adversarial training
Model Standard Accuracy

Vanilla BCOP SOC
Resnet-18 95.10% 92.38% 94.24%
Resnet-34 95.54% 93.79% 94.44%
Resnet-50 95.47% OOM Error 94.68%

Model Standard Accuracy Empirical Robust Accuracy
Vanilla BCOP SOC Vanilla BCOP SOC

Resnet-18 83.05% 79.26% 82.24% 59.87% 54.80% 58.95%

Results using standard training

Results using adversarial training



Landscape of Provable Defenses

Lp:

Non-Lp:

IBP/Convex 
Wong & Kolter, ’18
Gowal, et al., ’18, Mirman 
2018, Zhang 2019

Lipschitz/Curvature 
Bounds
Singla & F., ICML’20
Singla & F., ICML’21

Amount of the network information used in the defense

Randomized Smoothing
Cohen et al. ’19, Li et al. ’18, Salman 
et al. ’19, Lecuyer et al. ’19, Teng et 
al. ’20, Lee et al. ’19, Yang et al. ’20, 
KLGF., ICML 20, KLFG, NeurIPS 20, 
Levine, F. ICML’21 

Sparse Threat
Lee et al. ‘19, Levine, F. AAAI’20

Wasserstein Threat
Levine, F. AISTATS ’20

Patch Threat
Levine, F. NeurIPS’20, Xiang et al.’20

Patch Threat
Chaing et al.’20



Sparse Adversarial Attacks
§ Adversary can change up to    pixels⇢
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Adv. Example

Classification label: 5

⇢ = 25
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Input Image

Classification label: 3



Certifiable Defense against Sparse 
Adversarial Attacks

§ Lee et al ’19: With some probability, randomize the 
value of each pixel. Then, take the consensus among 
randomizations.

§ Gives median certified robustness of 4 pixels on MNIST, 
one pixel on ImageNet-1000.

§ Question: is there a better smoothing distribution for 
sparse attacks?



Our Approach: Randomized Ablation 
§ Use k randomly selected pixels (out of d) in classification

§ pi(x): probability that x gets the label i using randomly 
ablated samples

label: 2 label: 2 label: 3

NULL pixels: encoded far from the retained pixels

Input

…

noisy samples



Robustness Certificate
§ Theorem (Levine, F. AAAI’20)

|pi(x)� pi(x
0)|  �
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where � = 1�
�d�⇢

k

�
�d
k

�
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probability that any of adv. 
perturbed pixels is used in 

classification

For inputs x and x’ with                         , for all ikx� x0k`0  ⇢
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Robustness vs Accuracy Trade-off

§ Increasing k boosts classification 
accuracy but also increases ∆ 

§ Empirically, there exists a k that 
achieves maximum robustness 



Empirical Results
§ Median certified robustness:

Ø MNIST: 8 pixels
Ø ImageNet: 16 pixels

§ Median empirical robustness on MNIST: 



Comparison with Lee et al. ‘19

§ Ablating pixels instead of randomizing them preserves 
more information: we know which pixels are from the 
original image and which are ablated.

§ This can be quantified in terms of the mutual information
between the original and ablated images.



Encoding Ablated Pixels 
§ Approach one: double the number of channels, encode NULL 

as (0,0)

§ Approach two: Encoding NULL pixels as the mean value on 
the dataset works fine:



Today’s Talk
§ Part 1: Attack = (algorithm, threat model)

fixedvariable

§ Part 1I: Attack = (algorithm, threat model)
variable variable

Perceptual Adversarial Robustness: Defense Against Unseen Threat Models, 
Laidlaw, Singla, F., on arXiv



§ Key assumption: the defender knows the 
threat model used by the attacker

does not know



Example of Robustness Generalization
§ Suppose we use the popular adversarial training to robustify

a CIFAR-10 classification model against L1
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à Robust accuracy against         attacks isL1
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⋍ 50%  

à Robust accuracy against spatial attacks is
⋍ 5% !!!  



Generalization to Unforeseen attacks
§ Standard defenses have poor generalization to unforeseen 

adversarial attacks 
§ Unforeseen Attack Robustness of Adversarial Training-based 

defenses on CIFAR-10

Laidlaw, Singla, F., ICLR’ 21



§ Question: Can we develop a defense with a 
generalizable robustness across various 
adversarial threat models?

§ Yes, Perceptual Adversarial Training (PAT)

Laidlaw, Singla, F., Perceptual Adversarial Robustness: Defense 
Against Unseen Threat Models, ICLR 2021



Relationship Between Threat Models
Unrestricted threat model
{x0 : fhuman(x

0) = fhuman(x)}
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{x0 : dperc(x
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True Perceptual threat model

Spatial

PatchProposed: Neural 
Perceptual Threat Model
{x0 : dneural(x

0,x)  ⇢}
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Proposed: Neural Perceptual 
Threat Model

§ Idea: use deep networks to approximate the true perceptual 
distance in the adversarial threat model 

§ Challenges:

o What are proper neural perceptual distance functions?
o The attack is a more complex optimization problem due to 

non-convexity of constraints 
o The defense has a new front of vulnerability: the threat 

model itself can be attacked



Neural Perceptual Distances

§ We use the LPIPS (Learned Perceptual Image Patch 
Similarity) as dneural(x,x

0)
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§ An age-old problem in computer vision: several surrogate 
functions exist including SSIM (wang et al. ‘04) and LPIPS 
(Zhang et al.’18)

Internal activations 
of a conv. net g(.)

Perceptual attacks



L2 Attacks
max
x0

`cls(f(x
0), y)
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1st order apx

max
x0

r`cls(f(x), y)
T �
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<latexit sha1_base64="4vqyde1Sc9/1OskLOpmqlw19mdA=">AAACAHicbZDNSsNAFIUn9a/Wv6gLF24Gi+CqJCLosuBGdxVsKzShTCY37dDJJM5MhBK78VXcuFDErY/hzrdx0mahrQcGPs69lzv3BClnSjvOt1VZWl5ZXauu1zY2t7Z37N29jkoySaFNE57Iu4Ao4ExAWzPN4S6VQOKAQzcYXRb17gNIxRJxq8cp+DEZCBYxSrSx+vaB94i9ELgmuCAO99iTw6TWt+tOw5kKL4JbQh2VavXtLy9MaBaD0JQTpXquk2o/J1IzymFS8zIFKaEjMoCeQUFiUH4+PWCCj40T4iiR5gmNp+7viZzESo3jwHTGRA/VfK0w/6v1Mh1d+DkTaaZB0NmiKONYJ7hIA4dMAtV8bIBQycxfMR0SSag2mRUhuPMnL0LntOEavjmrN6/LOKroEB2hE+Sic9REV6iF2oiiCXpGr+jNerJerHfrY9ZascqZffRH1ucPJrKVew==</latexit><latexit sha1_base64="4vqyde1Sc9/1OskLOpmqlw19mdA=">AAACAHicbZDNSsNAFIUn9a/Wv6gLF24Gi+CqJCLosuBGdxVsKzShTCY37dDJJM5MhBK78VXcuFDErY/hzrdx0mahrQcGPs69lzv3BClnSjvOt1VZWl5ZXauu1zY2t7Z37N29jkoySaFNE57Iu4Ao4ExAWzPN4S6VQOKAQzcYXRb17gNIxRJxq8cp+DEZCBYxSrSx+vaB94i9ELgmuCAO99iTw6TWt+tOw5kKL4JbQh2VavXtLy9MaBaD0JQTpXquk2o/J1IzymFS8zIFKaEjMoCeQUFiUH4+PWCCj40T4iiR5gmNp+7viZzESo3jwHTGRA/VfK0w/6v1Mh1d+DkTaaZB0NmiKONYJ7hIA4dMAtV8bIBQycxfMR0SSag2mRUhuPMnL0LntOEavjmrN6/LOKroEB2hE+Sic9REV6iF2oiiCXpGr+jNerJerHfrY9ZascqZffRH1ucPJrKVew==</latexit><latexit sha1_base64="4vqyde1Sc9/1OskLOpmqlw19mdA=">AAACAHicbZDNSsNAFIUn9a/Wv6gLF24Gi+CqJCLosuBGdxVsKzShTCY37dDJJM5MhBK78VXcuFDErY/hzrdx0mahrQcGPs69lzv3BClnSjvOt1VZWl5ZXauu1zY2t7Z37N29jkoySaFNE57Iu4Ao4ExAWzPN4S6VQOKAQzcYXRb17gNIxRJxq8cp+DEZCBYxSrSx+vaB94i9ELgmuCAO99iTw6TWt+tOw5kKL4JbQh2VavXtLy9MaBaD0JQTpXquk2o/J1IzymFS8zIFKaEjMoCeQUFiUH4+PWCCj40T4iiR5gmNp+7viZzESo3jwHTGRA/VfK0w/6v1Mh1d+DkTaaZB0NmiKONYJ7hIA4dMAtV8bIBQycxfMR0SSag2mRUhuPMnL0LntOEavjmrN6/LOKroEB2hE+Sic9REV6iF2oiiCXpGr+jNerJerHfrY9ZascqZffRH1ucPJrKVew==</latexit><latexit sha1_base64="4vqyde1Sc9/1OskLOpmqlw19mdA=">AAACAHicbZDNSsNAFIUn9a/Wv6gLF24Gi+CqJCLosuBGdxVsKzShTCY37dDJJM5MhBK78VXcuFDErY/hzrdx0mahrQcGPs69lzv3BClnSjvOt1VZWl5ZXauu1zY2t7Z37N29jkoySaFNE57Iu4Ao4ExAWzPN4S6VQOKAQzcYXRb17gNIxRJxq8cp+DEZCBYxSrSx+vaB94i9ELgmuCAO99iTw6TWt+tOw5kKL4JbQh2VavXtLy9MaBaD0JQTpXquk2o/J1IzymFS8zIFKaEjMoCeQUFiUH4+PWCCj40T4iiR5gmNp+7viZzESo3jwHTGRA/VfK0w/6v1Mh1d+DkTaaZB0NmiKONYJ7hIA4dMAtV8bIBQycxfMR0SSag2mRUhuPMnL0LntOEavjmrN6/LOKroEB2hE+Sic9REV6iF2oiiCXpGr+jNerJerHfrY9ZascqZffRH1ucPJrKVew==</latexit>

Perceptual Attacks

dneural(x,x
0) = k�(x)� �(x0)k  ⇢

<latexit sha1_base64="2IKFn1R+69xr0waFgxL92sdxTeA="></latexit><latexit sha1_base64="2IKFn1R+69xr0waFgxL92sdxTeA="></latexit><latexit sha1_base64="2IKFn1R+69xr0waFgxL92sdxTeA="></latexit><latexit sha1_base64="2IKFn1R+69xr0waFgxL92sdxTeA="></latexit>

max
x0

`cls(f(x
0), y)

<latexit sha1_base64="SDWHq/Rj/8DFcYqBLWB0WnPzvt4=">AAACHHicbZDLSsNAFIYn9VbrLerSzWARW5CSqKDLghuXVewFmhAm00k7dHJhZiINIb6HG19FFy4UceNC8G2ctF3U1gMzfPz/Geac340YFdIwfrTC0vLK6lpxvbSxubW9o+/utUQYc0yaOGQh77hIEEYD0pRUMtKJOEG+y0jbHV7lfvuecEHD4E4mEbF91A+oRzGSSnL0M8tHIydVtxy4XjrKjjP4AC3CmJNiJjJY8SozZvUkqZYcvWzUjHHBRTCnUAbTajj6l9ULceyTQGKGhOiaRiTtFHFJMSNZyYoFiRAeoj7pKgyQT4SdjpfL4JFSetALuTqBhGN19kWKfCES31Wd+Zxi3svF/7xuLL1LO6VBFEsS4MlHXsygDGGeFOxRTrBkiQKEOVWzQjxAHGGp8sxDMOdXXoTWac1UfHNert++TOIoggNwCCrABBegDq5BAzQBBo/gGbyBd+1Je9U+tM9Ja0GbRrgP/pT2/QsvlqID</latexit><latexit sha1_base64="SDWHq/Rj/8DFcYqBLWB0WnPzvt4=">AAACHHicbZDLSsNAFIYn9VbrLerSzWARW5CSqKDLghuXVewFmhAm00k7dHJhZiINIb6HG19FFy4UceNC8G2ctF3U1gMzfPz/Geac340YFdIwfrTC0vLK6lpxvbSxubW9o+/utUQYc0yaOGQh77hIEEYD0pRUMtKJOEG+y0jbHV7lfvuecEHD4E4mEbF91A+oRzGSSnL0M8tHIydVtxy4XjrKjjP4AC3CmJNiJjJY8SozZvUkqZYcvWzUjHHBRTCnUAbTajj6l9ULceyTQGKGhOiaRiTtFHFJMSNZyYoFiRAeoj7pKgyQT4SdjpfL4JFSetALuTqBhGN19kWKfCES31Wd+Zxi3svF/7xuLL1LO6VBFEsS4MlHXsygDGGeFOxRTrBkiQKEOVWzQjxAHGGp8sxDMOdXXoTWac1UfHNert++TOIoggNwCCrABBegDq5BAzQBBo/gGbyBd+1Je9U+tM9Ja0GbRrgP/pT2/QsvlqID</latexit><latexit sha1_base64="SDWHq/Rj/8DFcYqBLWB0WnPzvt4=">AAACHHicbZDLSsNAFIYn9VbrLerSzWARW5CSqKDLghuXVewFmhAm00k7dHJhZiINIb6HG19FFy4UceNC8G2ctF3U1gMzfPz/Geac340YFdIwfrTC0vLK6lpxvbSxubW9o+/utUQYc0yaOGQh77hIEEYD0pRUMtKJOEG+y0jbHV7lfvuecEHD4E4mEbF91A+oRzGSSnL0M8tHIydVtxy4XjrKjjP4AC3CmJNiJjJY8SozZvUkqZYcvWzUjHHBRTCnUAbTajj6l9ULceyTQGKGhOiaRiTtFHFJMSNZyYoFiRAeoj7pKgyQT4SdjpfL4JFSetALuTqBhGN19kWKfCES31Wd+Zxi3svF/7xuLL1LO6VBFEsS4MlHXsygDGGeFOxRTrBkiQKEOVWzQjxAHGGp8sxDMOdXXoTWac1UfHNert++TOIoggNwCCrABBegDq5BAzQBBo/gGbyBd+1Je9U+tM9Ja0GbRrgP/pT2/QsvlqID</latexit><latexit sha1_base64="SDWHq/Rj/8DFcYqBLWB0WnPzvt4=">AAACHHicbZDLSsNAFIYn9VbrLerSzWARW5CSqKDLghuXVewFmhAm00k7dHJhZiINIb6HG19FFy4UceNC8G2ctF3U1gMzfPz/Geac340YFdIwfrTC0vLK6lpxvbSxubW9o+/utUQYc0yaOGQh77hIEEYD0pRUMtKJOEG+y0jbHV7lfvuecEHD4E4mEbF91A+oRzGSSnL0M8tHIydVtxy4XjrKjjP4AC3CmJNiJjJY8SozZvUkqZYcvWzUjHHBRTCnUAbTajj6l9ULceyTQGKGhOiaRiTtFHFJMSNZyYoFiRAeoj7pKgyQT4SdjpfL4JFSetALuTqBhGN19kWKfCES31Wd+Zxi3svF/7xuLL1LO6VBFEsS4MlHXsygDGGeFOxRTrBkiQKEOVWzQjxAHGGp8sxDMOdXXoTWac1UfHNert++TOIoggNwCCrABBegDq5BAzQBBo/gGbyBd+1Je9U+tM9Ja0GbRrgP/pT2/QsvlqID</latexit>

�⇤ / (J>J)�1(r`cls)
<latexit sha1_base64="BlfbaV/0AasWhw93wfhi/xA+rZQ="></latexit><latexit sha1_base64="BlfbaV/0AasWhw93wfhi/xA+rZQ="></latexit><latexit sha1_base64="BlfbaV/0AasWhw93wfhi/xA+rZQ="></latexit><latexit sha1_base64="BlfbaV/0AasWhw93wfhi/xA+rZQ="></latexit>

�⇤ / r`cls
<latexit sha1_base64="owP1+otBfgLORZN2bxEN5yu7M/s=">AAACDHicbVC7SgNBFJ31GeMramkzGASxCLsiaBmw0S6CeUB2DXdnb5Ihs7PLzKwQlnyAjb9iY6GIrR9g5984eRSaeGDgcM653LknTAXXxnW/naXlldW19cJGcXNre2e3tLff0EmmGNZZIhLVCkGj4BLrhhuBrVQhxKHAZji4GvvNB1SaJ/LODFMMYuhJ3uUMjJU6pbIfoTBwf0r9VCWpSagvIRRAfRSikzOhR0WbcivuBHSReDNSJjPUOqUvP0pYFqM0TIDWbc9NTZCDMpwJHBX9TGMKbAA9bFsqIUYd5JNjRvTYKhHtJso+aehE/T2RQ6z1MA5tMgbT1/PeWPzPa2emexnkXKaZQcmmi7qZoPbmcTM04gqZEUNLgClu/0pZHxQwY/sbl+DNn7xIGmcVz/Lb83L1ZlZHgRySI3JCPHJBquSa1EidMPJInskreXOenBfn3fmYRpec2cwB+QPn8wf9YJr0</latexit><latexit sha1_base64="owP1+otBfgLORZN2bxEN5yu7M/s=">AAACDHicbVC7SgNBFJ31GeMramkzGASxCLsiaBmw0S6CeUB2DXdnb5Ihs7PLzKwQlnyAjb9iY6GIrR9g5984eRSaeGDgcM653LknTAXXxnW/naXlldW19cJGcXNre2e3tLff0EmmGNZZIhLVCkGj4BLrhhuBrVQhxKHAZji4GvvNB1SaJ/LODFMMYuhJ3uUMjJU6pbIfoTBwf0r9VCWpSagvIRRAfRSikzOhR0WbcivuBHSReDNSJjPUOqUvP0pYFqM0TIDWbc9NTZCDMpwJHBX9TGMKbAA9bFsqIUYd5JNjRvTYKhHtJso+aehE/T2RQ6z1MA5tMgbT1/PeWPzPa2emexnkXKaZQcmmi7qZoPbmcTM04gqZEUNLgClu/0pZHxQwY/sbl+DNn7xIGmcVz/Lb83L1ZlZHgRySI3JCPHJBquSa1EidMPJInskreXOenBfn3fmYRpec2cwB+QPn8wf9YJr0</latexit><latexit sha1_base64="owP1+otBfgLORZN2bxEN5yu7M/s=">AAACDHicbVC7SgNBFJ31GeMramkzGASxCLsiaBmw0S6CeUB2DXdnb5Ihs7PLzKwQlnyAjb9iY6GIrR9g5984eRSaeGDgcM653LknTAXXxnW/naXlldW19cJGcXNre2e3tLff0EmmGNZZIhLVCkGj4BLrhhuBrVQhxKHAZji4GvvNB1SaJ/LODFMMYuhJ3uUMjJU6pbIfoTBwf0r9VCWpSagvIRRAfRSikzOhR0WbcivuBHSReDNSJjPUOqUvP0pYFqM0TIDWbc9NTZCDMpwJHBX9TGMKbAA9bFsqIUYd5JNjRvTYKhHtJso+aehE/T2RQ6z1MA5tMgbT1/PeWPzPa2emexnkXKaZQcmmi7qZoPbmcTM04gqZEUNLgClu/0pZHxQwY/sbl+DNn7xIGmcVz/Lb83L1ZlZHgRySI3JCPHJBquSa1EidMPJInskreXOenBfn3fmYRpec2cwB+QPn8wf9YJr0</latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="Uj9+xAlp9QqRlMHza8yK7ZsJ22U=">AAACAXicbZDNSgMxFIXv+Ftr1erWTbAI4qLMuNGl4MZlBfsDnVrupLdtaCYzJBmhDH0AN76KGxeK+BLufBvTn4W2Xgh8nHNDck6USmGs7397a+sbm1vbhZ3ibmlv/6B8WGqYJNOc6jyRiW5FaEgKRXUrrKRWqgnjSFIzGt1M/eYjaSMSdW/HKXViHCjRFxytk7rlStgjafHhnIWpTlKbsFBhJJGFJGU359JMim7Lr/qzYasQLKACi6l1y19hL+FZTMpyica0Az+1nRy1FVzSpBhmhlLkIxxQ26HCmEwnn4WZsFOn9Fg/0e4oy2bq7xs5xsaM48htxmiHZtmbiv957cz2rzq5UGlmSfH5Q/1MMpd52gzrCU3cyrED5Fq4vzI+RI3cuv6mJQTLkVehcVENHN/5UIBjOIEzCOASruEWalAHDk/wAm/w7j17r97HvK41b9HbEfwZ7/MHU7yZdg==</latexit><latexit sha1_base64="Uj9+xAlp9QqRlMHza8yK7ZsJ22U=">AAACAXicbZDNSgMxFIXv+Ftr1erWTbAI4qLMuNGl4MZlBfsDnVrupLdtaCYzJBmhDH0AN76KGxeK+BLufBvTn4W2Xgh8nHNDck6USmGs7397a+sbm1vbhZ3ibmlv/6B8WGqYJNOc6jyRiW5FaEgKRXUrrKRWqgnjSFIzGt1M/eYjaSMSdW/HKXViHCjRFxytk7rlStgjafHhnIWpTlKbsFBhJJGFJGU359JMim7Lr/qzYasQLKACi6l1y19hL+FZTMpyica0Az+1nRy1FVzSpBhmhlLkIxxQ26HCmEwnn4WZsFOn9Fg/0e4oy2bq7xs5xsaM48htxmiHZtmbiv957cz2rzq5UGlmSfH5Q/1MMpd52gzrCU3cyrED5Fq4vzI+RI3cuv6mJQTLkVehcVENHN/5UIBjOIEzCOASruEWalAHDk/wAm/w7j17r97HvK41b9HbEfwZ7/MHU7yZdg==</latexit><latexit sha1_base64="MF0c50Ud8J2t1MCe96z2SoDpGkE=">AAACDHicbVC7SgNBFJ2NrxhfUUubwSCIRdi10TJgo10E84BsDHdn7yZDZmeXmVkhLPkAG3/FxkIRWz/Azr9x8ig08cDA4ZxzuXNPkAqujet+O4WV1bX1jeJmaWt7Z3evvH/Q1EmmGDZYIhLVDkCj4BIbhhuB7VQhxIHAVjC8mvitB1SaJ/LOjFLsxtCXPOIMjJV65YofojBwf0b9VCWpSagvIRBAfRSilzOhxyWbcqvuFHSZeHNSIXPUe+UvP0xYFqM0TIDWHc9NTTcHZTgTOC75mcYU2BD62LFUQoy6m0+PGdMTq4Q0SpR90tCp+nsih1jrURzYZAxmoBe9ifif18lMdNnNuUwzg5LNFkWZoPbmSTM05AqZESNLgClu/0rZABQwY/ublOAtnrxMmudVz/Jbt1K7mddRJEfkmJwSj1yQGrkmddIgjDySZ/JK3pwn58V5dz5m0YIznzkkf+B8/gD8IJrw</latexit><latexit sha1_base64="owP1+otBfgLORZN2bxEN5yu7M/s=">AAACDHicbVC7SgNBFJ31GeMramkzGASxCLsiaBmw0S6CeUB2DXdnb5Ihs7PLzKwQlnyAjb9iY6GIrR9g5984eRSaeGDgcM653LknTAXXxnW/naXlldW19cJGcXNre2e3tLff0EmmGNZZIhLVCkGj4BLrhhuBrVQhxKHAZji4GvvNB1SaJ/LODFMMYuhJ3uUMjJU6pbIfoTBwf0r9VCWpSagvIRRAfRSikzOhR0WbcivuBHSReDNSJjPUOqUvP0pYFqM0TIDWbc9NTZCDMpwJHBX9TGMKbAA9bFsqIUYd5JNjRvTYKhHtJso+aehE/T2RQ6z1MA5tMgbT1/PeWPzPa2emexnkXKaZQcmmi7qZoPbmcTM04gqZEUNLgClu/0pZHxQwY/sbl+DNn7xIGmcVz/Lb83L1ZlZHgRySI3JCPHJBquSa1EidMPJInskreXOenBfn3fmYRpec2cwB+QPn8wf9YJr0</latexit><latexit sha1_base64="owP1+otBfgLORZN2bxEN5yu7M/s=">AAACDHicbVC7SgNBFJ31GeMramkzGASxCLsiaBmw0S6CeUB2DXdnb5Ihs7PLzKwQlnyAjb9iY6GIrR9g5984eRSaeGDgcM653LknTAXXxnW/naXlldW19cJGcXNre2e3tLff0EmmGNZZIhLVCkGj4BLrhhuBrVQhxKHAZji4GvvNB1SaJ/LODFMMYuhJ3uUMjJU6pbIfoTBwf0r9VCWpSagvIRRAfRSikzOhR0WbcivuBHSReDNSJjPUOqUvP0pYFqM0TIDWbc9NTZCDMpwJHBX9TGMKbAA9bFsqIUYd5JNjRvTYKhHtJso+aehE/T2RQ6z1MA5tMgbT1/PeWPzPa2emexnkXKaZQcmmi7qZoPbmcTM04gqZEUNLgClu/0pZHxQwY/sbl+DNn7xIGmcVz/Lb83L1ZlZHgRySI3JCPHJBquSa1EidMPJInskreXOenBfn3fmYRpec2cwB+QPn8wf9YJr0</latexit><latexit sha1_base64="owP1+otBfgLORZN2bxEN5yu7M/s=">AAACDHicbVC7SgNBFJ31GeMramkzGASxCLsiaBmw0S6CeUB2DXdnb5Ihs7PLzKwQlnyAjb9iY6GIrR9g5984eRSaeGDgcM653LknTAXXxnW/naXlldW19cJGcXNre2e3tLff0EmmGNZZIhLVCkGj4BLrhhuBrVQhxKHAZji4GvvNB1SaJ/LODFMMYuhJ3uUMjJU6pbIfoTBwf0r9VCWpSagvIRRAfRSikzOhR0WbcivuBHSReDNSJjPUOqUvP0pYFqM0TIDWbc9NTZCDMpwJHBX9TGMKbAA9bFsqIUYd5JNjRvTYKhHtJso+aehE/T2RQ6z1MA5tMgbT1/PeWPzPa2emexnkXKaZQcmmi7qZoPbmcTM04gqZEUNLgClu/0pZHxQwY/sbl+DNn7xIGmcVz/Lb83L1ZlZHgRySI3JCPHJBquSa1EidMPJInskreXOenBfn3fmYRpec2cwB+QPn8wf9YJr0</latexit><latexit sha1_base64="owP1+otBfgLORZN2bxEN5yu7M/s=">AAACDHicbVC7SgNBFJ31GeMramkzGASxCLsiaBmw0S6CeUB2DXdnb5Ihs7PLzKwQlnyAjb9iY6GIrR9g5984eRSaeGDgcM653LknTAXXxnW/naXlldW19cJGcXNre2e3tLff0EmmGNZZIhLVCkGj4BLrhhuBrVQhxKHAZji4GvvNB1SaJ/LODFMMYuhJ3uUMjJU6pbIfoTBwf0r9VCWpSagvIRRAfRSikzOhR0WbcivuBHSReDNSJjPUOqUvP0pYFqM0TIDWbc9NTZCDMpwJHBX9TGMKbAA9bFsqIUYd5JNjRvTYKhHtJso+aehE/T2RQ6z1MA5tMgbT1/PeWPzPa2emexnkXKaZQcmmi7qZoPbmcTM04gqZEUNLgClu/0pZHxQwY/sbl+DNn7xIGmcVz/Lb83L1ZlZHgRySI3JCPHJBquSa1EidMPJInskreXOenBfn3fmYRpec2cwB+QPn8wf9YJr0</latexit><latexit sha1_base64="owP1+otBfgLORZN2bxEN5yu7M/s=">AAACDHicbVC7SgNBFJ31GeMramkzGASxCLsiaBmw0S6CeUB2DXdnb5Ihs7PLzKwQlnyAjb9iY6GIrR9g5984eRSaeGDgcM653LknTAXXxnW/naXlldW19cJGcXNre2e3tLff0EmmGNZZIhLVCkGj4BLrhhuBrVQhxKHAZji4GvvNB1SaJ/LODFMMYuhJ3uUMjJU6pbIfoTBwf0r9VCWpSagvIRRAfRSikzOhR0WbcivuBHSReDNSJjPUOqUvP0pYFqM0TIDWbc9NTZCDMpwJHBX9TGMKbAA9bFsqIUYd5JNjRvTYKhHtJso+aehE/T2RQ6z1MA5tMgbT1/PeWPzPa2emexnkXKaZQcmmi7qZoPbmcTM04gqZEUNLgClu/0pZHxQwY/sbl+DNn7xIGmcVz/Lb83L1ZlZHgRySI3JCPHJBquSa1EidMPJInskreXOenBfn3fmYRpec2cwB+QPn8wf9YJr0</latexit><latexit sha1_base64="owP1+otBfgLORZN2bxEN5yu7M/s=">AAACDHicbVC7SgNBFJ31GeMramkzGASxCLsiaBmw0S6CeUB2DXdnb5Ihs7PLzKwQlnyAjb9iY6GIrR9g5984eRSaeGDgcM653LknTAXXxnW/naXlldW19cJGcXNre2e3tLff0EmmGNZZIhLVCkGj4BLrhhuBrVQhxKHAZji4GvvNB1SaJ/LODFMMYuhJ3uUMjJU6pbIfoTBwf0r9VCWpSagvIRRAfRSikzOhR0WbcivuBHSReDNSJjPUOqUvP0pYFqM0TIDWbc9NTZCDMpwJHBX9TGMKbAA9bFsqIUYd5JNjRvTYKhHtJso+aehE/T2RQ6z1MA5tMgbT1/PeWPzPa2emexnkXKaZQcmmi7qZoPbmcTM04gqZEUNLgClu/0pZHxQwY/sbl+DNn7xIGmcVz/Lb83L1ZlZHgRySI3JCPHJBquSa1EidMPJInskreXOenBfn3fmYRpec2cwB+QPn8wf9YJr0</latexit>

1st order apx

max
x0

r`cls(f(x), y)
T �

<latexit sha1_base64="ARqWscf4QVIElOcTJbviFb++RPk="></latexit><latexit sha1_base64="ARqWscf4QVIElOcTJbviFb++RPk="></latexit><latexit sha1_base64="ARqWscf4QVIElOcTJbviFb++RPk="></latexit><latexit sha1_base64="ARqWscf4QVIElOcTJbviFb++RPk="></latexit>

kJ�k  ⇢
<latexit sha1_base64="aPtAuz9NXJTfDyiYK0/12SrNpN0=">AAAB/3icbZDLSsNAFIYnXmu9RQU3bgaL4KokIuiy4EZdVbAXaEKZTE7aoZNJnJkIJe3CV3HjQhG3voY738Zpm4W2/jDw8Z9zOGf+IOVMacf5tpaWV1bX1ksb5c2t7Z1de2+/qZJMUmjQhCeyHRAFnAloaKY5tFMJJA44tILB1aTeegSpWCLu9TAFPyY9wSJGiTZW1z70RrfYC4Fr4o2wx+EBe7KfdO2KU3WmwovgFlBBhepd+8sLE5rFIDTlRKmO66Taz4nUjHIYl71MQUrogPSgY1CQGJSfT+8f4xPjhDhKpHlC46n7eyInsVLDODCdMdF9NV+bmP/VOpmOLv2ciTTTIOhsUZRxrBM8CQOHTALVfGiAUMnMrZj2iSRUm8jKJgR3/suL0Dyruobvziu1myKOEjpCx+gUuegC1dA1qqMGomiEntErerOerBfr3fqYtS5ZxcwB+iPr8wcrpJWR</latexit><latexit sha1_base64="aPtAuz9NXJTfDyiYK0/12SrNpN0=">AAAB/3icbZDLSsNAFIYnXmu9RQU3bgaL4KokIuiy4EZdVbAXaEKZTE7aoZNJnJkIJe3CV3HjQhG3voY738Zpm4W2/jDw8Z9zOGf+IOVMacf5tpaWV1bX1ksb5c2t7Z1de2+/qZJMUmjQhCeyHRAFnAloaKY5tFMJJA44tILB1aTeegSpWCLu9TAFPyY9wSJGiTZW1z70RrfYC4Fr4o2wx+EBe7KfdO2KU3WmwovgFlBBhepd+8sLE5rFIDTlRKmO66Taz4nUjHIYl71MQUrogPSgY1CQGJSfT+8f4xPjhDhKpHlC46n7eyInsVLDODCdMdF9NV+bmP/VOpmOLv2ciTTTIOhsUZRxrBM8CQOHTALVfGiAUMnMrZj2iSRUm8jKJgR3/suL0Dyruobvziu1myKOEjpCx+gUuegC1dA1qqMGomiEntErerOerBfr3fqYtS5ZxcwB+iPr8wcrpJWR</latexit><latexit sha1_base64="aPtAuz9NXJTfDyiYK0/12SrNpN0=">AAAB/3icbZDLSsNAFIYnXmu9RQU3bgaL4KokIuiy4EZdVbAXaEKZTE7aoZNJnJkIJe3CV3HjQhG3voY738Zpm4W2/jDw8Z9zOGf+IOVMacf5tpaWV1bX1ksb5c2t7Z1de2+/qZJMUmjQhCeyHRAFnAloaKY5tFMJJA44tILB1aTeegSpWCLu9TAFPyY9wSJGiTZW1z70RrfYC4Fr4o2wx+EBe7KfdO2KU3WmwovgFlBBhepd+8sLE5rFIDTlRKmO66Taz4nUjHIYl71MQUrogPSgY1CQGJSfT+8f4xPjhDhKpHlC46n7eyInsVLDODCdMdF9NV+bmP/VOpmOLv2ciTTTIOhsUZRxrBM8CQOHTALVfGiAUMnMrZj2iSRUm8jKJgR3/suL0Dyruobvziu1myKOEjpCx+gUuegC1dA1qqMGomiEntErerOerBfr3fqYtS5ZxcwB+iPr8wcrpJWR</latexit><latexit sha1_base64="aPtAuz9NXJTfDyiYK0/12SrNpN0=">AAAB/3icbZDLSsNAFIYnXmu9RQU3bgaL4KokIuiy4EZdVbAXaEKZTE7aoZNJnJkIJe3CV3HjQhG3voY738Zpm4W2/jDw8Z9zOGf+IOVMacf5tpaWV1bX1ksb5c2t7Z1de2+/qZJMUmjQhCeyHRAFnAloaKY5tFMJJA44tILB1aTeegSpWCLu9TAFPyY9wSJGiTZW1z70RrfYC4Fr4o2wx+EBe7KfdO2KU3WmwovgFlBBhepd+8sLE5rFIDTlRKmO66Taz4nUjHIYl71MQUrogPSgY1CQGJSfT+8f4xPjhDhKpHlC46n7eyInsVLDODCdMdF9NV+bmP/VOpmOLv2ciTTTIOhsUZRxrBM8CQOHTALVfGiAUMnMrZj2iSRUm8jKJgR3/suL0Dyruobvziu1myKOEjpCx+gUuegC1dA1qqMGomiEntErerOerBfr3fqYtS5ZxcwB+iPr8wcrpJWR</latexit>

Jacobian of �
<latexit sha1_base64="K4h4mdCnlc1wQopYeQOwKSOe8sE=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6acIG1Zpf92dCqxAsoAYLNQfVr/5QkUxQaQnHxvQCP7VhjrVlhNNppZ8ZmmIyxiPacyixoCbMZ7tO0ZlzhihW2j1p0cz9/SPHwpiJiFynwDYxy7XC/K/Wy2x8HeZMppmlkswHxRlHVqHicDRkmhLLJw4w0cztikiCNSbWxVNxIQTLJ69C+6IeOL67rDXuP+dxlOEETuEcAriCBtxCE1pAIIEneIFXT3jP3pv3Pm8teYsIj+GPvI8fUVqPDw==</latexit><latexit sha1_base64="K4h4mdCnlc1wQopYeQOwKSOe8sE=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6acIG1Zpf92dCqxAsoAYLNQfVr/5QkUxQaQnHxvQCP7VhjrVlhNNppZ8ZmmIyxiPacyixoCbMZ7tO0ZlzhihW2j1p0cz9/SPHwpiJiFynwDYxy7XC/K/Wy2x8HeZMppmlkswHxRlHVqHicDRkmhLLJw4w0cztikiCNSbWxVNxIQTLJ69C+6IeOL67rDXuP+dxlOEETuEcAriCBtxCE1pAIIEneIFXT3jP3pv3Pm8teYsIj+GPvI8fUVqPDw==</latexit><latexit sha1_base64="K4h4mdCnlc1wQopYeQOwKSOe8sE=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6acIG1Zpf92dCqxAsoAYLNQfVr/5QkUxQaQnHxvQCP7VhjrVlhNNppZ8ZmmIyxiPacyixoCbMZ7tO0ZlzhihW2j1p0cz9/SPHwpiJiFynwDYxy7XC/K/Wy2x8HeZMppmlkswHxRlHVqHicDRkmhLLJw4w0cztikiCNSbWxVNxIQTLJ69C+6IeOL67rDXuP+dxlOEETuEcAriCBtxCE1pAIIEneIFXT3jP3pv3Pm8teYsIj+GPvI8fUVqPDw==</latexit><latexit sha1_base64="K4h4mdCnlc1wQopYeQOwKSOe8sE=">AAAB63icbZDLSgMxFIbP1Futt6pLN8EiuCozIuiy4MZlFXuBdiiZNNMJzWVIMkIZ+gpuXCji1vfwGdz5NmbaLrT1h8DHf0445/xRypmxvv/tldbWNza3ytuVnd29/YPq4VHbqEwT2iKKK92NsKGcSdqyzHLaTTXFIuK0E41vinrnkWrDlHywk5SGAo8kixnBtrD6acIG1Zpf92dCqxAsoAYLNQfVr/5QkUxQaQnHxvQCP7VhjrVlhNNppZ8ZmmIyxiPacyixoCbMZ7tO0ZlzhihW2j1p0cz9/SPHwpiJiFynwDYxy7XC/K/Wy2x8HeZMppmlkswHxRlHVqHicDRkmhLLJw4w0cztikiCNSbWxVNxIQTLJ69C+6IeOL67rDXuP+dxlOEETuEcAriCBtxCE1pAIIEneIFXT3jP3pv3Pm8teYsIj+GPvI8fUVqPDw==</latexit>

r`cls
<latexit sha1_base64="GU1HVfRdCo2ymp8D1hHytF//9us=">AAAB/HicbZDLSsNAFIYnXmu9Rbt0M1gEVyURQZcFN7qrYC/QhDCZnrRDJ5MwMxFCqK/ixoUibn0Qd76NkzYLbf1h4OM/53DO/GHKmdKO822trW9sbm3Xduq7e/sHh/bRcU8lmaTQpQlP5CAkCjgT0NVMcxikEkgccuiH05uy3n8EqVgiHnSegh+TsWARo0QbK7Ab2BMk5AR7wHlQUK5m9cBuOi1nLrwKbgVNVKkT2F/eKKFZDEJTTpQauk6q/YJIzSiHWd3LFKSETskYhgYFiUH5xfz4GT4zzghHiTRPaDx3f08UJFYqj0PTGRM9Ucu10vyvNsx0dO0XTKSZBkEXi6KMY53gMgk8YhKo5rkBQiUzt2I6IZJQbfIqQ3CXv7wKvYuWa/j+stm+q+KooRN0is6Ri65QG92iDuoiinL0jF7Rm/VkvVjv1seidc2qZhroj6zPH9z4lEY=</latexit><latexit sha1_base64="GU1HVfRdCo2ymp8D1hHytF//9us=">AAAB/HicbZDLSsNAFIYnXmu9Rbt0M1gEVyURQZcFN7qrYC/QhDCZnrRDJ5MwMxFCqK/ixoUibn0Qd76NkzYLbf1h4OM/53DO/GHKmdKO822trW9sbm3Xduq7e/sHh/bRcU8lmaTQpQlP5CAkCjgT0NVMcxikEkgccuiH05uy3n8EqVgiHnSegh+TsWARo0QbK7Ab2BMk5AR7wHlQUK5m9cBuOi1nLrwKbgVNVKkT2F/eKKFZDEJTTpQauk6q/YJIzSiHWd3LFKSETskYhgYFiUH5xfz4GT4zzghHiTRPaDx3f08UJFYqj0PTGRM9Ucu10vyvNsx0dO0XTKSZBkEXi6KMY53gMgk8YhKo5rkBQiUzt2I6IZJQbfIqQ3CXv7wKvYuWa/j+stm+q+KooRN0is6Ri65QG92iDuoiinL0jF7Rm/VkvVjv1seidc2qZhroj6zPH9z4lEY=</latexit><latexit sha1_base64="GU1HVfRdCo2ymp8D1hHytF//9us=">AAAB/HicbZDLSsNAFIYnXmu9Rbt0M1gEVyURQZcFN7qrYC/QhDCZnrRDJ5MwMxFCqK/ixoUibn0Qd76NkzYLbf1h4OM/53DO/GHKmdKO822trW9sbm3Xduq7e/sHh/bRcU8lmaTQpQlP5CAkCjgT0NVMcxikEkgccuiH05uy3n8EqVgiHnSegh+TsWARo0QbK7Ab2BMk5AR7wHlQUK5m9cBuOi1nLrwKbgVNVKkT2F/eKKFZDEJTTpQauk6q/YJIzSiHWd3LFKSETskYhgYFiUH5xfz4GT4zzghHiTRPaDx3f08UJFYqj0PTGRM9Ucu10vyvNsx0dO0XTKSZBkEXi6KMY53gMgk8YhKo5rkBQiUzt2I6IZJQbfIqQ3CXv7wKvYuWa/j+stm+q+KooRN0is6Ri65QG92iDuoiinL0jF7Rm/VkvVjv1seidc2qZhroj6zPH9z4lEY=</latexit><latexit sha1_base64="GU1HVfRdCo2ymp8D1hHytF//9us=">AAAB/HicbZDLSsNAFIYnXmu9Rbt0M1gEVyURQZcFN7qrYC/QhDCZnrRDJ5MwMxFCqK/ixoUibn0Qd76NkzYLbf1h4OM/53DO/GHKmdKO822trW9sbm3Xduq7e/sHh/bRcU8lmaTQpQlP5CAkCjgT0NVMcxikEkgccuiH05uy3n8EqVgiHnSegh+TsWARo0QbK7Ab2BMk5AR7wHlQUK5m9cBuOi1nLrwKbgVNVKkT2F/eKKFZDEJTTpQauk6q/YJIzSiHWd3LFKSETskYhgYFiUH5xfz4GT4zzghHiTRPaDx3f08UJFYqj0PTGRM9Ucu10vyvNsx0dO0XTKSZBkEXi6KMY53gMgk8YhKo5rkBQiUzt2I6IZJQbfIqQ3CXv7wKvYuWa/j+stm+q+KooRN0is6Ri65QG92iDuoiinL0jF7Rm/VkvVjv1seidc2qZhroj6zPH9z4lEY=</latexit>

x
<latexit sha1_base64="+TUJ1muIYJESh7caXZffBYnwMgs=">AAAB8XicbVBNS8NAFHypX7V+VT16WSyCp5KIoMeCF71VsK3YhrLZvrRLN5uwuxFL6L/w4kERr/4bb/4bN20O2jqwMMy8x86bIBFcG9f9dkorq2vrG+XNytb2zu5edf+greNUMWyxWMTqPqAaBZfYMtwIvE8U0igQ2AnGV7nfeUSleSzvzCRBP6JDyUPOqLHSQy+iZhSE2dO0X625dXcGsky8gtSgQLNf/eoNYpZGKA0TVOuu5ybGz6gynAmcVnqpxoSyMR1i11JJI9R+Nks8JSdWGZAwVvZJQ2bq742MRlpPosBO5gn1opeL/3nd1ISXfsZlkhqUbP5RmApiYpKfTwZcITNiYgllitushI2ooszYkiq2BG/x5GXSPqt7lt+e1xo3RR1lOIJjOAUPLqAB19CEFjCQ8Ayv8OZo58V5dz7moyWn2DmEP3A+fwD/VpEj</latexit><latexit sha1_base64="+TUJ1muIYJESh7caXZffBYnwMgs=">AAAB8XicbVBNS8NAFHypX7V+VT16WSyCp5KIoMeCF71VsK3YhrLZvrRLN5uwuxFL6L/w4kERr/4bb/4bN20O2jqwMMy8x86bIBFcG9f9dkorq2vrG+XNytb2zu5edf+greNUMWyxWMTqPqAaBZfYMtwIvE8U0igQ2AnGV7nfeUSleSzvzCRBP6JDyUPOqLHSQy+iZhSE2dO0X625dXcGsky8gtSgQLNf/eoNYpZGKA0TVOuu5ybGz6gynAmcVnqpxoSyMR1i11JJI9R+Nks8JSdWGZAwVvZJQ2bq742MRlpPosBO5gn1opeL/3nd1ISXfsZlkhqUbP5RmApiYpKfTwZcITNiYgllitushI2ooszYkiq2BG/x5GXSPqt7lt+e1xo3RR1lOIJjOAUPLqAB19CEFjCQ8Ayv8OZo58V5dz7moyWn2DmEP3A+fwD/VpEj</latexit><latexit sha1_base64="+TUJ1muIYJESh7caXZffBYnwMgs=">AAAB8XicbVBNS8NAFHypX7V+VT16WSyCp5KIoMeCF71VsK3YhrLZvrRLN5uwuxFL6L/w4kERr/4bb/4bN20O2jqwMMy8x86bIBFcG9f9dkorq2vrG+XNytb2zu5edf+greNUMWyxWMTqPqAaBZfYMtwIvE8U0igQ2AnGV7nfeUSleSzvzCRBP6JDyUPOqLHSQy+iZhSE2dO0X625dXcGsky8gtSgQLNf/eoNYpZGKA0TVOuu5ybGz6gynAmcVnqpxoSyMR1i11JJI9R+Nks8JSdWGZAwVvZJQ2bq742MRlpPosBO5gn1opeL/3nd1ISXfsZlkhqUbP5RmApiYpKfTwZcITNiYgllitushI2ooszYkiq2BG/x5GXSPqt7lt+e1xo3RR1lOIJjOAUPLqAB19CEFjCQ8Ayv8OZo58V5dz7moyWn2DmEP3A+fwD/VpEj</latexit><latexit sha1_base64="+TUJ1muIYJESh7caXZffBYnwMgs=">AAAB8XicbVBNS8NAFHypX7V+VT16WSyCp5KIoMeCF71VsK3YhrLZvrRLN5uwuxFL6L/w4kERr/4bb/4bN20O2jqwMMy8x86bIBFcG9f9dkorq2vrG+XNytb2zu5edf+greNUMWyxWMTqPqAaBZfYMtwIvE8U0igQ2AnGV7nfeUSleSzvzCRBP6JDyUPOqLHSQy+iZhSE2dO0X625dXcGsky8gtSgQLNf/eoNYpZGKA0TVOuu5ybGz6gynAmcVnqpxoSyMR1i11JJI9R+Nks8JSdWGZAwVvZJQ2bq742MRlpPosBO5gn1opeL/3nd1ISXfsZlkhqUbP5RmApiYpKfTwZcITNiYgllitushI2ooszYkiq2BG/x5GXSPqt7lt+e1xo3RR1lOIJjOAUPLqAB19CEFjCQ8Ayv8OZo58V5dz7moyWn2DmEP3A+fwD/VpEj</latexit>

r`cls
<latexit sha1_base64="GU1HVfRdCo2ymp8D1hHytF//9us=">AAAB/HicbZDLSsNAFIYnXmu9Rbt0M1gEVyURQZcFN7qrYC/QhDCZnrRDJ5MwMxFCqK/ixoUibn0Qd76NkzYLbf1h4OM/53DO/GHKmdKO822trW9sbm3Xduq7e/sHh/bRcU8lmaTQpQlP5CAkCjgT0NVMcxikEkgccuiH05uy3n8EqVgiHnSegh+TsWARo0QbK7Ab2BMk5AR7wHlQUK5m9cBuOi1nLrwKbgVNVKkT2F/eKKFZDEJTTpQauk6q/YJIzSiHWd3LFKSETskYhgYFiUH5xfz4GT4zzghHiTRPaDx3f08UJFYqj0PTGRM9Ucu10vyvNsx0dO0XTKSZBkEXi6KMY53gMgk8YhKo5rkBQiUzt2I6IZJQbfIqQ3CXv7wKvYuWa/j+stm+q+KooRN0is6Ri65QG92iDuoiinL0jF7Rm/VkvVjv1seidc2qZhroj6zPH9z4lEY=</latexit><latexit sha1_base64="GU1HVfRdCo2ymp8D1hHytF//9us=">AAAB/HicbZDLSsNAFIYnXmu9Rbt0M1gEVyURQZcFN7qrYC/QhDCZnrRDJ5MwMxFCqK/ixoUibn0Qd76NkzYLbf1h4OM/53DO/GHKmdKO822trW9sbm3Xduq7e/sHh/bRcU8lmaTQpQlP5CAkCjgT0NVMcxikEkgccuiH05uy3n8EqVgiHnSegh+TsWARo0QbK7Ab2BMk5AR7wHlQUK5m9cBuOi1nLrwKbgVNVKkT2F/eKKFZDEJTTpQauk6q/YJIzSiHWd3LFKSETskYhgYFiUH5xfz4GT4zzghHiTRPaDx3f08UJFYqj0PTGRM9Ucu10vyvNsx0dO0XTKSZBkEXi6KMY53gMgk8YhKo5rkBQiUzt2I6IZJQbfIqQ3CXv7wKvYuWa/j+stm+q+KooRN0is6Ri65QG92iDuoiinL0jF7Rm/VkvVjv1seidc2qZhroj6zPH9z4lEY=</latexit><latexit sha1_base64="GU1HVfRdCo2ymp8D1hHytF//9us=">AAAB/HicbZDLSsNAFIYnXmu9Rbt0M1gEVyURQZcFN7qrYC/QhDCZnrRDJ5MwMxFCqK/ixoUibn0Qd76NkzYLbf1h4OM/53DO/GHKmdKO822trW9sbm3Xduq7e/sHh/bRcU8lmaTQpQlP5CAkCjgT0NVMcxikEkgccuiH05uy3n8EqVgiHnSegh+TsWARo0QbK7Ab2BMk5AR7wHlQUK5m9cBuOi1nLrwKbgVNVKkT2F/eKKFZDEJTTpQauk6q/YJIzSiHWd3LFKSETskYhgYFiUH5xfz4GT4zzghHiTRPaDx3f08UJFYqj0PTGRM9Ucu10vyvNsx0dO0XTKSZBkEXi6KMY53gMgk8YhKo5rkBQiUzt2I6IZJQbfIqQ3CXv7wKvYuWa/j+stm+q+KooRN0is6Ri65QG92iDuoiinL0jF7Rm/VkvVjv1seidc2qZhroj6zPH9z4lEY=</latexit><latexit sha1_base64="GU1HVfRdCo2ymp8D1hHytF//9us=">AAAB/HicbZDLSsNAFIYnXmu9Rbt0M1gEVyURQZcFN7qrYC/QhDCZnrRDJ5MwMxFCqK/ixoUibn0Qd76NkzYLbf1h4OM/53DO/GHKmdKO822trW9sbm3Xduq7e/sHh/bRcU8lmaTQpQlP5CAkCjgT0NVMcxikEkgccuiH05uy3n8EqVgiHnSegh+TsWARo0QbK7Ab2BMk5AR7wHlQUK5m9cBuOi1nLrwKbgVNVKkT2F/eKKFZDEJTTpQauk6q/YJIzSiHWd3LFKSETskYhgYFiUH5xfz4GT4zzghHiTRPaDx3f08UJFYqj0PTGRM9Ucu10vyvNsx0dO0XTKSZBkEXi6KMY53gMgk8YhKo5rkBQiUzt2I6IZJQbfIqQ3CXv7wKvYuWa/j+stm+q+KooRN0is6Ri65QG92iDuoiinL0jF7Rm/VkvVjv1seidc2qZhroj6zPH9z4lEY=</latexit>
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Imperceptible 
direction

Efficient comp. via conjugate gradient



Perceptual Adversarial Attacks
§ We introduce two perceptual attacks:

ü Same perceptual and classification networks  à
self-bounded attack

ü Different perceptual and classification networks à
externally-bounded attack

ü Perceptual Projected Gradient Descent (PPGD) 
à in par with L2 PGD attack

ü Lagrangian Perceptual Attacks (LPA) 
à in par with C&W attack

§ Choices for the perceptual network g(.):



PPGD: Perceptual Projected Gradient Descent
§ PPGD Attack:
o Solve the first-order approximation
o Project back onto the feasible set

§ Lemma (Laidlaw, Singla, F. ’20): 
The first-order optimal adversarial perturbation under the 
perceptual threat model is:    

x0 = x+ ⌘
(J>J)�1(rf̂)

k(J+)>(rf̂)k2
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: Jacobian of     w.r.t.  �
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§ Efficient computation using conjugate gradient method
§ Approximate projection using the bisection root finding method 



LPA: Lagrangian Perceptual Attacks 
§ LPA Attack:

max
x0

`cls(f(x
0), y)� �max

⇣
0, k�(x0)� �(x)k � ⇢

⌘
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Lagrangian
weight

§ Similar in spirit to the Carlini & Wagner attack
§ We perform a search on the Lagrangian weight     : start with 

a small value of    ; if the solution is outside of the desired 
perceptual distance, increase   . 

�
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LPA is the strongest adversarial attack against various 
types of AT-based defenses.     
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Example Attacks
original PPGD-self PPGD-Alex Net LPA-self LPA-Alex Net



PAT: Perceptual Adversarial Training
§ PAT optimization:

dneural(x,x
0) = k�(x)� �(x0)k  ⇢
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§ Self-bounded PAT: perceptual and classification networks are 
the same (          ) à neural perceptual distance changes 
during the training as the classifier is optimized

§ Externally-bounded PAT: the neural perceptual network is 
pre-trained

f = g
<latexit sha1_base64="y7KK9ZCfEfdsDDkyU5baAVD4Sa8=">AAAB6nicbZDJSgNBEIZr4hbjFvXopTEInsKMCHoRAl48xiULJEPo6dRMmvT0DN09QhjyCF48KOLVB/EZvPk2dpaDJv7Q8PFXNVX1B6ng2rjut1NYWV1b3yhulra2d3b3yvsHTZ1kimGDJSJR7YBqFFxiw3AjsJ0qpHEgsBUMryf11iMqzRP5YEYp+jGNJA85o8Za9+FV1CtX3Ko7FVkGbw4VmKveK391+wnLYpSGCap1x3NT4+dUGc4EjkvdTGNK2ZBG2LEoaYzaz6erjsmJdfokTJR90pCp+/tHTmOtR3FgO2NqBnqxNjH/q3UyE176OZdpZlCy2aAwE8QkZHI36XOFzIiRBcoUt7sSNqCKMmPTKdkQvMWTl6F5VvUs355XanefsziKcATHcAoeXEANbqAODWAQwRO8wKsjnGfnzXmftRaceYSH8EfOxw9MRI5y</latexit><latexit sha1_base64="y7KK9ZCfEfdsDDkyU5baAVD4Sa8=">AAAB6nicbZDJSgNBEIZr4hbjFvXopTEInsKMCHoRAl48xiULJEPo6dRMmvT0DN09QhjyCF48KOLVB/EZvPk2dpaDJv7Q8PFXNVX1B6ng2rjut1NYWV1b3yhulra2d3b3yvsHTZ1kimGDJSJR7YBqFFxiw3AjsJ0qpHEgsBUMryf11iMqzRP5YEYp+jGNJA85o8Za9+FV1CtX3Ko7FVkGbw4VmKveK391+wnLYpSGCap1x3NT4+dUGc4EjkvdTGNK2ZBG2LEoaYzaz6erjsmJdfokTJR90pCp+/tHTmOtR3FgO2NqBnqxNjH/q3UyE176OZdpZlCy2aAwE8QkZHI36XOFzIiRBcoUt7sSNqCKMmPTKdkQvMWTl6F5VvUs355XanefsziKcATHcAoeXEANbqAODWAQwRO8wKsjnGfnzXmftRaceYSH8EfOxw9MRI5y</latexit><latexit sha1_base64="y7KK9ZCfEfdsDDkyU5baAVD4Sa8=">AAAB6nicbZDJSgNBEIZr4hbjFvXopTEInsKMCHoRAl48xiULJEPo6dRMmvT0DN09QhjyCF48KOLVB/EZvPk2dpaDJv7Q8PFXNVX1B6ng2rjut1NYWV1b3yhulra2d3b3yvsHTZ1kimGDJSJR7YBqFFxiw3AjsJ0qpHEgsBUMryf11iMqzRP5YEYp+jGNJA85o8Za9+FV1CtX3Ko7FVkGbw4VmKveK391+wnLYpSGCap1x3NT4+dUGc4EjkvdTGNK2ZBG2LEoaYzaz6erjsmJdfokTJR90pCp+/tHTmOtR3FgO2NqBnqxNjH/q3UyE176OZdpZlCy2aAwE8QkZHI36XOFzIiRBcoUt7sSNqCKMmPTKdkQvMWTl6F5VvUs355XanefsziKcATHcAoeXEANbqAODWAQwRO8wKsjnGfnzXmftRaceYSH8EfOxw9MRI5y</latexit><latexit sha1_base64="y7KK9ZCfEfdsDDkyU5baAVD4Sa8=">AAAB6nicbZDJSgNBEIZr4hbjFvXopTEInsKMCHoRAl48xiULJEPo6dRMmvT0DN09QhjyCF48KOLVB/EZvPk2dpaDJv7Q8PFXNVX1B6ng2rjut1NYWV1b3yhulra2d3b3yvsHTZ1kimGDJSJR7YBqFFxiw3AjsJ0qpHEgsBUMryf11iMqzRP5YEYp+jGNJA85o8Za9+FV1CtX3Ko7FVkGbw4VmKveK391+wnLYpSGCap1x3NT4+dUGc4EjkvdTGNK2ZBG2LEoaYzaz6erjsmJdfokTJR90pCp+/tHTmOtR3FgO2NqBnqxNjH/q3UyE176OZdpZlCy2aAwE8QkZHI36XOFzIiRBcoUt7sSNqCKMmPTKdkQvMWTl6F5VvUs355XanefsziKcATHcAoeXEANbqAODWAQwRO8wKsjnGfnzXmftRaceYSH8EfOxw9MRI5y</latexit>

§ The inner maximization is solved using a fast variant of LPA 
attack (without search over the Lagrangian weight)



Perceptual Evaluation
§ We study approximation 

power of neural perceptual 
distances via human 
evaluations

o Adversarial examples generated using different attacks 
on ImageNet-100

o Each pair is shown to an AMT participant for 2 secs
o Perceptibility of the attack: the proportion of pairs for 

which participants are correct

§ Evaluation pipeline:
True Perceptual threat model

Neural Perceptual Threat Model



Perceptual Evaluation



Attack Perceptibility vs. LPIPS distance

The attack perceptibility correlates well with the neural
perceptual distance



Results on CIFAR-10

Our method has high Unforeseen Attack Robustness

§ Attack bounds are 8/255 for       , one for     , and the original 
bounds for StAdv/ReColorAdv.

L1
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Results on ImageNet-100

Our method has high Unforeseen Attack Robustness



Results on ImageNet-100

§ Each ellipse indicates a set of vulnerable examples to an attack
§ The NPTM encompasses both other types of attacks and 

includes additional examples not vulnerable to either.



Today’s Lecture
§ Part 1: Attack = (algorithm, threat model)

fixedvariable

§ Part 1I: Attack = (algorithm, threat model)
variable variable



Deep Learning Pipeline
Training data Deep model

Test data

Optimization

Evaluation

Classification error

Robustness against training time (poisoning) attacks



General Poisoning Threat Model
§ We consider a general threat model: the attacker can 

insert or remove up to ! training images 
§ Example (! = 10):  

§ This includes any distortion and/or label flip to a 
bounded number of samples



Deep Partition Aggregation (DPA)
§ DPA is a certified defense against general poisoning 
§ Idea: partition data, then train a CNN classifier on each 

partition. The number of partitions affected by poisoning 
is at most !à robustness certificate

Levine and F., Deep Partition Aggregation: Provable Defense against General Poisoning 
Attacks, ICLR 2021



Robust Partitioning for DPA
§ Naive partitioning can allow for a single insertion or 

deletion to cause an unbounded number of base 
classifiers to change



Robust Partitioning for DPA
§ Naive partitioning can allow for a single insertion or 

deletion to cause an unbounded number of base 
classifiers to change

§ Solution: use deterministic hash functions 

Partition i Deterministic hash

§ Inserting or removing a sample only affects the one 
partition that it is assigned to



Comparison to Prior Work
§ DPA is the first scheme for certified robustness for 

general poisoning attacks
§ For label-flipping attacks, we have developed a semi-

supervised DPA method that significantly outperforms 
the previous SOTA (Rosenfeld et al., 2020)



Empirical Results (CIFAR-10)
§ Our method established new state-of-the-art results for 

both general and label-flipping poisoning attacks


