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SPEARPHISHING ATTACKS

Sign-in attempt preve

Someone has your password

Hi Siobhan,
Someone just tried to sign in to your Gc¢
app that doesn't meet modern secunty ¢

Details:
Tuesday, 1 December 2015 15:53 (G

We strongly recommend that you use a
apps made by Google meet these secu
hand, could leave your account vulneral

Google stopped this sign-in attempt, bu

REVIEW YOUR DEVICES NOW

Best,
The Google Accounts team

H Willkam
Someone just used your password 1o try 1o s:gn in 1o your Google Account
Details:

Tuesday, 22 March, 14:9:25 UTC

IP Address: 134 .249.139.239

Location: Ukraine

Google stopped this sign-in attempt. You should change your password immediately.

CHANGE PASSWORD

Best,
The Gmal Team

You recerved tha mandatcry emal service announcement 0 update you about important changes 0 your Google product or account




SPEARPHISHING ATTACKS
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Spearphishing + zero-day: RSA hack not
“extremely sophisticated”

RSA has outlined the attack announced last month that saw the company lose ...

PETER BRIGHT - 4/4/2011, 417 PM

A spear-phishing e-mail was sent to two small groups within the company. Though the e-mail was
automatically marked as Junk, the subject of the message ("2011 Recruitment Plan") tricked one
employee into opening it anyway. Attached to the mail was an Excel spreadsheet, "2011
Recruitment plan.xIs". Embedded within the spreadsheet was a Flash movie that exploited a
Flash vulnerability. Adobe has since released an emergency patch for the flaw.

| URE Imbue the email with a sense of trust or authority
Spoof (or log in as) the source / name
Make the topic such that they'll act quickly



SPEARPHISHING ATTACKS
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Iranian Hackers Attack State
Dept. via Social Media Accounts

By DAVIN F. SANGER and NIOOLE PERIROTH MOV, 24, 2015

For the most part, researchers said, the
attacks were basic “spear phishing”
attempts, in which attackers tried to lure
their victims into clicking on a malicious
link, in this case by impersonating
members of the news media. Iranian
hackers were successful in more than a
quarter of their attempts.

| URE Imbue the email with a sense of trust or authority
Spoof (or log in as) the source / name
Often: make the topic such that they’ll act quickly



SPEARPHISHING ATTACKS

| URE Imbue the email with a sense of trust or authority
Spoof (or log in as) the source / name
Often: make the topic such that they’ll act quickly

EXPLOIT Malicious attachment

URLs that get users to reveal more info
Out-of-band attacks (e.g., wiring money)

THREAT Attacker can send arbitrary emails
MODEL Can convince the recipient to click on URLs
Security goal: Detect and stop with low false positives



IDEA: FLAG NEW "FROM" ADDRESSES
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Figure 2: Distribution of the number of emails sent per From Benign behavior is diverse

name. Nearly 40% of all From names appear in only one
email and over 60% of all From names appear in three or fewer

emails.



IDEA: FLAG ADDRESSES WITH MANY ‘FROM" NAMES

1.0 ’/-/p—‘ —

e

Most addresses have
>2 From names

&
=

Cumul frac of From: names w/ > 100 emalils
o
=1 (

&
(¥

Benign behavior is diverse

&
o

1 10 100 1000 - 10000
Total number of From: addresses per name
Figure 3: Distribution of the total number of ¥rom addresses
per From name (who send over 100 emails) across all emails
sent by the 'rom name. Over half (32%) of these F'rom names
sent email from two or more *rom addresses (i.e., have at least
one new From address).



DATASETS
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Data Source | Fields/Information per Entry
SMTP logs Timestamp

From (sender, as displayed to recipient) Emai l server logs
RCPT TQ (all recipients; from the SMTP dialog)
NIDS logs URL visited

SMTP log id for the earliest email with this URL . .
Earliest time this URL was visited in HTTP traffic Network Intrusion Detection
# prior HTTP visits to this URL

# prior HTTP visits to any URL with this hosthame
Clicked hostname (fully qualified domain of this URL)
Earliest time any URL with this hostname was visited
LDAP logs Employee’s email address

Time of current IOgl.n User accounts 6)
Time of subsequent login, if any

# total logins by this employee lO g n attempt lO gs
# employees who have logged in from current login’s city
# prior logins by this employee from current login’s city

System logs

Table 1: Schema for each entry in our data sources. All sensi-
tive information is anonymized before we receive the logs. The
NIDS logs contain one entry for each visit to a URL seen in any
email. The LDAP logs contain one entry for each login where
an employee authenticated from an IP address that he/she has
never used in prior (successful) logins.

373M+ emails



APPROACH

Analyze every email that contains
a link that a user clicked on

Features for Lure vs. Domain reputation vs.

Features for Exploit Sender reputation

Intuition: if few employees from the enterprise have visited
URLs from the link’s domain, then we would like to treat a
visit to the email’s link as suspicious



FEATURES

Domain reputation [NIDS logs]

« # prior visits to any URL with the same FQDN as the clicked URL
(global count across all employees’ visits)

« # days between the first visit by any employee to a URL on the
clicked link’s FQDN and the time when the clicked link’s email
initially arrived

Sender reputation - name spoofer [SMTP logs]

« # previous days where we saw an email whose From header
contains the same name and address as the email being scored

o trustworthiness of the name in its From header
# weeks where this name sent at least one email for every weekday
of the week



FEATURES

Sender reputation - previously unseen attacker [SMTP logs]

Assumption: attacker will seek to avoid detection
and will therefore re-use the same address

e # prior days that the From name has sent email

« # prior days that the From address has sent email

Sender reputation - lateral attacker [LDAP logs]

Whether the email was sent during a login session where the sender-

employee logged in using an IP address that the sender-employee has
never used before. If so get the login country C

« # distinct employees logged in from C

« # previous logins where this sender-employees logged in from C



ALERT BUDGET

THREAT  Attacker can send arbitrary emails
MODEL Can convince the recipient to click on URLs
Security goal: Detect and stop with low false positives

/

Human limitations of the administrator Human limitations of the user

\

So as not to overload administrators,
set thresholds to limit the number of total alerts per day



ALERT BUDGET
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Daily budget = 10

Take the N most anomalous

But when do you collect that N?

Real-time: Flag it if it is in the
I I I top 30N of the past month
'F 1S .

253 20 # - Sometimes it will go over/under

the daily budget

10

Num days

= tctal alerts per day

Figare 6: Histogram of the total number of daily alerts gener-
ated by our real-time detector (cumulative across all three sub-
detectors) on 100 randomly sampled days. The median is 7
alerts/day.



DIRECTED ANOMALY SCORING (DAS)

Limitations of traditional detection techniques

1. Require hyperparameter tuning
2. Direction agnostic (+3std & —3std)

3. Alert if anomalous in only one dimension

MORE BENIGN




DIRECTED ANOMALY SCORING (DAS)

Score(Event X) = # of other events that are
as benign as X in every dimension

Z0 —2Z2mow m>»QO2

MORE BENIGN



FALSE NEGATIVES

Attackers leveraged the high reputation of a hosting provider

“The missed attack used a now-deprecated feature from
Dropbox [7] that allowed users to host static HTML
pages under one of Dropbox’s primary hostnames, which

is both outside of LBNL's NIDS visibility because of
HTTPS and inherits Dropbox’s high reputation.”



SOME OF YOUR THOUGHTS ON SPEARPHISHING

Reactive, not preventative: only captures the attack after it’s happened
Organizations must keep detailed logs [many already do!]

 Picked too narrow of a spearphishing attack for this system to be
widely useful (doesn’t take the content into account)

What’s the extent to which it can be applied in non-enterprise systems?

« Requires prior data; this prior data can’t come from other enterprises
[broad problem: sharing training without divulging private data]

While I do believe their claim that DAS probably would be better in
practice, I'm not sure they did enough to prove it.

The system was able to detect 2 previously unknown attacks which
shows how unreliable the known attack base is.

Why did you show us this paper? Is this defense method the most
commonly used?



PASSWORD REUSE

Admit it — you do this

But how would you go about measuring it?



SOME OF YOUR THOUGHTS ON PASSWORD REUSE

Disappointing to see they didn't have any great ideas for
countermeasure

[ wonder how relevant this problem still is, though, given the
widespread adoption nowadays of two-factor authentication schemes

I wonder how the dangers of password similarities could be conveyed to
users in a way that captures the same immediacy but for cross-site use
cases

This subject has always been something I thought of but never actually
looked into. I love how people add emoticons to their passwords

Should we all use password managers?

I think I will start to use a password manager



SOME OF YOUR THOUGHTS ON PASSWORD REUSE

PASSWORD ENTROPY |5 || SET UP AWEBSERVICE BAM, YOLVE GOT A
RARELY RELEVANT. THE| | TODO SOMETHING SMPLE, | | FEW MILLION EMAILS,
REAL MODERN DANGER | | LIKE IMAGE HOSTING OR
IS PASSWORD REUSE. | | TWEET SYNDICATION, SO

HoW S0? A FEW MILLION PEORLE

I

TONSOF PEQPLE (g | VUSE THE LIST AND SOME YOUVE NOW GOT A FEW

ONE PRSGWoRD, | PROXES TOTRYAUTOMATED |y wngeD THOUSAND REAL
STRONGOR NoT. | OGNS RTHE 20 R 30 IDENTITES ON A FEW

FOR MOSTACCoUNTS, | FPST POPULAR SITES, RS | sz SERVICES, AND

s R
‘utptn g

S

RO

i
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SOME OF YOUR THOUGHTS ON PASSWORD REUSE

WELL THAT'S WHERE T COULD PROBABGLY NET A LOT OF MONEY,

T GoT Sk _ | [oNE vy or AromHeR, F T DIOTHINGS
YoU U'DT“'S CAREFULLY. BUT RESEARCH SHOWS MORE

WHY D‘D YOU 7K MONEY DOESN'T MAKE PEOPLE HAPPIER,

T HOSTED SO MANY ONCE THEY MAKE.

UPROFTTA&E ENOUGH TO AVOID

AN DAY-TO- DAY
SERWCES FINANC\AL
STRESS.

I (ouD MESS WITH PEORLE || SO, HERE I SIT, A
ENDLESSLY, BUT L DOTHAT | | PUPPETMASTER WHO WANTS
AREADY, T COULD GETA NOTHING FROM HIS FUPPETS.

POUTICAL. OR RELIGIOUS \

IDEA QUT TO MOST TS THE SAME.

OF THE WORLD, BUT PROGLEM OH?
SINCE MARCH OF GOOGLE. \_O \

1997 I DONT \ HAS,
REALY BELIEVE
IN ANYTHING.




SOME OF YOUR THOUGHTS ON PASSWORD REUSE

OKAY EVERYONE, WE conTrey, | | WE: ALRERDY DO

THE WORLD'S INFORMATION. GET UP A COMPANYWIDE

NOW IT’s TIME TO TURN EVIL. CoDY: MODERN WARFARE
TOURNAMENT EACH WEEK?

WHAT'S THE PLAN? MAKE
BOATIOADS THATS NOT™ EVIL! \
QOH, DIBSON

OJ OF MoneY?H | THE LOGEY TV

.
1 OKAY,
_ Google~ 3




YOUR BOTNET IS MY BOTNET
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Figure 13: Number of passwords cracked in 90 minutes by the
John the Ripper password cracker tool. Vertical lines indicate
when John switches cracking mode. The first vertical line rep-
resents the switching from simple transformation techniques
(“single’” mode) to wordlist cracking, the second from wordlist

to brute-force (““incremental”).



YOUR BOTNET IS MY BOTNET

Torpig bots stole 297,962 unique credentials (username and pass-
word pairs), sent by 52,540 different Torpig-infected machines,



