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Administrative

Reminder: this class is being recorded.

The first problem set is available on the course web page and on
Gradescope.

If you are reading these slides before the lecture, stop and think
when you get to the vote before reading on.
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Private Key Encryptio

|. Alice and Bob initially share a secret key that is unknown to
the eavesdropper Eve.

2. Alice has a plaintext message that she wishes to send. She
uses an encryption algorithm and the key to create a
ciphertext.

3. Alice sends the ciphertext to Bob. However, Eve may be
listening in, in which case she knows the ciphertext as well.

4. Bob uses the key and the decryption algorithm to recover the
plaintext.

5. Eve does not know the key and is therefore unable to learn
the plaintext.

Kerckhoffs’ Principle: Assume the protocol (encryption and
decryption algorithms in this case) is known by the adversary.

Only the key is secret.
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The shift cipher is a special case of a substitution cipher.

Key: random number k from O, ..., 25

Encrypt: shift each letter in the plaintext m forward by k
spaces in the alphabet

Decrypt: shift each letter in the ciphertext ¢ backwards by k
spaces in the alphabet

Example: k=3
m =‘“theti meisf iveoc lock”
c =“WKHWL PHLVI LYHRF ORFN”

This is easy to break by brute force: try all possible key values.

The advantage over the general substitution cipher is the key is
smaller and the encryption/decryption is easier.
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The Vigenere Cif

The weakness of the substitution cipher is that some letters are
more common than others, creating a pattern which is still
visible in the ciphertext. But what if we use a different shift rule
for each letter?

Key: List k of s numbers {k;} € {0,...,25}
Encrypt: For the letter in position j = i mod s of plaintext

m, shift the letter forward by k; positions.

Decrypt: For the letter in position j = i mod s of ciphertext
c, shift the letter backwards by k; positions.

The key is often specified by a word or phrase, translating k; into
a letter (0 = a, | = b, etc.) This makes it easier to remember.

The number of possible keys is 26° too many for a brute force
attack, even for modest s. (Compare to the substitution cipher,
which has 26! ~ 4 x 10?° possible keys; 26° is larger for s > 19.)
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A Longer Example c
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Letter Frequencies

Ciphertext English .

PRETEE & The frequency distribution
Letter i #times ! % Letter | % . ) i
R e 1279 of ciphertext letters is much
________ S 1719 .7.0% b 981% i
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________ O | 52 | 46% h i 61% pi frequency Of Ietter l.

________ Z .92 i 46% b 80% 25

________ V. i.51 i 45% d 1 43% 2

________ X4 at% 1 T7ags  Calculate Zl’i-

________ G| 43 38% _ __c  28% 0

________ G | 42  37%  ___u__| 28% _ ,

F i 42 i 37%. m i 24% This quantity (related to the
________ K189 i 35% Wi 24% £ .

________ M 3834% f22% Renyl entropy) quantlﬁes
________ U .3 31% g .. 20%  flatness: It is larger for less
________ B .34 i 30% Yo 20% T

________ R g o T T ew flat distributions.

________ J .25 1 22% b 15% ‘<h-

________ e T aew Ty T~ English:0.065

B ies i20% kK i 08% : :

________ |:>2119% 102% ClpherteXt' 0045

-------- g]gg; :gf; Uniform distribution: 0.038
-------- T1614% z 01% ThIS cIass is being recorded



Security of Vigenere

The Vigenere cipher was long believed to be unbreakable and
was used for hundreds of years.

In the example, the letter frequency is closer to uniform,

although still not quite there. We would be closer with a longer
key.
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Security of Vigenere

The Vigenere cipher was long believed to be unbreakable and
was used for hundreds of years.

In the example, the letter frequency is closer to uniform,

although still not quite there. We would be closer with a longer
key.

However, there is still a more clever attack based on
frequency analysis.

Consider the pattern of shifts. It repeats every s steps. For
instance if s=3, the shifts are:

+ko +ky +ky +ky +k; +hy +ko +ky +ky +ko +k; +ho

t $ f

If we look at every sth letter in the ciphertext, they will all be
shifted by the same amount and thus should have a distribution
similar to that in English (or the source language, if not English).

This class is being recorded



=
s
c
)
=
7
v
L
9
4
v
-
s
-
+
\)
3

Let us look at the frequency if we take every 3rd letter:
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Frequency of Every 3rd Le
Every 3rd Full Ciphertext English

25

Letter i#tmesi %  Letter ' #times: % Letter % Caleul 2
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C_ i 12 i31%_ __M__. 38 | 34%  f | 20% ciphertext; this
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R 6 1.6% Q 19 1.7% q 0.1%

......................................................................................................................................................

This class is being recorded

O
(@)
—
w
X
_|
—
(@))
—h
~
X
N

o
—
X



This class is being recorded



Frequency of Every 5th Le
Every 5th Full Ciphertext Engllish

25

Letter i#times! %  Letter | #times: % Letter | % Calculate Z 2
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________ Y 119 ©82% 1 i 84 57% i | 70%
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________ U i 18 | 78% A | 55 | 49% s | 63%
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Vigenere Example
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Analysis of Attack

Summary of attack:

|. For each candidate key length t, tabulate the frequency of
the ciphertext characters in position 1 mod 1.
2. For each t, calculate 2?250 p? where p; is the frequency of

letter .

3. Keep going until you find a t for which this sum is close to
0.065.

4. Set s=t and calculate frequencies for each position j mod s.
Use these to deduce the shift for j and thus the key.

For a single value of t and a message of length n, steps |-3 take
O(n/t) steps. We need to try different values of t up to t=s, so
steps |-3 take a total of O( Zj:o n/t) = O(nlogs) steps.

Step 4 takes O(s n/s) = O(n) steps.

However, if n is very large, we don’t need to tabulate the
frequency of letters throughout the whole message to learn the
key; we only need to look at enough to have good statistics.
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How Much Text do We Need?

We tabulate the frequency of letters in position j mod s, so we
need enough such letters that the distribution is close to that of
the language in use. This is just a constant, independent of n and
s. The example has a bit over 1000 characters in total and s=5,
so it seems around 200 characters is sufficient. You could
probably go a bit lower but you might have to do some
additional guessing as to which shift was best.

This means the attack works for messages with

nls >200 or n=0()

Since we need to look at a constant number of characters for
value of t, the total time for the attack is then just O(s) as
well.

Note: the time of the attack and the amount of text needed
scale with s. s is a security parameter.
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Really Long Keys

If we make s very large, comparable to the message size, this
attack stops working. For instance, some people used a book as
the key:Alice and Bob would agree on the book and a starting
point in the book. The sequence of letters in the book beginning
from that point give the shifts for the Vigenere cipher.

Vote: is the Vigenere cipher secure when using a book as a key?
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Really Long Keys

If we make s very large, comparable to the message size, this
attack stops working. For instance, some people used a book as
the key:Alice and Bob would agree on the book and a starting
point in the book. The sequence of letters in the book beginning
from that point give the shifts for the Vigenere cipher.

Vote: is the Vigenere cipher secure when using a book as a key?

Well ... not if you can identify the book.

And even if you can’t, there is still a pattern you can attack.
In particular, the key is also text in English (or whatever
language) and therefore has uneven distribution of letters.
This means that certain (key, plaintext) combinations are
more likely. For instance, if you see ciphertext “I”, there is a
good chance it is “e” encrypted with key “e”. This creates an
avenue of attack — and you can work on determining the

text of both the key and the message.
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One-Time Pad

OK, suppose we remove this weakness by using not a book, but
a sequence of completely random letters, generated for each
message. This is called the one-time pad.

Vote: Is the one-time pad secure!?
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One-Time Pad

OK, suppose we remove this weakness by using not a book, but
a sequence of completely random letters, generated for each
message. This is called the one-time pad.

Vote: Is the one-time pad secure!?

Yes!

How can we know this? Maybe it’s just that no one has figured
out yet how to attack it.
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One-Time Pad

OK, suppose we remove this weakness by using not a book, but
a sequence of completely random letters, generated for each
message. This is called the one-time pad.

Vote: Is the one-time pad secure!?
Yes!

How can we know this? Maybe it’s just that no one has figured
out yet how to attack it.

This is where security proofs come into play.

We can prove that the one-time pad is secure
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One-Time Pad

OK, suppose we remove this weakness by using not a book, but
a sequence of completely random letters, generated for each
message. This is called the one-time pad.

Vote: Is the one-time pad secure!?

Yes!

How can we know this? Maybe it’s just that no one has figured
out yet how to attack it.

This is where security proofs come into play.

We can prove that the one-time pad is secure

... but first we need to define what it means for a
cryptographic protocol to be secure.

This class is being recorded



Probability Review I

A random variable is a quantity that takes on different values
with certain probabilities. If X is a random variable, | will use the
notation

Pr(X = x)

for the probability that the event occurs that random variable X
takes on value x.

Sometimes we will want to talk about more complicated events.
For instance, suppose that we have a random variable X and we

wish to discuss the probability that /(X) < 5 for some particular
function f. This could be written as

Pr(f(X) <5) or Pry(f(X)<)5)

(using the second notation in cases where it is not necessarily
clear that X is the random variable).
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Probability Review Il

If we have two events E and F (which could involve different or
multiple random variables), we can discuss the joint probability of
both events happening Pr(Z, F)

The conditional probability, defined as
Pr(E, F)

Pr(F)
is the chance that E occurs given that we already know F occurs.

Pr(E|F) =

Example: For a random day of the year, what is the chance that it
is Thanksgiving?
Pr(day = Thanksgiving) = 1/365

This class is being recorded



Probability Review Il

If we have two events E and F (which could involve different or
multiple random variables), we can discuss the joint probability of
both events happening Pr(Z, F)

The conditional probability, defined as
Pr(E, F)

Pr(F)
is the chance that E occurs given that we already know F occurs.

Pr(E|F) =

Example: For a random day of the year, what is the chance that it
is Thanksgiving?

Pr(day = Thanksgiving) = 1/365
But we know today is Thursday:

Pr(day = Thanksgiving | day is Thursday) = 1/52
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Probability Review Il

If we have two events E and F (which could involve different or
multiple random variables), we can discuss the joint probability of
both events happening Pr(Z, F)

The conditional probability, defined as
Pr(E, F)

Pr(F)
is the chance that E occurs given that we already know F occurs.

Pr(E|F) =

Example: For a random day of the year, what is the chance that it
is Thanksgiving?
Pr(day = Thanksgiving) = 1/365
But we know today is Thursday:
Pr(day = Thanksgiving | day is Thursday) = 1/52
But there is class today:
Pr(day = Thanksgiving | there is class today) = 0

This class is being recorded



Probability Review liI

Two events E and F are independent events if
Pr(E, F) = Pr(E)Pr(F)
If two events are independent, then

Pr(E|F) = Pr(E)

so knowing that event F happened doesn’t tell us more about
whether event E happened.

Bayes’ Theorem:

Pr(E| F) Pr(F | E)Pr(E)

Pr(F)

It just follows from the definition of conditional probability.
Bayes’ theorem is useful because it allows us to switch which
variable we condition on.

This class is being recorded



Towards a Definition of Secur

With the substitution cipher, we saw that having different
frequencies for different ciphertext letters allowed frequency
analysis. So maybe our security definition should say that all
ciphertext letters should occur with the same frequency?
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Towards a Definition c

With the substitution cipher, we saw that having different
frequencies for different ciphertext letters allowed frequency
analysis. So maybe our security definition should say that all
ciphertext letters should occur with the same frequency?

No.

Imagine the Vigenere cipher with key
“abcdefghijklmnopgrstuvwxyz”: Every letter would have the
same frequency in the ciphertext, since it could be shifted by
any amount, but it would still be insecure.

Conversely, take a “secure” protocol (whatever that is), and
alternate the ciphertext letters with additional letter “A’s.
This would not make the protocol any less secure, but now
“A” is very common.
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Independence From the F

Adding extra “A’”’s doesn’t impede security because they are
there regardless of what the message is. That’s the answer:A
definition of security should have the ciphertext independent of
the plaintext.

One-time pad

Plaintext: hellothere goodbyenow
Key: xfaycrsegf yVXgpmvvjn
Ciphertext: EJLJQKZIXJ EJLJQKZIXJ

The ciphertext “EJLJQKZIX]” could correspond to either the
message “hellothere” or “goodbyenow” with different keys.
Exactly one key works for each plaintext and both keys are
equally likely (since all keys are) and therefore both messages are
equally possible.
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Side Information

Recall that Eve is allowed to use any side information she might
have about Alice and Bob’s messages or protocol. She doesn’t
know the precise message sent and she doesn’t know the key,
but she might know a lot more.

Eve might have narrowed the message down to two
possibilities m and m’. She should still not be able to tell
which is the two was sent when she sees the ciphertext.

Eve might be 90% sure that the message is m and not m’.
She should not be able to increase that to 95% sure.

We can quantify Eve’s prior knowledge about the message using
probability theory.

Eve has an estimate of the probability that Alice will send
message m before she sees any ciphertext:

Pr(M = m)
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Conditional Information

What happens once Eve sees the ciphertext!?

She now has (potentially) additional information. Given that she
knows the protocol (Kerckhoffs’ principle), including the
distribution over keys, she can deduce the probability that if the
message is m then the ciphertext is c averaged over keys.

Pr(C =c,M = m)

Pr(C=c|M=m) = Ty ——

How should she update her probability of the message once
she sees the ciphertext c!

Use Bayes’ Theorem:

Pr(M =m|C=c) = Pr(C = c|M = m)Pr(M = m)

Pr(C = ¢)
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Definition of Encryption

Definition: A private-key encryption protocol is a set of three
probabilistic algorithms (Gen, Enc, Dec).

Gen is the key generation algorithm. It takes as input s, the
security parameter, and outputs a key k € {0,1 } *.

Enc is the encryption algorithm. It takes as input k and a
plaintext or message m € {0,1 }** and outputs a ciphertext

c € {0,1}*.

Dec is the decryption algorithm. It takes as input k and ¢ and
outputs some m’ € {0,1 }*.

An encryption protocol is correct if

Dec(k, Enc(k,m)) = m

Unless otherwise stated, assume that Gen(n) chooses a random
bit string of length s. Note that there may be some restrictions
on the allowed space of messages (e.g., length).
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The One-Time Pad for E

In the modern era, we have computers to do encryption and
decryption, and so we like to write things in terms of bits. Ve
can convert a message m written with letters into a message
written in bits by converting it to ASCII (for instance).

Note that in the pre-computer era, encrypted messages
usually dropped the spaces (because information about
where they were makes a message much easier to decrypt),
but in the modern era,“space” is just another character and

is encrypted along with everything else.

The key k is a random string of bits, and Enc takes the bitwise
XOR between the key and message. Dec does the same:

Message 001011001010
Key 110001011100
Ciphertext 111010010110
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Correctness of the One-Time Pad

It is straightforward to prove that the one-time pad is correct:

We can write Enc and Dec as
Enclk,m)=m® k
Dec(k,c) =c® k
Then:
Dec(k, Enc(k,m)) =(m® k) k=m
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