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Administrative

This class is being recorded

Midterm: Thursday, Nov. 6 (1.5 weeks from today)

• In class
• Open book (including textbook), no electronic devices
• Will cover modular arithmetic and public key encryption 

(including key exchange and KEM/DEM).
• Those with ADS accommodation, remember to book.

Problem Set #6 is due in 1 week on Tuesday, Nov. 4.



KEM/DEM

This class is being recorded

A KEM creates and sends a random key string to someone 
whose public key you have.

That key then becomes the key for a private-key encryption 
system, which is called a data-encapsulation mechanism 
(DEM) in this context.
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Let’s see how this works in detail using RSA and AES in CBC 
mode.
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1. Bob generates a private key/public key pair (N, d) and (N, e) 
and sends out (N, e).

2. Alice wants to send a message m to Bob.  She breaks it into 
chunks  of 128 bits long (the block size of AES).mi

3. Alice chooses a random x,  and computes 
.

0 < x < N
c = xe mod N

4. Alice encrypts  using AES in CBC mode using key H(x).  
This involves picking an IV and would normally output a 
ciphertext .

mi

(IV, c1, c2, …)
5. Alice sends the full ciphertext .(c, IV, c1, c2, …)
6. Bob computes  using his private key and finds 

H(x).
x = cd mod N

7. Bob decrypts  using AES and key H(x).(IV, c1, c2, …)



Security Game for KEM

Alice Eve

x = (e, c, k or k’)

𝒜(x)
k if 
k’ if 

𝒜(x) = 0
𝒜(x) = 1

This class is being recorded

The game used to define security for KEM is very similar to that 
used to define security for key exchange, but we use the public 
key e and the ciphertext c in place of the transcript:

1. Alice runs Encaps to get c and k. She chooses a random bit r.  
a. If r = 0, Alice sends Eve x = (e, c, k).
b. If r = 1, Alice sends Eve x = (e, c, k’), where k’ is a random 

bit string

2. Eve performs an attack  to try to guess r (i.e., if Alice sent 
the real k or a random k’).  She wins if she guesses right.

𝒜(x)



CPA Security for KEM

This class is being recorded

Definition: Consider a KEM (Gen, Encaps, Decaps).  Suppose Gen 
produces public key e and Encaps(e) produces ciphertext c and 
key k.  Let k’ be a uniformly randomly generated key.  Then the 
KEM is CPA secure if for all attacks  with a 1-bit output and 
taking as inputs e, c, and either k or k’,

𝒜

|Pr(𝒜(e, c, k) = 1) − Pr(𝒜(e, c, k′￼) = 1) | ≤ ϵ(s)

Alice Eve

x = (e, c, k or k’)

𝒜(x)
k if 
k’ if 

𝒜(x) = 0
𝒜(x) = 1

with  negligible and the probabilities averaged over k’ and 
over the randomness of , Gen, and Encaps.

ϵ(s)
𝒜
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Why is This CPA Security?

This class is being recorded

The term “CPA security” implies that it should be secure against 
chosen-plaintext attacks.

Why don’t we need to give Eve an oracle to let her choose 
plaintexts?

Two reasons:

• Eve has access to e, so once again she can run Encaps if she 
wants.

• There is no plaintext here to choose.  Encaps only takes e 
as input, no message.



Security of KEM/DEM

This class is being recorded

Theorem: If we have a KEM/DEM encryption scheme in which 
the KEM protocol is CPA secure and the DEM protocol is EAV 
secure, then the full KEM/DEM scheme is CPA secure.

Intuition and Proof Sketch:

The key from the CPA secure KEM looks the same to Eve 
as a random bit string.  Therefore, if it is used as the key in 
an EAV-secure encryption protocol, the protocol behaves 
the same way as if the key was fully random.  That means 
that Eve cannot distinguish between messages.

Note: DEM only needs to be EAV secure.

Since Eve has access to the public key, this is all that is 
needed for CPA security of the public key protocol.

Note: Eve can create ciphertexts for the full protocol, but 
not for the DEM with the specific key used by Alice.
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How can we send multiple messages if the private-key 
encryption protocol we use in the DEM is only EAV secure?
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Using the KEM/DEM, we are generating a new private key 
for the DEM each time we send a message.

The public encryption key stays the same through all 
messages, which is why this counts as CPA security.  But the 
public key system only encrypts the one-time private keys.

Vote: If we use the one-time pad for DEM, does the full KEM/
DEM protocol have perfect secrecy?  (Yes/No)

Answer: No.
Remember, a computationally unbounded Eve can find a 
private key that goes with Bob’s public key and can then run 
Decaps and Dec just like Bob.
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Why Public Key Cryptography?
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Why do we want public key cryptography?

Private-key cryptography can be very secure, but it relies on 
having a pre-shared secret key between Alice and Bob.

Why is that a problem?

• If Alice and Bob have not communicated before, they will 
not share a private key.

• If Alice and Bob can only communicate over a public 
channel, they have no secure way to initially share their 
private key.

• If N people might want to communicate with each other, 
each pair of people needs to share a separate private key, 
resulting in many keys to keep track of:  private 
keys vs.  private key/public key pairs using public key 
encryption.

N(N − 1)/2
N



Public Key vs. Private Key

Private Key Public Key

Highly secure (short keys 
sufficient)

Less secure (long keys 
needed)

Very efficient Slow

Symmetric (same key) Asymmetric (public and 
private key pair)

Need different key for each 
pair of people

Public key can be distributed 
to many people

May have additional 
properties

This class is being recorded



Why KEM/DEM?

Public key cryptosystems are much slower, more inefficient in 
terms of communication, and less secure than private key 
cryptosystems.

This class is being recorded

Private key cryptosystems require a previously shared key, 
making it hard to communicate with someone new and making 
key management a headache with many people.

TLS uses KEM/DEM, although only in the older versions.  TLS is 
used in https, so is extremely common.

KEM/DEM combines the efficiency of private key systems 
with the convenience of public key systems!



How Do We Distribute Public Keys?

Recall that Diffie-Hellman had a man-in-the-middle attack where 
Eve pretended to be Bob when talking to Alice and vice-versa.
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Eve pretended to be Bob when talking to Alice and vice-versa.
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Public key systems have the same sort of problem at the 
time of distribution of the public keys:

Alice

pub. key e

e

Eve

How does Alice know Bob’s public key really comes from Bob 
and not from Eve?  Bob needs some way to authenticate it.

If an advantage of public keys is that they are easier to distribute, 
how do we actually do that?



Chosen Ciphertext Attack on RSA
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Plain RSA and Padded RSA are vulnerable to another kind of 
attack with a stronger threat model, a chosen ciphertext attack:

Suppose Alice sends Bob the ciphertext .c = m̃e mod N

Eve can easily create .c′￼= 2ec = (2m̃)e mod N

Why is that a problem? What if Eve sends c’ to Bob, who 
decrypts it and then acts on the message assuming it to be from 
Alice.  By observing Bob, Eve may be able to deduce the plaintext 
corresponding to c’, namely .  This tells her .2m̃ m̃

Authenticating messages will help us deal with this class of 
attacks as well, by removing Eve’s ability to change the 
message.



To Do List

• Message authentication and digital signatures to ensure validity 
of public keys.

• Hash functions to serve as key derivation functions.
• Chosen-ciphertext attacks (CCA) and CCA-security.

This class is being recorded

Message authentication, digital signatures, and hash functions 
all have other applications beyond their usefulness for public 
key cryptography.
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Message Authenticity
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Suppose you receive this e-mail:

From: Daniel Eric Gottesman <dgottesm@umd.edu>
Subject: Important assignment

Please review the material on this website today.

Daniel Gottesman

What do you do?

It seems a bit suspicious.  What if you can’t reach me to ask if it 
is real or not?

And if I sent a lot of e-mails like that, it might not even look 
suspicious.



Message Authentication

From: Daniel Eric Gottesman <dgottesm@umd.edu>
Subject: Important assignment

Please review the material on this website today.

Daniel Gottesman

This class is being recorded

Message authentication is a cryptographic solution to this 
problem: It lets you verify that the message really came from me.

What if the message really did come from me … but it’s been 
altered, perhaps by changing the link?  Even a one-character 
change would point you to a different website which could 
contain malware.  Asking me won’t help, but message 
authentication addresses this too.



New Threat Model
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Alice Bob

Eve

In the threat model for message authentication, Eve is able to 
change messages sent between Alice and Bob and wants Bob to 
accept a message that Alice didn’t send.

Now Eve has the ability 
not only to read Alice’s 
transmissions, but also 
to alter them.



Encryption Doesn’t Help

This class is being recorded

Note that encryption by itself doesn’t solve the problem.  Eve 
can still change the message even if she can’t read it.

One-time pad:

Key:

Message:
00101000101110101010
10111110010011001100

Alteration:

10111110010010001100

Ciphertext: 10010110111101100110

10010110111100100110

Decryption:

Changing the ciphertext produces a 
predictable change in the decrypted plaintext.  
(The one-time-pad is malleable.)



Message Authentication Code

Alice Bob

Eve
This class is being recorded

Encryption is also not necessary.  Instead, Alice appends a tag to 
her message to prove its authenticity.  Alice and Bob share a 
secret key to give them an advantage over Eve.
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Message Authentication Code

Alice Bob

Eve
This class is being recorded

Encryption is also not necessary.  Instead, Alice appends a tag to 
her message to prove its authenticity.  Alice and Bob share a 
secret key to give them an advantage over Eve.

key k

(m,t)

Attack

(m’,t’)

No!

message m

(m,t)
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Definition: A message authentication code (MAC) is a set of 
three probabilistic polynomial-time algorithms (Gen, Mac, Vrfy):

Gen is the key generation algorithm.  It takes as input s, the 
security parameter, and outputs a private key  of 
length poly(s).

k ∈ {0,1}*

Mac is the tag-generation algorithm.  It takes as input k and a 
message  and outputs a tag .m ∈ {0,1}* t ∈ {0,1}*
Vrfy is the verification algorithm.  It takes as input k and (m,t) 
and outputs “valid” or “invalid.” 
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MAC Definition
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Definition: A message authentication code (MAC) is a set of 
three probabilistic polynomial-time algorithms (Gen, Mac, Vrfy):

Gen is the key generation algorithm.  It takes as input s, the 
security parameter, and outputs a private key  of 
length poly(s).

k ∈ {0,1}*

Mac is the tag-generation algorithm.  It takes as input k and a 
message  and outputs a tag .m ∈ {0,1}* t ∈ {0,1}*
Vrfy is the verification algorithm.  It takes as input k and (m,t) 
and outputs “valid” or “invalid.” 

The MAC is correct if

Vrfy(k, m, Mac(k, m)) = valid

Often Vrfy just runs Mac(k,m) to get a tag t’ and outputs “valid” if 
t=t’.



Private Key vs. Public Key

This class is being recorded

A MAC is a private key protocol.  That means that Alice and Bob 
must share the private key and can only use it to authenticate 
messages to each other.

If you want a public key authentication protocol, use a digital 
signature, which is basically a public key version of a MAC.  
However, they have some useful additional properties by 
virtue of being public key.

We will discuss digital signatures later in the course.
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Suppose we let t be the parity of the bits in the message m (i.e., 
the XOR of all bits, 0 if m has an even number of 1s).

m = 001101011 t=1

Vote: Does this work? (Yes/no/unknown)
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First Try

This class is being recorded

Suppose we let t be the parity of the bits in the message m (i.e., 
the XOR of all bits, 0 if m has an even number of 1s).

m = 001101011 t=1

Vote: Does this work? (Yes/no/unknown)

Answer: No.  It has a number of problems.

• Eve knows the procedure and can easily make her own tags.

We need to involve a key somehow.

E.g.: m = 000000000, t=0



Second Try

What if we instead have a key k and the tag is ?t = m ⋅ k

m = 001101011
t=0

k = 100101100
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Second Try

What if we instead have a key k and the tag is ?t = m ⋅ k

m = 001101011
t=0

k = 100101100

This class is being recorded

Vote: Does this work? (Yes/no/unknown)

Answer: Still no.

• The tag space is too small.  Eve can just guess the tag with 
50% chance of success.

• The all 0’s message always has the same tag, so Eve can 
forge that:

m = 000000000, t=0

• With multiple messages, Eve can quickly determine k and 
then she can forge messages easily.



Pseudorandom Functions

This class is being recorded

What we would really want is that the tag t = Mac(k,m) is a 
random string unrelated to t’ = Mac(k,m’).  That way, seeing some 
tags won’t help in forging different messages.

That means we want a random function for Mac.

But random functions need a long key and can’t be 
computed efficiently.  So we will use the next-best thing: a 
pseudorandom function.

 for pseudorandom .Mac(k, m) = Fk(m) Fk(m)

E.g.:  could be AES.Fk(m)

Note that we don’t need a pseudorandom permutation here, only 
a pseudorandom function.  Mac does not need to be invertible.
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Security of MACs

This class is being recorded

What, precisely, does it mean for a MAC to be secure?

• Eve should be unable, except with negligible probability, to 
produce a valid pair (m,t).

• Even if she has seen a valid message pair .(m0, t0)
• Even if she has seen many valid message pairs .(mi, ti)
• Actually, we should probably let Eve choose which messages 

 she’s seen authenticated.mi
• Except we can’t let her have a valid tag for the message m.
• But we let her pick the message m after seeing tags for the 

other messages.

Time for another game!
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Alice Eve

𝒜

s
Mac?Vrfy(k, m̂, ̂t ) Mac

(m̂, ̂t ), m̂ ≠ mi

timi

In this game:

1. Alice gives Eve access to an oracle that Eve can query with 
possible messages  and receive valid tags  
for  using the key k.

mi ti = Mac(k, mi)
mi

2. Eve runs a polynomial-size attack using the oracle access 
and generates a (message, tag) pair .(m̂, ̂t )

3. Eve wins if  and  for any  
which she used to query the oracle.

Vrfy(k, m̂, ̂t ) = valid m̂ ≠ mi mi



MAC Security Definition
Definition: A MAC (Gen, Mac, Vrfy) with security parameter s is 
secure (against an adaptive chosen-message attack) if, for any 
polynomial-time attack  with oracle access to 

, where  outputs  such that  never 
queried the oracle for ,

𝒜
Mk(m) = Mac(k, m) 𝒜 (m̂, ̂t ) 𝒜

m = m̂

This class is being recorded

Alice Eve

𝒜

s
Mac?Vrfy(k, m̂, ̂t )

Pr(Vrfy(k, m̂, ̂t ) = valid) ≤ ϵ(s)
where  is a negligible function and the probability is averaged 
over k generated by Gen and the randomness used in any of the 
functions.

ϵ(s)

Mac

(m̂, ̂t ), m̂ ≠ mi

timi
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Theorem: If  is a pseudorandom function then the 
following MAC is secure:

Fk(m)

.Mac(k, m) = Fk(m)
Gen chooses a uniform random bit string k.

Vrfy(k,m,t) outputs “valid” if .Mac(k, m) = t

Proof Idea:

First show that the protocol is secure if we use a random 
function f instead of the pseudorandom function.

Then show, via reduction, that if we have an attack against 
the protocol with a pseudorandom function, then we can 
distinguish  from a random function.Fk(m)

Which, by the definition of pseudorandom function, 
implies the protocol is secure.




