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Administrative

This class is being recorded

Midterm: Thursday, Nov. 6

• In class
• Open book (including textbook), no electronic devices
• Will cover modular arithmetic and public key encryption 

(including key exchange and KEM/DEM).

Problem Set #6 is due today.

Review materials:

• Today’s lecture
• Practice midterms (on ELMS)
• Practice questions and topics list (on course web page)
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Why do we want public key cryptography?

Private-key cryptography can be very secure, but it relies on 
having a pre-shared secret key between Alice and Bob.

Why is that a problem?

• If Alice and Bob have not communicated before, they will 
not share a private key.

• If Alice and Bob can only communicate over a public 
channel, they have no secure way to initially share their 
private key.

• If N people might want to communicate with each other, 
each pair of people needs to share a separate private key, 
resulting in many keys to keep track of:  private 
keys vs.  private key/public key pairs using public key 
encryption.

N(N − 1)/2
N



Public Key vs. Private Key

Private Key Public Key

Highly secure (short keys 
sufficient)

Less secure (long keys 
needed)

Very efficient Slow

Symmetric (same key) Asymmetric (public and 
private key pair)

Need different key for each 
pair of people

Public key can be distributed 
to many people

May have additional 
properties

This class is being recorded



Definition of Public Key Encryption
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Definition: A public-key encryption protocol is a set of three 
probabilistic polynomial-time algorithms (Gen, Enc, Dec).

Gen is the key generation algorithm.  It takes as input s, the 
security parameter, and outputs a public key, private key pair 

.(e, d) ∈ {0,1}* × {0,1}*

Enc is the encryption algorithm.  It takes as input e and a 
plaintext or message  and outputs a ciphertext 

.
m ∈ {0,1}*

c ∈ {0,1}*

Dec is the decryption algorithm.  It takes as input d and c and 
outputs some . m′￼∈ {0,1}*

The encryption protocol is correct if

Dec(d, Enc(e, m)) = m
Note: Gen here is much more complex than for private-key 
encryption and doesn’t just generate random bit strings.
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secret a secret b
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gb
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(ga, c)

When Alice sends , she can also send an encrypted message m, 
for instance with ciphertext .

ga
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with .ed = 1 mod φ(N)

“RSA” stands for the inventors: Rivest, Shamir, and Adleman

(N, e)
Gen

(N, d)



Padded RSA
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To make RSA secure, we need to add randomness to Enc, for 
example by padding the message with random bits:

Gen remains the same.

Enc: Given message m, generate -bit random r and let 
 (the concatenation r followed by m).  Then the 

ciphertext .

ℓ
m̃ = r∥m

c = m̃e mod N
Dec: Given c, compute .  Discard the first  
bits of  to get .

m̃′￼= cd mod N ℓ
m̃′￼ m′￼

Example:
Gen: N = 187, e = 3, and d = 107 as before.

Enc: Let . Pad using .  Then
 and .

m = 15 = 11112 r = 1102
m̃ = 11011112 = 111 c = 1113 mod 187 = 100
Dec:  and .m̃′￼= 100107 mod 187 = 111 m′￼= 15



Security of Public Key Encryption
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Alice Eve

c

𝒜(e, c)

i

mi

c

:  and .ℬ(e, s) m0 m1
, m0 m1

i public key e
e

Gen

Recall that EAV security for public key encryption is the same as 
CPA security.

Eve gets the public key e so she doesn’t need an encryption 
oracle.
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A KEM creates and sends a random key string to someone 
whose public key you have.

That key then becomes the key for a private-key encryption 
system, which is called a data-encapsulation mechanism 
(DEM) in this context.

Alice Bob

Encaps

k c
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Gen
e

d

Enc c’
message m
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Decaps
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Why KEM/DEM?

Public key cryptosystems are much slower, more inefficient in 
terms of communication, and less secure than private key 
cryptosystems.

This class is being recorded

Private key cryptosystems require a previously shared key, 
making it hard to communicate with someone new and making 
key management a headache with many people.

TLS uses KEM/DEM, although only in the older versions.  TLS is 
used in https, so is extremely common.

KEM/DEM combines the efficiency of private key systems 
with the convenience of public key systems!
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mode.

This class is being recorded

1. Bob generates a private key/public key pair (N, d) and (N, e) 
and sends out (N, e).

2. Alice wants to send a message m to Bob.  She breaks it into 
chunks  of 128 bits long (the block size of AES).mi

3. Alice chooses a random x,  and computes 
.

0 < x < N
c = xe mod N

4. Alice encrypts  using AES in CBC mode using key H(x).  
This involves picking an IV and would normally output a 
ciphertext .

mi

(IV, c1, c2, …)
5. Alice sends the full ciphertext .(c, IV, c1, c2, …)
6. Bob computes  using his private key and finds 

H(x).
x = cd mod N

7. Bob decrypts  using AES and key H(x).(IV, c1, c2, …)
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Transcript T(Π)

The transcript  is all the information publicly announced 
during a run of the key exchange protocol .

T(Π)
Π



Key Exchange Security Game

This class is being recorded

Alice Eve

x = ( , k or k’)T(Π)

𝒜(x)
k if 
k’ if 

𝒜(x) = 0
𝒜(x) = 1

In the key exchange security game, Eve receives a transcript  
generated through a run of the key exchange protocol .  
Suppose that the actual key generated in the run that produced 

 is k.  Can Eve determine if the key is k or a random k’?

T(Π)
Π

T(Π)

Alice sends Eve  corresponding to key k, and then she either 
sends Eve k or she generates a random key k’ and sends it to 
Eve instead.  Eve must determine if the key she received is the 
one generated with the transcript she received.

T(Π)



Security Game for KEM

Alice Eve

x = (e, c, k or k’)

𝒜(x)
k if 
k’ if 

𝒜(x) = 0
𝒜(x) = 1
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The game used to define security for KEM is very similar to that 
used to define security for key exchange, but we use the public 
key e and the ciphertext c in place of the transcript:

1. Alice runs Encaps to get c and k. She chooses a random bit r.  
a. If r = 0, Alice sends Eve x = (e, c, k).
b. If r = 1, Alice sends Eve x = (e, c, k’), where k’ is a random 

bit string

2. Eve performs an attack  to try to guess r (i.e., if Alice sent 
the real k or a random k’).  She wins if she guesses right.

𝒜(x)



Pseudorandomness Games

Alice Eve

x

𝒜(x)
non-random if 
random if 

𝒜(x) = 1
𝒜(x) = 0

Pseudorandom generator:
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Alice Eve

𝒜n

non-random if 
random if 

𝒜𝒪
n = 1

𝒜𝒪
n = 0

n
𝒪O = Fk(r) or f(r) 𝒪

Pseudorandom function:



Modular Arithmetic Overview
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Modular arithmetic mod N is an alternate system of arithmetic 
using just the numbers 0 through N-1.
Think of modular numbers as an alternate data type which 
happens sometimes to agree with integer type but not always.

However, we do want modular addition and multiplication 
to have many of the same properties as integer addition and 
multiplication.

• Addition and subtraction work basically the same way as 
integer addition and subtraction.

• Multiplication is also very similar to integer multiplication.
• Division, however, is quite different and is not always defined.
• Exponentiation is similar to integer exponentiation.

The other big difference is that modular numbers don’t 
have a well-defined notion of “bigger” since counting up 
eventually brings us back to where we started.



Modular Arithmetic Examples
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+ 0 1 2 3 4
0 0 1 2 3 4
1 1 2 3 4 0
2 2 3 4 0 1
3 3 4 0 1 2
4 4 0 1 2 3

Mod 5 addition and multiplication:

* 0 1 2 3 4
0 0 0 0 0 0
1 0 1 2 3 4
2 0 2 4 1 3
3 0 3 1 4 2
4 0 4 3 2 1

Each 
non-zero 
row and 
column 
has all #s

+ 0 1 2 3 4 5
0 0 1 2 3 4 5
1 1 2 3 4 5 0
2 2 3 4 5 0 1
3 3 4 5 0 1 2
4 4 5 0 1 2 3
5 5 0 1 2 3 4

* 0 1 2 3 4 5
0 0 0 0 0 0 0
1 0 1 2 3 4 5
2 0 2 4 0 2 4
3 0 3 0 3 0 3
4 0 4 2 0 4 2
5 0 5 4 3 2 1

Mod 6 addition and multiplication:

Rows 
and 
columns 
have 0s 
and 
repeat #s



Modular Arithmetic Summary
• Division by b is well-defined mod N when .
•  is a group.
• Euclid’s algorithm takes input a and b and finds X and Y such that 

.
• Runs in time polynomial in  and .
• Can find gcd.
• Can find modular multiplicative inverse .

• Modular exponentiation:
• Efficient algorithm by repeated squaring.
• Eventually repeats.  The smallest r such that  is 

the order of g mod N.  Then  if .
• Totient function : number of #s <N relatively prime to N.

• If p is prime, .  If , .
• Euler-Fermat:  when .

• Order of g mod N is a factor of .
• If g is a generator mod N, .

gcd(b, N) = 1
ℤ*N = {b | gcd(b, N) = 1}

aX + bY = gcd(a, b)
log a log b

a−1 mod N

gr = 1 mod N
ga = gb mod N a = b mod r

φ(N)
φ(p) = p − 1 N = pq φ(N) = (p − 1)(q − 1)
gφ(N) = 1 mod N gcd(g, N) = 1

φ(N)
ord(gj) = φ(N)/ gcd( j, φ(N))

This class is being recorded



Elements of ℤ*21

Let us work through the structure of  in detail.ℤ*21
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First: What are the elements of ?ℤ*21

Recall: the * indicates that we are talking only about the 
elements that have a multiplicative inverse — those that are 
relatively prime to 21.

ℤ*21 = {1,2,4,5,8,10,11,13,16,17,19,20}

The number of elements of  is .ℤ*21 φ(21) = 12

Recall: When N=pq with p and q prime, 
.φ(N) = (p − 1)(q − 1)



Non-Elements of ℤ*21
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What are not elements of ?ℤ*21

Multiples of 3 and 7, specifically 0, 3, 6, 7, 9, 12, 14, 15, 18.

Why not?

These have no multiplicative inverses.  For instance, consider 
:6k mod 21

k 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

6k 0 6 12 18 3 9 15 0 6 12 18 3 9 15 0 6 12 18 3 9 15

Nothing can be multiplied by 6 to give 1: 6 has no multiplicative 
inverse.  This also means that division by 6 doesn’t make sense in 
general mod 21.



Multiplicative Inverses
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The elements of  do have multiplicative inverses mod 21.ℤ*21

Example: The multiplicative inverse of 8 mod 21 is 8: 

8 ⋅ 8 = 64 = 1 mod 21

But note that if we are working mod 15, then the inverse of 
8 is 2:

8 ⋅ 2 = 16 = 1 mod 15

and 8 doesn’t have a multiplicative inverse mod 10.

Dividing by 8 is equivalent to multiplying by its inverse:
11/8 = 11 ⋅ 8 = 4 mod 21
11/8 = 11 ⋅ 2 = 7 mod 15

We can find inverses using Euclid’s algorithm.
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Euclid’s Algorithm works by subtracting multiples of the smaller 
number from the larger number and then continually updating 
and repeating the process.

Example: a = 81 b = 24

r0 = 81 = 1 ⋅ a + 0 ⋅ b
r1 = 24 = 0 ⋅ a + 1 ⋅ b
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number from the larger number and then continually updating 
and repeating the process.

Example: a = 81 b = 24

r0 = 81 = 1 ⋅ a + 0 ⋅ b
r1 = 24 = 0 ⋅ a + 1 ⋅ b

Subtract  from .3r1 r0r2 = 9 = 1 ⋅ a − 3 ⋅ b

Subtract  from .2r2 r1



Euclid’s Algorithm
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Euclid’s Algorithm works by subtracting multiples of the smaller 
number from the larger number and then continually updating 
and repeating the process.

Example: a = 81 b = 24

r0 = 81 = 1 ⋅ a + 0 ⋅ b
r1 = 24 = 0 ⋅ a + 1 ⋅ b

Subtract  from .3r1 r0r2 = 9 = 1 ⋅ a − 3 ⋅ b

r3 = 6 = − 2 ⋅ a + 7 ⋅ b Subtract  from .2r2 r1



Euclid’s Algorithm
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Euclid’s Algorithm works by subtracting multiples of the smaller 
number from the larger number and then continually updating 
and repeating the process.

Example: a = 81 b = 24

r0 = 81 = 1 ⋅ a + 0 ⋅ b
r1 = 24 = 0 ⋅ a + 1 ⋅ b

Subtract  from .3r1 r0r2 = 9 = 1 ⋅ a − 3 ⋅ b

r3 = 6 = − 2 ⋅ a + 7 ⋅ b Subtract  from .2r2 r1

Subtract  from .r3 r2



Euclid’s Algorithm
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Euclid’s Algorithm works by subtracting multiples of the smaller 
number from the larger number and then continually updating 
and repeating the process.

Example: a = 81 b = 24

r0 = 81 = 1 ⋅ a + 0 ⋅ b
r1 = 24 = 0 ⋅ a + 1 ⋅ b

Subtract  from .3r1 r0r2 = 9 = 1 ⋅ a − 3 ⋅ b

r3 = 6 = − 2 ⋅ a + 7 ⋅ b Subtract  from .2r2 r1

Subtract  from .r3 r2r4 = 3 = 3 ⋅ a − 10 ⋅ b



Euclid’s Algorithm
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Euclid’s Algorithm works by subtracting multiples of the smaller 
number from the larger number and then continually updating 
and repeating the process.

Example: a = 81 b = 24

r0 = 81 = 1 ⋅ a + 0 ⋅ b
r1 = 24 = 0 ⋅ a + 1 ⋅ b

Subtract  from .3r1 r0r2 = 9 = 1 ⋅ a − 3 ⋅ b

r3 = 6 = − 2 ⋅ a + 7 ⋅ b Subtract  from .2r2 r1

Subtract  from .r3 r2r4 = 3 = 3 ⋅ a − 10 ⋅ b

Subtract  from .2r4 r3



Euclid’s Algorithm
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Euclid’s Algorithm works by subtracting multiples of the smaller 
number from the larger number and then continually updating 
and repeating the process.

Example: a = 81 b = 24

r0 = 81 = 1 ⋅ a + 0 ⋅ b
r1 = 24 = 0 ⋅ a + 1 ⋅ b

Subtract  from .3r1 r0r2 = 9 = 1 ⋅ a − 3 ⋅ b

r3 = 6 = − 2 ⋅ a + 7 ⋅ b Subtract  from .2r2 r1

Subtract  from .r3 r2r4 = 3 = 3 ⋅ a − 10 ⋅ b

Subtract  from .2r4 r3r5 = 0



Euclid’s Algorithm
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Euclid’s Algorithm works by subtracting multiples of the smaller 
number from the larger number and then continually updating 
and repeating the process.

Example: a = 81 b = 24

r0 = 81 = 1 ⋅ a + 0 ⋅ b
r1 = 24 = 0 ⋅ a + 1 ⋅ b

Subtract  from .3r1 r0r2 = 9 = 1 ⋅ a − 3 ⋅ b

r3 = 6 = − 2 ⋅ a + 7 ⋅ b Subtract  from .2r2 r1

Subtract  from .r3 r2r4 = 3 = 3 ⋅ a − 10 ⋅ b

Subtract  from .2r4 r3r5 = 0

The algorithm ends here.  We have learned that gcd(81,24) = 3 
and

3 = 3 ⋅ 81 − 10 ⋅ 24



Chinese Remainder Theorem
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Chinese remainder theorem: When a, b relatively prime,
x = xa mod a
x = xb mod b

have unique solution x mod ab.

Run Euclid’s algorithm to find 
X and Y such that 

aX + bY = 1

Then

x = xbaX + xabY

Example: , , , a = 3 b = 5 xa = 2
xb = 1

x = 2 mod 3
x = 1 mod 5

Euclid’s algorithm:

3 ⋅ 2 + 5 ⋅ (−1) = 1
, X = 2 Y = − 1

Then
x = 1 ⋅ 3 ⋅ 2 + 2 ⋅ 5 ⋅ (−1)

= 6 − 10 = − 4 = 11 mod 15

Algorithm:



Group Theory Summary

Definition: A group (G, *) is a set G of elements along with a 
binary operation  with the following properties:* : G × G → G

1. Closure:  when .
2. Associativity: , .
3. Identity:  such that .
4. Inverses:  such that 

.

g * h ∈ G g, h ∈ G
∀g, h, k ∈ G (g * h) * k = g * (h * k)

∃e ∈ G ∀g ∈ G, e * g = g * e = g
∀g ∈ G, ∃g−1 ∈ G

g * g−1 = g−1 * g = e
A subgroup H of G, written  is a subset of G which is also 
a group.  The order  of a finite group G is the number of 
elements.

H ≤ G
|G |

Lagrange’s Theorem: If H and G are finite groups with , 
then  divides .

H ≤ G
|H | |G |

This class is being recorded

A set S generates a group G if all elements of G can be written 
as products of elements of S.  A group that can be generated by 
just one element is cyclic.



 as a Groupℤ*21
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 (or any ) is a group with multiplication as the group 
operation: 
ℤ*21 ℤ*N

• Multiplication is closed: .
• Associative: .
• Identity is 1: .
• Inverses: This is why we used  instead of .

a, b ∈ ℤ21 ⇒ ab mod 21 ∈ ℤ21
(ab)c = a(bc) mod 21
a ⋅ 1 = 1 ⋅ a = a

ℤ*21 ℤ21

Note that  under multiplication would satisfy all conditions 
but the last one.

ℤ21

 is a group as well, but only when the group operation is 
addition rather than multiplication.
ℤ21




