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Administrative

This class is being recorded

Problem set #7 (a programming assignment) is out, due next 
Thursday.



Hash Functions

This class is being recorded

A hash function H(x) maps the input x to a shorter string.  The 
main cryptographic property of hash functions is collision 
resistance: it is hard to find a pair x, x’ such that H(x) = H(x’).

But sometimes we also want to consider weaker or 
stronger properties of hash functions.  One such property 
is that sometimes we abstract a hash function into a 
random oracle.

A random oracle is just a random function to which we have 
only black-box access.

When we say a hash function can be modeled as a random 
oracle, we are saying that it has no exploitable structure.



Hash Functions for Verifying Files

This class is being recorded

Suppose you want to store some files on a cloud server but you 
want to be able to verify that the files haven’t been corrupted 
when you retrieve them.

Alice

Storing the original file would remove the point of using the 
cloud storage.  (Saving space, for instance.)

File f

H(f)

But Alice can locally store a fingerprint H(f), which is much 
shorter, and verify the file easily once it is retrieved.



Storing Many Files

This class is being recorded

Alice
H( f1), H( f2), …

Files f1, f2, …

But what if Alice wants to store many files on the cloud and have 
the ability to check any of them?

She could store the fingerprint of each file, but that starts to get 
large.  If there are n files, she would be storing O(n) bits.



Storing Two Files
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Alice

Files f1, f2
fi, H( f1), H( f2)

H(H( f1), H( f2))

If Alice wants to store just 2 files on the cloud, she can save 
space by keeping just .  When she retrieves a file 
, she can also ask the cloud for hashes ,  and 

whichever file she wanted.

H(H( f1), H( f2))
fi H( f1) H( f2)

To verify, Alice computes  and verifies the hash value.  
Then she also computes .  

H( fi)
H(H( f1), H( f2))



Verification of One of Two Files

Alice

Files f1, f2
fi, H( f1), H( f2)

H(H( f1), H( f2))

When Alice checks both  and , she can be 
sure that file hasn’t been altered.  If either (or both) of  or 

 is different from their original values, then to match the 
stored  would require a collision in H.

H( fi) H(H( f1), H( f2))
H( f1)

H( f1)
H(H( f1), H( f2))

But if  is correct, then  must also match the correct 
file since if not, that is again a collision in H.

H( fi) fi

This class is being recorded



Storing Many Files Efficiently

This class is being recorded

Now suppose Alice is storing n files on the cloud.

h1 h2 h3 h4 h5 h6 h7 h8

h12 = H(h1, h2) h34 = H(h3, h4) h56 = H(h5, h6) h78 = H(h7, h8)

h1234 = H(h12, h34) h5678 = H(h56, h78)

h1…8 = H(h1234, h5678)

hi = H( fi)

She can initially compute hashes in a tree structure and store 
only a single hash, the root of the tree (  in the example).h1…8



Retrieving One of Many Files

This class is being recorded

h3 h4

h12 = H(h1, h2) h34 = H(h3, h4)

h1234 = H(h12, h34) h5678 = H(h56, h78)

h1…8 = H(h1234, h5678)

When Alice wishes to retrieve a file, she asks for the file  and 
the cloud server returns it, along with , and all of the 
hashes above it in the tree.  For each of those hashes, the cloud 
server also returns the other child so that Alice can verify all the 
needed hashes.

fi
hi = h( fi)



Retrieving One of Many Files
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h3 h4

h12 = H(h1, h2) h34 = H(h3, h4)

h1234 = H(h12, h34) h5678 = H(h56, h78)

h1…8 = H(h1234, h5678)

That is, in this example, Alice asks for the file , and the server 
returns

f3

( f3, h4, h12, h5678)

Alice can then compute , , , and then , which 
she compares with her stored value for .

h3 h34 h1234 h1…8
h1…8



Security of File Storage

This class is being recorded

Alice’s concern is that the file she retrieves is identical to the 
one she originally stored.

If the cloud server wants to change the file , it will need to find 
a collision for one of the hash values , , , or .  
Otherwise, the only way to match  is to send the correct 

 and to return values consistent with the correct .

f3
h3 h34 h1234 h1…8

h1…8
h5678 h1234

h3 h4

h12 = H(h1, h2) h34 = H(h3, h4)

h1234 = H(h12, h34) h5678 = H(h56, h78)

h1…8 = H(h1234, h5678)
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Alice’s concern is that the file she retrieves is identical to the 
one she originally stored.

But if  is going to have the correct value and there is no 
collision,  and  both must be correct also, which means 
that  and  must also have the correct values …
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Security of File Storage

This class is being recorded

Alice’s concern is that the file she retrieves is identical to the 
one she originally stored.

But if  is going to have the correct value and there is no 
collision,  and  both must be correct also, which means 
that  and  must also have the correct values …

h1234
h12 h34

h3 h4

h3 h4

h12 = H(h1, h2) h34 = H(h3, h4)

h1234 = H(h12, h34) h5678 = H(h56, h78)

h1…8 = H(h1234, h5678)

and if  is correct and there is no collision,  must be correct.h3 f3



File Storage Summary

This class is being recorded

This method is known as a Merkle tree.

Alice only needs to store one hash value.

When she retrieves a single file, she receives an additional 
 hash values.O(log n)

This compares to  stored hash values if she tries to 
store them all.

O(n)

Note that this is a different problem from a MAC in two ways:

• Alice doesn’t have to worry above the authenticity of the 
hash that she keeps, so she doesn’t need to authenticate it.

• There is no key here.
• Alice is only concerned about verifying part of the full set 

of stored files rather than the whole set.



Multiparty Computation

A different type of cryptographic protocol is a secure multiparty 
computation, in which two or more people are trying to perform 
some computational task but don’t trust each other.

This class is being recorded

This differs from the situation in the communication 
protocols we have seen so far in that the adversary 
controls one (or more) of the expected users of the 
protocol.

There are a wide variety of multiparty computation protocols.  
An example includes zero-knowledge proofs, a method by which 
it is possible to convince someone of a fact without revealing any 
information about the proof itself.



Bit Commitment

This class is being recorded

A useful cryptographic primitive for multiparty computations is 
bit commitment.

Alice Bob

bit b

Commit

Open

b

In the Commit phase, Alice sends Bob a bit b encoded in some 
way, in a virtual lockbox which Bob cannot open to learn b.

In the Open phase, Alice sends Bob the virtual key to open the 
lockbox, revealing b.  Alice should not be able to change b from 
the value she originally put in the lockbox.



Why Bit Commitment?

This class is being recorded

The main application of bit commitment is as a cryptographic 
primitive useful for building more complicated multiparty 
computation protocols.

However, it can occasionally be useful by itself.

Example:  Suppose I have a good algorithm to predict the stock 
market.  I want to convince you that I can do this but I don’t 
want to reveal what will happen since you haven’t paid me.

Solution: I commit to a prediction about what the stock 
market will do today.  You won’t be able to see it until the 
opening phase, which happens after the day ends.  But I 
can’t change the value which I committed to before the day 
started, so once the commitment is opened, you can see 
that I predicted correctly.



Hash Functions for Commitment

This class is being recorded

Commit Phase: Alice chooses random r and then sends Bob 
 (but not b or r) to commit to the bit b.H(b∥r)

Open Phase: Alice sends to Bob b and r.  Then Bob computes 
 to verify the commitment.H(b∥r)

The security requires that Bob not be able to determine b 
before the open phase.  (The protocol is hiding or 
concealing.) Note that it is possible that the commitment is 
never opened, and it should continue to be binding 
indefinitely.

Security also requires that Alice not be able to open the 
commitment to more than one possible value.  (The 
protocol is binding.)



Security of Commitment with Hash

This class is being recorded

Alice Bob

bit b

Commit

Open

b
H(b∥r)

b, r

The hiding property follows if Bob is unable to invert the hash 
function to learn b.  This is certainly true if the hash function is 
modeled as a random oracle.  (But you only need it to be a one-
way function.)

The binding property follows from the collision resistance of the 
hash function: To open the commitment with a different b, Alice 
would need to find (b’, r’) with .H(b, r) = H(b′￼, r′￼)



Active Threat Model

This class is being recorded

Alice Bob

Eve

Recall that for message authentication, Eve is able to change 
messages sent between Alice and Bob.  How does this threat 
model affect encryption?

Now Eve has the ability 
not only to read Alice’s 
transmissions, but also 
to alter them.



Malleability

This class is being recorded

One thing we have to worry about: Malleability.  Eve can still 
change the message in predictable ways even if she can’t read it.

One-time pad:

Key:

Message:
00101000101110101010
10111110010011001100

Alteration:

10111110010010001100

Ciphertext: 10010110111101100110

10010110111100100110

Decryption:

Changing the ciphertext produces a 
predictable change in the decrypted plaintext. 



Malleability of RSA

This class is being recorded

Plain RSA and Padded RSA are also malleable:

Suppose Alice sends Bob the ciphertext .c = m̃e mod N

Eve can easily create .c′￼= 2ec = (2m̃)e mod N

Bob then decrypts the message  instead of .2m̃ m̃

Eve can multiply the message by any constant factor in this way.



Malleability of RSA

This class is being recorded

Plain RSA and Padded RSA are also malleable:

Suppose Alice sends Bob the ciphertext .c = m̃e mod N

Eve can easily create .c′￼= 2ec = (2m̃)e mod N

Bob then decrypts the message  instead of .2m̃ m̃

Eve can multiply the message by any constant factor in this way.

This is the padded message  — but if the first bit of 
padding is 0, once the padding is stripped off, the message is 
also changed to 2m (losing the high bit).  If the first bit of 
padding is 1, our new padded message is 

.  This is still a predictable change to m.

m̃

2m̃ mod N = 2m̃ − N



Malleability is a Threat

This class is being recorded

Why do we care about malleability if Eve doesn’t learn the 
secret?

For the same reasons we care about authenticity: Bob might 
take incorrect and damaging actions if he acts on an altered 
message.
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take incorrect and damaging actions if he acts on an altered 
message.

• Changing the URL in an email message might direct you to 
website with malware.

• Changing the votes in an encrypted ballot.
• Changing the dollar amount or account number in a message 

to a bank might result in too much money being sent or the 
money being sent to Eve.



Malleability is a Threat

This class is being recorded

Why do we care about malleability if Eve doesn’t learn the 
secret?

For the same reasons we care about authenticity: Bob might 
take incorrect and damaging actions if he acts on an altered 
message.

• Changing the URL in an email message might direct you to 
website with malware.

• Changing the votes in an encrypted ballot.
• Changing the dollar amount or account number in a message 

to a bank might result in too much money being sent or the 
money being sent to Eve.

• Changing orders to a military unit might result in the unit being 
out of position.



Padding Oracle Attack
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also result in loss of secrecy!



Padding Oracle Attack

This class is being recorded

If Bob reacts differently to different messages, malleability can 
also result in loss of secrecy!

Example:

Alice sends a message to Bob using AES with CBC-mode.  
Since the message might not be an exact multiple of the 
block size, it must be padded to reach the right size.



Padding Oracle Attack

This class is being recorded

If Bob reacts differently to different messages, malleability can 
also result in loss of secrecy!

Example:

Alice sends a message to Bob using AES with CBC-mode.  
Since the message might not be an exact multiple of the 
block size, it must be padded to reach the right size.

Suppose we pad in this way (which is standard, PKCS #7):

If b bytes are needed to reach the block size, fill those b 
blocks all with the number b.  Always add at least 1 byte.  
(This is then easy for the receiver to strip off.)

If Bob receives a message which is not correctly padded, he 
returns an error message: “Please resend.”



Padding Example

This class is being recorded

D3 53 52 D3 4C CC D3

This example will be written using hexadecimal, base 16

(A=10, B=11, C=12, D=13, E=14, F=15)

2 hexadecimal numbers = 1 byte (8 bits, 0-255)

Example message:

Blocks of size 3 bytes



Padding Example
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D3 53 52 D3 4C CC D3

This example will be written using hexadecimal, base 16

(A=10, B=11, C=12, D=13, E=14, F=15)

2 hexadecimal numbers = 1 byte (8 bits, 0-255)

Example message:

Blocks of size 3 bytes

We need 2 more bytes, so we pad with 02 02:

D3 53 52 D3 4C CC D3 02 02



Padding Example

This class is being recorded

D3 53 52 D3 4C CC D3

This example will be written using hexadecimal, base 16

(A=10, B=11, C=12, D=13, E=14, F=15)

2 hexadecimal numbers = 1 byte (8 bits, 0-255)

Example message:

Blocks of size 3 bytes

We need 2 more bytes, so we pad with 02 02:

D3 53 52 D3 4C CC D3 02 02

To remove padding, Bob looks at last byte of last block.  He sees 
02, so he knows to remove the last two bytes.



CBC Mode
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IV

c1IVCiphertext: c2 c3

Recall CBC mode.  Decryption runs this backwards.
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CBC Mode

Fk Fk Fk

m1 m2 m3

IV

c1IVCiphertext: c2 c3

Recall CBC mode.  Decryption runs this backwards.

Eve
This class is being recorded

c2 ⊕ d

m3 ⊕ d?



CBC Mode

Fk Fk Fk

m1 m2 m3

IV

c1IVCiphertext: c2 c3

Recall CBC mode.  Decryption runs this backwards.

Eve
This class is being recorded

c2 ⊕ d

m3 ⊕ d

Malleable: Eve can add 
desired values to 
message.

?



Learning # of Padded Bits

This class is being recorded

If Eve can alter sent messages, she can learn the padding length.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02
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Learning # of Padded Bits

This class is being recorded

If Eve can alter sent messages, she can learn the padding length.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

EF



Learning # of Padded Bits

This class is being recorded

If Eve can alter sent messages, she can learn the padding length.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

EF

D4?



Learning # of Padded Bits

This class is being recorded

If Eve can alter sent messages, she can learn the padding length.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

EF

D4

No error returned:
Padding < 3 bytes

?



Learning # of Padded Bits

This class is being recorded

If Eve can alter sent messages, she can learn the padding length.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve



Learning # of Padded Bits

This class is being recorded

If Eve can alter sent messages, she can learn the padding length.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

16



Learning # of Padded Bits

This class is being recorded

If Eve can alter sent messages, she can learn the padding length.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

16

03?



Learning # of Padded Bits

This class is being recorded

If Eve can alter sent messages, she can learn the padding length.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

16

03

Error returned:
Padding = 2 bytes

?



Learning Message Bits
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Moreover, Eve can break the encryption.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve



Learning Message Bits

This class is being recorded

Moreover, Eve can break the encryption.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

16 67EF



Learning Message Bits

This class is being recorded

Moreover, Eve can break the encryption.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

16

03 03

67

D4

EF

?



Learning Message Bits

This class is being recorded

Moreover, Eve can break the encryption.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

16

03

Error returned:
Last message byte is not 02

03

67

D4

EF

(If it were, the message would 
now be padded correctly.)

?



Learning Message Bits

This class is being recorded

Moreover, Eve can break the encryption.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve



Learning Message Bits

This class is being recorded

Moreover, Eve can break the encryption.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

16 67F0



Learning Message Bits

This class is being recorded

Moreover, Eve can break the encryption.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

16

03 03

67

D5

F0

?



Learning Message Bits

This class is being recorded

Moreover, Eve can break the encryption.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

16

03

Error returned:
Last message byte is not 01

03

67

D5

F0

?



Learning Message Bits

This class is being recorded

Moreover, Eve can break the encryption.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve



Learning Message Bits

This class is being recorded

Moreover, Eve can break the encryption.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

16 671E



Learning Message Bits

This class is being recorded

Moreover, Eve can break the encryption.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

16

03 03

67

03

1E

?



Learning Message Bits

This class is being recorded

Moreover, Eve can break the encryption.

Fk Fk Fk

IV

IVCiphertext: A1 3F 6AEE 15 6658 0D 35

D3 53 52 D3 4C CC D3 02 02

Eve

16

03

No error:
Last message byte is D3

03

67

03

1E

?



Learning Message Bits
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Eve can continue onto the next block:

Fk Fk

IV

IVCiphertext: EE 15 6658 0D 35

D3 53 52 D3 4C CC

Eve



Learning Message Bits
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Eve can continue onto the next block:

Fk Fk

IV

IVCiphertext: EE 15 6658 0D 35

D3 53 52 D3 4C CC

Eve

36

CD?



Learning Message Bits

This class is being recorded

Eve can continue onto the next block:

Fk Fk

IV

IVCiphertext: EE 15 6658 0D 35

D3 53 52 D3 4C CC

Eve

Error returned:
Previous message byte is 
not 00

36

CD?
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Learning the Full Message

This class is being recorded

After that, it takes at most 256 attempts for Eve to learn one 
byte of the message.

If the block contains N bytes, Eve needs at most N attempts to 
learn the amount of padding.

If the message consists of L bytes, Eve learns the whole 
message after sending at most N + 256 L trial messages.

Compare this to trying every possible key for a 128-bit key.

This kind of attack has been demonstrated in real systems.

Not returning an error message can help, but you have to 
be sure that the error information is not available through 
a side-channel attack (e.g., timing attack).
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What Threat Model to Use?

This class is being recorded

Bob’s behavior may well reveal partial information about the 
messages he decrypts.  How can we define the types of 
information that Eve might learn?

Recall: When defining threat models, we want to be conservative 
and give Eve as much power as we can.  Otherwise, something 
we have overlooked might form the basis for an attack.

Therefore: We will give Eve access to decryptions of any 
ciphertext except the one we are trying to hide.

In particular, Eve will get access to a Dec oracle, but she is not 
allowed to query it on the particular ciphertext she is trying to 
decode.

This is a chosen ciphertext attack (CCA).




