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Administrative

Midterm next Tuesday, Sep. 30.

* |n class
* Open book (including textbook), no electronic devices
* Will cover all material done to date in class.

This class is being recorded



Kerckhoff’s Princig

Assume the protocol is known by the
adversary. Only the key is secret.

This means that anything that is not explicitly listed as part of the
private key (or otherwise is secret) is known to Eve:

* Any parameters of the protocol (e.g., key size or number of
rounds) are known to Eve.

* Any functions involved (e.g., S-boxes) are known to Eve.

* The ciphertext is known to Eve, as is any IV that becomes
part of the ciphertext.

* Private keys are not known by Eve.

* Random values picked by a participant and not explicitly
announced are not known by Eve.
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Efficient and Negligible

Almost always, we are interested in efficient algorithms, namely
ones which run in a time polynomial as a function of the size of
the input to the function.

Big-O Notation:

A function f(x) = O(g(x)) for the function g(x) if f is less than
or equal to g in the asymptotic limit of large x. Specifically,
f(x) < Cg(x) for constant C and sufficiently large x.

E.g.:f(x) = 1/(100x%) is O(1) and O(1/x?) but is not O(1/x°).
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Efficient and Negligible

Almost always, we are interested in efficient algorithms, namely
ones which run in a time polynomial as a function of the size of
the input to the function.

Big-O Notation:

A function f(x) = O(g(x)) for the function g(x) if f is less than
or equal to g in the asymptotic limit of large x. Specifically,
f(x) < Cg(x) for constant C and sufficiently large x.

E.g.:f(x) = 1/(100x%) is O(1) and O(1/x?) but is not O(1/x°).

A function is negligible if it goes to 0 faster than any polynomial.
Specifically, lim f(x)p(x) = O for all polynomials p(x).

E.s.: f(x) = 1/(100x°) not negligible
f(x) = eXp(—\/;) negligible
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Pseudorandomness

Pseudorandom generator G(y)

* One input y, ‘seed”

* Output looks like a random string when s unknown
* Output should be longer than the seed

* Generally only good for EAV security

* Stream cipher is a more flexible version

Pseudorandom function F(r)

* Two inputs: k (key) and r

* For fixed but unknown k, looks like a random function of r

* Output can be the same size or smaller than the input

* Useful for CPA security

* Block cipher is a fixed-size version, but must be a
permutation (with computable inverse for known k)
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Pseudorandomness Game

Pseudorandom generator:

| —
| <
, non-random if &/(x) = 1
Alice

random if &/(x) = 0 Eve

Pseudorandom function:

@Fk(r) or@
n

Alice

non-random if &/¥ = 1
random if &7 = 0
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Levels of Securit

Security Def. Example Built Using

Long Random

Perfect Secrecy One-Time Pad
Keys

Pseudo One-Time| Pseudorandom

EAV-Security Pad Generators

Ciphertext Pseudorandom

CPA-Security IV, F(IV) & m) Functions
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EAYV vs. CPA securit

EAV-Security Game:
mo’ ml
&

O Perfect secrecy
allows unbounded

O . .
> " \ Eve, no error
—

Alice Eve

CPA-Security Game:

TN

@

Alice
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Stream Ciphers

Pseudorandom generator G(y)

* Input only seed y, which has length s
* Single output string G(s) of length £(s)
Stream cipher

* Input seed x, but may also take initial value |V as input

* With |V, can provide CPA security

* Has two component functions Init and Next

* Each time Next is called, the stream cipher outputs a fixed
number of bits. l.e., output can be any length

* Function y — (xy, X{, X», ..., X,) is a pseudorandom generator
4 [
)
IV
(sometimes) l
X0 X %9)
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Encryption Using a Stream Cipk

Suppose we have a message m = m, m,, ms, ..., m, of length a

and we wish to encrypt using a stream cipher to get EAV
security using key k:

|. Run Init using input k and no IV or fixed IV.
2. Run Next a times to get x, X5, X3, ..., X,.
3. Ciphertextis ¢ = (m; @ x;,m, ® x,, ...,m, B x,).

For CPA security:

|. Choose random |V. Run Init using input k and |V,
2. Run Next a times to get x|, X5, X3, ..., X,

3. Ciphertextis c = (IV,m; @ x;,m, B x5, ...,m, D x,).
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Block Ciphers

Pseudorandom function F(r)

* Inputs k (key) and r have length n, a variable (although k
could have a different length than r)

* For fixed but unknown k, looks like a random function of r

* Output can be the same size or smaller than the input

Block cipher F(r)

* Also inputs k (key) and r but now they are fixed length

* For fixed but unknown k, looks like a random function of r
* Output must be same size as r is

* Is a permutation: has computable inverse for known k
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Block Cipher Modes of Ope¢

Break up message m into blocks of fixed size: m, m,, ms, ....

CTR Mode CBC Mode

Message: nmy ) Us nmy niy ny

V=V VB[ | IV —® ¢ —d —

I I inllmalle

F F F

Fy Fy Fy k k :

v f % % v v v v

Ciphertext: | IV C Cy C3 IV 1 2 C3
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Block Cipher Modes

* CTR and CBC modes are both CPA-secure when F(x) is a
pseudorandom function.

* [V is needed to provide randomness as part of the encoding so
that the same message doesn’t always have the same ciphertext.

* IV must be sent as part of the ciphertext so that Bob can
decode.

* Another mode, ECB mode (below), is insecure, even against
EAV attacks.

ECB Mode: No |V

bl

Fy Fy Fy

oy
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