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Administrative

No problem set this week. The next one will be assigned next
Thursday.

This class is being recorded



Modular Arithmetic

To discuss public key cryptography, we need to know a lot more
about modular arithmetic.

Modular arithmetic involves humber systems that are cyclic, like
a clock.

It’s best to think of modular
arithmetic as a new type of number,
10 2 with different operations.

9

Numbers mod N form a new type
for each different value of N.

8 4 We can do a type conversion from

5 integers to numbers mod N by
dividing by N and keeping only the
remainder.

This class is being recorded



Modular Arithmetic Operation

The basic arithmetic operations in modular arithmetic have the
same names as for integer arithmetic and mostly inherit the
same properties through the type conversion:

Addition:
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Modular Arithmetic Operatio

The basic arithmetic operations in modular arithmetic have the
same names as for integer arithmetic and mostly inherit the
same properties through the type conversion:

Addition: Works the same. E.g.:
(35+58)+15mod71 =37=35+ 58+ 15) mod 71
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Modular Arithmetic Operatior

The basic arithmetic operations in modular arithmetic have the
same names as for integer arithmetic and mostly inherit the
same properties through the type conversion:

Addition: Works the same. E.g.:
(35 4+ 58) + 15 mod 71 = 37 = 35 + (58 + 15)(mod 71)
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Modular Arithmetic Operatior

The basic arithmetic operations in modular arithmetic have the
same names as for integer arithmetic and mostly inherit the
same properties through the type conversion:

Addition: Works the same. E.g.:
(35 4+ 58) + 15 mod 71 = 37 = 35 + (58 + 15)(mod 71)

Subtraction: j\

indicates
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for whole
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Modular Arithmetic Operatior

The basic arithmetic operations in modular arithmetic have the
same names as for integer arithmetic and mostly inherit the
same properties through the type conversion:

Addition: Works the same. E.g.:
(35 4+ 58) + 15 mod 71 = 37 = 35 + (58 + 15)(mod 71)

Subtraction: Works the same. E.g.: j\
35 -58 =48 mod 71
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Modular Arithmetic Operatior

The basic arithmetic operations in modular arithmetic have the
same names as for integer arithmetic and mostly inherit the
same properties through the type conversion:

Addition: Works the same. E.g.:
(35 4+ 58) + 15 mod 71 = 37 = 35 + (58 + 15)(mod 71)

Subtraction: Works the same. E.g.: j\
35 -58 =48 mod 71

indicates

Multiplication: mod 71| type
for whole

equation
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Modular Arithmetic Operatior

The basic arithmetic operations in modular arithmetic have the
same names as for integer arithmetic and mostly inherit the
same properties through the type conversion:

Addition: Works the same. E.g.:
(35 4+ 58) + 15 mod 71 = 37 = 35 + (58 + 15)@10(1 71)

Subtraction: Works the same. E.g.: j\
35 -58 =48 mod 71

indicates
Multiplication: Works the same. E.g.: mod 71 type

for whole
3558 mod 71 =42 =58 - 35 mod 71 equation
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Modular Arithmetic Operatior

The basic arithmetic operations in modular arithmetic have the
same names as for integer arithmetic and mostly inherit the
same properties through the type conversion:

Addition: Works the same. E.g.:
(35 4+ 58) + 15 mod 71 = 37 = 35 + (58 + 15)@10(1 71)

Subtraction: Works the same. E.g.: j\
35 -58 =48 mod 71

indicates

Multiplication: Works the same. E.g.: mod 71 type
for whole
35.-58 mod 71 =42 =58 -35mod 71 equation

Division:
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Modular Arithmetic Operat

The basic arithmetic operations in modular arithmetic have the
same names as for integer arithmetic and mostly inherit the
same properties through the type conversion:

Addition: Works the same. E.g.:
(35 4+ 58) + 15 mod 71 = 37 = 35 + (58 + 15)(mod 71)

Subtraction: Works the same. E.g.: j\
35 -58 =48 mod 71

indicates
Multiplication: Works the same. E.g.: mod 71 type

for whole
3558 mod 71 =42 =58 - 35 mod 71 equation

Division: There are some issues. E.g.:
35/38 mod 60 = ?

This class is being recorded



Modular Division Definition

What does division mod N mean?

Division is supposed to be the inverse of multiplication. That is, if

ab =c mod N then c/la =b mod N

In particular, the definition of ¢/a mod N is a number b (mod N)
with the property that

ab =c mod N

This means that the question 35/58 mod 60 = ?

has no answer. Ax s.t. 58 - x = 35 mod 60

This class is being recorded



Modular Divison

But 35/58 mod 71 is well-defined:
58 -41 =35 mod 71

Thus,
35/58 mod 71 = 41
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Modular Divison

But 35/58 mod 71 is well-defined:
58 -41 =35 mod 71

Thus,
35/58 mod 71 = 41

How do we determine if division is allowed or not?
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Modular Divison

But 35/58 mod 71 is well-defined:
58 -41 =35 mod 71

Thus,
35/58 mod 71 =41 Convert

How do we determine if division is allowed or not? back to
cla=bmod N <> c=ab+kN <« Integer type
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Modular Divison

But 35/58 mod 71 is well-defined:
58 41 =35 mod 71

Thus,
35/58 mod 71 =41 Convert

How do we determine if division is allowed or not!? back to
cla=bmod N <> c=ab+kN <+ Integer type

Suppose there is some p such that p|a and p | N. Then the right-
hand side of the equation on the right is also a multiple of p.
Thus, division by a is only possible if c is a multiple of p as well.

This shows 35/58 mod 60 is undefined: 58 and 60 are both even
but 35 is not.
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Modular Divison

But 35/58 mod 71 is well-defined:
58 41 =35 mod 71

Thus,
35/58 mod 71 =41 Convert

How do we determine if division is allowed or not!? back to
cla=bmod N <> c=ab+kN <+ Integer type

Suppose there is some p such that p|a and p | N. Then the right-
hand side of the equation on the right is also a multiple of p.
Thus, division by a is only possible if c is a multiple of p as well.

This shows 35/58 mod 60 is undefined: 58 and 60 are both even
but 35 is not.

What about if a and N are relatively prime? (l.e., they have no
common factors.)

This class is being recorded



Finding GCDs

Definition: Let gcd(a,b) be greatest common divisor of positive
integers a and b: namely, the largest integer c such that ¢ | @ and
¢ | b. Note that if a and b are relatively prime, gcd(a,b) = |.
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Finding GCDs

Definition: Let gcd(a,b) be greatest common divisor of positive
integers a and b: namely, the largest integer c such that ¢ | @ and
¢ | b. Note that if a and b are relatively prime, gcd(a,b) = |.

Theorem: For any two positive integers a and b, there exists a
polynomial-time algorithm to find X and Y such that

aX + bY = gcd(a, b)

Note: If 0 < d < gcd(a, b), then aX + bY # d for any integers X,Y.
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Finding GCDs

Definition: Let gcd(a,b) be greatest common divisor of positive
integers a and b: namely, the largest integer c such that ¢ | @ and
¢ | b. Note that if a and b are relatively prime, gcd(a,b) = |.

Theorem: For any two positive integers a and b, there exists a
polynomial-time algorithm to find X and Y such that

aX + bY = gcd(a, b)

Note: If 0 < d < gcd(a, b), then aX + bY # d for any integers X,Y.

Proof: The proof is an analysis of the algorithm to find X andY.
This is Euclid’s algorithm.

Euclid’s algorithm appeared in Euclid’s Elements in around 300
BCE. That makes it one of the world’s oldest algorithms!

This class is being recorded



Modular Division

If gcd(a, N) = 1, then we can always divide by a in mod N
arithmetic:

Using Euclid’s algorithm, find X,Y such that
aX+NY=1
Then aX = 1 mod N.

X is then the multiplicative inverse of a. Let b = ¢X mod N.Then
ab = a(cX) = ¢(Xa) = c mod N
soc/la=b=cXmodN.

And moreover, we can divide in polynomial time.
Example: 1 = —5-57+13-22
Thus, ¢/22 mod 57 = 13¢ mod 57. E.g.,,5/22 = 8 mod 57.

This class is being recorded



Dos and Don’ts of Division

When a and N are relatively prime, it is OK to cancel a from an

equation:

abzacmOdN::> b=cmodN

But this is not OK in general if gcd(a, N) # 1.

Examples:

2-4=2-9mod 10 but4 # 9 mod

3:-443-4=4mod 10 =38 mod

— > 4+4=8mod 10

This class is being recorded
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Prime vs. Non-Prime Moc¢

Because division mod N is well-defined only when gcd(a, N) = 1,
there is an important difference in structure between values of N
with many factors (so there are few numbers which are relatively

prime to it) and those with few factors (so most numbers are
relatively prime to N).

In particular, when N is prime, we can divide by any number
mod N except for 0.

In mathematical jargon, numbers mod N form a field when N is
prime, whereas they are only a ring when N is not prime.

(You don’t need to know these terms; the thing you should understand is
why prime N is different and special.)

This class is being recorded
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Euclid’s Algorithm Conceg

Suppose we want to find ¢ = gcd(a,b).

We know c|a and c|b. Can we
find another smaller number that
is also a multiple of c?

If @ > b, then a’ = a-b is smaller
than a and must still be a multiple
of c.

If we keep subtracting one number
from the other, our pair of
numbers will get steadily smaller
until eventually we get down to c.

This class is being recorded

Example:
a =58
b =36

c = 2 (but we don’t
know that yet)

a-b =22
(still 2 multiple of c)

36 -22=14
22-14=8
14-8=6
8-6=2

6 is a multiple of 2,
so we are done.



Euclid’s Algorithm Refinemen

When we subtract off b from a, the result might still be bigger
than b. Instead we should take ¢ mod b, which means subtract

off as many b’s as we can. This will give us a number a’ which is
less than b, so next time we reduce b instead.
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Euclid’s Algorithm Refinemer

When we subtract off b from a, the result might still be bigger
than b. Instead we should take ¢ mod b, which means subtract

off as many b’s as we can. This will give us a number a’ which is
less than b, so next time we reduce b instead.

To get the coefficients X and Y, we should also keep track of
how many b’s we subtracted:

a' =a—Yy
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Euclid’s Algorithm Refine

When we subtract off b from a, the result might still be bigger
than b. Instead we should take ¢ mod b, which means subtract

off as many b’s as we can. This will give us a number a’ which is
less than b, so next time we reduce b instead.

To get the coefficients X and Y, we should also keep track of
how many b’s we subtracted:

a' =a—Yy

At each step, this will allow us to write our current replacements
for a and b in the form aX. + bY..
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Euclid’s Algorithm Refinen

When we subtract off b from a, the result might still be bigger
than b. Instead we should take ¢ mod b, which means subtract

off as many b’s as we can. This will give us a number a’ which is
less than b, so next time we reduce b instead.

To get the coefficients X and Y, we should also keep track of
how many b’s we subtracted:

a' =a—Yy

At each step, this will allow us to write our current replacements
for a and b in the form aX. + bY..

In particular, if our current pair is a; = aX; + bY; and
b, = aX' + bY, and we subtract m. copies of b, then

aip = a; —mb; = a(X; — mX;) + b(Y; — m;Y;)
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Euclid’s Algorithm Refinemer

When we subtract off b from a, the result might still be bigger
than b. Instead we should take ¢ mod b, which means subtract

off as many b’s as we can. This will give us a number a’ which is
less than b, so next time we reduce b instead.

To get the coefficients X and Y, we should also keep track of
how many b’s we subtracted:

a' =a—Yy

At each step, this will allow us to write our current replacements
for a and b in the form aX. + bY..

In particular, if our current pair is a; = aX; + bY; and
b, = aX' + bY, and we subtract m. copies of b, then

it
We don’t need to keep a; and b, separate:¥We can combine them
into a single sequence 7.
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Euclid’s Algorithm Summar

Given a and b, Euclid’s algorithm finds X and Y such that

aX + bY = gcd(a, b)

* The basic idea of the algorithm is to keep a pair ¢, and b,
which have the same gcd as a and b.

* At each step, we subtract off multiples of the smaller
member of the pair in order to get a new pair.

* Each time we do this, we keep track of what multiple is
subtracted in order to write a; = aX, + bY, and
b, =aX + bY.

* We combine the pair into even and odd elements of a
single sequence r.

This class is being recorded



Euclid’s Algorithm

Let 7y = a and r; = b. Assume a > b. Example:
l=1,XO=1,Y0=O,X1=O,Y1=1 7‘0=57,7‘1=22
Repeat: r, =13,
Fiv1 = T mod F; X2=1’Y2=—2
m; = Lri—llriJ r; =9,
Xiy1 = Xy —mX; =-LY=3
Yijr =Y —mb; =4
i=i+1 X4=12’Y4=_5
. . r5 — 1,
Until . =0 X.=—5Y =13
Output: 0
ocd(a,b) =r,_, 6 ~

ogcd(57,22) =1,
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Euclid’s Algorithm Analysis

Claim: At every iteration of the algorithm, the following
statements are true:

AO0Lr<r_
B.r, = aX; + bY,
C.gcd(a,b) | r,

We are going to prove this claim by induction.

We can first check the base cases i=0, |;
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Euclid’s Algorithm Analysis

Claim: At every iteration of the algorithm, the following
statements are true:

AO0Lr<r_
B.r, = aX; + bY,
C.gcd(a,b) | r,

We are going to prove this claim by induction.

We can first check the base cases i=0, |;

'A:O§F1=b<l’0=a

This class is being recorded



Euclid’s Algorithm Analysis

Claim: At every iteration of the algorithm, the following
statements are true:

AO0Lr<r_
B.r, = aX; + bY,
C.gcd(a,b) | r,

We are going to prove this claim by induction.

We can first check the base cases i=0, |;

'A'O<7‘1—b<l’0—a
*B:ry=aXy+bYy=a-1+b-0
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Euclid’s Algorithm Analysis

Claim: At every iteration of the algorithm, the following
statements are true:

AO0Lr<r_
B.r, = aX; + bY,
C.gcd(a,b) | r,

We are going to prove this claim by induction.

We can first check the base cases i=0, |;

'A'O<7‘1—b<l’0—a
*B:ry=aXy+bYy=a-1+b-0
*B:ry=aX,+bY,=a-0+b-1
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Euclid’s Algorithm Analysis

Claim: At every iteration of the algorithm, the following
statements are true:

AO0Lr<r_
B.r, = aX; + bY,
C.gcd(a,b) | r,

We are going to prove this claim by induction.

We can first check the base cases i=0, |:
'A:O§F1=b<l’0=a
*B:ry=aXy+bYy=a-1+b-0
*B:ri=aX,+bY,=a-0+b-1
« C:gcd(a,b)|ry=aand ged(a,b) |ry =b
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Euclid’s Algorithm Analysis

We now need to prove the inductive step: Suppose we have

A0 =T <ri, Fip1 = T mod 7,
B.r, = aX, + bY, and m; = |r,_/r]

C.gcd(a, b) |, X =X_ —mX,
(for iandi-1) Y., =Y_,—mY,

Then
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Euclid’s Algorithm Analysis

We now need to prove the inductive step: Suppose we have

A0 =T <ri, Fip1 = T mod 7,
B.r, = aX, + bY, and m; = |r,_/r]

C.gcd(a, b) |, X =X_ —mX,
(for iandi-1) Y., =Y_,—mY,

Then
* A:0 < r,. | < r; by the properties of mod
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Euclid’s Algorithm Analysis

We now need to prove the inductive step: Suppose we have

A0 =T <ri, Fiy1 = ;- mod 7;
B.r, = aX, + bY, and m; = |r,_/r;]
C.gcd(a, b) |, X =X_ —mX,
(for iandi-1) Y., =Y_,—mY,
Then
* A:0 < r,. | < r; by the properties of mod
e C:r;y | = r;_; — myryand since gcd(a, b) divides both terms

on the RHS, gcd(a, b) | 7,
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Euclid’s Algorithm Analysis

We now need to prove the inductive step: Suppose we have

A0 < < Iy Vg1 = Tiq mod 7
B.r, = aX, + bY, and m; = |r,_/r;]

(for iandi-1) Yo, =Y_,—mY,

Then

* A:0 < r,. | < r; by the properties of mod

e C:r;y | = r;_; — myryand since gcd(a, b) divides both terms
on the RHS, gcd(a, b) |,

* and B:

aX;,, +bY,, = aX;_; —mX) + b(Y,_, —m}Y)
Vi1 — myr;

Fiv1

This class is being recorded



Euclid’s Algorithm Analysis

Thus, these three properties hold true for all i.

0<r<r_
gcd(a, b) | r,
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Euclid’s Algorithm Analysis

Thus, these three properties hold true for all i.

0<r<r_
l’l- — Cle T bYl
gcd(a, b) | r,

* Since 7; strictly decreases, the algorithm must eventually
reach 7, = 0, at which point it terminates with i — | = i,
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Euclid’s Algorithm Analysis

Thus, these three properties hold true for all i.

0<r<r_
l’l- — Cle T bYl
gcd(a, b) | r,

* Since 7; strictly decreases, the algorithm must eventually
reach 7, = 0, at which point it terminates with i — | = i,

o At that point, rl-fl riopsince 0 =7, .y =r,_ —mr,
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Euclid’s Algorithm Analysis

Thus, these three properties hold true for all i.

0<r<r_
rl' — Cle T bYl
gcd(a, b) | r,

* Since 7; strictly decreases, the algorithm must eventually

reach 7, = 0, at which point it terminates with i — | = i,
o At that point, rl-fl riopsince 0 =7, .y =r,_ —mr,
o But that means rl-fl lj—o =M _7; | +7; and so on. By

induction, we also have rl-f| r; for all j.
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Euclid’s Algorithm Analysis

Thus, these three properties hold true for all i.

0<r<r_
rl' — Cle T bYl
gcd(a, b) | r,

* Since 7; strictly decreases, the algorithm must eventually
reach 7, = 0, at which point it terminates with i — | = i,

o At that point, rl-fl riopsince 0 =7, .y =r,_ —mr,
o But that means rl-fl lj—o =M _7; | +7; and so on. By
induction, we also have rl-f| r; for all j.

o In particular, 7. |aand r. | b,so r; < gcd(a, b).
P lf lf lf g
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Euclid’s Algorithm Analysis

Thus, these three properties hold true for all i.

0<r<r_
rl' — Cle T bYl
gcd(a, b) | r,

* Since 7; strictly decreases, the algorithm must eventually
reach 7, = 0, at which point it terminates with i — | = i,

o At that point, rl-fl riopsince 0 =7, .y =r,_ —mr,

o But that means rl-fl lj—o =M _7; | +7; and so on. By
induction, we also have rl-f| r; for all j.

o In particular, rl-fl a and rl-fl b, so Iy, < ged(a, b).

« But gcd(a, b) | Fi» SO
r, = aX; + bY, = gcd(a, )
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If r,>r,_/2,thenr, | < r_ /2.
If r. <r_,/2,thenr,  <r, <r_,/2.

Either way, . | < r,_,/2.

Since 7; is at least halved every 2 steps, the algorithm can run at
most 2 10g, a steps before halting.
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Meaning of Efficient

It’s important to remember that efficient (or polynomial time)
means polynomial time as a function of the input size.

When doing arithmetic or finding the gcd, the input size is

the length (i.e., number of bits) of the numbers being
computed with.

Not polynomial in the numbers themselves!

Integer addition, subtraction, multiplication, division (with
remainder) are all efficient in this sense using standard grade
school algorithms. Still true for modular +, -, *.

log, a is the input size, so Euclid’s algorithm has a polynomial

number of steps, each of which is efficient. Therefore it is
efficient overall.
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Exponentiation

The next operation we need in modular arithmetic, and one we
will use a lot, is exponentiation:

x*mod N

Here, x is a number mod N, and a is an integer. (Ve will see later

that we can safely restrict the range of a but it is not a mod N
number.)

Exponentiation is defined in the usual way, as the product of a
copies of x, with multiplication defined in mod N arithmetic.

Many of the usual properties of exponents hold, e.g.:
x%x? = x%*" mod N
(x*)” = x mod N

x4 = (xy)* mod N

This class is being recorded



Example: Mod 10

Let us calculate exponents mod |0.

0' = 0 mod 10 2! =2 mod 10 3! = 3 mod 10
2?2 =4 mod 10 32 =9 mod 10
1' =1 mod 10 2° = 8 mod 10 3% =7 mod 10
Al — 4 mod 10 2% = 6 mod 10 3* =1 mod 10
4? = 6 mod 10 1 _
8 =8 mod 10 71 — 7 mod 10
5! = 5 mod 10 82 =4 mod 10 72 = 9 mod 10
83 =2 mod 10 73 — 3 mod 10
6! = 6 mod 10 o
f— 8% = 6 mod 10 74 =1 mod 10
9! =9 mod 10 ,
, Notice that the powers start to repeat
9 =1mod 10 after this point. Then they cycle.
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Powers Form a Cycle

To see how the cycling works, let’s look at powers of 3 mod |0.

3! =3 mod 10
32 =9 mod 10
33 =7 mod 10
3*=1mod 10

This class is being recorded



Powers Form a Cycle

To see how the cycling works, let’s look at powers of 3 mod |0.

31 — 3 mod 10 (Remember, we can reduce mod )
32 — 9 mod 10 N before or after multiplying
B o and get the same result:

3% =7 mod 10/ 3* =81 =1mod 10 and
10 \3-7=21=1m0d10

3% =1 mod 1

J
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Powers Form a Cycle

To see how the cycling works, let’s look at powers of 3 mod |0.

31 — 3 mod 10 fRemember, we can reduce mod )

32 — 9 mod 10 N before or after multiplying
and get the same result:

3% =7 mod 10/ 3* =81 =1mod 10 and
10 \3-7=21=1m0d10

3% =1 mod 1

3> =3 mod 10 o -

\ We can get 3° mod 10 by just
multiplying 3* = 1 mod 10 by 3.
N y

J
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Powers Form a Cycle

To see how the cycling works, let’s look at powers of 3 mod |0.

31 — 3 mod 10 fRemember, we can reduce mod )
y . N before or after multiplying
57 =9 mod 10 and get the same result:

3% =7 mod 10/ 3* =81 =1mod 10 and
10 \3-7=21=1m0d10

3% =1 mod 1

J

3’ =3 mod 10
; N \(We can get 3° mod 10 by just
3 =9 mod 10 e ad
multiplying 3 = 1 mod 10 by 3.
37 =7 mod 10 S /
3% =1 mod 10
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Powers Form a Cycle

To see how the cycling works, let’s look at powers of 3 mod |0.

31 — 3 mod 10 (Remember, we can reduce mod )
y . N before or after multiplying
57 =9 mod 10 and get the same result:

3% =7 mod 10/ 3* =81 =1mod 10 and
10 G-7=21=1m0d10

3% =1 mod 1

J

3’ =3 mod 10
; N \(We can get 3° mod 10 by just
3 =9 mod 10 e Ad
multiplying 3 = 1 mod 10 by 3.
37 =7 mod 10 S /

3% =1 mod 10 | Once we get back to |, the cycle
starts repeating again.
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Powers Form a Cycle

To see how the cycling works, let’s look at powers of 3 mod |0.

31 — 3 mod 10 (Remember, we can reduce mod )
y . N before or after multiplying
57 =9 mod 10 and get the same result:

3% =7 mod 10/ 3* =81 =1mod 10 and
10 G-7=21=1m0d10

3% =1 mod 1

J

3’ =3 mod 10
; N \(We can get 3° mod 10 by just
3 =9 mod 10 e Ad
multiplying 3 = 1 mod 10 by 3.
37 =7 mod 10 S /

3% =1 mod 10 | Once we get back to |, the cycle
3% = 3 mod 10 starts repeating again.
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Powers Form a Cycle

To see how the cycling works, let’s look at powers of 3 mod |0.

31 — 3 mod 10 Remember, we can reduce mod
y . N before or after multiplying
57 =9 mod 10 and get the same result:

3* =7 mod 10/ 3* =81 =1 mod 10 and
' 3*=1mod 10 (3-7=21=1mod 10

J

3% =3 mod 10
; N \(We can get 3° mod 10 by just
3 =9 mod 10 e Ad
multiplying 3 = 1 mod 10 by 3.
37 =7 mod 10 S /

3% =1mod 10 | Once we get back to |, the cycle
3% = 3 mod 10 starts repeating again.

Powers of 3 mod |0 repeat in a cycle of length 4.

This class is being recorded



Repetition of Powers

Since there are only N possible values mod N, eventually x“ must
repeat,x’ ™! = x mod N. If x and N are relatively prime, then we
can cancel x and get x" = 1 mod N.

Definition: If gcd(x, N) = 1 and r is the lowest power for
which x" = 1 mod N, then r is the order of x, ord(x).

After r, powers of x start to repeat:

x¢ = xord(x)xa—ord(x) — 1. xa—ord(x) — xa—ord(x) mod N

Or more generally,

x% = x’ mod N iff a = b mod ord(x)

So, for example, ord(3) =4 in mod |0 arithmetic and

3=3"mod 10 ifa=bmod 4 © a=>b + 4k

This class is being recorded



Different Orders Mod 10

The numbers relatively prime to 10 are |, 3, 7,and 9.

1! = 1 mod 10 71 =7 mod 10
7% =9 mod 10
ord(l) = | 7° = 3 mod 10
74 =1 mod 10
31 =3 mod 10
32 =9 mod 10 ord(7) = 4
33 =7 mod 10
34 — 1 mod 10 91 = 9 mod 10
92 = 1 mod 10
ord(3) = 4
ord(9) =2

The different bases have different orders mod [0.

This class is being recorded



Closure of Relatively Prime El

Another observation: when we have a base x which is relatively
prime to the modulus N, then all powers of x are also relatively

prime to N.

Proposition: If gcd(x, N) = 1 and

y = x“ mod N, then gcd(y,N) = 1
as well.

This class is being recorded

31 =3 mod 1
32 =9 mod 1
33 =7 mod 1
3* =1 mod 1

S O O O




Closure of Relatively Prime El

Another observation: when we have a base x which is relatively
prime to the modulus N, then all powers of x are also relatively

prime to N.
3! =3 mod 10
Proposition: If gcd(x, N) = 1 and 32 = 9 mod 10
y = x“ mod N, then gcd(y,N) = 1 33 — 7 mod 10
as well. . o
3* =1 mod 10

Proof:

We can assume a < r = ord(x). Then

x4 =x"=1mod N

This class is being recorded



Closure of Relatively Prime

Another observation: when we have a base x which is relatively
prime to the modulus N, then all powers of x are also relatively

prime to N.
3! =3 mod 10
Proposition: If gcd(x, N) = 1 and 32 = 9 mod 10
y = x“ mod N, then gcd(y,N) = 1 33 — 7 mod 10
as well. . o
3* =1 mod 10

Proof:

We can assume a < r = ord(x). Then
xx"=x"=1mod N

But this implies that x"“ is the multiplicative inverse of x“.

This class is being recorded



Closure of Relatively Prime

Another observation: when we have a base x which is relatively
prime to the modulus N, then all powers of x are also relatively

prime to N.
3! =3 mod 10
Proposition: If gcd(x, N) = 1 and 32 = 9 mod 10
y = x“ mod N, then gcd(y,N) = 1 33 — 7 mod 10
as well. . o
3* =1 mod 10

Proof:

We can assume a < r = ord(x). Then
xx""=x"=1mod N
But this implies that x"“ is the multiplicative inverse of x“.

Since y = x“ has a multiplicative inverse mod N, it follows
that gcd(y, N) = 1.

This class is being recorded



Example: Mod 10

When gcd(x, N) # 1, the behavior is different.

If the base shares a

0! = 0 mod 10 21 =2 mod 10 .
im0 | B 10
4! = 4 mod 10 3 _ -
o 27 =3 mod 10 that factor.
42 = 6 mod 10 24 = 6 mod 10
The exponents still
5! = 5 mod 10 1 — cycle, but they never
8 =8 mod 10 reach |
6! = 6 mod 10 82 = 4 mod 10
83 =2 mod 10
8% = 6 mod 10

This class is being recorded



Non-Relatively Prime Element

When the base x is not relatively prime to the modulus N, the

owers are not relatively prime either.
P YP
81 = 8 mod 10
82 = 4 mod 10
3 . 5 P
84 =2mod 10 In particular, if x is not relatively prime to
&' =6mod 10 | N, then y is not either.

This class is being recorded



Non-Relatively Prime Elemen

When the base x is not relatively prime to the modulus N, the

owers are not relatively prime either.
P YP
81 = 8 mod 10
82 = 4 mod 10
3 . 5 P
84 =2mod 10 In particular, if x is not relatively prime to
&' =6mod 10 | N, then y is not either.

Proof:We have that b | x in integer arithmetic.

This class is being recorded



Non-Relatively Prime Eleme

When the base x is not relatively prime to the modulus N, the

owers are not relatively prime either.
P YP
81 = 8 mod 10
82 = 4 mod 10
3 . - P
84 =2mod 10 In particular, if x is not relatively prime to
&' =6mod 10 | N, then y is not either.

Proof:We have that b | x in integer arithmetic.

But then b | cx for all integer c. In particular, b | x“~'x = x“.

This class is being recorded



Non-Relatively Prime Elemer

When the base x is not relatively prime to the modulus N, the

owers are not relatively prime either.
P YP
81 = 8 mod 10
82 = 4 mod 10
3 . - P
84 =2mod 10 In particular, if x is not relatively prime to
§"=6mod 10 | N, then y is not either.

Proof:We have that b | x in integer arithmetic.

But then b | cx for all integer c. In particular, b | x“~'x = x“.
This is in integer arithmetic. Still in integer arithmetic,

y=x“+kN

This class is being recorded



Non-Relatively Prime Ele

When the base x is not relatively prime to the modulus N, the

owers are not relatively prime either.
P YP
81 = 8 mod 10
82 = 4 mod 10
3 . P P
84 =2mod 10 In particular, if x is not relatively prime to
§"=6mod 10 | N, then y is not either.

Proof:We have that b | x in integer arithmetic.

But then b | cx for all integer c. In particular, b | x“~'x = x“.

This is in integer arithmetic. Still in integer arithmetic,
y=x%4+kN

But & | N as well, so since b divides both terms in the RHS

sum, we have D | y.

This class is being recorded



Example: Mod | |

Mod | |: Now every x is relatively prime to | .

31 =3 mod 11 21 =2 mod 11 7' =7 mod 11
32 =9 mod 11 22 =4 mod 11 7> =5mod 1.
33 =5 mod 11 23 =8 mod 11 73 =2 mod 11
3* =4 mod 11 2% =5mod 11 7* =3 mod 11
33 — 1 mod 11 2> =10 mod 11 7° = 10 mod 11
20 =9 mod 11 7% = 4 mod 1]
51 =5 mod 11 2 — 7 mod 11 7 — 6 mod 11
>*=3mod 11 28 =3 mod 11 7% =9 mod 11
5° =4 mod 11 2 =6 mod 11 7 —8moc
5° =1mod 11
ord (2) = ord(7) = IO
10! = 10 mod 11 ord(3) = ord(5) =
10> =1 mod 11 ord(10) =2

This class is being recorded



Order of Elements

More generally, we are interested in which elements have which
order.

Recall that 2 has order |10 in mod | | arithmetic.

Question |:What is the order of 4 = 22 mod 11?

This class is being recorded



Order of Elements

More generally, we are interested in which elements have which
order.

Recall that 2 has order |10 in mod | | arithmetic.

Question |:What is the order of 4 = 22 mod 11?

Answer: 5, because 4° = (2°)> = 2!V = 1 mod 11.

Note that the answer can’t be any r < 5, because then we
would have 4" = (2°)" = 2°" = 1 mod 11 with 2r < 10,

which we know is not possible since the order of 2 is the
smallest power of 2 that gives us |.

This class is being recorded



Order of Elements

More generally, we are interested in which elements have which
order.

Recall that 2 has order 10 in mod | | arithmetic.

Question |:What is the order of 4 = 22 mod 11?

Answer: 5, because 4° = (2°)> = 2!V = 1 mod 11.

Note that the answer can’t be any r < 5, because then we
would have 4" = (2°)" = 2°" = 1 mod 11 with 2r < 10,

which we know is not possible since the order of 2 is the
smallest power of 2 that gives us |.

Similarly, the order of 10 = 2° mod 11 must be 2, which we saw
on the last page.

This class is being recorded



Order of Elements

Again, 2 has order |10 in mod || arithmetic.

Question 2:What is the order of 8 = 2° mod 11?

This class is being recorded



Order of Elements

Again, 2 has order |10 in mod || arithmetic.
Question 2:What is the order of 8 = 2° mod 11?

Answer: |0. Certainly
310 =21 =29’ =1°=1mod 11

but how do we know the order is not something smaller?

This class is being recorded



Order of Elements

Again, 2 has order |10 in mod || arithmetic.
Question 2:What is the order of 8 = 2° mod 11?

Answer: |0. Certainly
310 =21 =29’ =1°=1mod 11
but how do we know the order is not something smaller?

Suppose 8" = 1 mod 11. Then 2" = 1 mod 11.

This class is being recorded



Order of Elements

Again, 2 has order |10 in mod || arithmetic.
Question 2:What is the order of 8 = 2° mod 11?
Answer: |0. Certainly
810 =2H0 =219 =1° =1 mod 11
but how do we know the order is not something smaller?
Suppose 8" = 1 mod 11. Then 2°" = 1 mod 11.

Since 2 = 1 = 2°" mod 11, then 0 and 3r differ by a
multiple of the order; i.e.

3r = 10k

This class is being recorded



Order of Elements

Again, 2 has order |10 in mod || arithmetic.

Question 2:What is the order of 8 = 2° mod 11?

Answer: |0. Certainly
810 =2H10 =219 =1° =1 mod 11

but how do we know the order is not something smaller?

Suppose 8" = 1 mod 11. Then 2°" = 1 mod 11.

Since 2 = 1 = 2°" mod 11, then 0 and 3r differ by a
multiple of the order; i.e.

3r = 10k

Since 3 is relatively prime to 10, the only way this is possible
is for 10| 7.

This class is being recorded



Order of Elements

Again, 2 has order |10 in mod || arithmetic.

Question 3:What is the order of 9 = 2° mod 112

This class is being recorded



Order of Elements

Again, 2 has order |10 in mod || arithmetic.
Question 3:What is the order of 9 = 2° mod 112

Answer: 5. Consider:
9 = (200 =20 = (2193 =13 = 1 mod 10

or alternatively, 9 = 8° mod 11 and 8 has order |0.

This class is being recorded



Order of Elements

Again, 2 has order |10 in mod || arithmetic.
Question 3:What is the order of 9 = 2° mod 112

Answer: 5. Consider:
9 =20 =2=29 =13 =1 mod 10
or alternatively, 9 = 8° mod 11 and 8 has order 0.

Question 3a: How could we have known it would be 5?

This class is being recorded



Order of Elements

Again, 2 has order |10 in mod || arithmetic.
Question 3:What is the order of 9 = 2° mod 112

Answer: 5. Consider:
=2 =29 =2 =13=1mod 10
or alternatively, 9 = 8° mod 11 and 8 has order 0.
Question 3a: How could we have known it would be 5?
Let ord(9) =, so
1 =9"=2mod 11

and 6r = |0k. Since 6 is even, gcd(6,10) = 2,and we can
divide through by 2 to get 3r = 5k.

Since we divided by the gcd, what’s left is relatively prime,
and we must have 5 | r.

This class is being recorded



Order of Elements

Theorem: Let gcd(x, N) = 1 and y = x“ mod N, and let
r = ord(x) (in mod N arithmetic). Then

ord(y) =

gcd(a, r)

Proof:

This class is being recorded



Order of Elements

Theorem: Let gcd(x, N) = 1 and y = x“ mod N, and let
r = ord(x) (in mod N arithmetic). Then

ord(y) =

gcd(a, r)

Proof: Let b = r/gcd(a, r) and ¢ = a/ gcd(a, r). Then note that
b and c are relatively prime.

This class is being recorded



Order of Elements

Theorem: Let gcd(x, N) = 1 and y = x“ mod N, and let
r = ord(x) (in mod N arithmetic). Then

ord(y) =

gcd(a, r)

Proof: Let b = r/gcd(a, r) and ¢ = a/ gcd(a, r). Then note that
b and c are relatively prime.

By definition, 1 = y° 40 = x4°d0) mod N. Thus,

aord(y) = kr

This class is being recorded



Order of Elements

Theorem: Let gcd(x, N) = 1 and y = x“ mod N, and let
r = ord(x) (in mod N arithmetic). Then

ord(y) =

gcd(a, r)

Proof: Let b = r/gcd(a, r) and ¢ = a/ gcd(a, r). Then note that
b and c are relatively prime.

By definition, 1 = y° 40 = x4°d0) mod N. Thus,

aord(y) = kr
Dividing through by gcd(a, r), we have
cord(y) = kb

This class is being recorded



Order of Elements

Theorem: Let gcd(x, N) = 1 and y = x“ mod N, and let
r = ord(x) (in mod N arithmetic). Then

ord(y) =

gcd(a, r)

Proof: Let b = r/gcd(a, r) and ¢ = a/ gcd(a, r). Then note that
b and c are relatively prime.

By definition, 1 = y° 40 = x4°d0) mod N. Thus,

aord(y) = kr
Dividing through by gcd(a, r), we have
cord(y) = kb

Since b and c are relatively prime, we see that b | ord(y).

This class is being recorded



Order of Elements

Theorem: Let gcd(x, N) = 1 and y = x“ mod N, and let
r = ord(x) (in mod N arithmetic). Then

ord(y) =

gcd(a, r)

Proof: Let b = r/gcd(a, r) and ¢ = a/ gcd(a, r). Then note that
b and c are relatively prime.

By definition, 1 = y° 40 = x4°d0) mod N. Thus,

aord(y) = kr
Dividing through by gcd(a, r), we have
cord(y) = kb

Since b and c are relatively prime, we see that b | ord(y).

But y* = x® = x = (x") = 1 mod N, so ord(y) < b.
Thus, ord(y) = b.

This class is being recorded



Modular Exponentiation Su

We have deduced the following facts about modular
exponentials:

* Modular exponentials always recur in a cycle whose size is
less than the modulus N.

* Powers of x relatively prime to N are also relatively prime
and powers of non-relatively prime x are also not relatively
prime.

* We define ord(x) as the minimum r such that x" = 1 mod M.

e If x = x” mod N, then b = a + kord(x).

* Once we know ord(x), we can easily compute the order of
all powers of x.

This class is being recorded






