Problem Set #9

CMSC/Math 456
Instructor: Daniel Gottesman

Due on Gradscope, Thursday, Dec. 11, 11:59 PM

General instructions: No use of LLMs. If you collaborate or use any outside resources, remember to cite
them in your solutions.

Note: This assignment is 2 pages long.
Problem #1. Modified Discrete-Log-Based Identification and Signature (60 pts.)

In this problem, we will investigate the need for v in DSA and the associated identification scheme we
saw in class.

a)

(15 points) Consider a modification of the discrete-log-based identification protocol that we saw in
class: The (private key, public key) pair is still (z,y = ¢* mod p), with p prime, working over Z% with
prime subgroup of order ¢ and generator g. We require x is uniformly randomly drawn from Z} (in
particular, x # 0).

1. The initial message from Alice is I = ¢g* mod p for some random k € Ly.

2. Then Bob returns a challenge, which in this case just random r € Z,.

3. Alice returns the response s = k~'zr mod q.

4. Bob accepts if s # 0 and y”"f1 = ] mod p.

Show that this protocol is correct, i.e. that Bob accepts (except with negligible probability) the identity
of an honest Alice who has the private key and acts according to the protocol.

(15 points) For the same protocol in part a, suppose Eve pretends to be Alice and sends Bob I =y (y
being Alice’s public key). Show that for any challenge  # 0 by Bob, Eve can return a response s that
Bob will accept.

(15 points) Modify the protocol from part a so the k # z, i.e., Alice should choose a new k if I =y
and Bob rejects if I = y. Show that for this modified protocol, Eve can successfully impersonate Alice
with high probability if Eve has seen the transcript (publically transmitted information) from at most
one previous identification protocol with the true Alice.

(15 points) Consider a modified DSA signature scheme where the private and public keys are as above
and the signature of a message m is (r, o), where 7 = ¢g¥ mod p for random k € Zy and

o=k *(H(m) +r)x mod q. (1)
Here H(m) is a hash function, and you may assume that it well approximates a random oracle.
To verify a signature (r, s) with r, s # 0 mod ¢, determine if

=y Hm+s™ mod p, (2)

If so, accept the signature, and if not, reject it.

Do you think this signature protocol is secure? Why or why not?



Problem #2. Different Generators for a Lattice (20 pts.)

For each part of this problem, you are given two sets of vectors, which are specified as row vectors so
they look nicer as part of a sentence. Determine if those sets generate the same lattice. If not, say if one of
them generates a sub-lattice of the other and which is which (i.e., all the points in one lattice are also points
of the other lattice, but not vice-versa), or if neither lattice is a sub-lattice of the other.

a) (10 points) The first set of vectors is vi = (2,0), vo = (0,2). The second set of vectors is wi = (2,2),
Wo = (2, 72)

b) (10 points) The first set of vectors is v = (1,2,3), vo = (0,1, —1), vz = (4,0,2). The second set of
vectors is wi = (3,—-3,0), wo = (—3,4, —1), wg = (—2,4,4).

Problem #3. Noise Level in LWE Encryption (40 pts.)

For this problem, consider the public-key encryption protocol discussed in class and in the textbook Sec.
14.3. For all parts, use ¢ = 6277, which is prime. The matrix (A using the notation from class) is square,
n X n, with entries chosen to be independent uniformly random elements of Z,. The “small” n-dimensional
vectors e, f, r, and s and the “small” number = chosen during Gen and Enc are chosen so that their entries
are independent random elements from the interval [—a, a.

For a given value of n and the allowed probability of error in Dec, find the largest value of a that is
consistent with those parameters. (Larger noise levels means greater security, so you want the largest value
that allows reliable decoding.) You may use numerical methods (i.e., programming) or analytic methods
(such as statistics) to answer these questions. If you do write some code, you may use any language but do
not use any existing libraries containing LWE implementations. Please attach your code to your answers. If
you use analytic methods, explain them.

Note that you may wish to use different methods for the different problem parts.

The answers to this problem don’t need to be perfectly precise, but should be within 20% of the true
answers.

a) (10 points) n = 10, exactly zero probability of error

) ( )

b) (10 points) n = 100, exactly zero probability of error

¢) (10 points) n = 10, 5% chance of error
) ( )

d) (10 points) n = 100, 5% chance of error



