Summary of Topics Covered for First Midterm

CMSC/Math 456
Instructor: Daniel Gottesman

Fall 2025

This is a list of the major topics we covered in class that are eligible for questions on the first midterm.
This should not be considered a completely comprehensive list, as some of these topics involved considerable
discussion and had sub-topics of their own. In addition, there were some additional smaller comments that
I didn’t feel merited an entry in this list that could still be relevant for an exam question. However, you can
expect that the bulk of the questions on the exam will be relevant to the topics drawn from this list.

e (lassical cryptography

Substitution cipher
Shift cipher

Vigenere cipher

Frequency analysis

One-time pad

Probability and conditional probability
— Kerckhoff’s principle

e Modern private-key encryption

— Definition of private-key encryption
— Perfect secrecy

— Threat models

— Computational assumptions

— Pseudorandom generators

— Pseudo one-time pad

— EAV security

— Reductions

— Stream ciphers

— RC4

— Chosen plaintext attacks

— Birthday paradox

— Pseudorandom functions

— Block ciphers; ECB, CBC, and CTR modes
— Feistel networks

— Substitution-permutation networks



— Avalanche effect
— DES
— AES

— Side-channel attacks



