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This is a list of the major topics we covered in class that are eligible for questions on the second midterm.
This should not be considered a completely comprehensive list, as some of these topics involved considerable
discussion and had sub-topics of their own. In addition, there were some additional smaller comments that
I didn’t feel merited an entry in this list that could still be relevant for a final exam question. However, you
can expect that the bulk of the questions on the final will be relevant to the topics drawn from this list.

You should also be familiar with material in the first part of the course (covered by the first midterm).
There won’t be questions directly on that material, but some questions may assume that you are familiar
with it as a prerequisite to doing the questions on the second part of the course.

• Modular arithmetic and group theory

– Modular division

– Euclid’s algorithm

– Modular exponentiation, repeated squaring

– Order

– Definition of group

– Subgroups

– Lagrange’s Theorem

– Cyclic groups

– Euler totient function, Euler-Fermat theorem

– Chinese remainder theorem

• Key exchange

– Diffie-Hellman

– Definition of key exchange

– Security of key exchange

– Pohlig-Hellman algorithm

– Finding prime numbers

– Hardness of discrete log

– Man in the middle

• Public key encryption

– El Gamal encryption

– Definition of public-key encryption
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– Security of public-key encryption

– RSA encryption

– Hardness of factoring

– KEM/DEM
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