Public key cryptograpny
and PKIs
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Shortcomings of symmetric key

:Establishing a pairwise key

x —> 8 requires a key exchange, :
:which requires both parties :

K K :to be online

Issue #3: How do you know to whom you’re talking?

Diffie-Hellman is resilient to eavesdropping,
but not tampering

2—8 - R—K—R

K K K1 Ki K2
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A protocol that solves this with trust

Trent: A frusted third party

E(Kar, msg || to:Bob) x E(Kst, msg || from:Alice)
AT KA
Alice x 8 Bob

Kat KeT

1. Everybody establishes a pairwise key with Trent
Good: O(N) key exchanges

2. Trent validates each user’s identity; includes in message
Good: Authenticated communication

Bad: All messages get sent through Trent
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Allce Bob
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What are we trusting Trent not to do”

E(Kar, msg || to:Bobi/ \
Alice x 8 Bob

Kat KeT

1. Do not read messages

2. Do not alter messages

3. Do not forge messages
4. Do not go offline



Puplic key encryption

A public key encryption scheme comprises three algorithms

Kev generation G This is a randomized algorithm
. Inputs (nondeterministic output)

e Source of randomness
e Maximum key length L | Difficult to infer SK from PK

» QOutputs: a key pair Only one person should know SK;
* PK = public key PK should be public to all

 SK = secret key

PK and SK are intrinsically bound together:
for a given PK, there is a single corresponding SK

Example: RSA's public keys are a pair: (exponent, modulus)



Puplic key encryption

A public key encryption scheme comprises three algorithms

Encryption E(PK, msq) This is a randomized algorithm
* |Inputs (vanilla RSA is deterministic;
* Public key PK in practice, RSA-PKCS is used
« Message msg of instead, which adds a nonce

fixed size to the message)

* Qutputs: a cipher text ¢ 5 . .
same size as msg PK a.k.a. “Encryption key

Anyone who knows Alice’'s PK can encrypt a message to her...



Puplic key encryption

A public key encryption scheme comprises three algorithms

Decryption D(SK, ¢) This is a deterministic algorithm
* |nputs Should always return the

* Secret key SK original message

e Ciphertextc
* Qutputs: original msg

...but only Alice can decrypt that message



Public Key encryption

A public key encryption scheme comprises three algorithms

Key generation G Correctness
~ PK = public key D(SK, E(PK, m)) = m

— SK = secret key

Encryption E(PK, m) Security
— cipher text ¢ E(PK, m) should appear random

(small change to (PK,m) leads

Decryption D(SK, ¢) to large changes to c)
— original msg E() should approximate a one-way

trapdoor function: cannot invert
without access to SK
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Protocols with public key encryption
Goal: deliver a confidential message

Symmetric key | Generate public/private
key pair (PK,SK)

Email / chat

Annouce PK publicly
(on website, in newspaper, ...)

Obtain PK 8

"’x Send ¢ = E(PK, msQ)
All-to-all:
O(N2?) key x Decrypt D(SK, ¢) = msg
exchanges 5

O(N) keys in total
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Encryption E(PK, msqg)
* |nputs
* Public key PK

Like block ciphers,
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‘modes” of public
key encryption

* Message msg of
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* Public key PK

Like block ciphers,
but there are not
‘modes” of public
key encryption

* Message msg of
size
 Outpuis: a cipher text ¢
same size as msg

Public key operations are slooooow!



Overcoming fixed message sizes

Encryption E(PK, msqg)
* |nputs
* Public key PK

Like block ciphers,
but there are not
‘modes” of public
key encryption

* Message msg of
fixed size
. cipher text ¢
same size as msg

Public key operations are slooooow!

Symmetric key operations are fast
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pair (PK,SK); publicize PK
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Hyobrid encryption

x Generate public/private key
pair (PK,SK); publicize PK

Obtain PK 8

Generate symmetric key K

Symmkey — Compute Cmsg = €(K, msQg)
Public key Compute ck = E(PK, K) Now throw away K

Seﬂd CK H Cmsg

x Decrypt D(SK, ck) = K Public key
Decrypt d(K, cmsg) = msg  Symm key



Hybrid encryption
Obtain PK 8

Generate symmetric key K

Compute cmsg = €(K, msg)
Compute ck = E(PK, K)

Send ck H Cmsg

The easy key distribution of public key

The speed and arbitrary message length of symmetric key



Protocols with public key cryptography

Goal: determine from whom a message came

Symmetric key
|[deally, a user (blue) could post a

File down/oads message (e.g., sensitive documents
or a kernel update), and then

go offline
x And downloaders (yellow) could

subsequently infer the message'’s
i authenticity without having to have
One-to- many already established a pairwise

O(N) key key with the publisher
exchanges :
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Digital signatures

A digital signature scheme comprises two algorithms

This is a randomized algorithm
(nondeterministic output)

Signing function Sgn(SK, m)
* |nputs

 Secret key SK SK a.k.a. “Signing key”

* Fixed-length message | Only one person can sign with
e Qutputs: a signature s a given (PK,SK) pair

Verification function Vfy(PK, m, s)

e Inputs Deterministic algorithm

* Public key PK
* Message and signature
* Qutputs: Yes/No if valid (m,s)

Anyone with the PK
can verify




Digital signatures

A digital signature scheme comprises two algorithms

Signing Sgn(SK, m) Verification Vfy(PK, m, s)
— a signature s — Yes/No if valid (m,s)

Correctness
Viy(PK, m, Sgn(SK, m)) = Yes

Security
Same as with MACs: even after

a chosen plaintext attack, the
attacker cannot demonstrate an
existential forgery
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Protocols with digital signatures

Goal: determine from whom a message came

Symmetric key Generate public/private

key pair (PK,SK)

File down/oads

Annouce PK publicly
é 888 (on website, in newspaper, ...)

Compute sig = Sgn(SK, msg)

Publish msg || sig

One-to- many can now go offline!
O(N) key . .
exchanges Obtain PK, msg || sig 8

Viy(PK, msg, sig)
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Do handwritten signatures at the end of a
letter have these properties?

Authenticity

Integrity

Non-repudiation

Would require unforgeable
handwritten signatures. This is the
one property they sort of get

Would require having a signature
that depended on each part in
the body of the letter

Would require both of the above
(unforgeable signature that
depends on each part of letter)



Back to authentlcatlon



Back to authentication

Generate public/private key : Hovv can we know it was :
pair (PK,SK); publicize PK E really x who posted PK?




Back to authentication

Generate public/private key : Hovv can we know it was :
pair (PK,SK); publicize PK E really x who posted PK?

E(Kar, msg || to:Bob) x E(Kst, msg || from:Alice)
AT KA
Alice x 8 Bob

Kat KeT




x Generate public/private key : How can we know it was

E(Kar, msg || to:Bob) x E(Kst, msg || from:Alice)
AT KA
Alice x 8 Bob

Kat KeT

Can we achieve authentication
without Trent in the middle of every message?
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Authentication with public keys

1. Trent’s public key Is widely
Trent x (PKr, SKr) disseminated (pre-installed in
browsers/operating systems)

Trent vets Alice

2. Alice generates a public/private

Al PKt key pair and asks Irent to bind her
'CC B (PKa, SKa) to her identity
Alice =

3. Trent signs a message (with SKr):

PK “The owner of the secret key
Bob 8 ! corresponding to is Alice”
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Authentication with public keys

4. Alice makes her certificate
Trent x (PKr, SK7) publicly available
(or Bob simply asks for it)

5. Bob verifies the certificate

using PKr
_ PKT = cereeersrssrssrsssscesssrssssssesssesnns .
Alice (PKa, SKa) If Bob trusts Trent, then :
: Bob trusts that he knovvs
Alice =

AI|Ces public key Is

sends a message to Alice

6. Bob (via hybrid encryption)
Bob 8 PK+ (via hy yp
using her public key

Alice =



Authentication with public keys

Trent x (PKr, SKr) Properties

I Trent vets Alice
PKT

(PKa, SKa)
Alice =

Bob 8 PK+t
Alice =

Alice




Authentication with public keys

Trent x (PKr, SKr) Properties

Trent need be online only
when giving out certificates,
not any time users want to

Trent vets Alice

Alice x PKr communicate with one another
(PKa, SKa)
I Alice =
Bob 8

Alice =



Authentication with public keys

Trent x (PKr, SKr) Properties

Trent need be online only
when giving out certificates,
not any time users want to

Trent vets Alice

Alice x PKr communicate with one another
(PKa, SKa)
Alice = o |
Communication needn’t
go through Trent
Bob 8

Alice =



Authentication with public keys

Trust assumptions from our
symmetric key protocol:

Trent x (PKry, SKr)

1. Do not read messages

Irent vets Alice 2. Do not alter messages
3. Do not forge messages
4. Do not go offline

Alice




Authentication with public keys

Trust assumptions from our
symmetric key protocol:

Trent x (PK+, SK7)

1. Do not read messages

Irent vets Alice 2. Do not alter messages
3. Do not forge messages
4. Do not go offline

Alice
Trust assumptions in this
public key protocol:
1. Correctly vet users
Bob

(Some more in practice...)



Certificate revocation

3. Trent signs a message (with SKr):

“The owner of the secret key
corresponding to s Alice”

Put another way:
“The only person who knows s Alice”

What happens it Alice’s key gets compromised?
(Stolen, accidentally revealed, ...)



Certificate revocation
Trent x (PKr, SKr)

Please revoke
my certificate
(ID #3912...)

Alice x
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Certificate revocation
Trent x (PKr, SKr)

Please revoke
my certificate
(ID #3912...)

Alice x

Bob obtains revocation information
Bob 8

rent signs a message (with SKr):

“Certificate ID #3912... is
no longer valid, as of April 5, ...”
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Obtaining revocation data

Certificate Revocation Lists (CRLSs)

A (often large) signed list of revocations

Trent x

—%— “Certificate ID #3912... is
no longer valid, as of April 5, ...”

Browsers and OSes
occasionally download CRLs

Disincentive: CRLs can be large,
Bob 8 SO It takes time & bandwidth

Result: delayed days/weeks/forever



Obtaining revocation data

Online Certificate Status Protocol (OCSP)

Browsers and OSes perform OCSP checks
on-demand (when verifying the certificate)

Bob 8 x Trent
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Obtaining revocation data

Online Certificate Status Protocol (OCSP)

Browsers and OSes perform OCSP checks
on-demand (when verifying the certificate)

|s certificate ID #3912... still valid?
Bob 8 x Trent

“Certificate ID #3912... is
still longer valid, as of April 5, ...” SKr

Disincentive: Still delays the initial
validation of the certificate (can increase
webpage load time)




Obtaining revocation data
OCSP Stapling

Websites issue OCSP requests,
include responses In initlal handshake

|s certificate ID #3912... still valid?
Alice x x Trent

“Certificate ID #3912... is
still longer valid, as of April 5, ...” SKr

Alice forwards this to Bob along with
the certificate when they first
start to communicate



Certificate revocation responsibilities

8 Bob’s responsibility:
Check for revocations

Alice’s responsibility:
Request revocations

Trent’s responsibility:
Make revocations publicly available




Certificates In the wild

The lock icon Indicates that the browser was able to
authenticate the other end, I.e., validate its certificate

C'-er‘] https://www.wellsfargo.com

www.wellsfargo.com
Identity verified

(] https://www.wellsfargo.com

X

Permissions Connection

- | .

a The identity of this website has been

'9 verified by VeriSign Class 3 International
2 Bank of America Corporation [US]| https://www.bankofamerica.com Server CA - G3 but does not have public

audit records.

ﬂ Certificate Informaticon

3 %

E a Your connection towwa.wellsfargo.com is
encrypted with obsolete cryptegraphy.

;_!a. The connection uses TLS 1.2.

E The connection is encrypted using

‘- RC4_128, with SHA1 for message

authentication and RSA as the key
ed exchange mechanism.
[

n Site information
You first visited this site on Jan 18, 2015.

What do these mean?




) https://www.wellsfargo.com

=, VeriSign Class 3 Public Primary Certification Authority - G5

| | |
L+ —_ VeriSign Class 3 International Server CA - G3 Ce rt I fl cate c h al n

www.wellsfargo.com

Issued by: VeriSign Class 3 International Server CA - G3

Expires: Saturday, November 14, 2015 at 6:59:59 PM Eastern
Standard Time

Subject (who owns the
public key)

an

’E

c
3

v Details

Country US
State/Province California
Locality San Francisco

Organization Wells Fargo and Company Com mo n name : th e

Organizational Unit DCT-PSG-ISG

Common Name www.wellsfargo.com URL Of the SUbJeCt

Country US

- 1=
-
=

0 D
o 0

X
)
A

Organization VeriSign, Inc.

Organizational Unit VeriSign Trust Network Issuer (Who Verified the

Organizational Unit Terms of use at https://www.verisign.com/rpa (c)10

fi Common Name VeriSign Class 3 International Server CA - G3 i d e ntity an d S i g n e d th i S
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Verifying certificates
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Verifying certificates
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Q Browser

O f/{yé((lf(

“'m @ because | say so!”

6%/;(7?(3(1(6 ety )
Y I'm &) because @ says SO

“I'm <> because (¥) says so”




Verifying certificates

Keychain Access

Click to unlock the System Roots keychain.

Keychains
login
iCloud
System

. System Roots

Category
All Items
Passwords
Secure Notes
L4 My Certificates
i Keys
LJ Certificates

Symantec Class 1 Public Primary Certification Authority - G4

Root certificate authority

Expires: Monday, January 18, 2038 at 6:59:59 PM Eastern Standard Time

1 {

ate i1s valid

Starfield Class 2 Certification Authority

Starfield Root Certificate Authority - G2

Starfield Services Root Certificate Authority - G2

StartCom Certification Authority

StartCom Certification Authority

StartCom Certification Authority G2

Swisscom Root CA 1

Swisscom Root CA 2

Swisscom Root EV CA 2

SwissSign CA (RSA IK May 6 1999 18:00:58)

SwissSign Gold CA - G2

SwissSign Platinum CA - G2

SwissSign Silver CA - G2

Symantec Class 1 Public Primary Certification Authority - G4
Symantec Class 1 Public Primary Certification Authority - G6
Symantec Class 2 Public Primary Certification Authority - G4
Symantec Class 2 Public Primary Certification Authority - G6
Symantec Class 3 Public Primary Certification Authority - G4
Symantec Class 3 Public Primary Certification Authority - G6
SZAFIR ROOT CA

T-TeleSec GlobalRoot Class 2

T-TeleSec GlobalRoot Class 3

TC TrustCenter Class 2 CA |l

TC TrustCenter Class 3 CA ||

TC TrustCenter Class 4 CA |l

| TC TrustCenter Universal CA |

TC TrustCenter Universal CA |
T TruatCenter | Iniveraal (A 1

~ Kind

certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
cenrtificate
certificate
certificate
certificate
certificate
certificate
centificate
centificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
centificate
cenrtificate
certificate
certificate

rortificate

210 items

Expires
Jun 29, 2034,

Dec 31, 2037,
Dec 31, 2037,
Sep 17, 2036,
Sep 17, 2038,
Dec 31, 2039,
Aug 18, 2025,
Jun 25, 2031,
Jun 25, 2031,
Nov 26, 2031,
Oct 25, 2036,
Oct 25, 2036,
Oct 25, 2036,
Jan 18, 2038,

1:39:16 PM
6:59:59 PM
6:59:59 PM
3:46:36 PM
3:46:36 PM
6:59:01 PM
6:06:20 PM
3:38:14 AM
4:45:08 AM
6:27:41 PM
4:30:35 AM
4:36:00 AM
4:32:46 AM
6:59:59 PM

Dec 1, 2037, 6:59:59 PM

Jan 18, 2038,

6:59:59 PM

Dec 1, 2037, 6:59:59 PM
Dec 1, 2037, 6:59:59 PM
Dec 1, 2037, 6:59:59 PM
Dec 6, 2031, 6:10:57 AM
Oct 1, 2033, 7:59:59 PM
Oct 1, 2033, 7:59:59 PM

Dec 31, 2025,
Dec 31, 2025,

Dec 31, 2025,
Dec 31, 2025,

Dec 31, 2030,
Ners 31 202G

5:59:59 PM
5:59:59 PM
5:59:59 PM
5:59:59 PM
5:59:59 PM
R:RQ-5Q PM

Keychain
System Roots

System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots

Svetem RBnnte




Verifying certificates

Keychain Access

Click to unlock the System Roots keychain.

Keychains
login
iCloud
System
. System Roots

Category
All ltems
Passwords
Secure Notes
L4 My Certificates
i Keys
LJ Certificates

—
—
—_d
—l
ezl
—ad
ad

KD B DD D

!

Symantec Class 1 Public Primary Certification Authority - G4

Root certificate authority
Expires: Monday, January 18, 2038 at 6:59:59 PM Eastern Standard Time

& This certificate is valid

Starfield Class
Starfield Root
Starfield Servi
StartCom Ce
StartCom Ce
StartCom Ce

Root key store

Every device has one

Swisscom Rod

Swisscom Ro({

Must not contain
malicious certificates

Swisscom Roq
SwissSign CA|
SwissSign Go
SwissSign Pl:
SwissSign Silver CA - G2
Symantec Class 1 Public Primary Certification Authority - G4
Symantec Class 1 Public Primary Certification Authority - G6

certificate
certificate
centificate
Symantec Class 2 Public Primary Certification Authority - G4 certificate
Symantec Class 2 Public Primary Certification Authority - G6 certificate
Symantec Class 3 Public Primary Certification Authority - G4 certificate
Symantec Class 3 Public Primary Certification Authority - G6 certificate
SZAFIR ROOT CA

T-TeleSec GlobalRoot Class 2
T-TeleSec GlobalRoot Class 3
TC TrustCenter Class 2 CA I
TC TrustCenter Class 3 CA Il
TC TrustCenter Class 4 CA |l
TC TrustCenter Universal CA |

TC TrustCenter Universal CA Il
T TruetCoanter | Iniveraal (A 1
i Copy 210 items

certificate
certificate
certificate
certificate
centificate
certificate Dec 31
certificate

Dec 31
Ner 31

certificate

rortificate

2025,
2025,

, 2025,
Dec 31,

2025,

, 2030,

2N24Q

Oct 25, 2036, 4:32:46 AM
Jan 18, 2038, 6:59:59 PM
Dec 1, 2037, 6:59:59 PM
Jan 18, 2038, 6:59:59 PM
Dec 1, 2037, 6:59:59 PM
Dec 1, 2037, 6:59:59 PM
Dec 1, 2037, 6:59:59 PM
Dec 6, 2031, 6:10:57 AM
Oct 1, 2033, 7:59:59 PM
Oct 1, 2033, 7:59:59 PM
Dec 31,
Dec 31,

5:59:59 PM
5:59:59 PM
5:59:59 PM
5:59:59 PM
5:59:59 PM
R:5Q-5Q PM

Keychain
System Roots

System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Hoots
System Roots
System Roots
System Roots
System Roots

Svetem RBnnte
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Verifying certificates
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) https://www.wellsfargo.com

=, VeriSign Class 3 Public Primary Certification Authecrity - G5
L+ —_ VeriSign Class 3 International Server CA - G3
L www.wellsfargo.com

Serial Number BEA36F 06 1A462C 789D 10DE A222 15CS E4

Version 3

Jan!

Signature Algorithm SHA-1 with RSA Encryption ( 1.2.840.113548.1.1.5)
Parameters none

c
3

Not Valid Before Wednesday, November 12, 2014 at 7:00:00 PM
Eastern Standard Time

Not Valid After Saturday, November 14, 2015 at 6:59:59 PM Eastern
Standard Time

Algorithm RSA Encryption ( 1.2.840.113549.1.1.1)
Parameters none
Public Key 256 bytes: E19D 53 21 ED 6A DD 67 ...
Exponent 65537
Key Size 2048 bits
Key Usage Encrypt, Verify, Wrap, Derive

o e 'BE
A = oY

Signature 256 bytes : 55 OF FF 63 93 EA 76 AA ...

i ‘
e
! DAITK WIICTCVCT IIIT TaKes you

Serial number: Uniguely identifies
this cert with respect to the issuer
(look for this in CRLSs)

Signature algorithm: How the
issuer will sign parts of the cert

Not valid before/after: \When to
start and stop believing this cert
(start & expiration dates)

The public key: And the issuer’s
signature of the public key



) https://www.wellsfargo.com

=, VeriSign Class 3 Public Primary Certification Authority - G5

L+ —_ VeriSign Class 3 International Server CA - G3

L www.wellsfargo.com

ant Critical
DNS Name

Critical

Policy ID #1

Qualifier ID #1

CPS URI

Qualifier ID #2

User Notice

> M H c

Critical
URI

[
Ccn
v

-

‘:
(V)

Critical
Method #1

URI
i Method #2

URI

SHA1

MDS5

Subject Alternative Name ( 2.5.29.17 )
NO
www.wellsfargo.com

Certificate Policies { 2.5.29.32 )

NO

(2.16.840.1.113733.1.7.54)

Certification Practice Statement ( 1.3.6.1.5.5.7.2.1)
https://d.symcb.com/cps

User Notice ( 1.3.6.1.5.5.7.2.2)
https://d.symcb.com/rpa

CRL Distribution Points { 2.5.29.31)
NO
http://se.symcb.com/se.crl

Certificate Authority Information Access
(1.3.6.1.55.7.1.1)

NO
Online Certificate Status Protocol ( 1.3.6.1.5.5.7.48.1 )
http://se.symcd.com

CA Issuers ( 1.3.6.1.5.5.7.48.2)
http://se.symcb.com/se.crt

CA7BO1AFBOSDC1FBSE73C4A500C 79 3E 74
10 E2 44 FF

708B C2CB 22 06 65C2 37 B7 C2E590 F7 FASC

OK

al

~ 2

Subject Alternate Names:
Other URLs for which this cert
should be considered valid.
(wellsfargo.com is not the same
as www.wellsfargo.com)

Can include wildcards, e.qg.,
*.google.com

CRL & OCSP:
Where to go to check if this
certificate has been revoked

Non-cryptographic checksums


http://wellsfargo.com
http://www.wellsfargo.com
http://google.com

Certificate types

Why are these different?

& https://www.wellsfargo.com () Bank of America Corporation [US]| https://www.bankofamerica.com




Certificate types

Why are these different”

) https://www.wellsfargo.com

‘ (& Bank of America Corporation [US]jhttps://www.bankofamerica.com

l 5 https://www.wellsfargo.com

ani

[ H € |

ke VeriSign Class 3 Public Primary Certification Authority - G5

L I VeriSign Class 3 International Server CA - G3

Le

4 www.wellsfargo.com

] VeriSign Class 3 International Server CA - G3

p Details

Intermediate certificate authority

Standard Time

® This certificate is valid

Expires: Friday, February 7, 2020 at 6:59:59 PM Eastern

.Ej Bank of America Corporation [US] https://www.bankofamerica.com

W
=) VeriSign Class 3 Public Primary Certification Authority - G5
A
L T www.bankofamerica.com
: — Symantec Class 3 EVSSL CA - G3
Intermediate certificate authority
. .| Expires: Monday, October 30, 2023 at 7:59:59 PM Eastern
Daylight Time
i & This certificate is valid
» Details I
- | OK [
jS"" creqait cara Kewaras™ creait cara saliance

This is an EV (extended validation)
certificate:; browsers show the
full name for these kinds of certs



Proper reaction to Heartbleeo

1. Patch the software

2. “Reissue” a new key (get a new one
and load it onto your servers)

3. Revoke the old key



Proper reaction to Heartbleeo

1. Patch the software

2. “Reissue” a new key (get a new one
and load it onto your servers)

3. Revoke the old key

Order matters!
It we reissued and then patched,
then our new key would be compromised, too.

If we revoked first, we'd be offline.
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Heartbleed

uhi" 2

uhi"



4 Heartbleed



4 Heartbleed
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Heartbleed

uhi"

uhi"



Heartbleed

uhi"

uhi"

Potentially reveals user data and private keys

Heartbleed exploits were undetectable



Why study Heartbleed!?

Akamai
Discovered patched  Publicly announced

03/21 04/02 04/07



Why study Heartbleed!?

Publicly announced
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@ Patched @ Revoked @ Reissued



Why study Heartbleed!?

Publicly announced

O

@ Patched @ Revoked @ Reissued

How quickly and thoroughly do administrators act?
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Dataset

2.8M certs
Alexa
Top-1M
Rapid/ filter validate Leaf Set
data
22M certs CAs 628k certs
(~1/wk for 6mos) | 65k domains
9k certs

* Download CRLs
* Detect vulnerability

* |dentify Heartbleed-induced
reissues & revocations



Dataset

2.8M certs
Alexa
Top-1M
Rapid/ filter validate Leaf Set
data
22M certs CAs 628k certs
(~1/wk for 6mos) | 65k domains
9k certs

* Download CRLs
* Detect vulnerability

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

i » Identify Heartbleed—mduced
:  reissues & revocations

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll



Fraction of Domains
Vulnerable to Heartbleed

Prevalence and patch rates

0.6 -
0.5 A
0.4 -
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0.1 -

Was ever vulnerable
Still vulnerable after 3 weeks
0 200k 400k 600k 800k iM

Alexa Site Rank (bins of 1000)
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Prevalence and patch rates

0.6 -
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- Still vulnerable after 3 weeks
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Fraction of Domains
Vulnerable to Heartbleed

Prevalence and patch rates

0.6 -

0.5
0.4

0.3 -
0.2 -

0.1

Was ever vulnerable
- Still vulnerable after 3 weeks

0 200k 400k (10]0] 4 800k 1M
Alexa Site Rank (bins of 1000)

Patching rates are mostly positive

Only ~7% had not patched within 3 weeks



Number of Domains/Day

How quickly were certs revoked?

1200
1000
800
600
400 -
200 -

O ]

lllllllllllllllllllllllllllllllllllllllllllllllllllll

03/01 03/08 03/15 03/22 03/29 04/05 04/12 04/19 04/26

Date



How quickly were certs revoked?

v
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5
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© 400 -
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= 200 -
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Reaction ramps up quickly



How quickly were certs revoked?

v
a
% 1000 -
=
© 800 -
5
Q 600 -
© 400 -
a
= 200 -
-
Z O E pl
03/01 03/08 03/15 03/22 03/29 04/05 04/12 04/19 04/26

Date

Reaction ramps up quickly



How quickly were certs revoked!?

Number of Domains/Day

1200 -
1000 -
800 -
600 -
400 -
200 -

0 -

Weekends

—r r | 1 1] LI R B B S R E N S e S S B B B S N B S S B B B E B B B B S B H R S B B R S N R B

03/01 03/08 03/15 03/22 03/29 04/05 04/12 04/19 04/26

Date

Reaction ramps up quickly

Security takes the weekends off



Frac. of Vulnerable Certs

not Revoked/Reissued

1
0.95
0.9
0.85
0.8
0.75
0.7
0.65
0.6

Certificate update rates

3 wks

\\ Not revoked

04/07 04/21 05/05 0519 06/02 06/16 06/30 07/14 07/28

Date



Frac. of Vulnerable Certs

not Revoked/Reissued

1
0.95
0.9
0.85
0.8
0.75
0.7
0.65
0.6

Certificate update rates

3 wks

\\ Not revoked

Not reissued

04/07 04/21 05/05 0519 06/02 06/16 06/30 07/14 07/28

Date



Frac. of Vulnerable Certs

not Revoked/Reissued

Certificate update rates

3 wks

1 | .
0.95 -
0.9 - Not revoked

0.85 -
0.8 -
0.75 -
0.7 -
0.65 -

0.6 ' ! T ! ' ! ' ! ' ! ' ! ' ! ' 1
04/07 04/21 05/05 05/19 06/02 06/16 06/30 07/14 07/28

Date

Not reissued

Similar pattern to patches:
Exponential drop-off, then levels out

After 3 weeks: Revoked Reissued



Fraction of New Certificates
Reissued with the Same Key

Reissue = New key?

0.6 W
0.5 :
0.4
0.3 -
0.2 -

0.1 - All reissues ——

0 Heartbleed mduced relssues —

11/2013 12/2013 01/2014 02/2014 03/2014 04/2014 05/2014
Date of Birth




Fraction of New Certificates
Reissued with the Same Key

Reissue = New key?

0.6 v
0.5 '
0.4

0.3 -
0.2 -

0.1 - All reissues ——
o Heartbleed mduced relssues ——

11/2013 12/2013 01/2014 02/2014 03/2014 04/2014 05/2014
Date of Birth




Fraction of New Certificates
Reissued with the Same Key

Reissue = New key?

0.6 V

0.4

0.3 -

0.1 - All reissues ——
o Heartbleed mduced relssues ——

0.2 -
11/2013 12/2013 01/2014 02/2014 03/2014 04/2014 05/2014
Date of Birth

Reissuing the same key is common practice

4.1% Heartbleed-induced



The ugly truth of revocations

Patched Revoked Reissued

Security is supposed to be a fundamental design goal, but

* Administrators trade off security for ease of maintenance/cost
* Certificate authorities trade off security for profit
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Can we wait for expiration?
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CDF

0.8 -

0.6

0.4 -

0.2 -

Can we wait for expiration?

Vulnerable but not revoked

~40% of vulnerable certs
will not expire for over | year

2 3 4 5 6
Years of Remaining Validity



CDF

Can we wait for expiration?

Vulnerable but not revoked

0.8 -

06 I :
: ~40% of vulnerable certs

0.4 - will not expire for over | year

0.2 -

0 1 2 3 4 5 6
Years of Remaining Validity

We may be dealing with Heartbleed for years



Testing browser behavior
Revocation * Browsers should support all major protocols
protocols * CRLs, OCSP, OCSP stapling
Availability of * Browsers should reject certs they cannot check
revocation info » E.g.,because the OCSP server is down
Chain * Browsers should reject a cert if any on the chain fail
lengths e Leaf, intermediate(s), root



Testing browser behavior
Revocation * Browsers should support all major protocols
protocols * CRLs, OCSP, OCSP stapling
Availability of * Browsers should reject certs they cannot check
revocation info » E.g.,because the OCSP server is down
Chain * Browsers should reject a cert if any on the chain fail
lengths e Leaf, intermediate(s), root

Intermediate| .-+ | Intermediate



Testing browser behavior
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Testing browser behavior
Revocation * Browsers should support all major protocols
protocols * CRLs, OCSP, OCSP stapling
Availability of * Browsers should reject certs they cannot check
revocation info » E.g.,because the OCSP server is down
Chain * Browsers should reject a cert if any on the chain fail
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Testing browser behavior
Revocation * Browsers should support all major protocols
protocols * CRLs, OCSP, OCSP stapling
Availability of * Browsers should reject certs they cannot check
revocation info » E.g.,because the OCSP server is down
Chain * Browsers should reject a cert if any on the chain fail
lengths e Leaf, intermediate(s), root

Intermedlate . Intermediate' \‘

Leaf




Results across all browsers

Desktop Browsers Mobile Browsers
Chrome 42 Firefox Opera Safari i Andr. 4.1-5.1 IE
OS X Win. Linux  35-37 1217 280 68 79 6-8 Stock Chrome 8.0

CRL
Revoked v
Unavailable v

Revoked
Unavailable
Revoked
Unavailable

N XN\ XN
x*x N\ XN NN
x N\ XN NN
X ™, WX XX

OCSP
Revoked
Unavailable
Revoked
Unavailable

Revoked

Unavailable

Int. 1

Int. 2+

Leaf

>N XX XX
N X\ XN
N\ XN NN

OCSP Stapling
Request OCSP Staple
Respect Revoked Staple

NS

v/ Passes test EV Passes for EV certs A Pops up alert to user
Fails test I Ignores OCSP Staple L/W Passes on Linux/Win.



Results across all browsers

2.

Chrome 42 g C h rO m e

OS X Win. Linux
CRL
Revoked

Unavailable Generally, only checks for EV certs

Revoked

Unavailable ~ 3 % Of al I ce rts

Revoked
Unavailable

OCSP

Int. 1 Revoked Allows if revocation info unavailable

Unavailable

. Revoked
Int. 2+ Unavailable

Revoked

Leal  Unavailable SUPPOFtS OCSP Stapling

OCSP Stapling
Request OCSP Staple
Respect Revoked Staple

v/ Passes test EV Passes for EV certs A Pops up alert to user
Fails test I Ignores OCSP Staple L/W Passes on Linux/Win.



Results across all browsers

_ Deskiy @ Firefox

35-37
CRL
Revoked

Unavailable Never checks CRLs

Revoked

Unavailable Only checks intermediates for EV certs

Revoked
Unavailable

OCSP
Iot, 1 Revoked Allows if revocation info unavailable
Revoked

Int. 2+ Unavailable

Revoked

Leaf Unavailable

OCSP Stapling

Request OCSP Staple Supports OCSP Stapling

Respect Revoked Staple |

v/ Passes test EV Passes for EV certs A Pops up alert to user
Fails test I Ignores OCSP Staple L/W Passes on Linux/Win.



Results across all browsers

@‘ Safari

Checks CRLs and OCSP

CRL
Revoked
Unavailable

Revoked
Unavailable
Revoked
Unavailable

x* N\ XN\ NS

Allows if revocation info unavailable
Except for first intermediate, for CRLs

OCSP
Revoked

Int. 1 . .
Unavailable

. Revoked
Int. 2+ Unavailable

Revoked

Unavailable

>N XN\ x5

Leaf

OCSP Stapling
Request OCSP Staple
Respect Revoked Staple |

Does not support OCSP stapling

>

v/ Passes test EV Passes for EV certs A Pops up alert to user
Fails test I Ignores OCSP Staple L/W Passes on Linux/Win.



Results across all browsers

& |Internet Explorer

CRL
Revoked
Unavailable

Revoked
Unavailable
Revoked
Unavailable

Checks CRLs and OCSP

N\ XN NS

Often rejects if revocation info unavailable
Pops up alert for leaf in |IE |0+

OCSP
Revoked

Int. 1 . .
Unavailable

. Revoked
Int. 2+ Unavailable

Revoked

Unavailable

N XN NN

Leaf

Request OCSP Staple Supports OCSP stapling
v

Respect Revoked Staple |

v/ Passes test EV Passes for EV certs A Pops up alert to user
Fails test I Ignores OCSP Staple L/W Passes on Linux/Win.



Results across all browsers

el @ ©) @ © Mobile Browsers

6-8 _ Stock Chrome 7 8.0

CRL
Revoked

Unavailable Uniformly never check
Revoked

Unavailable

Revoked

Unavailable

OCSP

Revoked
Int. 1 Gnavailable

Revoked

Int. 2+ Unavailable

Revoked

Leaf  {pavailable Android browsers request Staple

OCSP Stapling

Request OCSP Staple oo .and PrOmPtI)’ ignOre it

Respect Revoked Staple |

v/ Passes test EV Passes for EV certs A Pops up alert to user
Fails test I Ignores OCSP Staple L/W Passes on Linux/Win.



