
Proving who you are
Passwords and TLS



Basic, fundamental problem

Client 
(“user”) Server

How do you prove to someone that
you are who you claim to be?

Users and servers prove themselves in different ways 
    - Different attack models 
    - Different assumptions about what they can feasibly do

Any system with access control must solve this



User authentication
Attack model

Attacker can eavesdrop and tamper with 
communication between client and server 
(or cut the server or client out altogether)

Client 
(“user”) ServerAttacker

Attacker can subsequently compromise the server, 
gaining access to all of its data and secret keys

1.

2.
Attacker’s goal: 

Learn a targeted (or any) user’s password
Our goal: prove to the server we are the user  

without compromising our password after server 
compromise



(see notes for details of  
how passwords are stored)



Storing passwords in Linux

seed:$6$5MfvmFOaDU$CVt7…:14400:0:99999:7::

Stored in /etc/shadow

algorithm
   - 1: MD5-based
   - 2: Blowfish
   - 5: SHA-256
   - 6: SHA-512

last changed (days since 1/1/1970 : 
min #days until must change : 
max #days until must change :

#days before expire to warn :
(#days to wait from expire to disable) :

(#days this has been expired)

username salt hash



Thought experiment: Do we need good 
passwords?

• Is the attack: 
• Online: attacker can only guess by trying to log in 
• Offline: the attacker has access to /etc/shadow 

• Does the attack target: 
• A single targeted user 
• Any user: the attacker just wants a way to log in
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Thought experiment: Do we need good 
passwords?

• Is the attack: 
• Online: attacker can only guess by trying to log in 
• Offline: the attacker has access to /etc/shadow 

• Does the attack target: 
• A single targeted user 
• Any user: the attacker just wants a way to log in

Passwords are 6-digit numbers (bad!)

After 3 bad login attempts, wait 24hrs

Give the attacker 10 years to guess

3*365*10 attempts
≈104

Chance of success: 
104/106 ≈1%

Online attack



Passwords and Computer Security

• In 2012, 76% of network intrusions exploited 
weak or stolen credentials (username/password) 
• Source: Verizon data breach investigations report 

• First step after any successful intrusion: install 
sniffer or keylogger to steal more passwords 

• Second step: run cracking tools on password files 
• Cracking needed because passwords are not (or at 

least should not be) stored in the clear



Gary McKinnon
• 2001 and 2002: hacked into 97 US military and 

NASA computers searching for evidence of free 
energy suppression and UFO coverups 
• “… shut down the entire US Army’s Military District of 

Washington network of over 2000 computers for 24 hrs” 
• “…  rendered [US Naval Weapons Station Earle]’s 

entire network of over 300 computers inoperable at a 
critical time immediately following 11 September 2001” 

• Method: Perl script randomly looking for blank and 
default passwords to administrator accounts



Old password surveys
• Klein (1990) and Spafford (1992) 

• 2.7% guessed in 15 minutes, 21% in a week 
• Much more computing power is available now 

• Univ. of Michigan: 5% of passwords were “goblue” 

• Zviran and Haga (1999) 
• Password usage at DoD facility in California 
• 80% of passwords were 4-7 characters in length; 

80% used alphabetic characters only; 80% of the 
users had never changed their password



RockYou Hack (2009)
• Social gaming company 

• Database with 32 million user passwords from 
partner social networks 

• Passwords stored in the clear 

• December 2009: entire database hacked using a 
SQL injection attack and posted on the Internet



Passwords in RockYou database



2010 - Gawker  
Stored passwords encrypted
188,279 decrypted & released



2010 - Gawker  
Stored passwords encrypted
188,279 decrypted & released

trustno1



Gawker Passwords (2010)



Server authentication
Attack model

Attacker can eavesdrop and tamper with 
communication between client and server 
(or cut the server or client out altogether)

Client 
(“user”) ServerAttacker

Attacker does not have access to the server’s private key

1.

2.

Attacker’s goal: Convince the Client that he is the ‘Server’

Our goal: Establish a session (symmteric) key  
between the client and server



Server authentication: Certificates
Client 

(“user”) ServerAttacker

Attacker does not have access to the server’s private key

Recall: A certificate attests “the only person who knows  
the corresponding secret key is <identity>”

Certificate  
[identity = PK]

PK, SK
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Server authentication: Certificates
Client 

(“user”) ServerAttacker

Attacker does not have access to the server’s private key

Challenge-response protocols: 
The client issues a challenge that only someone with the 

secret knowledge could correctly react to

Recall: A certificate attests “the only person who knows  
the corresponding secret key is <identity>”

How does the server prove it knows its  
secret key without giving away its secret key?

Challenge  
#1

Certificate  
[identity = PK]

PK, SK



Server authentication with certificates
Browser 

(initiates connection)
Server 

(authenticates itself)
Attacker

Certificate  
[identity = PK]

PK, SK

Ahead of time: 
generate keys and get cert

Ahead of time:  
has a list of trusted root certs
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Server authentication with certificates
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(authenticates itself)
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Verify cert  
using the 
root certs

Decrypt to 
obtain k

Attacker

Certificate  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Known as “RSA key exchange”
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Server authentication with certificates
Browser 

(initiates connection)
Server 

(authenticates itself)

Hello (let’s communicate)

Verify cert  
using the 
root certs

Decrypt to 
obtain k

Attacker

Certificate  
[identity = PK]

PK, SK

Ahead of time: 
generate keys and get cert

Ahead of time:  
has a list of trusted root certs

Certificate  
[identity = PK]

E(PK, k)Generate 
session 
key k

Authenticated encryption with k

Problem: What if the attacker  
logs this communication and 
eventually learns the server’s

secret key?
=> can decrypt to learn 

all prior session keys



(Perfect) Forward Secrecy
Compromising long-term keys  

should not compromise past session keys 

Attack model

Attacker can eavesdrop and tamper with 
communication between client and server 
(or cut the server or client out altogether)

Client 
(“user”) ServerAttacker

Attacker subsequently gains access to the server’s private key

1.

2.

Attacker’s goal: Learn all prior communication
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Server authentication with certificates
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Idea: Replace this with Diffie-Hellman
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TLS/SSL “core” protocol (high level)
Browser 

(initiates connection)
Server 

(authenticates itself)

~~~~~~~Switch to negotiated cipher~~~~~~~
Data transmission

Version, crypto options, nonce
Client hello

Version, crypto options, nonce, 
Certificate (signed by a CA, contains 

the server’s public key PKs)

Server hello + server cert (PKs)

Server key exchange (when using DH)

PreMaster secret encrypted with server’s PKs
Client key exchange (when using RSA)Compute 

K based 
on nonces & 
PreMaster

Compute 
K based 

on nonces & 
PreMaster


