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• printf(“100% dml”);

• Prints stack entry 4 byes above saved %eip

• printf(“%s”);
• Prints bytes pointed to by that stack entry

• printf(“%d %d %d %d …”);
• Prints a series of stack entries as integers

• printf(“%08x %08x %08x %08x …”);
• Same, but nicely formatted hex

• printf(“100% no way!”)
• WRITES the number 3 to address pointed to by stack entry
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void vulnerable()
{
    size_t len;
    char *buf;

    len = read_int_from_network();
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    read(fd, buf, len);
    ...
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Wrap-around

Takeaway: You have to know the semantics 
of your programming language to avoid these errors
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