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Why Neural Networks?

Perceptron
• Proposed by Frank Rosenblatt in 1957
• Real inputs/outputs, threshold activation function



Revival in the 1980’s
Backpropagation discovered in 1970’s but popularized in 1986
• David E. Rumelhart, Geoffrey E. Hinton, Ronald J. Williams. “Learning 

representations by back-propagating errors.” In Nature, 1986.

MLP is a universal approximator
• Can approximate any non-linear function in theory, given enough neurons, data
• Kurt Hornik, Maxwell Stinchcombe, Halbert White. “Multilayer feedforward 

networks are universal approximators.” Neural Networks, 1989

Generated lots of excitement and applications

http://www.andreykurenkov.com/writing/a-brief-history-of-neural-nets-and-deep-learning/



Neural Networks Applied to Vision
LeNet – vision application

– LeCun, Y; Boser, B; Denker, J; Henderson, D; Howard, R; 
Hubbard, W; Jackel, L, “Backpropagation Applied to Handwritten 
Zip Code Recognition,” in Neural Computation, 1989

– USPS digit recognition, later check reading

Image credit: LeCun, Y., Bottou, L., Bengio, Y., Haffner, P. “Gradient-based learning applied to 
document recognition.” Proceedings of the IEEE, 1998.



New “winter” and revival in early 2000’s

New “winter” in the early 2000’s due to

• problems with training NNs

• Support Vector Machines (SVMs), Random Forests 
(RF) – easy to train, nice theory

Revival again by 2011-2012

• Name change (“neural networks” -> “deep learning”)

• + Algorithmic developments that made training 
somewhat easier

• + Big data + GPU computing 

• = performance gains on many tasks (esp Computer 
Vision)

http://www.andreykurenkov.com/writing/a-brief-history-of-neural-nets-and-deep-learning-part-4/



Big Data
• ImageNet Large Scale Visual Recognition Challenge

– 1000 categories w/ 1000 images per category
– 1.2 million training images, 50,000 validation, 150,000 testing

O. Russakovsky, J. Deng, H. Su, J. Krause, S. Satheesh, S. Ma, Z. Huang, A. Karpathy, A. Khosla,
M. Bernstein, A. C. Berg and L. Fei-Fei. ImageNet Large Scale Visual Recognition Challenge. IJCV, 2015.



AlexNet Architecture

60 million parameters!
Various tricks
• ReLU nonlinearity
• Overlapping pooling
• Local response normalization
• Dropout – set hidden neuron output to 0 with probability .5
• Data augmentation
• Training on GPUs

Alex Krizhevsky, Ilya Sutskeyer, Geoffrey E. Hinton. ImageNet Classification with Deep Convolutional Neural Networks. NIPS, 2012.

Figure credit: Krizhevsky et al, NIPS 2012.



GPU Computing

• Big data and big models require lots of 
computational power

• GPUs
– thousands of cores for parallel operations
– multiple GPUs
– still took about 5-6 days to train AlexNet on two 

NVIDIA GTX 580 3GB GPUs (much faster today)



Image Classification Performance

Image Classification Top-5 Errors (%)
Figure from: K. He, X. Zhang, S. Ren, J. Sun.  “Deep Residual 
Learning for Image  Recognition”. arXiv 2015. (slides)



Robustness of Classifiers 

=<latexit sha1_base64="xySHTRG9glce+ayAIZc3O+k7fA4=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARPJVdEfQiFLx47IJ9QLuUbDrbxmazS5IVylLw7sWDIl79k7z535g+Dtr6QeDHNxNm5gtTwbVx3W+nsLa+sblV3C7t7O7tH5QPj5o6yRTDBktEotoh1Si4xIbhRmA7VUjjUGArHN1O661HVJon8t6MUwxiOpA84owaa/k3vXLFrbozkVXwFlCBheq98le3n7AsRmmYoFp3PDc1QU6V4UzgpNTNNKaUjegAOxYljVEH+WzRCTmzTp9EibJPGjJzf//Iaaz1OA5tZ0zNUC/XpuZ/tU5mousg5zLNDEo2HxRlgpiETK8mfa6QGTG2QJnidlfChlRRZmw2JRuCt3zyKjQvqp5l/7JS85/mcRThBE7hHDy4ghrcQR0awADhGV7hzXlwXpx352PeWnAWER7DHzmfP7dSjVA=</latexit><latexit sha1_base64="xySHTRG9glce+ayAIZc3O+k7fA4=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARPJVdEfQiFLx47IJ9QLuUbDrbxmazS5IVylLw7sWDIl79k7z535g+Dtr6QeDHNxNm5gtTwbVx3W+nsLa+sblV3C7t7O7tH5QPj5o6yRTDBktEotoh1Si4xIbhRmA7VUjjUGArHN1O661HVJon8t6MUwxiOpA84owaa/k3vXLFrbozkVXwFlCBheq98le3n7AsRmmYoFp3PDc1QU6V4UzgpNTNNKaUjegAOxYljVEH+WzRCTmzTp9EibJPGjJzf//Iaaz1OA5tZ0zNUC/XpuZ/tU5mousg5zLNDEo2HxRlgpiETK8mfa6QGTG2QJnidlfChlRRZmw2JRuCt3zyKjQvqp5l/7JS85/mcRThBE7hHDy4ghrcQR0awADhGV7hzXlwXpx352PeWnAWER7DHzmfP7dSjVA=</latexit><latexit sha1_base64="xySHTRG9glce+ayAIZc3O+k7fA4=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARPJVdEfQiFLx47IJ9QLuUbDrbxmazS5IVylLw7sWDIl79k7z535g+Dtr6QeDHNxNm5gtTwbVx3W+nsLa+sblV3C7t7O7tH5QPj5o6yRTDBktEotoh1Si4xIbhRmA7VUjjUGArHN1O661HVJon8t6MUwxiOpA84owaa/k3vXLFrbozkVXwFlCBheq98le3n7AsRmmYoFp3PDc1QU6V4UzgpNTNNKaUjegAOxYljVEH+WzRCTmzTp9EibJPGjJzf//Iaaz1OA5tZ0zNUC/XpuZ/tU5mousg5zLNDEo2HxRlgpiETK8mfa6QGTG2QJnidlfChlRRZmw2JRuCt3zyKjQvqp5l/7JS85/mcRThBE7hHDy4ghrcQR0awADhGV7hzXlwXpx352PeWnAWER7DHzmfP7dSjVA=</latexit><latexit sha1_base64="xySHTRG9glce+ayAIZc3O+k7fA4=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARPJVdEfQiFLx47IJ9QLuUbDrbxmazS5IVylLw7sWDIl79k7z535g+Dtr6QeDHNxNm5gtTwbVx3W+nsLa+sblV3C7t7O7tH5QPj5o6yRTDBktEotoh1Si4xIbhRmA7VUjjUGArHN1O661HVJon8t6MUwxiOpA84owaa/k3vXLFrbozkVXwFlCBheq98le3n7AsRmmYoFp3PDc1QU6V4UzgpNTNNKaUjegAOxYljVEH+WzRCTmzTp9EibJPGjJzf//Iaaz1OA5tZ0zNUC/XpuZ/tU5mousg5zLNDEo2HxRlgpiETK8mfa6QGTG2QJnidlfChlRRZmw2JRuCt3zyKjQvqp5l/7JS85/mcRThBE7hHDy4ghrcQR0awADhGV7hzXlwXpx352PeWnAWER7DHzmfP7dSjVA=</latexit>

“Egyptian Cat”

x<latexit sha1_base64="f7cFgJOIW+Vui9h3vUDClCFMFmQ=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5ct2Ae2Q8mkmTY0kxmSO2IZCn6EGxeKuPVv3Pk3ZtoutPVA4HDODffcEyRSGHTdb6ewtr6xuVXcLu3s7u0flA+PWiZONeNNFstYdwJquBSKN1Gg5J1EcxoFkreD8U3utx+4NiJWdzhJuB/RoRKhYBStdN+LKI6CMHuc9ssVt+rOQFaJtyAVWKDeL3/1BjFLI66QSWpM13MT9DOqUTDJp6VeanhC2ZgOeddSRSNu/GyWeErOrDIgYaztU0hm6u8fGY2MmUSBncwTmmUvF//zuimG134mVJIiV2y+KEwlwZjk55OB0JyhnFhCmRY2K2EjqilDW1LJluAtn7xKWhdVz/LGZaXWeJrXUYQTOIVz8OAKanALdWgCAwXP8ApvjnFenHfnYz5acBYVHsMfOJ8/J82Rqw==</latexit><latexit sha1_base64="f7cFgJOIW+Vui9h3vUDClCFMFmQ=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5ct2Ae2Q8mkmTY0kxmSO2IZCn6EGxeKuPVv3Pk3ZtoutPVA4HDODffcEyRSGHTdb6ewtr6xuVXcLu3s7u0flA+PWiZONeNNFstYdwJquBSKN1Gg5J1EcxoFkreD8U3utx+4NiJWdzhJuB/RoRKhYBStdN+LKI6CMHuc9ssVt+rOQFaJtyAVWKDeL3/1BjFLI66QSWpM13MT9DOqUTDJp6VeanhC2ZgOeddSRSNu/GyWeErOrDIgYaztU0hm6u8fGY2MmUSBncwTmmUvF//zuimG134mVJIiV2y+KEwlwZjk55OB0JyhnFhCmRY2K2EjqilDW1LJluAtn7xKWhdVz/LGZaXWeJrXUYQTOIVz8OAKanALdWgCAwXP8ApvjnFenHfnYz5acBYVHsMfOJ8/J82Rqw==</latexit><latexit sha1_base64="f7cFgJOIW+Vui9h3vUDClCFMFmQ=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5ct2Ae2Q8mkmTY0kxmSO2IZCn6EGxeKuPVv3Pk3ZtoutPVA4HDODffcEyRSGHTdb6ewtr6xuVXcLu3s7u0flA+PWiZONeNNFstYdwJquBSKN1Gg5J1EcxoFkreD8U3utx+4NiJWdzhJuB/RoRKhYBStdN+LKI6CMHuc9ssVt+rOQFaJtyAVWKDeL3/1BjFLI66QSWpM13MT9DOqUTDJp6VeanhC2ZgOeddSRSNu/GyWeErOrDIgYaztU0hm6u8fGY2MmUSBncwTmmUvF//zuimG134mVJIiV2y+KEwlwZjk55OB0JyhnFhCmRY2K2EjqilDW1LJluAtn7xKWhdVz/LGZaXWeJrXUYQTOIVz8OAKanALdWgCAwXP8ApvjnFenHfnYz5acBYVHsMfOJ8/J82Rqw==</latexit><latexit sha1_base64="f7cFgJOIW+Vui9h3vUDClCFMFmQ=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5ct2Ae2Q8mkmTY0kxmSO2IZCn6EGxeKuPVv3Pk3ZtoutPVA4HDODffcEyRSGHTdb6ewtr6xuVXcLu3s7u0flA+PWiZONeNNFstYdwJquBSKN1Gg5J1EcxoFkreD8U3utx+4NiJWdzhJuB/RoRKhYBStdN+LKI6CMHuc9ssVt+rOQFaJtyAVWKDeL3/1BjFLI66QSWpM13MT9DOqUTDJp6VeanhC2ZgOeddSRSNu/GyWeErOrDIgYaztU0hm6u8fGY2MmUSBncwTmmUvF//zuimG134mVJIiV2y+KEwlwZjk55OB0JyhnFhCmRY2K2EjqilDW1LJluAtn7xKWhdVz/LGZaXWeJrXUYQTOIVz8OAKanALdWgCAwXP8ApvjnFenHfnYz5acBYVHsMfOJ8/J82Rqw==</latexit>

“Traffic Light”

x̃<latexit sha1_base64="Kwrv8x1CQZit1x9eVur/e9EMUpo=">AAAB+3icbZDNS8MwGMbf+jnnV51HL8EheBqtCHocePG4gfuAtYw0TbewNC1JKhul4F/ixYMiXv1HvPnfmG476OYLgR/P84Y8eYKUM6Ud59va2Nza3tmt7FX3Dw6Pju2TWlclmSS0QxKeyH6AFeVM0I5mmtN+KimOA057weSu9HuPVCqWiAc9S6kf45FgESNYG2lo1zzNeEhzL8Z6HET5tCiGdt1pOPNB6+AuoQ7LaQ3tLy9MSBZToQnHSg1cJ9V+jqVmhNOi6mWKpphM8IgODAocU+Xn8+wFujBKiKJEmiM0mqu/b+Q4VmoWB2azjKhWvVL8zxtkOrr1cybSTFNBFg9FGUc6QWURKGSSEs1nBjCRzGRFZIwlJtrUVTUluKtfXofuVcM13L6uN9tPizoqcAbncAku3EAT7qEFHSAwhWd4hTersF6sd+tjsbphLSs8hT9jff4AG4qVkg==</latexit><latexit sha1_base64="Kwrv8x1CQZit1x9eVur/e9EMUpo=">AAAB+3icbZDNS8MwGMbf+jnnV51HL8EheBqtCHocePG4gfuAtYw0TbewNC1JKhul4F/ixYMiXv1HvPnfmG476OYLgR/P84Y8eYKUM6Ud59va2Nza3tmt7FX3Dw6Pju2TWlclmSS0QxKeyH6AFeVM0I5mmtN+KimOA057weSu9HuPVCqWiAc9S6kf45FgESNYG2lo1zzNeEhzL8Z6HET5tCiGdt1pOPNB6+AuoQ7LaQ3tLy9MSBZToQnHSg1cJ9V+jqVmhNOi6mWKpphM8IgODAocU+Xn8+wFujBKiKJEmiM0mqu/b+Q4VmoWB2azjKhWvVL8zxtkOrr1cybSTFNBFg9FGUc6QWURKGSSEs1nBjCRzGRFZIwlJtrUVTUluKtfXofuVcM13L6uN9tPizoqcAbncAku3EAT7qEFHSAwhWd4hTersF6sd+tjsbphLSs8hT9jff4AG4qVkg==</latexit><latexit sha1_base64="Kwrv8x1CQZit1x9eVur/e9EMUpo=">AAAB+3icbZDNS8MwGMbf+jnnV51HL8EheBqtCHocePG4gfuAtYw0TbewNC1JKhul4F/ixYMiXv1HvPnfmG476OYLgR/P84Y8eYKUM6Ud59va2Nza3tmt7FX3Dw6Pju2TWlclmSS0QxKeyH6AFeVM0I5mmtN+KimOA057weSu9HuPVCqWiAc9S6kf45FgESNYG2lo1zzNeEhzL8Z6HET5tCiGdt1pOPNB6+AuoQ7LaQ3tLy9MSBZToQnHSg1cJ9V+jqVmhNOi6mWKpphM8IgODAocU+Xn8+wFujBKiKJEmiM0mqu/b+Q4VmoWB2azjKhWvVL8zxtkOrr1cybSTFNBFg9FGUc6QWURKGSSEs1nBjCRzGRFZIwlJtrUVTUluKtfXofuVcM13L6uN9tPizoqcAbncAku3EAT7qEFHSAwhWd4hTersF6sd+tjsbphLSs8hT9jff4AG4qVkg==</latexit><latexit sha1_base64="Kwrv8x1CQZit1x9eVur/e9EMUpo=">AAAB+3icbZDNS8MwGMbf+jnnV51HL8EheBqtCHocePG4gfuAtYw0TbewNC1JKhul4F/ixYMiXv1HvPnfmG476OYLgR/P84Y8eYKUM6Ud59va2Nza3tmt7FX3Dw6Pju2TWlclmSS0QxKeyH6AFeVM0I5mmtN+KimOA057weSu9HuPVCqWiAc9S6kf45FgESNYG2lo1zzNeEhzL8Z6HET5tCiGdt1pOPNB6+AuoQ7LaQ3tLy9MSBZToQnHSg1cJ9V+jqVmhNOi6mWKpphM8IgODAocU+Xn8+wFujBKiKJEmiM0mqu/b+Q4VmoWB2azjKhWvVL8zxtkOrr1cybSTFNBFg9FGUc6QWURKGSSEs1nBjCRzGRFZIwlJtrUVTUluKtfXofuVcM13L6uN9tPizoqcAbncAku3EAT7qEFHSAwhWd4hTersF6sd+tjsbphLSs8hT9jff4AG4qVkg==</latexit>

�
<latexit sha1_base64="IEhKO5Ef0428SPEaSz3JnyxEvCA=">AAAB+HicbZBLSwMxFIXv1Fetj466dBMsgqsyI4IuC25ctmAf0A4lk8m0oZkHyR2hDgX/hxsXirj1p7jz35hpu9DWC4GPc27IyfFTKTQ6zrdV2tjc2t4p71b29g8Oq/bRcUcnmWK8zRKZqJ5PNZci5m0UKHkvVZxGvuRdf3Jb+N0HrrRI4nucptyL6CgWoWAUjTS0q4OI4tgP80HAJdLZ0K45dWc+ZB3cJdRgOc2h/TUIEpZFPEYmqdZ910nRy6lCwSSfVQaZ5illEzrifYMxjbj28nnwGTk3SkDCRJkTI5mrv2/kNNJ6Gvlms4ipV71C/M/rZxjeeLmI0wx5zBYPhZkkmJCiBRIIxRnKqQHKlDBZCRtTRRmariqmBHf1y+vQuay7hltXtUbraVFHGU7hDC7AhWtowB00oQ0MMniGV3izHq0X6936WKyWrGWFJ/BnrM8fXYqT/A==</latexit><latexit sha1_base64="IEhKO5Ef0428SPEaSz3JnyxEvCA=">AAAB+HicbZBLSwMxFIXv1Fetj466dBMsgqsyI4IuC25ctmAf0A4lk8m0oZkHyR2hDgX/hxsXirj1p7jz35hpu9DWC4GPc27IyfFTKTQ6zrdV2tjc2t4p71b29g8Oq/bRcUcnmWK8zRKZqJ5PNZci5m0UKHkvVZxGvuRdf3Jb+N0HrrRI4nucptyL6CgWoWAUjTS0q4OI4tgP80HAJdLZ0K45dWc+ZB3cJdRgOc2h/TUIEpZFPEYmqdZ910nRy6lCwSSfVQaZ5illEzrifYMxjbj28nnwGTk3SkDCRJkTI5mrv2/kNNJ6Gvlms4ipV71C/M/rZxjeeLmI0wx5zBYPhZkkmJCiBRIIxRnKqQHKlDBZCRtTRRmariqmBHf1y+vQuay7hltXtUbraVFHGU7hDC7AhWtowB00oQ0MMniGV3izHq0X6936WKyWrGWFJ/BnrM8fXYqT/A==</latexit><latexit sha1_base64="IEhKO5Ef0428SPEaSz3JnyxEvCA=">AAAB+HicbZBLSwMxFIXv1Fetj466dBMsgqsyI4IuC25ctmAf0A4lk8m0oZkHyR2hDgX/hxsXirj1p7jz35hpu9DWC4GPc27IyfFTKTQ6zrdV2tjc2t4p71b29g8Oq/bRcUcnmWK8zRKZqJ5PNZci5m0UKHkvVZxGvuRdf3Jb+N0HrrRI4nucptyL6CgWoWAUjTS0q4OI4tgP80HAJdLZ0K45dWc+ZB3cJdRgOc2h/TUIEpZFPEYmqdZ910nRy6lCwSSfVQaZ5illEzrifYMxjbj28nnwGTk3SkDCRJkTI5mrv2/kNNJ6Gvlms4ipV71C/M/rZxjeeLmI0wx5zBYPhZkkmJCiBRIIxRnKqQHKlDBZCRtTRRmariqmBHf1y+vQuay7hltXtUbraVFHGU7hDC7AhWtowB00oQ0MMniGV3izHq0X6936WKyWrGWFJ/BnrM8fXYqT/A==</latexit><latexit sha1_base64="IEhKO5Ef0428SPEaSz3JnyxEvCA=">AAAB+HicbZBLSwMxFIXv1Fetj466dBMsgqsyI4IuC25ctmAf0A4lk8m0oZkHyR2hDgX/hxsXirj1p7jz35hpu9DWC4GPc27IyfFTKTQ6zrdV2tjc2t4p71b29g8Oq/bRcUcnmWK8zRKZqJ5PNZci5m0UKHkvVZxGvuRdf3Jb+N0HrrRI4nucptyL6CgWoWAUjTS0q4OI4tgP80HAJdLZ0K45dWc+ZB3cJdRgOc2h/TUIEpZFPEYmqdZ910nRy6lCwSSfVQaZ5illEzrifYMxjbj28nnwGTk3SkDCRJkTI5mrv2/kNNJ6Gvlms4ipV71C/M/rZxjeeLmI0wx5zBYPhZkkmJCiBRIIxRnKqQHKlDBZCRtTRRmariqmBHf1y+vQuay7hltXtUbraVFHGU7hDC7AhWtowB00oQ0MMniGV3izHq0X6936WKyWrGWFJ/BnrM8fXYqT/A==</latexit>

§ Adversarial Examples (Szegedy et al.’14, Biggio et al.’13, 
Goodfellow et al.’14)

+
<latexit sha1_base64="3UlsHa4IiBgV042z4m1Mtz63hN8=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARBKHsiqDHghePXbAPaJeSTWfb2Gx2SbJCWQrevXhQxKt/kjf/G9PHQVs/CPz4ZsLMfGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLYYIlIVDukGgWX2DDcCGynCmkcCmyFo9tpvfWISvNE3ptxikFMB5JHnFFjLf+iV664VXcmsgreAiqwUL1X/ur2E5bFKA0TVOuO56YmyKkynAmclLqZxpSyER1gx6KkMeogny06IWfW6ZMoUfZJQ2bu7x85jbUex6HtjKkZ6uXa1Pyv1slMdBPkXKaZQcnmg6JMEJOQ6dWkzxUyI8YWKFPc7krYkCrKjM2mZEPwlk9eheZl1bPsX1Vq/tM8jiKcwCmcgwfXUIM7qEMDGCA8wyu8OQ/Oi/PufMxbC84iwmP4I+fzB5wKjT4=</latexit><latexit sha1_base64="3UlsHa4IiBgV042z4m1Mtz63hN8=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARBKHsiqDHghePXbAPaJeSTWfb2Gx2SbJCWQrevXhQxKt/kjf/G9PHQVs/CPz4ZsLMfGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLYYIlIVDukGgWX2DDcCGynCmkcCmyFo9tpvfWISvNE3ptxikFMB5JHnFFjLf+iV664VXcmsgreAiqwUL1X/ur2E5bFKA0TVOuO56YmyKkynAmclLqZxpSyER1gx6KkMeogny06IWfW6ZMoUfZJQ2bu7x85jbUex6HtjKkZ6uXa1Pyv1slMdBPkXKaZQcnmg6JMEJOQ6dWkzxUyI8YWKFPc7krYkCrKjM2mZEPwlk9eheZl1bPsX1Vq/tM8jiKcwCmcgwfXUIM7qEMDGCA8wyu8OQ/Oi/PufMxbC84iwmP4I+fzB5wKjT4=</latexit><latexit sha1_base64="3UlsHa4IiBgV042z4m1Mtz63hN8=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARBKHsiqDHghePXbAPaJeSTWfb2Gx2SbJCWQrevXhQxKt/kjf/G9PHQVs/CPz4ZsLMfGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLYYIlIVDukGgWX2DDcCGynCmkcCmyFo9tpvfWISvNE3ptxikFMB5JHnFFjLf+iV664VXcmsgreAiqwUL1X/ur2E5bFKA0TVOuO56YmyKkynAmclLqZxpSyER1gx6KkMeogny06IWfW6ZMoUfZJQ2bu7x85jbUex6HtjKkZ6uXa1Pyv1slMdBPkXKaZQcnmg6JMEJOQ6dWkzxUyI8YWKFPc7krYkCrKjM2mZEPwlk9eheZl1bPsX1Vq/tM8jiKcwCmcgwfXUIM7qEMDGCA8wyu8OQ/Oi/PufMxbC84iwmP4I+fzB5wKjT4=</latexit><latexit sha1_base64="3UlsHa4IiBgV042z4m1Mtz63hN8=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARBKHsiqDHghePXbAPaJeSTWfb2Gx2SbJCWQrevXhQxKt/kjf/G9PHQVs/CPz4ZsLMfGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLYYIlIVDukGgWX2DDcCGynCmkcCmyFo9tpvfWISvNE3ptxikFMB5JHnFFjLf+iV664VXcmsgreAiqwUL1X/ur2E5bFKA0TVOuO56YmyKkynAmclLqZxpSyER1gx6KkMeogny06IWfW6ZMoUfZJQ2bu7x85jbUex6HtjKkZ6uXa1Pyv1slMdBPkXKaZQcnmg6JMEJOQ6dWkzxUyI8YWKFPc7krYkCrKjM2mZEPwlk9eheZl1bPsX1Vq/tM8jiKcwCmcgwfXUIM7qEMDGCA8wyu8OQ/Oi/PufMxbC84iwmP4I+fzB5wKjT4=</latexit>

Input Image Adversarial 
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Adversarial
Example



Additive Lp Attack Threat

Optimization: 

“Egyptian Cat” “Traffic Light”

=<latexit sha1_base64="xySHTRG9glce+ayAIZc3O+k7fA4=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARPJVdEfQiFLx47IJ9QLuUbDrbxmazS5IVylLw7sWDIl79k7z535g+Dtr6QeDHNxNm5gtTwbVx3W+nsLa+sblV3C7t7O7tH5QPj5o6yRTDBktEotoh1Si4xIbhRmA7VUjjUGArHN1O661HVJon8t6MUwxiOpA84owaa/k3vXLFrbozkVXwFlCBheq98le3n7AsRmmYoFp3PDc1QU6V4UzgpNTNNKaUjegAOxYljVEH+WzRCTmzTp9EibJPGjJzf//Iaaz1OA5tZ0zNUC/XpuZ/tU5mousg5zLNDEo2HxRlgpiETK8mfa6QGTG2QJnidlfChlRRZmw2JRuCt3zyKjQvqp5l/7JS85/mcRThBE7hHDy4ghrcQR0awADhGV7hzXlwXpx352PeWnAWER7DHzmfP7dSjVA=</latexit><latexit sha1_base64="xySHTRG9glce+ayAIZc3O+k7fA4=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARPJVdEfQiFLx47IJ9QLuUbDrbxmazS5IVylLw7sWDIl79k7z535g+Dtr6QeDHNxNm5gtTwbVx3W+nsLa+sblV3C7t7O7tH5QPj5o6yRTDBktEotoh1Si4xIbhRmA7VUjjUGArHN1O661HVJon8t6MUwxiOpA84owaa/k3vXLFrbozkVXwFlCBheq98le3n7AsRmmYoFp3PDc1QU6V4UzgpNTNNKaUjegAOxYljVEH+WzRCTmzTp9EibJPGjJzf//Iaaz1OA5tZ0zNUC/XpuZ/tU5mousg5zLNDEo2HxRlgpiETK8mfa6QGTG2QJnidlfChlRRZmw2JRuCt3zyKjQvqp5l/7JS85/mcRThBE7hHDy4ghrcQR0awADhGV7hzXlwXpx352PeWnAWER7DHzmfP7dSjVA=</latexit><latexit sha1_base64="xySHTRG9glce+ayAIZc3O+k7fA4=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARPJVdEfQiFLx47IJ9QLuUbDrbxmazS5IVylLw7sWDIl79k7z535g+Dtr6QeDHNxNm5gtTwbVx3W+nsLa+sblV3C7t7O7tH5QPj5o6yRTDBktEotoh1Si4xIbhRmA7VUjjUGArHN1O661HVJon8t6MUwxiOpA84owaa/k3vXLFrbozkVXwFlCBheq98le3n7AsRmmYoFp3PDc1QU6V4UzgpNTNNKaUjegAOxYljVEH+WzRCTmzTp9EibJPGjJzf//Iaaz1OA5tZ0zNUC/XpuZ/tU5mousg5zLNDEo2HxRlgpiETK8mfa6QGTG2QJnidlfChlRRZmw2JRuCt3zyKjQvqp5l/7JS85/mcRThBE7hHDy4ghrcQR0awADhGV7hzXlwXpx352PeWnAWER7DHzmfP7dSjVA=</latexit><latexit sha1_base64="xySHTRG9glce+ayAIZc3O+k7fA4=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARPJVdEfQiFLx47IJ9QLuUbDrbxmazS5IVylLw7sWDIl79k7z535g+Dtr6QeDHNxNm5gtTwbVx3W+nsLa+sblV3C7t7O7tH5QPj5o6yRTDBktEotoh1Si4xIbhRmA7VUjjUGArHN1O661HVJon8t6MUwxiOpA84owaa/k3vXLFrbozkVXwFlCBheq98le3n7AsRmmYoFp3PDc1QU6V4UzgpNTNNKaUjegAOxYljVEH+WzRCTmzTp9EibJPGjJzf//Iaaz1OA5tZ0zNUC/XpuZ/tU5mousg5zLNDEo2HxRlgpiETK8mfa6QGTG2QJnidlfChlRRZmw2JRuCt3zyKjQvqp5l/7JS85/mcRThBE7hHDy4ghrcQR0awADhGV7hzXlwXpx352PeWnAWER7DHzmfP7dSjVA=</latexit>

x<latexit sha1_base64="f7cFgJOIW+Vui9h3vUDClCFMFmQ=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5ct2Ae2Q8mkmTY0kxmSO2IZCn6EGxeKuPVv3Pk3ZtoutPVA4HDODffcEyRSGHTdb6ewtr6xuVXcLu3s7u0flA+PWiZONeNNFstYdwJquBSKN1Gg5J1EcxoFkreD8U3utx+4NiJWdzhJuB/RoRKhYBStdN+LKI6CMHuc9ssVt+rOQFaJtyAVWKDeL3/1BjFLI66QSWpM13MT9DOqUTDJp6VeanhC2ZgOeddSRSNu/GyWeErOrDIgYaztU0hm6u8fGY2MmUSBncwTmmUvF//zuimG134mVJIiV2y+KEwlwZjk55OB0JyhnFhCmRY2K2EjqilDW1LJluAtn7xKWhdVz/LGZaXWeJrXUYQTOIVz8OAKanALdWgCAwXP8ApvjnFenHfnYz5acBYVHsMfOJ8/J82Rqw==</latexit><latexit sha1_base64="f7cFgJOIW+Vui9h3vUDClCFMFmQ=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5ct2Ae2Q8mkmTY0kxmSO2IZCn6EGxeKuPVv3Pk3ZtoutPVA4HDODffcEyRSGHTdb6ewtr6xuVXcLu3s7u0flA+PWiZONeNNFstYdwJquBSKN1Gg5J1EcxoFkreD8U3utx+4NiJWdzhJuB/RoRKhYBStdN+LKI6CMHuc9ssVt+rOQFaJtyAVWKDeL3/1BjFLI66QSWpM13MT9DOqUTDJp6VeanhC2ZgOeddSRSNu/GyWeErOrDIgYaztU0hm6u8fGY2MmUSBncwTmmUvF//zuimG134mVJIiV2y+KEwlwZjk55OB0JyhnFhCmRY2K2EjqilDW1LJluAtn7xKWhdVz/LGZaXWeJrXUYQTOIVz8OAKanALdWgCAwXP8ApvjnFenHfnYz5acBYVHsMfOJ8/J82Rqw==</latexit><latexit sha1_base64="f7cFgJOIW+Vui9h3vUDClCFMFmQ=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5ct2Ae2Q8mkmTY0kxmSO2IZCn6EGxeKuPVv3Pk3ZtoutPVA4HDODffcEyRSGHTdb6ewtr6xuVXcLu3s7u0flA+PWiZONeNNFstYdwJquBSKN1Gg5J1EcxoFkreD8U3utx+4NiJWdzhJuB/RoRKhYBStdN+LKI6CMHuc9ssVt+rOQFaJtyAVWKDeL3/1BjFLI66QSWpM13MT9DOqUTDJp6VeanhC2ZgOeddSRSNu/GyWeErOrDIgYaztU0hm6u8fGY2MmUSBncwTmmUvF//zuimG134mVJIiV2y+KEwlwZjk55OB0JyhnFhCmRY2K2EjqilDW1LJluAtn7xKWhdVz/LGZaXWeJrXUYQTOIVz8OAKanALdWgCAwXP8ApvjnFenHfnYz5acBYVHsMfOJ8/J82Rqw==</latexit><latexit sha1_base64="f7cFgJOIW+Vui9h3vUDClCFMFmQ=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuCG5ct2Ae2Q8mkmTY0kxmSO2IZCn6EGxeKuPVv3Pk3ZtoutPVA4HDODffcEyRSGHTdb6ewtr6xuVXcLu3s7u0flA+PWiZONeNNFstYdwJquBSKN1Gg5J1EcxoFkreD8U3utx+4NiJWdzhJuB/RoRKhYBStdN+LKI6CMHuc9ssVt+rOQFaJtyAVWKDeL3/1BjFLI66QSWpM13MT9DOqUTDJp6VeanhC2ZgOeddSRSNu/GyWeErOrDIgYaztU0hm6u8fGY2MmUSBncwTmmUvF//zuimG134mVJIiV2y+KEwlwZjk55OB0JyhnFhCmRY2K2EjqilDW1LJluAtn7xKWhdVz/LGZaXWeJrXUYQTOIVz8OAKanALdWgCAwXP8ApvjnFenHfnYz5acBYVHsMfOJ8/J82Rqw==</latexit> x̃<latexit sha1_base64="Kwrv8x1CQZit1x9eVur/e9EMUpo=">AAAB+3icbZDNS8MwGMbf+jnnV51HL8EheBqtCHocePG4gfuAtYw0TbewNC1JKhul4F/ixYMiXv1HvPnfmG476OYLgR/P84Y8eYKUM6Ud59va2Nza3tmt7FX3Dw6Pju2TWlclmSS0QxKeyH6AFeVM0I5mmtN+KimOA057weSu9HuPVCqWiAc9S6kf45FgESNYG2lo1zzNeEhzL8Z6HET5tCiGdt1pOPNB6+AuoQ7LaQ3tLy9MSBZToQnHSg1cJ9V+jqVmhNOi6mWKpphM8IgODAocU+Xn8+wFujBKiKJEmiM0mqu/b+Q4VmoWB2azjKhWvVL8zxtkOrr1cybSTFNBFg9FGUc6QWURKGSSEs1nBjCRzGRFZIwlJtrUVTUluKtfXofuVcM13L6uN9tPizoqcAbncAku3EAT7qEFHSAwhWd4hTersF6sd+tjsbphLSs8hT9jff4AG4qVkg==</latexit><latexit sha1_base64="Kwrv8x1CQZit1x9eVur/e9EMUpo=">AAAB+3icbZDNS8MwGMbf+jnnV51HL8EheBqtCHocePG4gfuAtYw0TbewNC1JKhul4F/ixYMiXv1HvPnfmG476OYLgR/P84Y8eYKUM6Ud59va2Nza3tmt7FX3Dw6Pju2TWlclmSS0QxKeyH6AFeVM0I5mmtN+KimOA057weSu9HuPVCqWiAc9S6kf45FgESNYG2lo1zzNeEhzL8Z6HET5tCiGdt1pOPNB6+AuoQ7LaQ3tLy9MSBZToQnHSg1cJ9V+jqVmhNOi6mWKpphM8IgODAocU+Xn8+wFujBKiKJEmiM0mqu/b+Q4VmoWB2azjKhWvVL8zxtkOrr1cybSTFNBFg9FGUc6QWURKGSSEs1nBjCRzGRFZIwlJtrUVTUluKtfXofuVcM13L6uN9tPizoqcAbncAku3EAT7qEFHSAwhWd4hTersF6sd+tjsbphLSs8hT9jff4AG4qVkg==</latexit><latexit sha1_base64="Kwrv8x1CQZit1x9eVur/e9EMUpo=">AAAB+3icbZDNS8MwGMbf+jnnV51HL8EheBqtCHocePG4gfuAtYw0TbewNC1JKhul4F/ixYMiXv1HvPnfmG476OYLgR/P84Y8eYKUM6Ud59va2Nza3tmt7FX3Dw6Pju2TWlclmSS0QxKeyH6AFeVM0I5mmtN+KimOA057weSu9HuPVCqWiAc9S6kf45FgESNYG2lo1zzNeEhzL8Z6HET5tCiGdt1pOPNB6+AuoQ7LaQ3tLy9MSBZToQnHSg1cJ9V+jqVmhNOi6mWKpphM8IgODAocU+Xn8+wFujBKiKJEmiM0mqu/b+Q4VmoWB2azjKhWvVL8zxtkOrr1cybSTFNBFg9FGUc6QWURKGSSEs1nBjCRzGRFZIwlJtrUVTUluKtfXofuVcM13L6uN9tPizoqcAbncAku3EAT7qEFHSAwhWd4hTersF6sd+tjsbphLSs8hT9jff4AG4qVkg==</latexit><latexit sha1_base64="Kwrv8x1CQZit1x9eVur/e9EMUpo=">AAAB+3icbZDNS8MwGMbf+jnnV51HL8EheBqtCHocePG4gfuAtYw0TbewNC1JKhul4F/ixYMiXv1HvPnfmG476OYLgR/P84Y8eYKUM6Ud59va2Nza3tmt7FX3Dw6Pju2TWlclmSS0QxKeyH6AFeVM0I5mmtN+KimOA057weSu9HuPVCqWiAc9S6kf45FgESNYG2lo1zzNeEhzL8Z6HET5tCiGdt1pOPNB6+AuoQ7LaQ3tLy9MSBZToQnHSg1cJ9V+jqVmhNOi6mWKpphM8IgODAocU+Xn8+wFujBKiKJEmiM0mqu/b+Q4VmoWB2azjKhWvVL8zxtkOrr1cybSTFNBFg9FGUc6QWURKGSSEs1nBjCRzGRFZIwlJtrUVTUluKtfXofuVcM13L6uN9tPizoqcAbncAku3EAT7qEFHSAwhWd4hTersF6sd+tjsbphLSs8hT9jff4AG4qVkg==</latexit>

�
<latexit sha1_base64="IEhKO5Ef0428SPEaSz3JnyxEvCA=">AAAB+HicbZBLSwMxFIXv1Fetj466dBMsgqsyI4IuC25ctmAf0A4lk8m0oZkHyR2hDgX/hxsXirj1p7jz35hpu9DWC4GPc27IyfFTKTQ6zrdV2tjc2t4p71b29g8Oq/bRcUcnmWK8zRKZqJ5PNZci5m0UKHkvVZxGvuRdf3Jb+N0HrrRI4nucptyL6CgWoWAUjTS0q4OI4tgP80HAJdLZ0K45dWc+ZB3cJdRgOc2h/TUIEpZFPEYmqdZ910nRy6lCwSSfVQaZ5illEzrifYMxjbj28nnwGTk3SkDCRJkTI5mrv2/kNNJ6Gvlms4ipV71C/M/rZxjeeLmI0wx5zBYPhZkkmJCiBRIIxRnKqQHKlDBZCRtTRRmariqmBHf1y+vQuay7hltXtUbraVFHGU7hDC7AhWtowB00oQ0MMniGV3izHq0X6936WKyWrGWFJ/BnrM8fXYqT/A==</latexit><latexit sha1_base64="IEhKO5Ef0428SPEaSz3JnyxEvCA=">AAAB+HicbZBLSwMxFIXv1Fetj466dBMsgqsyI4IuC25ctmAf0A4lk8m0oZkHyR2hDgX/hxsXirj1p7jz35hpu9DWC4GPc27IyfFTKTQ6zrdV2tjc2t4p71b29g8Oq/bRcUcnmWK8zRKZqJ5PNZci5m0UKHkvVZxGvuRdf3Jb+N0HrrRI4nucptyL6CgWoWAUjTS0q4OI4tgP80HAJdLZ0K45dWc+ZB3cJdRgOc2h/TUIEpZFPEYmqdZ910nRy6lCwSSfVQaZ5illEzrifYMxjbj28nnwGTk3SkDCRJkTI5mrv2/kNNJ6Gvlms4ipV71C/M/rZxjeeLmI0wx5zBYPhZkkmJCiBRIIxRnKqQHKlDBZCRtTRRmariqmBHf1y+vQuay7hltXtUbraVFHGU7hDC7AhWtowB00oQ0MMniGV3izHq0X6936WKyWrGWFJ/BnrM8fXYqT/A==</latexit><latexit sha1_base64="IEhKO5Ef0428SPEaSz3JnyxEvCA=">AAAB+HicbZBLSwMxFIXv1Fetj466dBMsgqsyI4IuC25ctmAf0A4lk8m0oZkHyR2hDgX/hxsXirj1p7jz35hpu9DWC4GPc27IyfFTKTQ6zrdV2tjc2t4p71b29g8Oq/bRcUcnmWK8zRKZqJ5PNZci5m0UKHkvVZxGvuRdf3Jb+N0HrrRI4nucptyL6CgWoWAUjTS0q4OI4tgP80HAJdLZ0K45dWc+ZB3cJdRgOc2h/TUIEpZFPEYmqdZ910nRy6lCwSSfVQaZ5illEzrifYMxjbj28nnwGTk3SkDCRJkTI5mrv2/kNNJ6Gvlms4ipV71C/M/rZxjeeLmI0wx5zBYPhZkkmJCiBRIIxRnKqQHKlDBZCRtTRRmariqmBHf1y+vQuay7hltXtUbraVFHGU7hDC7AhWtowB00oQ0MMniGV3izHq0X6936WKyWrGWFJ/BnrM8fXYqT/A==</latexit><latexit sha1_base64="IEhKO5Ef0428SPEaSz3JnyxEvCA=">AAAB+HicbZBLSwMxFIXv1Fetj466dBMsgqsyI4IuC25ctmAf0A4lk8m0oZkHyR2hDgX/hxsXirj1p7jz35hpu9DWC4GPc27IyfFTKTQ6zrdV2tjc2t4p71b29g8Oq/bRcUcnmWK8zRKZqJ5PNZci5m0UKHkvVZxGvuRdf3Jb+N0HrrRI4nucptyL6CgWoWAUjTS0q4OI4tgP80HAJdLZ0K45dWc+ZB3cJdRgOc2h/TUIEpZFPEYmqdZ910nRy6lCwSSfVQaZ5illEzrifYMxjbj28nnwGTk3SkDCRJkTI5mrv2/kNNJ6Gvlms4ipV71C/M/rZxjeeLmI0wx5zBYPhZkkmJCiBRIIxRnKqQHKlDBZCRtTRRmariqmBHf1y+vQuay7hltXtUbraVFHGU7hDC7AhWtowB00oQ0MMniGV3izHq0X6936WKyWrGWFJ/BnrM8fXYqT/A==</latexit>

+
<latexit sha1_base64="3UlsHa4IiBgV042z4m1Mtz63hN8=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARBKHsiqDHghePXbAPaJeSTWfb2Gx2SbJCWQrevXhQxKt/kjf/G9PHQVs/CPz4ZsLMfGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLYYIlIVDukGgWX2DDcCGynCmkcCmyFo9tpvfWISvNE3ptxikFMB5JHnFFjLf+iV664VXcmsgreAiqwUL1X/ur2E5bFKA0TVOuO56YmyKkynAmclLqZxpSyER1gx6KkMeogny06IWfW6ZMoUfZJQ2bu7x85jbUex6HtjKkZ6uXa1Pyv1slMdBPkXKaZQcnmg6JMEJOQ6dWkzxUyI8YWKFPc7krYkCrKjM2mZEPwlk9eheZl1bPsX1Vq/tM8jiKcwCmcgwfXUIM7qEMDGCA8wyu8OQ/Oi/PufMxbC84iwmP4I+fzB5wKjT4=</latexit><latexit sha1_base64="3UlsHa4IiBgV042z4m1Mtz63hN8=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARBKHsiqDHghePXbAPaJeSTWfb2Gx2SbJCWQrevXhQxKt/kjf/G9PHQVs/CPz4ZsLMfGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLYYIlIVDukGgWX2DDcCGynCmkcCmyFo9tpvfWISvNE3ptxikFMB5JHnFFjLf+iV664VXcmsgreAiqwUL1X/ur2E5bFKA0TVOuO56YmyKkynAmclLqZxpSyER1gx6KkMeogny06IWfW6ZMoUfZJQ2bu7x85jbUex6HtjKkZ6uXa1Pyv1slMdBPkXKaZQcnmg6JMEJOQ6dWkzxUyI8YWKFPc7krYkCrKjM2mZEPwlk9eheZl1bPsX1Vq/tM8jiKcwCmcgwfXUIM7qEMDGCA8wyu8OQ/Oi/PufMxbC84iwmP4I+fzB5wKjT4=</latexit><latexit sha1_base64="3UlsHa4IiBgV042z4m1Mtz63hN8=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARBKHsiqDHghePXbAPaJeSTWfb2Gx2SbJCWQrevXhQxKt/kjf/G9PHQVs/CPz4ZsLMfGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLYYIlIVDukGgWX2DDcCGynCmkcCmyFo9tpvfWISvNE3ptxikFMB5JHnFFjLf+iV664VXcmsgreAiqwUL1X/ur2E5bFKA0TVOuO56YmyKkynAmclLqZxpSyER1gx6KkMeogny06IWfW6ZMoUfZJQ2bu7x85jbUex6HtjKkZ6uXa1Pyv1slMdBPkXKaZQcnmg6JMEJOQ6dWkzxUyI8YWKFPc7krYkCrKjM2mZEPwlk9eheZl1bPsX1Vq/tM8jiKcwCmcgwfXUIM7qEMDGCA8wyu8OQ/Oi/PufMxbC84iwmP4I+fzB5wKjT4=</latexit><latexit sha1_base64="3UlsHa4IiBgV042z4m1Mtz63hN8=">AAAB6HicbZDLSwMxEMZn66vWV9Wjl2ARBKHsiqDHghePXbAPaJeSTWfb2Gx2SbJCWQrevXhQxKt/kjf/G9PHQVs/CPz4ZsLMfGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLYYIlIVDukGgWX2DDcCGynCmkcCmyFo9tpvfWISvNE3ptxikFMB5JHnFFjLf+iV664VXcmsgreAiqwUL1X/ur2E5bFKA0TVOuO56YmyKkynAmclLqZxpSyER1gx6KkMeogny06IWfW6ZMoUfZJQ2bu7x85jbUex6HtjKkZ6uXa1Pyv1slMdBPkXKaZQcnmg6JMEJOQ6dWkzxUyI8YWKFPc7krYkCrKjM2mZEPwlk9eheZl1bPsX1Vq/tM8jiKcwCmcgwfXUIM7qEMDGCA8wyu8OQ/Oi/PufMxbC84iwmP4I+fzB5wKjT4=</latexit>

Solve using Projected Gradient Descent (Madry et al.’ 17, 
Goodfellow et al.’15, Carlini & Wagner ‘16)

max
�

`cls (f✓(x+ �), y)
<latexit sha1_base64="GeR1M5zZCdcBBq3v9uy5WP2QPX8="></latexit><latexit sha1_base64="GeR1M5zZCdcBBq3v9uy5WP2QPX8="></latexit><latexit sha1_base64="GeR1M5zZCdcBBq3v9uy5WP2QPX8="></latexit><latexit sha1_base64="GeR1M5zZCdcBBq3v9uy5WP2QPX8="></latexit>

� 2 � := {� 2 Rn : k�kp  ⇢}
<latexit sha1_base64="ecniKutrL+GNZP8Z21C+qhvkLyA="></latexit><latexit sha1_base64="ecniKutrL+GNZP8Z21C+qhvkLyA="></latexit><latexit sha1_base64="ecniKutrL+GNZP8Z21C+qhvkLyA="></latexit><latexit sha1_base64="ecniKutrL+GNZP8Z21C+qhvkLyA="></latexit>



Adversarial Training 
§ Standard ERM training:

min
✓

E(x,y) [`cls (f✓(x), y)]
<latexit sha1_base64="tcTJRePUQs+cHQDOQGBiRDBXAqA="></latexit><latexit sha1_base64="tcTJRePUQs+cHQDOQGBiRDBXAqA="></latexit><latexit sha1_base64="tcTJRePUQs+cHQDOQGBiRDBXAqA="></latexit><latexit sha1_base64="tcTJRePUQs+cHQDOQGBiRDBXAqA="></latexit>

§ Adversarial training for additive attacks (Madry et 
al.’17):

min
✓

E(x,y)


max

�
`cls (f✓(x+ �), y)

�

<latexit sha1_base64="C3fipehKgNul7TkkErGyFroFj/Q="></latexit><latexit sha1_base64="C3fipehKgNul7TkkErGyFroFj/Q="></latexit><latexit sha1_base64="C3fipehKgNul7TkkErGyFroFj/Q="></latexit><latexit sha1_base64="C3fipehKgNul7TkkErGyFroFj/Q="></latexit>

� 2 � := {� 2 Rn : k�kp  ⇢}
<latexit sha1_base64="ecniKutrL+GNZP8Z21C+qhvkLyA="></latexit><latexit sha1_base64="ecniKutrL+GNZP8Z21C+qhvkLyA="></latexit><latexit sha1_base64="ecniKutrL+GNZP8Z21C+qhvkLyA="></latexit><latexit sha1_base64="ecniKutrL+GNZP8Z21C+qhvkLyA="></latexit>

§ Solve using alternative SGD+PGD



Attack Defense
Certifiable Defense Against 

Adversarial Attacks 



Speech Recognition

Slide credit: Bohyung Han



Recurrent Neural Networks
for Language Modeling

• Speech recognition is difficult due to 
ambiguity
– “how to recognize speech” 
– or “how to wreck a nice beach“?

• Language model gives probability of next 
word given history
– P(“speech”|”how to recognize”)?



Recurrent Neural Networks
Networks with loops
• The output of a layer is used as input for the 

same (or lower) layer
• Can model dynamics (e.g. in space or time)

Loops are unrolled
• Now a standard feed-forward network with 

many layers
• Suffers from vanishing gradient problem
• In theory, can learn long term memory, in 

practice not (Bengio et al, 1994)

Image credit: Chritopher Olah’s blog http://colah.github.io/posts/2015-08-Understanding-LSTMs/
Sepp Hochreiter (1991), Untersuchungen zu dynamischen neuronalen Netzen, Diploma thesis. Institut f. 
Informatik, Technische Univ. Munich. Advisor: J. Schmidhuber.
Y. Bengio, P. Simard, P. Frasconi. Learning Long-Term Dependencies with Gradient Descent is Difficult. In TNN 
1994.



Long Short Term Memory (LSTM)

• A type of RNN explicitly designed not to have the vanishing 
or exploding gradient problem

• Models long-term dependencies
• Memory is propagated and accessed by gates
• Used for speech recognition, language modeling …
Hochreiter, Sepp; and Schmidhuber, Jürgen. “Long Short-Term Memory.” Neural Computation, 1997.

Image credit: Christopher Colah’s blog,  http://colah.github.io/posts/2015-08-Understanding-
LSTMs/



Long Short Term Memory (LSTM)

Image credit: Christopher Colah’s blog,  http://colah.github.io/posts/2015-08-Understanding-
LSTMs/



What you should know
about deep neural networks

• Why they are difficult to train
– Initialization
– Overfitting
– Vanishing gradient
– Require large number of training examples

• What can be done about it
– Improvements to gradient descent
– Stochastic gradient descent
– Momentum
– Weight decay
– Alternate non-linearities and new architectures

References (& great tutorials) if you want to explore further:
http://www.andreykurenkov.com/writing/a-brief-history-of-neural-nets-and-deep-learning-part-1/
http://cs231n.github.io/neural-networks-1/
http://colah.github.io/posts/2015-08-Understanding-LSTMs/

http://www.andreykurenkov.com/writing/a-brief-history-of-neural-nets-and-deep-learning-part-1/
http://cs231n.github.io/neural-networks-1/
http://colah.github.io/posts/2015-08-Understanding-LSTMs/


Keeping things in perspective…

In 1958, the New York Times reported the perceptron to be 
"the embryo of an electronic computer that [the Navy] 
expects will be able to walk, talk, see, write, reproduce 
itself and be conscious of its existence."


