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HUMAN SUBJECT RESEARCH
There is a history of harmful experimentation

Goal: Study the effects of untreated syphilis 
Subjects: African-American men in rural Alabama, 
told they were receiving free health care

TUSKEGEE 
SYPHILIS STUDY 
(1932–1972)

Goal: Understand “obedience to authority” 
Effect: Extreme emotional stress on participants

MILGRAM 
EXPERIMENT

(1961)

Goal: Understand   
Effect: “Guards” psychologically abused “prisoners”

STANFORD PRISON 
EXPERIMENT

(1971)



BELMONT REPORT
National Commission for the Protection of Human Subjects of Biomedical and Behavioral Research

Participation is voluntary; they get to decide 
Participation follows from informed consent 
Protect those who are incapable of deciding

RESPECT FOR 
PERSONS

Do no harm 
Maximize probable benefits; minimize probable harm

BENEFICENCE

Treat all people fairly 
The benefits of research should be fairly distributed

JUSTICE

Lays out the ethical principles by which to guide research

Menlo report adds: Engage in legal due diligence; be transparent



INSTITUTIONAL REVIEW BOARD (IRB)
Codified by the Health and Human Services (HHS)

An institution’s IRB seeks to protect 
subjects 
• reviews research plans 
• may require modifications 
• may disapprove 
• can expedite research involving 

“no more than minimal risk 



DEFINITIONS
Research on living individuals that collects: 
• Data through interaction or intervention 
• Identifiable private information 

HUMAN SUBJECT 
RESEARCH

Written  
Participation is always voluntary

INFORMED 
CONSENT

The probability and magnitude of harm or discomfort anticipated 
in the research are not greater in and of themselves than those 
ordinarily encountered in daily life or during the performance of 
routine physical or psychological examinations or tests

MINIMAL 
RISK

Research that does not require IRB review 
Very specific categories  
Example: passively observing public records

EXEMPT 
REVIEW



CRITERIA FOR IRB APPROVAL
Risks to subjects are minimized 
by using procedures consistent with sound research design

Risks to subjects are reasonable 
in relation to anticipated benefits 

Selection of subjects is equitable 
taking into account the purpose of the research

Informed consent is sought 
taking into account the purpose of the research

Data kept safe and private 



BASIC ELEMENTS OF INFORMED CONSENT
Research statement 
“This is research”, purposes, duration, and the procedure

Statement that participation is voluntary  
taking into account the purpose of the research

Description of any foreseeable risks and benefits 
to the subject or others

Exception: Some research cannot be done with informed consent

No more than minimal risk
Waiver will not adversely affect the subjects’ rights & welfare
When appropriate, subjects will be informed



LEGAL ASPECTS OF SECURITY RESEARCH
Conducting Cybersecurity Research Legally and Ethically [Burnstein]

Prohibits real-time interception of contents of 
electronic communication  
Contains a “provider exception”

WIRETAP ACT

Prohibits real-time interception of the non-content 
portions of electronic communications 
Contains a “provider exception”

PEN/TRAP 
STATUTE

Prohibits providers of “electronic communications 
service to the public” from knowingly disclosing the 
contents of customers’ communication

STORED 
COMMUNICATIONS 

ACT (SCA)

None of these contain research exceptions (unlike, say, HIPAA)

Distinction unclear



QUESTIONS

How do we get informed consent? 
Are banners enough?

How do we share data once we have collected it?  
Is data anonymization enough?

Even if we legally can, who is to say we should? 
Whom on campus should we ask?

Can we run infected hosts? 
Can we stop attackers’ computers?



RUNNING INFECTED HOSTS
Likely largely covered by Computer Fraud and Abuse Act (CFAA)

Prohibits conduct directed against virtually any computerCFAA
Prohibits “[K]nowingly caus[ing] the transmission of a 
program, information, code, or command, and as a result of 
such conduct, intentionally caus[ing] damage without 
authorization, to a protected computer.”

Can we let computers join a botnet?

Are researchers liable for storing copyrighted or illegal data? 
“Federal law makes it a crime to knowingly possess any image of 
child pornography”.

Can we take down an infected host on the Internet?





LEGAL ASPECTS OF SECURITY RESEARCH

Carefully design your experiments 
Consult experts and campus representatives

Be transparent and react quickly 
Let someone know if and when something happens

If it’s for this class, talk to me first! 
I can help create a safe environment to work in



RECAP: ALL YOUR CONTACTS

Sybil attacks in social networksCONTEXT

Do users reciprocate friend requests?QUESTION



CONTEXT: SYBIL ATTACKS IN SOCIAL NETWORKS

Multiple illegitimate identities, or “Sybils” 
Today, sometimes referred to as “bots”

SYBIL ATTACKS

SybilGuard SybilLimit SybilInfer
SoK: The Evolution of Sybil Defense via Social Networks

Papers to mitigate Sybils

Make a common assumption

Attacker’s goal: Influence 
Upvotes, comments, reviews, public opinion, …

SOCIAL NETWORKS

[Douceur’02]



ATTACK EDGES

Common assumption:
“Attack edges” hard to make

If users reciprocate friend requests, then this is a bad assumption

Basic idea: Use network flow to constrain 
how much influence any subgraph has on the rest of the graph



ATTACKS

“many users will not get suspicious if a friend request 
comes from someone they know, even if this person 
is already on their contact list.”

PROFILE 
CLONING

1. identify victims who are registered in one social 
network, but not in another 

2. steal their identities: create accounts for them in 
the network where they are not registered 

3. friend the friends of the victim in the original 
network who are registered in the target network

CROSS-SITE 
PROFILE 
CLONING

How do you launch these attacks at scale?



HOW DO YOU LAUNCH THESE ATTACKS AT SCALE?

Completely Automated Turing test to tell Computers 
and Humans Apart  
Primary line of defense against automated acct creation

CAPTCHA 
SOLVERS

• Pull identities off of a website 
• Compare two different identities across websites 

• Cross-site cloning: identify friends

WEBSITE 
CRAWLER

The barrier to scalability is low



HOW DO YOU EVALUATE THESE ATTACKS?
REAL USERS

CONTROL

Unsuspecting; on real sites

Are they reciprocating because of the attacks 
or do they just reciprocate everything?

MEANING Does reciprocation imply trust?

705 in total



     RESULTS
FORGED

Profile cloning
FICTITIOUS

Control

Reciprocation rates Click-through rates

How would the numbers compare on LinkedIn? Twitter?
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     RESULTS

How would the numbers compare on LinkedIn? Twitter?
Facebook

CROSS-SITE 
PROFILE 
CLONING

443 XING user “victims”

5 XING users consented to having  
their accounts cloned on LinkedIn

Does not permit a head-to-head comparison of attacks



WAS “ALL YOUR CONTACTS” DONE ETHICALLY?
Research on living individuals that collects: 
• Data through interaction or intervention 
• Identifiable private information 

HUMAN SUBJECT 
RESEARCH

Written  
Participation is always voluntary

INFORMED 
CONSENT

The probability and magnitude of harm or discomfort anticipated 
in the research are not greater in and of themselves than those 
ordinarily encountered in daily life or during the performance of 
routine physical or psychological examinations or tests

MINIMAL 
RISK

Research that does not require IRB review 
Very specific categories  
Example: passively observing public records

EXEMPT 
REVIEW



SOME OF YOUR THOUGHTS
Pouya there is no mention that the friends of the victims who have received 
friend requests from fake profiles, were notified regarding the study or not

there is no mention of IRB being approved of this study or not

Benjamin The authors of this paper make little effort to obscure the 
techniques used; they describe the CAPTCHA breaking software in 
particular detail

Jo However, I do not think it is a publisher/conference's responsibility to 
deny papers with ethical problems of this kind, within reason. As far as I'm 
concerned, by the time this paper was submitted for review the damage 
was already done. It was the responsibility of the researchers' IRBs to 
safeguard potential experimental participants' privacy before the 
experiment even got approved, right?

Nirat with a new discovered attack, there must be more insights/techniques 
about how to counter such attacks. 



RECAP: ENCORE

Censorship measurement toolsCONTEXT

How are users being censored worldwide?QUESTION



CENSORSHIP MEASUREMENT TOOLS

Deploy measurement nodes in  
users’ homes

VANTAGE 
POINTS

Ask users what is being blockedSURVEY

How do you measure the prevalence of online censorship?

Probe networks and inferREMOTE 
MEASUREMENT

Wait to hear about big outage eventsNEWS

None of these are: Longitudinal and broad (in users & sites)



CROSS-ORIGIN REQUESTS 



RESULTS



WAS “ENCORE” DONE ETHICALLY?
Research on living individuals that collects: 
• Data through interaction or intervention 
• Identifiable private information 

HUMAN SUBJECT 
RESEARCH

Written  
Participation is always voluntary

INFORMED 
CONSENT

The probability and magnitude of harm or discomfort anticipated 
in the research are not greater in and of themselves than those 
ordinarily encountered in daily life or during the performance of 
routine physical or psychological examinations or tests

MINIMAL 
RISK

Research that does not require IRB review 
Very specific categories  
Example: passively observing public records

EXEMPT 
REVIEW



WAS “ENCORE” DONE ETHICALLY?
• “Informal discussions” indicated no human subjects 
• Sought IRB approval at 2 institutions after rejections

HUMAN SUBJECT 
RESEARCH

• “not always appropriate” 
• “would require apprising a user about nuanced 

technical concepts” 
• Users would probably have not consented  

“would dramatically reduce the scale and scope of 
measurements” 

INFORMED 
CONSENT



WHAT DID THEY MEASURE?



WAS “ENCORE” DONE ETHICALLY?
• “Informal discussions” indicated no human subjects 
• Sought IRB approval at 2 institutions after rejections

HUMAN SUBJECT 
RESEARCH

• “not always appropriate” 
• “would require apprising a user about nuanced 

technical concepts” 
• Users would probably have not consented  

“would dramatically reduce the scale and scope of 
measurements” 

• “informed consent does not ever decrease risk to 
users; it only alleviates researchers from some 
responsibility for that risk, and may even increase risk 
to users by removing any traces of plausible 
deniability”

INFORMED 
CONSENT



STATEMENT FROM THE SIGCOMM’15 PC

…had the authors not engaged with their IRBs,  
or had their IRBs determined that their research was unethical,  

the PC would have rejected the paper without review.

The PC endorses neither the use of the experimental techniques this paper  
describes nor the experiments the authors conducted.

…the networking research community does not yet have  
widely accepted guidelines or rules for the ethics of experiments  

that measure online censorship…



SOME OF YOUR THOUGHTS

Brook Political climates may change, or investigative agencies may decide 
to crack down on illegal information. The authors can’t predict with enough 
reliability that nobody will be harmed by this, especially since it applies to 
people all over the world.

Richard I take issue with the fact that the entire source code for Encore was 
made public.


