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ABSTRACT

Third-party cbud compuiing represents the prombe of cut-
wereng as applied to camputathn. Servioes, such as M
srosol's Asure and Amasos's BEC2, allow users to instasti-
ate virtual machnes (VNs) or demnand and thas purchase
arecisely the apacity tley requre whes they require it
In surm, the wse of vitumlizaton alows hird-pacrty cloud
piuvidess o oesiaiec the atilaction of tior cush vogital
souta by maltiplexing nany custama VM scross o shased
phrvieal infrosrectare. However, i this paper, we show
that this sognoach can alse istreduco new raberalilitios
Tdngths Amamen PO worvieo ns s cvsn stody, we dhow that
£ ls possible t> map the nternal doed Infrastructare lden.
iify wheoe o particulr lareet VM B lkoly 1o rside. and tien
nsartite new VMs untl ose is glaced coresident whhthe
arget. We explore bow suck phoement can thes be used to
mou ©oss- VM side-chaaned altacks to extract infrnation
from a target VN cn the sane machine,
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1. INTRODUCTION

R Ias bocome incressisgly popalar to talk of ‘coud cem-
puting” as the next in‘rastrectare for tosing data and de
aloyizg software and services. In addition to the pktlora of
wchnical appooaches assccisted vith the Lesm, cleuc comr
puting s also ssed 10 rofer 1o 8 mev tus nes Bodedl in which

Apewvicaow 1 ke Aigeal ne hare coplss of all o pae o the work fov
senoadl o clissmon we b grated vithout foe pewvidad hat conkes are
30t male or dsorbuned e proft o commescal idvintage end tha coples
SN NS A0S A0G The Tul (HABOR 08 (RS XS Page. 10 200y ODEIVES, b
cpetilib, © post 20 scrvers 56 1 rellaribuec © lota, roquicos paor sposific
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oore compating and softan'e cajabilities are ogtsouced n
dernans 19 stared thirc-party Dnfmesructure. While chis
wardel, cazugdiled Ly Awmosou's Clesti. Cuonapute Qlusal
(BO2) 15], Micrasod s Avare Bearvee Matfecs [20], and Nack-
space's Mosso [27] provides 2 number of advantage — s
chiding cconsmon of weade, dynamic provisoning, ind low
caplsal swponditores — It akin It sndinces o range of new ke

Some of these risks are self.evident and redate o the new
trast reatonshio between cusomer and doud provider, Fer
oample, casioners must trust ther doud providers to -
spect the privacy of thelr dita and the integrity of thdr
canputativne, However, cowd infrastructures can also is-
trodece nom-obrioss threals from otfer custemurs due 10
the subvletics of how physical reseurces cam be trassparent y
shared d>etween virntual nacdkises (VMs).

In partioulsr, w msxmboe offclency multiple VMs mey
e sbhudicnomely asigeal w coocute vu the sae plyse
cal wrwer. Morcover, mary cload providers alow “muld-
tenoney” mltiplewing ‘he virtual machines of diojoine
customery upon Lhe sarme plosicd] bmedware Thus it i con-
ewivehls that o csstomrer's VM oald he sedgned ta the same
physen server s their wdwnary. This n tum, engesdoes
# now tarest — that the acvessary micht pesetrato (he iso-
lnibon between VMs (eg., via & wulrerabiity that alows
ar “escapc” t0 the hypervisor ar via sidecharnds jeteeen
VMs) mxd vidlate sustomer ombdentinlity, This paper ex-
plres the pmcticality o mountng such cross- VM attacks
In exést ng thard party compuie doeds

110 AULCkS WU COMSIGOT FOqure IwD AN Se)s: pac-
mawnt aad sxtractivn, Fiscument roluns to the sdvonary ar-
reag g Woplace Ul ssalichous VM o U saune playsical
wechine s thos of o targot custamnor, Usng Amoson's DC2
0 0 coe shudy, we demosotrate that cerchil rmpirioa “mop
ping” can soweal how to launch Videin o way that ired
the likelihand o' an sdvantagrux placoment. Wi find thae
in some neturel attece scerarios, just  few dolas Frvestod
in lannchivg VMs e pradone « &R charen of plaing
malicious VN m the same plysical server as a target cus-
tamer, Using Lo same phitform we also desrosstnte the
existenee of sitmple, Lwoverlesd, ‘co-rosidence” chachs 10
determine when such an advantagesus placanent hes taken
piace, Wiile ve focus on EC2, we bebewe 1hat warians
of our tocknigues are likely to grneralize 1 olher sorvices,
such as Microsot's Arare (1) or Mackspace's Moeso [21], as
we only willee standarc cistomer capablifie: and do nec
ey that doad providess disckone outally of thelr Infras-
Leature u asolpuucl pulicio.

Exploiting the DRAM
rowhammer bug to gain kernel
privileges

How to cause and exploit
single bit errors

Mark Seaborn and Thomas Dullien
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Bit Flip




ROWHAMMER

A hardware glitch
Causes charge to leak in DRAM

DRAM row activations cause bit flips




ROWHAMMER + NACL

00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

NaCl exploit

Safe instruction sequence:
andl $~31, %eax // Truncate address to 32 bits
// and mask to be 32-byte-aligned.
addq %rl5, %rax // Add %rl5, the sandbox base address.
jmp *%rax // Indirect jump.

NaCl sandbox model:

e Prevent jumping into the middle of an x86 instruction
e Indirect jumps can only target 32-byte-aligned addresses



ROWHAMMER + NACL

00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

NaCl exploit

Bit flips make instruction sequence unsafe:
andl $~31, %eax // Truncate address to 32 bits
// and mask to be 32-byte-aligned.
addq %rl5, %rax // Add %rl5, the sandbox base address.
jmp *%rax // Indirect jump.

e.0. %eax — %ecx
e Allows jumping to a non-32-byte-aligned address



ROWHAMMER + NACL

00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

Hiding unsafe code in NaCl

Existing technique for exploiting non-bundle-aligned jump:
20ea0: 48 b8 Of 05 eb oc 4 f4 f4 f4
movabs $0xf4f4f4f40ceb@50f, %rax

This conceals:
20ea2: Of 85 syscall
20ead: eb @c  jJmp ... // Jump to next hidden instr
20eab: T4 hlt // Padding

Insert ROP-like gadgets in your own code
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Backing memory
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Backing memory
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Backing memory
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Backing memory

Copy-on-write (COW) ensures isolation
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Backing memory
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Backing memory

Rowhammer breaks COW



FLIP FENG SHUI

Flip Feng Shui: Huommering a Needle in the Software Stack

Erik Bosman Bart Preneel
Viije Universateli Kuoifo!ieke Universiten
Arcterdam lrnwn
Herbert Bos
Virge Universiteit
Amsrerdam

* Gqual cont=bation joint first suthors

Kaveh Razavi' Ben Grus®
Vrije Universiteit Veije Unioersiielr
Ansde miam Amste ndam
Crstiann Ciuffrida
Vriie Universiteit
Amsierdom
Abstract

We maraduece Flip Feag Shui [FF3) a now oglitition
et which allows an « ek o inhere bit gy oves
crb'ory phipsicul memocy in u fully conrulied way. FFS
relies on hardware bups to induce B Cips over meooey
and on the chlity to surgically control the physeal mea.
cay kyout 10 corrapt mtiacker langetac data eaywheee in
L softerare stack, We s FIS 18 csamble today with
very few constraings an the teages data, by implameats
iy, am moabacs asing e Ruudamoe: wap sl memory
cedupitzaniow (an O feawre aidely ceployed !a pro-
cyction), Memary daduplication allows an aracker w
roverse-map ey 2kvaeal pape 1o a virtual page &m
owns 25 long 35 the pane s contents ars knomr., Kowhem.
rxt in tumn, allows an sttacscr to Hip bits in coctrelicd
(inizie Ny unknowe) locetions i che target pags

We shoo FIS 5 exwremddy powsful: 2 maliclous
VM in 5 practeal coxd sening ¢ay gain unguthorized
aceess 10 & cotewed vtim VM running UpeasSH,
U FFS, we exemplify ead 1o 2ed atacks breaking
OpceniSll pablic-key sthkatkaticn, and fegging GG
sigranares from trusted keys, therehy comsoramising te
UbuninTebiag apdale mecismism. Sve con=ede by dis.
cussiag miigmions and future firsctions for FUS aaacks.

1 Introduction

T d&rmend for high-pirfarmnes asxk bow-oodt comgut-
ing translatzs to inzrmasing complexity in handware and
suftvnme. O the harhwsrs side, (e semivenductor s
Cavry peha moce wd o e wisons inte chips tha
serve as 3 fouacatica foo our modem computdng infras.
tructure. Onthe sofowmre side. modem opersting systems
are packed with ccarpex faotares fo sxppor efcient
rosource managarxal i chicud ond Athkr porformance-
sensifive aelle ga

Roch mend come w the price o” re'Bihiliy and, -
eviubly, secesiy. Ou the hardware side, components

ars inarcesingly xune to feillacs. Foc example, a laree
fracton of the DIAAM caips prodkced in rocent yoers
ars prone to bt fps (34, 81), and hardware somes in
CPUs are expected & become maistneam in the ceas fue
tare [0, 16, 37, 53], Ca the exfiwase £ide, wikiepread
foatares su0a 05 memory o stormge deduplicatxca may
scrve as side charac's for sttacken [8, 12, 31. Re-
cenl work analyzes some of ®¢ 3xcunly imghetions
of both trexds, bat so Far the amacks that abuse these
lamlwaesainme fexsies Favs heen fuirly T sesl—
prebabllsds poivikege scilidon [51), inbeowses o
ploitation [12, 30], ax selexxive mformatica Ciscio-
sare |8, 14310

T this guay e, we show that an altscles alssing wa-
em haydaxesofmare properties can mous: mucs marne
sophicticand and powselal miacks wan depicesly be-
Lieved posstds,  Wo desenibe Fio Feng S (KN L e
rew sxploctetion vector that ollows an attascker %o induce
bt Mijm oves sl y divaical mewuy ioa fad's oo
trolied way. [F3 welies on two underdying primitives:
(i) e aniliey o imdse bit Rips in consolked (ha pol
prodecermined) physcal memary papes; (L] the ablity
ta cantrol Ly phywasal memnary lryost % revesse maf o
tagat pbvical page 0to 6 vanal wemory acdres; -
cer attazher contral. 'Whilz we helizve the genzml vecs
tor will be increesimgly comexa axt redovent in tx f-
tare, we Sww et s wsvecs of FRS, which we eon
CF5S (e dauplautive-bass) FFS) can doesly be ims
plarented o0 1day"s hardwme/sofwace plaifomss with
very fer enstminls  Ie parteular we cxow hat by
skusiag Linux" memosy deduplcation systcm (KEM) (6]
waish i5 very pogular in predactioe ¢louds 31, and the
wdzspecad Rowhemmer CRAM bug [74), an sttackes
con arkinkly Bip a angle I3 i cuy physica’ page in e
softears siack #idh knoen cameacs.

LCespite the comalee absarce of software vulnesahili-
ties, wrr shoew that @ prsecdicul Flio Feng Shni alesck can
Fave denasuting enrsequerees ' oa corewm clood e
ting Ar ancker ccacsolling a cleud VM caa whase
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Exploits memory deduplication
+ Rowhammer to attack a
co-resident VM

See the demo starting
at about 17:00

https://www.usenix.org/conference/
usenixsecurityl6/technical-sessions/
presentation/razavi
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