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Today:

How do we establish K? G, {
. K +—p K
How do we know with whom x

we are communicating?




BLACKBOX #4:
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HIGH-LEVEL REVIEW OF MODULAR ARITHMETIC

g is a generator of mod N if
{1, 2, ...,N-1} = {g°mod N, gl mod N, ..., gN-2mod N}

N=5,g=3
30mod5=1 3'mod5=3 32mod5=4 33mod5=2

Given x and g, it is efficient to compute
g* mod N

Given g and g~, it is efficient to compute x
(simply take log, g¥)

Given g and gx mod N it is infeasible to compute x
Discrete log problem
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DIFFIE-HELLMAN KEY EXCHANGE

a g N
gbmod N

Public knowledge: g and N

Pick random a
gomod N
-

gbmod N Pick random b

-
Compute (gb mod N)« =Egab mod N) Compute (g» mod N)b :(gab mod N)

Shared secret: This is the key
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DIFFIE-HELLMAN KEY EXCHANGE

(gab mod N)

Given g and g*r mod N it is infeasible to compute x
Discrete log problem

g2modN * gtmod N = getbmod N
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PUTTING IT ALL TOGETHER:
PUBLIC KEY INFRASTRUCTURE (PKI)



SSL Handshake (RSA) Without Keyless SSL
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SSL Handshake (Diffie-Hellman) Without Keyless SSL
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CloudFlare Keyless SSL (RSA)
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