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Today:  
How do we establish K? 

How do we know with whom  
we are communicating?
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DIFFIE-HELLMAN KEY EXCHANGE
g N
ga mod N
gb mod N

Given g and gx mod N it is infeasible to compute x  
Discrete log problem

gab mod N

ga mod N gb mod N* = ga+b mod N



PUBLIC KEY CRYPTOGRAPHY
BLACKBOX #5:



PUBLIC KEY INFRASTRUCTURE (PKI)
PUTTING IT ALL TOGETHER:










