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To gain broader insight, we can:

1. Control more nodes?

2. Estimate latencies?
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TI N G a tool for measuring latency
between arbitrary Tor nodes

o Accurate — measures the full path between end hosts

©) Practical — does not require modification of end hosts
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Why Tor?

Large [ 6,536 relays in 77 countries J (on October 29, 2015)

Diverse [ 5,520 /24s, ~61% residential networksj

Growing

p
[https://metrics.torproject.org]
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Minimum of multiple, independent samples of each circuit ]
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Ting evaluation

Implemented Ting using the Stem Tor controller

No modifications to the Tor client
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How many samples does Ting need?
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How many samples does Ting need?
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How many samples does Ting need?

: Only ~15 samples needed to
0.6 {: reach values within 5% of min
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How consistent are Ting measurements?

30 pairs of real Tor relays, measured once an hour over a week
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How consistent are Ting measurements?

30 pairs of real Tor relays, measured once an hour over a week
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Ting's stability and accuracy permit
collection of an all-pairs RTT dataset



All-pairs RTT dataset

Tor relays outside of our control
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Applications

€@ Speeding up deanyonmization of Tor circuits

© mproving Tor’s path selection algorithm

€© Gain insight into non-Tor nodes

36



Applications

o Speeding up deanyonmization of Tor circuits

37



Classic traffic-analysis attack
[Murdoch and Danezis, 2005]

[ EUTS (] VES
Client Destination
® ®

38



Classic traffic-analysis attack
[Murdoch and Danezis, 2005]

[ EUTS (] VES
Destination

38



Classic traffic-analysis attack
[Murdoch and Danezis, 2005]

Malicious

Client Destination

38



Classic traffic-analysis attack
[Murdoch and Danezis, 2005]

Attacker’s Goal: find all nodes in the circuit

Malicious

Client Destination

38



Classic traffic-analysis attack
[Murdoch and Danezis, 2005]

Attacker’s Goal: find all nodes in the circuit

Malicious

Client Destination

38



Classic traffic-analysis attack
[Murdoch and Danezis, 2005]

Attacker’s Goal: find all nodes in the circuit

: : Malicious
Client : ' Destination
S S BN
.............................. Probe

38



Classic traffic-analysis attack
[Murdoch and Danezis, 2005]

Attacker’s Goal: find all nodes in the circuit

: : Malicious
Client : ' Destination
T ST TTmmmEmEeEe ' ““V‘
.............................. Probe
Time- and bandwidth-intensive <.

38



Classic traffic-analysis attack
[Murdoch and Danezis, 2005]

Attacker’s Goal: find all nodes in the circuit

: : Malicious
Client : ' Destination
T SLoToTmEmEEEEe ' ““V‘
............................. Probe
Time- and bandwidth-intensive <.
Done in an unguided fashion -

38



Classic traffic-analysis attack
[Murdoch and Danezis, 2005]

Attacker’s Goal: find all nodes in the circuit

[ EUTS (] VES
Destination

Client

\

i HH B =N == = = = = = = = = w

o =
L
L

*

L

*
‘

-----------------------

Time- and bandwidth-intensive <.
Done in an unguided fashion -

38



CDF

Classic traffic-analysis attack

-
0.9 |
0.8 |
0.7 |
0.6
05
0.4
0.3
0.2

01 B ; | | | | | | |
O 01 02 03 04 05 06 0.7 08 09 1

Fraction of nodes tested

RTT-unaware

39



CDF

Classic traffic-analysis attack

1 -
09
0.8
0.7 +
0.6 | | | |
T . e
04 |- H
0.3
0.2

01 B ; | | | -
O 01 02 03 04 05 06 0.7 0.8 09 1

Fraction of nodes tested

RTT-unaware

39



Faster deanonymization with Ting

Apply what the attacker knows about latencies

40



Faster deanonymization with Ting

Apply what the attacker knows about latencies

e2e RTT @+

40



Faster deanonymization with Ting

Apply what the attacker knows about latencies

e2e RTT @+

Directly
measured

40



Faster deanonymization with Ting

Apply what the attacker knows about latencies

e2e RTT @+

Pre-measured Directly
V\ﬂth Ting measured



Faster deanonymization with Ting

Apply what the attacker knows about latencies

e2e RTT @+——0—-@+—@—0

Client’s RTT tothe Pre-measured Directly
entry node is unknown V\ﬂth Ting measured



Faster deanonymization with Ting

Apply what the attacker knows about latencies

e2e RTT 0<—>0<—>0<—>0<—>0

r@¢—Q@<+——9
Q< »@—>@<¢—0

P00 «——0

(< >»P—>@¢—>0

@ <« > >@+———@

@ <« >r@—>Q@<«—0

O< > @ < >@—— @
O »r@——r>Q@<—@Q

(< > @ < >@—— @

(= > @ <« >»@<—— @

P09 «————0

@ <« > @ <« >@—— @
P +—>@«—0

@ —>@ <« >@—— @

Client’s RTT tothe Pre-measured Directly
entry node is unknown V\ﬂth Ting measured




Faster deanonymization with Ting

Reason about what the client = entry RTT would have to be

e2e RTT 0<—>0<—>0<—>0<—>0

r@¢—Q@<+——9
Q< »@—>@<¢—0

P00 «——0

(< >»P—>@¢—>0

@ <« > >@+———@

@ <« >r@—>Q@<«—0

O< > @ < >@—— @
O »r@——r>Q@<—@Q

(< > @ < >@—— @

(= > @ <« >»@<—— @

P09 «————0

@ <« > @ <« >@—— @
P +—>@«—0

@ —>@ <« >@—— @

Client’s RTT tothe Pre-measured Directly
entry node is unknown V\ﬂth Ting measured




Faster deanonymization with Ting

Reason about what the client = entry RTT would have to be

Client’s RTT tothe Pre-measured Directly
entry node is unknown V\ﬂth Ting measured



Faster deanonymization with Ting

Reason about what the client = entry RTT would have to be

P90 ->0«———0
P09 «————0

Client’s RTT tothe Pre-measured Directly
entry node is unknown V\ﬂth Ting measured



Ruling out nodes without probing them

Reason about what the client = entry RTT would have to be

P00 «——0
P09 «————0

Client’s RTT tothe Pre-measured Directly
entry node is unknown V\ﬂth Ting measured



Ruling out nodes without probing them

Reason about what the client = entry RTT would have to be

P00 «——0
P09 «————0

Client’s RTT tothe Pre-measured Directly
entry node is unknown V\ﬂth Ting measured



Ruling out nodes without probing them

Reason about what the client = entry RTT would have to be

Client’s RTT tothe Pre-measured Directly
entry node is unknown V\ﬂth Ting measured



Ruling out nodes without probing them

Reason about what the client = entry RTT would have to be

Client's RTT would
have to be negative

Client’s RTT tothe Pre-measured Directly
entry node is unknown V\ﬂth Ting measured



Ruling out nodes without probing them

Reason about what the client = entry RTT would have to be

Too-Large RTT

Client's RTT would
have to be negative

Client’s RTT tothe Pre-measured Directly
entry node is unknown V\ﬂth Ting measured



CDF

Ruling out too-large RTIs

’
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

RTT-unaware

Ilgnore too-large RTTs =eeeeeeee- r

0 0.1

0.2 03 04 05 06 0.7 O
Fraction of nodes tested

43

8 0.9



CDF

Ruling out too-large RTIs

’
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

RTT-unaware

Ilgnore too-large RTTs =eeeeeeee- r

0 0.1

0.2 03 04 05 06 0.7 O
Fraction of nodes tested

43

8 0.9



Informed target selection

Probe nodes according to probability that they are on the circuit
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Summary

We lack a practical tool for measuring the latency
between two arbitrary hosts

measures the latency between Tor nodes
'S fast, accurate, and practical

TIN

Source code and data available at:
www.cs.umd.edu/projects/ting
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Implementation

Ting Client

Language: Python
Tor Controller: Stem
Tor-0.2.3.25-patched
SLOC: ~400
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Test Relays

Tor-0.2.4.22 (latest)
PublishDescriptors O
Restricted Exit Policy
Uptime: > 1 month




