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To gain broader insight, we can:
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TING a tool for measuring latency 
between arbitrary Tor nodes
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Large

Diverse

Growing

6,536 relays in 77 countries

5,520 /24s, ~61% residential networks

[https://metrics.torproject.org]

(on October 29, 2015)
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How well does Ting work?

How accurate? 
How many samples? 
How consistent?

Implemented Ting using the Stem Tor controller
No modifications to the Tor client
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How well does Ting work?

How accurate? 
How many samples? 
How consistent?

31 Tor relays

930 Total pairs
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an additive error

Ting estimates typically within 10% of “real”

RTT(x,y) + Fx + Fy
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How many samples does Ting need?
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Only ~15 samples needed to  
reach values within 5% of min
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How consistent are Ting measurements?

50% vary by < 5ms 
over a week

Ting measurements need not be updated often

30 pairs of real Tor relays, measured once an hour over a week



Evaluation summary

How well does Ting work?

Typically within 10% of real latency 
Remains accurate with few samples 
Vary by only a few ms over time    

Ting’s stability and accuracy permit 
 collection of an all-pairs RTT dataset



Evaluation summary

How well does Ting work?

Typically within 10% of real latency 
Remains accurate with few samples 
Vary by only a few ms over time    

Ting’s stability and accuracy permit 
 collection of an all-pairs RTT dataset



All-pairs RTT dataset
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50 Tor relays outside of our control

Geographic distribution

1,225 pairs in all-pairs RTT dataset

Latency distribution
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1

2

3

Speeding up deanyonmization of Tor circuits

Improving Tor’s path selection algorithm

Gain insight into non-Tor nodes
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1 Speeding up deanyonmization of Tor circuits
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Source code and data available at: 
www.cs.umd.edu/projects/ting

TING measures the latency between Tor nodes 
is fast, accurate, and practical

We lack a practical tool for measuring the latency 
between two arbitrary hosts



Implementation
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Ting Client

Language: Python 
Tor Controller: Stem 
Tor-0.2.3.25-patched 
SLOC: ~400

Test Relays

Tor-0.2.4.22 (latest) 
PublishDescriptors 0 
Restricted Exit Policy 
Uptime: > 1 month


