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SECURITY OF NUMBER THEORETIC PUBLIC KEY CRYPTOSYSTEMS AGAINST RANDOM ATTACK, II
Bob Blakley and G. R. Blakley

This paper continues a discussion begun in the last issue of CRYPTOLOGIA. It shows that
RSA cryptosystems and more general number theoretic public key cryptosystems appear most
resistant to cryptanalysis when the encoding modulus m is the square free product of
safe primes, namely primes p of the form p = 2a + 1 where a 1is an odd prime. There
is reason to believe that at least 1 in every 100000 one hundred digit numbers is a
safe prime. When m 1is the square free product of safe primes anybody who can find inte-
gers x and e larger than 1 such that

% = x mod {m)

can break the cryptosystem by factoring the coding modulus m. However, either x or e
must in this case exceed p/3; where p is the smallest prime factor of m. In a typical
RSA cryptosystem the two safe prime factors of m will be chosen so that p/3 exceeds

Vin/100.

If every message receiver uses the same coding exponent c there are certain economies
possible without any apparent loss of security. The Fermat prime 65537 seems to be a
reasonable candidate for universal coding exponent c. If certain routine precautions
described below are taken by the message receiver who sets up a number theoretic public
key cryptosystem the cryptanalyst's prospects appear dismal, although there is no proof
that this is the case. The third paper in this series, which will appear in the next
issue of CRYPTOLOGIA, is devoted to pathological examples, and to the proofs of results
in I and II.

5. Complementarity properties of safe primes. We continue the section numbering scheme of I.

Hence this section is numbered 5. Suppose that p and g are safe primes whose product is m.
Any cryptanalyst who can find one nontrivial pair x, e such that xte = x mod{(m) can factor
m. If x 1is small then e nmust be large, and conversely. Results of this latter type are
called complementarity principles by analogy with the celebrated notion in physics. The exact

statements of these results follow.

Lemma 5.1: Let T be a finite set of safe primes. Suppose that m = ﬂ{p{ p € T}. Let
b = MIN {a(p)| p € T}. If 2 < x < 2b-1 then Ii{a(p)| p € T} < perix,m].

Lemma 5.1 itself is less important than the following immediate corollary.

Theorem 5.1: Let T be a finite set of safe primes and let m = H{p| p €Ty, If 2= ‘xl and

per[x,m] < H{a(p)\ p € T} then MIN {p—1| p € T} = Ix‘.

Corollary 5.1: Let p and g be distinct safe primes whose product is m. If 2 = 1x| and
per[x,m] < a(p)a{g) then MIN {p-1l,g-1} = [x!.
Comment: 7 and 23 arxe safe primes and per([6,161] = ordl|6,161} = 22. Also

per([2,161] = ord[2,161] = 33. In these two senses Corollary 5.1 is best possible.

Theorem 5.2: Let p and g be safe primes whose product is m. Let x be a positive inte-

ger. If p< q and per[x,m] = a(p) then g = x. If perlx,m]l = alg) then p+l = x.

Comment: 7 and 23 are safe primes. We know that per([23,161] = 3, and that

per(8,161] = 11. Hence Theorem 5.2 is best possible.
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Example 5.1: 7 and 23 are safe primes. So are 11 and 59. Clearly per(2,161] = 33, and
per{2,649] = 290. Thus a{pla(q) and 2a(p)a(g) can be multiplicative periods of 2 modulo

pg, where p and g are safe primes.

Theorem 5.3: Let p and g be distinct safe primes whose product is m. Let x be a posi-

tive integer. If per[x,m] = p-1 then g-1 = x.

Example 5.2: Theorem 5.3 is best possible whether or not p < g. On the one hand 7 and 23
are safe primes and per[6,161] = 22. On the other hand 7 and 11 are safe primes and

per[10,77] = 6.

Theorem 5.4: Let T be a set of n odd primes. Let m = H{pl p € T}. Then m is square
free. There are exactly 2tn nonnegative integers x less than m such that per[x,m] = 1.
If per[x,m] =1 and p €T then x = 0 mod(p) or x = 1 mod{(p). Evidently O and 1 have
multiplicative period 1 modulo m. There are exactly 3tn ~ 24n nonnegative integers less
than m such that perlx,m]l = 2, If peri{x,m] =2 and p € T then x = 0 med{(p) or

x = 1 mod(p) or x = -1 mod(p). If per[x,m] = 2 there is at least one g € T such that

x = -1 mod(g). Clearly mw-1 has multiplicative period 2 modulo m.

Corollary 5.2: Let p and g be distinct odd primes whose product is m. Then there are ex-
actly four nonnegative integers x smaller than m such that per[x,m] = 1. Two of them are

0 and 1. There are exactly five nonnegative integers x smaller than m such that

per[x,m] = 2. One of them is m-1. More specifically an integer t has multiplicative period
1 modulo pg if and only if there is an ordered pair (y,z) € {0,1} x {0,1} such that

t =y mod(p) and t = z mod(g). An integexr t has multiplicative period 2 modulo pg if t
does not have period 1 moduloe pg but there is an ordered pair (r,s) € {-1,0,1} x {~1,0,1}
such that t = r mod(p) and t = s mod(q).

Let p and g be distinct odd primes. There are integers P and @ such that Pp + Qg = 1.
Consequently there are nonnegative integers R, 5, T and U such that Rp = Sg + 1 and

Tp + 1 = Ug. Let A be the smallest nonnegative integer to which there corresponds a non-
negative integer B such that Ap = Bq + 1. Consider the ncnnegative integer B above.
Clearly B 1is the smallest nonnegative integex to which there corresponds a nonnegative integer
C such that Cp = Bg + 1. Evidently C = A. Moreover it is clear that A and B are nonzero.
Hence they are positive integers. So there is no harm in speaking of the smallest nonnegative
integers A and B such that Ap = Bg + 1, and in appealing to the fact that A and B are

positive.

Lemma 5.2: TLet p and g be distinct odd primes. Let A and B be the smallest positive

integers such that Ap = 1 mod(q) and Bp + 1 = 0 mod{(q). Then A + B = q.
It is a corollary of Lemma 5.2 that

Lemma 5.3: Let p and g be distinct odd primes. Let x and y be the smallest positive

integers such that
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x 0 mod(p), X

1

1 mod(q),

vy = 1 mod(p), and v 0 mod(q) .

Let A, B, C and D be the smallest nonnegative integexrs such that x = Ap = Bg + 1 and
y=Dg=Cp+ 1., Then A+ B+ C+D=p+dg.

Lemma 5.4: Let p and g be distinct odd primes. Let A, B, ¢ and D be the smallest non-
negative integers such that Ap = Bg + 1 and Cp + 1 = Dg. Then either the inequalities

0< A< g/2 and 0 < B < p/2 both hold, or else the inequalities 0 < C < g/2 and

0 < D < p/2 both hold.

Theorem 5.5: Let p and g be distinct odd primes. Let m = pg. Let x Dbe the smallest

nontrivial positive integer which has multiplicative period 1 module m. Then x < m/2.

Example 5.3: The bound in Theorem 5.5 is a good one. Consider the twin primes p = 99989 and
g = 99991. Let m = pg, so that m = 99980 000%99. Let

X 49989 50055 = 1 + 49994%99991 = 49995*99989

49990 50045 = 1 + 49996%99989 = 49995*99991.

1

Y
Then per[x,m] = perly,m}] = 1 and 0.49999 < x/m < 0.5 < y/m < 0.50001.

Theorem 5.6: Let p and ¢ be distinct odd primes and let m = pg. Let X be a nontrivial

positive integer which has multiplicative period- 1 modulo m. Then MAX {p,q} = x.
23 and 47 are safe primes. Moreover 47 and 1035 have multiplicative period 1 module
1081. Therefore Theorem 5.6 is best possible.

Lemma 5.5: Let p and g be distinct odd primes. Let A, C, E and G be the smallest non-

negative integerxs such that

ap = -1 mod(q), Cp + 1 = -1 mod(q),
Ep - 1= 0 mod(g), and Gp -~ 1= 1 med(qg).

Then they are all positive and A + E =g, and C + G = q.

Corollary 5.3: Let p and ¢ be distinct odd primes. Let A, B, C, D, E, F, G and H be

the smallest nonnegative integers such that

Ap = Bg - 1, Cp+ 1=Dbg -1,
Ep - 1 = Fg, and Gp - 1 =Hg + 1.
Then these eight integers are all positive and
A+E-=gq, B+F =p,

C+ G =g, and D+ H

Theorem 5.7: Let p and g be distinct odd primes whose product is m. Let x be the

smallest positive integer with multiplicative‘period 2 moduloe pg. Then x < m/3.

31



CRYPTOLOGIA VOLUME 3  NUMBER 1

Example 5.4: The bound in Theorem 5.7 is a good one. The numbers p = 49993 and g = 99989
are primes. Let m = pg so that m = 49987 50077. Let

x = 16662 16696 = -1 + 33329%45993 = 16664%99989

y = 16663 16684 = 1 + 33331%49993 = -1 + 16665%99989

z = 33324 33393 = -1 + 66658%49393 = 1 + 33328%99989

t = 33325 33380 = 66660%49993 = -1 + 33329%99989,
Then per(x,m] = perly,m] = per{z,m] = per(t,m] = 2 and

0.3333 < x/m < 1/3 < y/m < 0.3334 < 0.6666 <« z/m < 2/3 < t/m < 0.6667.

Lemma 5.6: Let p and g be safe primes such that p < g and pg = m. Then
per(2,m] € {a(p)a(g),2a(plalg)} and perlp-l,m] = 2a(g) =g - 1, and periq,m] € {a{p),2a(p)}.
If, moreover, q # 2 mod(p) then perlg-1l,m] = 2a(p).

Theorem 5.8: Let p and g be distinct odd primes and let m = pg. Let x be a positive

integer which has multiplicative period 2 modulo m. Then MAX {p-1,g-1} < x.

7 and 23 are safe primes. The four smallest positive integers with multiplicative period 2

modulo 161 are 22, 69, 91 and 139. Therefore Theorem 5.8 is best possible.

Theorem 5.9: Let T be a finite set of safe primes whose product is m. Let t be a positive
integer, and let x be an integer such that =x1(l+t) = x mod{m). Suppose that
GCD {x-1,m} = ¢cD {x,m} = ¢CD {x+l,m} = 1. Then Tf{a(p)| p € T} is a divisor of t.

Theorem 5.10: Let p and g be distinct safe primes whose product is m. Let a = a(p) and

b =alg). Let x and t be integers such that
2 = x <m-2, 1<t =m, and x4t (1+t) = x mod{m).
Let
F = GCD {x-1,m}, G = GCp {x,m}, and H = GCD {x+1,m}.

If, on the one hand, {F,G,H} # {1} then {F,G,H} 0 {p,q} # #. If, on the other hand,
F=G=H=1 then ab 1is a factor of t. In this latter case let s be the largest factor
of t such that s < 6 and let f = t/s. If p and g are both larger than 13 then it is
true that f = ab. It therefore follows that {i,3} = {p,q}, where

21 =m - 4f + 1 + (1 + 16£42 + mt2 - 8f - 2m - 8mf) 1 (1/2)
23 m - 4f + 1 - (1 + 16£42 + mt2 -~ 8f - 2m - 8mf)+(1/2).

It

Comment: The assumption that 2 = x €< m~2 is no restriction since there is no knowledge to be
gained from considering integers congruent to one of the trivial values 0, 1 or -1 modulo

m. The assumption that 1 =t =m is no restriction since all multiplicative periods m lie
in this interval. The assumption that {p,g} N {7,11} = ¥ is no restriction since the receiver
and the cryptanalyst would routinely check m for small factors. From the cryptanalyst's view-

point this theorem is important. It says that if a search turns up any nontrivial pair x,t of
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positive integers smaller than m £foxr which x%{1+t) = x mod(m) then the modulus m can be

factored immediately and the code broken.

Example 5.5: Consider the safe primes p = 47 and g = 52 of Example 4.2 again. For the
moment let us take for granted that all the congruences in Table 4 below hold modulo 2773,

and apply the methods of Theorem 5.10 to them.

We see that GCD {x,2773} ¢ {47,59} whenever x € {235,236,708,1180,2068,2303,2537,2538}, that
Gep {x-1,2773} € {47,59} whenever x ¢ {236,471,2302,473,945,2304,2538,2539}, and that

GCD {x+1,2773} € {47,59} whenever x € {235,471,943,1415,1832,2067,2302,2537}. Thus 18 of
the 30 bases in Table 4 are keys to factoring 2773 and thereby breaking the code. The other
12 of these bases are useless, so we turn to the exponents associated with them. They belong
to the set A = {668,1335,2002,2669}. When the four integers 667, 1334, 2001, and 2668

are examined for factors smaller than 6 we are left with a single value of f in the applica-
tion of Theorem 5.10, namely £ = 667. Recall that m = 2773. Thus m - 4f + 1 = 106 and

1+ 16ft2 + mt2 - 8f ~ 2m - 8mf = 144. Consequently {2i,23} = {106 + 12, 106 - 12} so that
{i,3} = {59,47}. Example 4.2 contains, or readily yields, the multiplicative periods modulo
2773 of all the bases appearing in the 30 congruences displayed in Table 4. From this infox-

mation it is clear that all 30 do in fact obtain.

Admittedly Examples 4.2 and 5.5 beat the RSA cryptosystem based on the safe primes 47 and 59
to death. But they exemplify well what the foregoing theoretical development says about the
effect of an attack of the type Simmons and Norris [7] proposed on an RSA public key crypto-
system based on safe primes p and . Their attack will inevitably succeed because p and

g were chosen to be safe primes. The foregoing theoretical development makes heavy use of that
assumption. But its expected cost will be prohibitive, as Rivest noted [6], because p and q
are safe primes. This is because a cryptanalyst who finds numbers x and f such that

x*f = x mod(pg) knows that either 2f = MIN {p-1,9-1} or x = MAX {p-1,g-1}. Rivest, Shamir
and Adleman advocate [5, p. 125] a gauge g well in excess of 300. Therefore either

log(f) = 300 or log{x) = 300. Although numbers f of the form £ = ctn in the size range

n log{c) = 300 can be obtained for small n (n less than 100 if ¢ exceeds 10} there is no
reason to assume that their distribution is related to p or ¢. Thus Rivest's comments in

[6] seem persuasive, even though they are not actually proven.
Example 5.6: Let

p = 97,

[

109, m = 10573,
A(pY = p-1 = 96, Ag) = g-1 = 108, and A(m) = LcM {96,108} = 864.

The primes 97 and 109 are unsafe. So it is instructive to see how badly the conclusions of
Corollary 3.1 and many results in Sections 4 and 5 fail under these unsafe circumstances. There
are, of course, still only nine solutions to the congruence x*%3 = x mod(10573). These are the

numbers 0, 1, 872, 873, 1745, 8828, 9700, 9701, 10572. To verify this note that thec equations

872 = 8 * 109

g * 97 -1
873 = 8 * 109 + 1 = 9 * 97
1745 = 16 * 109 + 1L = 18 * 97 - 1
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8828 = 81 * 109 - 1= 91 * 97 + 1
9700 = 89 * 109 - 1

[

100 * 97
9701 = 89 * 109 =100 * 97 + 1

have obvious interpretations as congruences modulo 97 and modulo 109. It is easy to find
many residue classes modulo 10573 which have small multiplicative periods modulo 10573. In
fact it is well known {4, p. 49] that if s 1is a prime then to each divisor t of s-1 there
correspond ¢ (t) pairwise incongruent numbers whose multiplicative order modulo s is equal to
t. When we apply this result to the primes 97 and 109 we obtain Table 6. If we apply
Theorem 3.1 to Table 6 and do the necessary double entry bookkeeping on the 12 by 12 array
which results, we come up with the information contained in Table 7. One look at Table 7 shows
that any number theoretic publiec key cryptosystem (c, d, 10573) based on 10573 = 97 * 109 is
more vulnerable to an attack of the type G. J. Simmons and J. N. Worrxis [7] describe than a num-
ber theoretic public key cryptosystem based on safe primes. Evidently 325 residue classes x
modulo 10573 satisfy the congruence %425 = x mod{10573) and 1813 residue classes y
modulo 10573 satisfy the congruence y+145 = y mod(10573). If p and ¢q are safe primes,
and p=2a+ 1, and g=2pb+ 1 then a + b < ab. Therefore 6ab > (2a+l)(2b+l) = pg = m. It
follows from Corollary 3.1 that |d| > m/3c ~ 1 for every number theoretic public key crypto-
system (¢, 4, m) in which the modulus m is the product of two safe primes. But that need not
be the case in this unsafe example. In fact consider (¢, 4, m) = (5, 173, 10573). Evidently
5* 173 = 1 mod(864) so that 5 can be taken as a public coding exponent and 173 as a secret

decoding exponent. But the conclusion of Corollary 3.1 fails, since
d = 173 < 1035 < 5184/5 - 1 = 2%48%54/5 - 1 = 2*[(p-1)/2)*[{g~1)/2)/c ~ 1.

The conclusion of Lemma 4.2 fails. The congruence x4tf = x mod{m) holds identically in =» for

any of the thirteen members f of the set
{1, 865, 1729, 2593,..., 9505, 10369} = {1 + 864t|0 <t <12}

The conclusion of Corollaxry 4.1 fails. Table 7 exhibits 24 multiplicative periods modulo m.

Similarly the conclusion of Theorem 4.3 fails. Now we note in passing that

1199 = 11 * 109 = 12 * 97 + 35
1962 = 18 * 109 = 20 * 97 + 22
327 = 3 * 109 = 3 * 97 +

+

2943 = 27 * 109 = 30 * 97

36
33.

Making straightforward use of these equations, which have obvious interpretations as congruences,
and simply calculating the multiplicétive periods modulo 97 of several residue classes modulo

97 we see that no analog of Lemma 5.1 holds, since

per(35,97] = pexr (1199, 10573)

il
©® o s w

per (22,971 = per{l962, 10573] =
pex{36,97] peri 327, 10573}
per[33,97] = per[2943, 10573}

¥

n

il
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23545
23645
47149
2538430
2068430
2304430
473470
708470
18324117
20671117
23034117
25394117
9431231
9454231
11804231

235
236
471
2538
2068
2304
473
708
1832
2067
2303
2539
943
945
1180

Table 4

Some congruences modulo

14154231
44668
91668

1641335 =

253741335
241335
341335
541335

1141335
2542002

230212669
612669
742669

1012669
1942669

CRYPTOLOGIA

1415

16
2537

11
25
2302

10
19

Let p and g be distinct safe primes.

If the
multiplicative
period v modulo
prg belongs to
the set
{1}

{2}
{a}
{b}
{2a}
{2p}
{ab}
{2ab}
{a,2a}
{b,2b}
{ab, 2ab}

Let (p-1)/2 = a <

then a sharp lower
bound for nontrivial

positive integers
with multiplicative,

period v is

MAX {p,q}
MAX {p-1,g-1}
q
P
g-1
p-1

g-1
p~1

Table 5

35

(g~1) /2.

and a sharp upper
bound for the smallest
positive integers
with multiplicative
period v is

pa/2
Pq/3
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Multiplicative Number of residue classes Multiplicative Number of residue classes
period u modulo 109 having period v modulo 97 having
modulo 109 multiplicative period u modulo 97 multiplicative period v
modulo 109 modulo 97
1 2 1 2
2 1 2 1
3 2 3 2
4 2 4 2
4] 2 6 2
9 3] 8 4
12 4 12 4
18 [ 16 8
27 18 24 8
36 12 32 16
54 18 48 16
108 36 96 32
total 109 total 97
Table 6
Multiplicative Number of residue classes modulo 10573
pericd w having multiplicative period w
modulo 10573 : modulo 10573
1 4
2 5
3 12
4 16
6 28
8 20
9 24
12 104
16 40
18 &0
24 136
27 72
32 80
36 228
48 272
54 180
72 288
96 544
108 684
144 576
216 864
288 1152
432 1728
864 3456

total 10573

Table 7
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This, incidentally, shows that the conclusion of Theorem 5.1 fails. WNothing like Theorem 5.10
applies either. To summarize the example we may say that the guaranteed search difficulty which
safe primes assure is missing. There are small secret decoding exponents and many messages with
small multiplicative period modulo 10573, Thus a Simmons~Norris cryptanalytic attack which
concentrates on decoding individual messages is often cheap. But the cryptanalyst is perhaps
denied the triumph that comes with decoding even one nontrivial message in a cryptosystem based
on safe primes, the pleasurxe of thereby breaking.the entire code by quickly inferring the fac-

torization of the coding modulus m.

Hopefully the significance of safe primes is clear from Example 5.6. Number theoretic public
key cryptosystems based on them have a certain brittle resistance to cryptanalysis. It is hard
to make a dent in such a cryptosystem. But if you do, you have broken it completely. Crypto-
systems based on unsafe primes are easier to break partially. But work still remains after a

partial break.

How common, then, are safe primes? The famous approximation m{x) ~ 1li(x) vyields, when "dif-
ferentiated", the rule of thumb that a positive integer x 1is prime with probability not far
from P(x) = 1/ln(x). If the events {w is a prime which is congruent to 3 modulo 4} and
{{w=1)/2 1is a prime} were stochastically independent then a positive integer Vv would be a

safe prime with probability ncot far from
Q(v) = 1/[2 In(v)1In({v=-1}/2)]1 = 1/[2 1n(v) [In(v-1) - 1n(2)]].

among positive integers of 100 digits we know from the value of P(x) that primes occur more
often than thrice in 1000. 1In the same size range safe primes would be expected, from the value
of Q(x), to occur at least once in 1 00000. This density would make their use in constructing
public key cryptosystems feasible. But is the stochastic independence assumption behind Q(x)

a correct one? It may be cheaper to search for safe primes in any specified size range than to
try to prove or disprove stochastic independence. We will content ourselves with the following
observation. There are 205 primes between 6 and 1284, We have previously exhibited all
safe primes between 6 and 1284, There are 27 of them. Integrating Q(x), which is de~

rived on the basis of the stochastic independence assumption, and P(x) we find that
[
22 = jdx/[Z In{x)1ln{(x~-1)/2)] = 23, and 213 = |ax/[In(x)] = 214,

where the integrals above are both from 6 to 1284. The latter integral exemplifies the well
known fact that m({x) < 1i(x) foxr small x. The former integral does not weaken the stochastic
independence assumption. TIn fact it shows that there are more small safe primes than that as-

sumption suggests. It is nevertheless possible that there are only finitely many safe primes.

Example 5.,7: It is evident that 13 * 19 = 247 and that 61 * 85 = 1 + 24 * 216, Therefore
(61, 85, 247) 1is an RSA number theoretic public key cryptosystem but 61 =12 * 5 + 1. Conse-
quently x161 = x mod(l3) for every integer x. Also xt6l = %17 = x med(19) for =x belonging
to one of the equivalence classes 0, 1, 7, 8, 11, 12, 18 modulc 19. Therefore 91 of the

247 residue classes modulo 247 consist of integers x such that =x%61 = x mod(247). This num-

ber theoretic public key cryptosystem therefore conceals fewer than 647 of the messages which
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can be sent in it. More than 36% of possible messages, in other worxds, have the property

that their cleartext is the same as their ciphertext.

6. The directorate and the message receivex in an RSA public key cryptosystem. If the directo-

rate chooses a width w > 2 then it allows every message receiver N to pick primes p(N) and

g (N} at random such that
g < log(p{N)) < g+ 1<g+w?2<g+w< log(g(N)) < g + 3w/2 .

This guarantees that 2g < 2g + w < log(p(N)g(N)) < 2g + 2w and that 2p(N) < g(N), whence ran-
dom search for factors of m = p(N)g{(N) neax V;' becomes expensive for a cryptanalyst if the

gauge g is large.

Every message receiver N takes some pains to provide a coding exponent c¢(N) which is rela-
tively prime to [p(N)-1]{g{(N)-1]. Why? Nothing in [5] or in this paper justifies such an ef-
fort. The directorate can choose a positive integer u as a universal coding exponent. 1In
other words the directorate can require that c(N) = u for every receiver N until such time as
a rcason be adduced for having every receiver N provide a distinctive coding exponent c(N).
Such a decision will cut the size of the directory by almost half, and will standardize the cod-
ing process. Thus the first page of the directory will contain g, w and u. If the universal
coding exponent u is a large prime there will be a high likelihood that

GeD {u, [{p-1)(g~1)1} = 1 for randomly chosen large positive integers p and g which are

prime to all intents and purposes.

Rivest, Shamir and Adleman note [5, p. 125] the desirability of having a coding exponent c({N)
satisfy the inequality c¢(N) > 2g + 2w. Since log(m) < 2g + 2w it is clear that x%(c(N)) > m
for every positive integer x *» 2. Thus every nontrivial message must undergo reduction module
m(N), or wraparound, in their terminolgy. Under these circumstances, assuming that

300 < g < 400 and that 3 = w = 10 we can see that the universal coding exponent u (which is
equal to c(N) for every receiver N) might be chosen so that u > 820. On the other hand we
know from Theorem 3.3 that the receiver N has a decoding exponent a(N) which satisfies the

inequality
[am) | > Mm@} /) - 1 = AmN)/u - 1.

The directorate has the best interests of the message receiver at heart. So it wants d(N) to

be large for every receiver N. This makes a cryptanalyst's search for d(N) expensive.

If u is a Fermat [3, pp. 14-16) prime then u-1 1is a power of 2. Therefore
Gep {u-1, Am)} = 2 for every square free integexr m which is a finite nonvoid product of
primes which are congruent to 3 modulo 4. Hence u is a deranging exponent for such m if
u is not a factor of A{m). Consequently u = 65537 1is an attractive candidate for a
universal coding exponent. It is so large that:
1. Every nontrivial messages x undergoes wraparound if g = 30000 and w = 2000;
2. 99.99%7 of positive integers are relatively prime to wu. Hence it is easy to search for

primes p such that wu is not a factoxr of p-1i.
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And it is so small that:
3. It takes fewer than 17 mnultiplications to form a uth power;
4. The inequality 2g - 20 < log(d) holds when u is the coding exponent and d 1is the
decoding exponent in an RSA number theoretic public key cryptosystem based on safe

primes p and q.

If p and q are safe primes and m = pg the receiver knows that the cryptanalyst has a

guaranteed way to decode messages. But the expected cost is prohibitively high.

The receiver N will not act exactly as described in the paper [5] of Rivest, Shamir and Adle-
man. For one thing he is not free to choose his coding exponent c¢(N). The directorate provides
him with the prime u which he, like all receivers, will use as ceding exponent. For another
thing, he wants his secret primes p and g to be safe primes. Also the receiver N will

take the precautions suggested by [l] tc guarantee that the cryptosystem conceals as many mes-

sages as possible. Therefore he will do the following, assuming that w > 2.
Step 1. Choose at random an odd positive integer a such that g - 1 < log{a) < g + w/2 - 1.

Step 2. Form GCD {r, a} and GCD {r, 2a+l} for every prime r < u. Form GCD {a, (u-1)/2}.

If any ©f these numbers is unequal to 1, forget a and return to Step 1.

Step 3. Test whethex a and 2a+l are both prime to all intents and purposes. If either is

demonstrably composite, forget a and return to Step 1.
Step 4. Choose at random an odd positive integer b such that
g+ w-1< log(b) < g + 3w/2 - 1.

Step 5. Form GCD {r, b} and GCD {r, 2b+l} for every prime r = u. Form GCD {b, (u-1)/2}.

If any of these numbers is unequal to 1, forget b and return to Step 4.

Step 6. Test whether b and 2b+l are both prime to all intents and purposes. If either is

demonstrably composite, forget b and return to Step 4.

Step 7. Form GCD {a,b}, GCD {a, 2b+l}, GCD {2a+l,b} and GCD {2a+l, 2b+l}. If any of these

numbers is unequal to 1, forget a and b and return to Step 1.

Step 8. Solve the six pairs of simultaneous linear congruences:
A = 0 mod(2a+l), and A = 1 mod{2b+l);
B £ 1 mod(2a+l}, and B = 0 mod(2b+l);
C = 0 mod{2a+l), and C = ~1 mod(2b+l);
D £ -1 mod(2a+l), and D £ 0 mod(2b+1)
E £ 1 mod{2a+l), and E £ ~1 mod(2b+1);
F = -1 mod(2a+l), and F = 1 mod(2b+1l).

Examine the Hollerith character typescripts which correspond tc¢ A, B, C, D, E and F. If all
six of these typescripts are hopeless gibberish, go on to Step 9. Otherwise forget a and b

and go back to Step 1.
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Step 9. Let

p(N) = Za + 1, a(p(N)) = a,
q(N) = 2b + 1, a(g(N) =b,
m{N) = p(N)g(N) = (2a+l) (Zb+l}, and v = 2ab.

Comment: The receiver N now knows that m(N) 1s square free if both p(N) and g} are
square free. He believes, of course, that the four integerxs a(p(N)), a(g(N)), p(N) and gq(N)

are all primes. His belief need not be correct.

Step 10. Solve the linear congruence ud = 1 mod(v) for d. Call its smallest positive

integer solution d(N).

Step 11. Send the list (N, m(N)) to the directorate for inclusion as a listing in the

directory. It satisfies the condition 29 < log(m(N)) < 2g + 2w.

Step 12. Keep p(N), g(N) and d4(N) secret.

7. The cryptanalyst and the sender in an RSA public key cryptosystem. The cryptanalyst has her

work cut out for her. She can try the best known factorxing algerithms [5, p. 125] on a given
coding modulus m. But m is a 200 digit number. And none of these algorithms is cheap.

She can try to decode a message x with respect to m.

Definition 7.1: Let m be a positive integer. Suppose that 2 < x < m - 1. To decode the
message x with respect to m is to find a positive integer f < m such that
x4 (1+£) = x mod{m) .

If she can decode even one single message, and if m is the product of two distinct safe primes,

she can use Theorem 5.10 to factor m and, thus, break the code.

Definitien 7.2: Let m be a square free positive integer. To break the code of which m is
the coding modulus and c¢ is the coding exponent is to find a positive integer d < m such

that xtecd = x mod(m) for every integer x.

In particular the cryptanalyst can decode a message x if she can take its coded form
xtc mod(m) and find £ such that xtcof = x mod(m). But the complementarity principles mili-

tate against a small expectation of decoding cost.

There are two integers x such that 2 £ x <m - 1 and %12 = x mod(m). The smaller of them,
call it s, satisfies the inequalities MAX {p, g} = s < m/2 because of Theorems 5.5 and 5.6.

There are four integers =x such that
2=x=m-~-1, xt3 = x mod{m), and xt2 # x mod{m) .

The smallest of them, call it t, satisfies the inequalities MAX {p-1,9-1} £ t < m/3 because
of Theorems 5.7 and 5.8. Random searches in these ranges are expensive, even though the search
for t 1is only about 1/3 as expensive as the search for s. The cryptanalyst should test
every intercepted message y to see whether v13 = y mod(m(N)) Jjust on the off chance. It is

unlikely, but the code is broken if it occurs.
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The cryptanalyst can try to find a positive integer y such that 24{(l+y) = 2 mod(m). But
log(y) 1is necessarily larger than 2g. Hence log(log(2t(l+y))) > 2g and 2g is presumably
larger than 600. How can she reduce so large a number as 2%(l+y) module m in a reasonable
period of time? Every way she turns complementarity says the expected expense is huge. But,
still, there are winning tickets in lotteries with small expectations. Why shouldn't the crypt-

analyst get lucky, and quickly? No lower bounds exist to answer the guestion.

Number theoretic public key cryptosystems are analogous to the Gordian knot. Those who sought
to undo it fell into three categories. Cryptanalysts take note. The fumblers tried to pull
every which way on it. This approach corresponds to reliance on a powerful computer without a
very deep analysis. A computer the size of the sun running for a billion years has a tiny pro-
bability of breaking an RSA cryptosystem if it works at random. No fumbler undid the Gordian
knot. The thinkers tried to understand the knot. The modern analog of this approach calls for
successively deeper and deeper analysis of a mathematical nature. No thinkers undid the knot.
Alexander of Macedon sundered the Gordian knot with his sword after trying the other approaches.
The alexandrine attitude to any cryptosystem is that reaéing the cleartext message - not neces-
sarily decoding the coded message - 1s the objective. The sender and the receiver both have a
copy of the cleartext message. Moreover there are instances [1] of RSA public key cryptosystems

in which many or all messages are unchanged by the coding process.

At present the cryptanalyst's most cost effective strategy may be disruption or corruption of a
given receiver's organization. Failing this she may want to try the same approach toward sever-
al of the most important senders. However, alexandrine cryptanalysis is both clever and sur-

prising. If a clever stroke, based on a seemingly trivial observation, breaks the code it will

be alexandrine by definition.

A sender who wants to transmit a message to receiver N without disclosing its content to any-
bedy else must assume that the cryptanalyst is very rich and very able. He would like the re-
ceiver to be at least as motivated to guarantee secrecy, and at least as able to work to that
end as himself. It is relatively easy for a receiver to obtain considerable security cheaply.
Moreover he will be motivated to think of the most important possible incoming message in formu-
lating his public key cryptosystem. It is quite likely that the hypothetical most important in-
coming message is more important to him than a sender's current outbound message is to that
sender. A sender will take a routine precaution with each message x, and verify that the
congruence x1'3 = x mod(m) does not obtain. If it does, he will either inform the receiver

that the code has been broken or else go into the cryptanalysis business against that receiver.

8. ‘Summary. Suppose that m is an odd, square free, composite integer. Then there are inte-
gers c¢, d larger than 2 such that the congruence xtcd = x mod(m) holds for every integer

%X. In fact this occurs when cd = 1 mod{A(m)).

RSA public key cryptosystems are based on the assumption that m has exactly two prime factors.
When the logarithm (to base two) of each factor exceeds 300 the expected cost of breaking the

code, 7.e. factoring m, appears prohibitive. Rivest, Shamir and Adleman [5] considered direct
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factorization of m at length. We have considered search for f such that the congruence

x*f = x mod(m) holds for every integer x, under the assumption that the two prime factors of

m are safe primes. These papers concur in recommending the use of safe primes [5, p. 124) to

those who seek security in RSA cryptosystems. We have given, in Theorem 5.10, an algorithm for
breaking a cryptosystem based on safe primes p and q. But the complementarity results in

Section 5 show that it dees not have acceptable expected cost.

I and II have concentrated on number theoretic public key cryptosystems in which a receiver
is correct in assuming that his coding modulus m 1is the product of two large safe primes. But
the results herein have wider applicability. ©n the one hand they are the starting point of an
analysis of number theoretic public key cryptosystems based on general square free positive
integer coding moduli m. On the other hand they make it possible to examine in detail what
happens when m = pgq 1is square free but p and g are not both prime, even though a receiver
finds ¢ and d such that cd = 1 mod(LCM{p-1,g-1}), and uses c for a coding exponent and

d for a decoding exponent. In this case, Mm) # LCM{(p-1),(g-1)}. Finally, it is instructive
to consider what happens when m is not* even square free. The next paper in this series, III,
will appear in the next issue of CRYPTOLOGIA. It will consider some examples of such behavior

and will provide proofs of the results stated heretofore.
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