Evaluating In-Workflow Messages for
Improving Mental Models of End-to-End Encryption

ARTIFACT
EVALUATED

yusenix
ASSOCIATION

Omer Akgul, Wei Bai, Shruti Das, and Michelle L. Mazurek
University of Maryland

Abstract

As large messaging providers increasingly adopt end-to-end
encryption, private communication is readily available to
more users than ever before. However, misunderstandings
of end-to-end encryption’s benefits and shortcomings limit
people’s ability to make informed choices about how and
when to use these services. This paper explores the poten-
tial of using short educational messages, built into messaging
workflows, to improve users’ functional mental models of
secure communication. A preliminary survey study (n=461)
finds that such messages, when used in isolation, can effec-
tively improve understanding of several key concepts. We
then conduct a longitudinal study (n=61) to test these mes-
sages in a more realistic environment: embedded into a secure
messaging app. In this second study, we do not find statisti-
cally significant evidence of improvement in mental models;
however, qualitative evidence from participant interviews sug-
gests that if made more salient, such messages could have
potential to improve users’ understanding.

1 Introduction

Recent adoption of end-to-end encryption (e2e encryption)
by popular messaging apps such as iMessage, Facebook Mes-
senger, and Whatsapp [6,22,23] has enabled strong communi-
cations privacy protections for billions of users globally [69].

People, however, often fail to use e2e encrypted apps confi-
dently and correctly [2,27]. Often this is because they misun-
derstand key aspects of e2e encryption, sometimes believing
it protects from broad classes of “hacking” [2], and sometimes
believing any attempt at ensuring privacy is hopeless in the
face of powerful or skilled adversaries [2,3,17,27]. Users also
struggle to choose appropriate communication mechanisms
for sharing private information [2, 3, 27].

For people to make good decisions about their communica-
tions — including opting for more private communications
when appropriate — they need to develop strong functional
mental models of secure communications. Mental models re-
fer to a user’s understanding of how a system works, its inputs

and outputs, and other effects that can be expected from using
it. Functional models, specifically, are not directly about how
a system works but rather help a user to understand when to
use a system and predict how it will behave [19]; as such, they
need not be fully correct in all details, but must be sufficient to
be useful. Unfortunately, existing functional models of secure
communication are often inadequate [2, 17,36, 40].

Various attempts at influencing these mental models ex-
ist both in the research literature and in the broader privacy
community. Organizations like the Electronic Freedom Foun-
dation, Citizen Lab, and the Library Freedom Project have
produced broad guidance for improving personal privacy and
security, including discussion of secure messaging [20,21,42].
Researchers have tested a variety of metaphors for better ex-
plaining encryption, with only limited success [18,60]. Others
have worked to make authentication ceremonies more usable,
again with mixed results [56, 63, 64,72].

In prior work, we were able to meaningfully improve users’
understanding by asking them to complete a brief tutorial
as part of a larger experiment on secure messaging prefer-
ences [8]. However, it is of course not realistic to expect many
users to sit down and participate in a tutorial when they are
not being paid as experimental participants.

This raises the question of whether it is possible to convey
some of the key information that might be included in such a
tutorial more naturally, for example during splash or intersti-
tial screens within a messaging app, or as reminders inserted
automatically by the software during a text conversation. This
approach builds on a long tradition in the human-centered se-
curity community of nudging users toward privacy-protective
behaviors [4,5,12,37,41,65,66,72].

In this paper, we investigate the potential of in-workflow
educational messages to help users improve their functional
mental models of e2e encryption and therefore their commu-
nications decision-making. To this end, we design a series of
messages with different lengths, emphasizing different key
principles related to e2e encryption. These messages build
directly on our prior work exploring which e2e encryption
concepts are most important and useful to convey to users [9].



We preliminarily test these messages using an online sur-
vey study with lay users (n=461) and find the messages are
generally effective at improving participants’ understanding.
Longer messages are most effective, while shorter messages
can successfully convey specific points, at the possible risk of
enabling misunderstandings of concepts that aren’t covered.

We then embed our short messages into a chat app (adapted
from Signal) and ask lay users (n=61) to use the app daily
for about three weeks. Unfortunately, we find no statistical
evidence that these embedded messages effectively improved
mental models. A post-study interview (n=19) suggests that
although many participants noticed our messages, they did
not pay attention to them, limiting their impact.

Overall our results, while somewhat disappointing, suggest
short educational messages can be useful if users pay atten-
tion to them. This provides some hope that if in-workflow
messages are made more salient (and perhaps somewhat more
intrusive), they may have potential to improve mental models
and support better communications privacy decision-making.

2 Related work

We discuss related work in three key areas.

Usability, adoption, and mental models of encrypted com-
munication tools For more than 20 years, researchers
have been exploring the usability and adoption of encrypted
communications tools. Extensive studies of encrypted email
tools have identified a range of issues that inhibit adoption
and use, including challenges in key management, complex
interfaces, social and cultural factors, network effects, and
user misunderstandings [8,24-26,47-50,53].

The incorporation of e2e encryption into centralized secure-
messaging apps has reduced the salience of key manage-
ment, although several researchers have documented remain-
ing challenges in authenticating keys [56, 64]. Researchers
have demonstrated that network effects play a large role in in-
hibiting adoption of security-focused messaging apps [3,36],
but the integration of e2e encryption into already-popular
apps such as WhatsApp and iMessage has to a large extent
overcome this problem [69].

Adoption, however, has not proven entirely sufficient. In
interviews and surveys, researchers find that many users do
not believe that e2e encrypted tools provide meaningful pro-
tection [2,3,17,27]. As a result, people frequently make less
than optimal choices about how to communicate sensitive
information — such as preferring SMS messaging [3,17] —
or use ad-hoc protection strategies [27].

These misconceptions appear to arise from incorrect or im-
precise mental models of encrypted communication, such as
beliefs that anyone with computer-science knowledge or who
knows an encryption algorithm can decrypt its results [3, 17],
misunderstandings of the role of service providers in commu-
nication paths [17], and distinctions between e2e encryption

and other kinds of communications [3, 17,40]. These misun-
derstandings reflect broader inaccuracies in mental models
of encryption generally [73], as well as common beliefs re-
garding security or privacy generally that “ordinary” people
are not important or valuable enough to be targeted [67]. In
this paper, we measure changes in mental models in part by
looking specifically for misunderstandings and key concepts
identified in the prior works cited here.

Nudging security and privacy behaviors Attempts to
integrate security or privacy warnings or messages into Ul
elements and workflows, prompting more secure or private
behavior, are sometimes known as nudging [4,41]. Exam-
ples include improving feedback during password creation
(e.g., [61]), during software updates (e.g., [38]), and dur-
ing semi-automated checks for malware [12]. Nudging has
also been used to promote privacy-preserving behavior in the
context of social media [37,65,66] and mobile app permis-
sions [5], and even correct use of authentication ceremonies
in encrypted messaging [72].

Rather than prompting specific behaviors, our in-workflow
messages are intended to improve users’ understanding and
functional mental models. In a sense, we seek to improve on
resources such as existing tooltips in e2e encrypted messaging
apps, which have been shown to be ineffective [17].

Teaching encryption and secure communication Re-
searchers have experimented with a variety of encryption
metaphors, none of which has as yet been highly success-
ful [18,60]. Although we do use a lock-key metaphor in some
of our messages, we mainly follow results from our prior
work which suggest focusing primarily on functional models
— what e2e encryption can and cannot do — rather than on
structural information about how e2e encryption works [9].

Researchers have also focused attention on improving
users’ understanding of and facility with authentication cere-
monies [56,62,63,72]. Because it has been covered in depth
previously, we do not address authentication ceremonies in
this work. However, our work does use similar methods and
could be combined with prior work on ceremoneis [72] to
provide a more complete view of e2e encryption.

Nonprofit and advocacy organizations have produced blog
posts, interactive guides, infographics, and other educational
materials related to personal privacy and security, including
secure communications [20, 21, 42]. These tutorials serve
a different niche than our work; they focus on aiding (in
detail) people who seek out guidance in privacy and secure
messaging, while we target small, high-level improvements
for casual users. We do, however, incorporate some concepts
from these tutorials into the messages we design.

We build directly on our prior work using tutorials and par-
ticipatory design to explore which concepts and explanations
related to e2e encryption are most important, surprising, and
challenging for users [9]. Those results suggest focusing on
confidentiality and explicit discussion of risks, while noting



that certain misconceptions are difficult to overcome. Educa-
tional messages in this study were based on these findings.

3 Survey Study: Methods

We first conducted an online, between-subjects study to pre-
liminarily measure the effectiveness of brief educational mes-
sages for e2e encryption novices. As with our prior work,
our messages emphasize actionable information about threats,
non-threats, and appropriate usage of e2e encryption, rather
than focusing on how encryption works [9].

We recruited participants from the Prolific.' After con-
sent, participants were directed to an online survey consisting
of five parts. First, we asked background questions about
self-reported knowledge of technical and encryption concepts
as well as general web-use concepts [29], in order to filter
out participants with too much expertise. Second, we intro-
duced TextLight, a hypothetical e2e encrypted application.”
Third, to obtain a baseline of participants’ mental models,
they completed a pre-intervention questionnaire (described
in Section 3.1). Fourth, they viewed one educational message
we created (detailed in Section 3.2). Fifth, they completed
a post-intervention questionnaire containing the same ques-
tions as the pre-intervention questionnaire, allowing us to
measure differences. Finally, the participants answered demo-
graphic questions. Throughout the study, we referenced e2e
encryption in the context of TextLight, to make the concept
concrete.

Our study protocol was approved by the University of Mary-
land Institutional Review Board (IRB).

3.1 Communications privacy questionnaire

We investigate knowledge of privacy threats by asking ques-
tions about the capabilities of various adversaries (see Table |
or Appendix H). Participants were asked, on a 5-point Likert
scale (strongly disagree to strongly agree), “Based on your
understanding of TextLight’s end-to-end encryption, please
indicate whether you agree or disagree that [ADVERSARY]
has/have the following abilities, regardless of their motiva-
tion to do so." We use Likert scales to enable detection of
smaller shifts in mental models (compared to binary-choice
questions). Similar methodology has been shown to be effec-
tive in prior work [9,46]. We asked this question for every
combination of the adversaries and capabilities listed in Ta-
ble 1.

The adversaries and capabilities we selected were mainly
adopted from prior work [2,9, 18] and in many cases reflect
real-world examples of privacy breaches [1, 10, 16, 30, 70].
The adversaries roughly fit into three top level categories: (1)
endpoint adversaries, (2) communication providers, and (3)

Uhttps://www.prolific.co
2 As with prior work ( [2,9]) we use a hypothetical application name to
avoid confounds related to participants’ trust in different brands [33].

Adversary Description (as it appeared in the questionnaire)

Employee People employed by TextLight.

ISP Your mobile service provider (Verizon, AT&T, Sprint,
etc.).

Hacker Hackers who have compromised the TextLight servers.

Government A government intelligence or national security agency.

Unlocked Someone who has access to your unlocked phone.

Phone

Malware Someone who has successfully installed malware on
your phone.

Capability  Description (as it appeared in the questionnaire)

Read Can see what is in the message you have sent on Text-
Light.

Change Can change what is in the message after it is sent through

the TextLight app. This means the person you are texting
with may receive a different message than the one you
have sent.

Impersonate Can pretend to be you on the TextLight app to send
messages to other people in your name.

Metadata Can see that you have sent a message on TextLight,
without knowing the content of the message.
Not-E2EE If TextLight IS NOT end-to-end encrypted, can see what

is in the message you have sent on TextLight.

Table 1: Adversaries and capabilities used in the communications
privacy questionnaire. Participants were asked about all adversary-
capability pairs. We refer to the combination of read, change, and
impersonate as the interception capability.

outsiders who might be capable of intercepting communica-
tions. The capabilities capture privacy attacks e2e encryption
can and cannot protect against. They address confidential-
ity, integrity, and authenticity, as well as the capability to
learn metadata. Finally, to address differences between e2e
encrypted and non-e2e encrypted tools, we ask participants
to rate the chance of each adversary reading the contents of a
message if TextLight were not e2e encrypted.

After the adversary/capability questions each participant
was asked one free-response question about why they gave
their specific answer for one adversary/capability pair, cho-
sen at random per participant. We use these responses as
an attention check and to validate that our participants were
interpreting the questions as we had intended.

3.2 Educational messages

When creating new educational messages about end-to-end en-
cryption, we first surveyed existing messages from academia
[9,18,72,73] and industry [6,23,43,44,52,54,57,59,71]. We
extracted key concepts from these materials and synthesized
them into five principles:



¢ Confidentiality. The most frequently mentioned concept
in the prior work we reviewed; we previously found it the
most important aspect to convey [9]. We aimed to explain
that e2e encryption protects the content of messages from
adversaries between the sender and intended recipient.

¢ Risks. Risk communication has been shown to be effective
both in computer security broadly [7, 13] and secure mes-
saging specifically [9,72]. Our previous work suggests spe-
cific risks were both important and surprising to users [9].
We aim to point out specific adversaries and their capabili-
ties, with an emphasis on comparing risks with and without
e2e encryption.

e Mechanism. Our goal here was not to communicate tech-
nical details, but rather convey a simplified structural
model of e2e encryption to support our key functional con-
cepts [19]. Our previous work suggested this kind of in-
formation can be useful to certain users when kept brief
and focused on confidentiality [9]. As there is no consen-
sus about the “best” metaphor, we adopted the key-lock
metaphor [9, 60].

¢ Endpoint weakness. Several real-world privacy breaches
have demonstrated the endpoint weakness of e2e encrypted
systems [1, 16,70]. Our prior research indicates that users
found weaknesses of e2e encryption to be important [9].
We aim to convey that e2e encryption can’t protect against
adversaries who have endpoint access, e.g., by installing
malware or possessing an unlocked phone.

e Metadata weakness. Metadata weaknesses rarely receive
attention in e2e encrypted application descriptions and
were not emphasized in our prior work; however, we think
conveying metadata risks is an important piece of a strong
functional model of e2e encryption. We aim to convey that
adversaries who cannot access message content may still
have access to metadata or infer that a user is communicat-
ing using TextLight.

As our goal is to develop messages for integration into
existing app workflows, we consider three message lengths
that could fit into workflows in different ways:

e Short. Designed to fit as an extra message within a chat
window (similar to the WhatsApp notification that a chat is
e2e encrypted), or fit on a splash screen or interstitial within
an app. We designed five Short messages, one for each of
the principles described above. (Hereafter, we reference
them as s.[principle], named for the principles they em-
body; for example, s.endpt is a short message referencing
endpoint weaknesses.)

e Medium. Designed to fit in a popup message if a user
clicks on a short message to learn more, or to be included
in a summary displayed in an app store. We designed two
Medium messages, each of which includes four of the five
principles. We left out principles that appeared least effec-

tive during pilots (see Section 3.4). We refer to these as m1
(leaves out confidentiality) and m2 (leaves out endpoints).

e Long. Designed to be shown on an app’s website, or when
a user wants to seek out more detailed information. We
designed one Long message that includes all five principles;
key phrases are highlighted.

In order to accurately measure changes in mental models,
we also tested one Control message. This message, adapted
from a Telegram description, describes TextLight but does
not mention any privacy or security features [58].

Each participant viewed exactly one of these nine messages.
The message text is given in Appendix A. More detail about
how these messages were derived from our prior work is given
in Appendix C.

3.3 Data analysis

Our main analysis goal is to measure the effectiveness of the
designed educational messages (especially with respect to
control message) in changing mental models of e2e encryp-
tion. As such, our main unit of analysis is the difference in
response to each statement in the communications privacy
questionnaire (Table 1), calculated by converting the Likert
responses to numeric values 1-5 and subtracting each pre-
intervention response from the associated post-intervention
response.

Grouping questions  To increase reliability of our mental
model measurement [28], and to reduce redundant statisti-
cal testing on potentially highly correlated questions in the
communications privacy questionnaire, we attempt to com-
bine questions about related adversaries and/or capabilities
(groupings shown in Table 1). We consider score differences
from participants who saw the Long message and use Cron-
bach’s a to test whether questions are correlated. If grouping
succeeds (@ > .8, considered “good” [28]), we average differ-
ences across questions in the group to create a single overall
difference score.

Attempting to create three adversary groups based on our
predefined categories did not yield good internal consistency.
However, combining the read, change, and impersonate ca-
pabilities for each adversary did achieve good consistency,”
so we group these questions as the ensemble interception
capability.* This results in six adversaries with three capabili-
ties each (a 40% reduction in statistical testing): interception,
metadata, and not-e2e encryption.

Comparing educational messages =~ We employ the fol-
lowing strategy to further reduce unnecessary statistical test-
ing: For each question (or group of combined questions), we

3a@’s are 0.82, 0.84, 0.92, 0.90, 0.92, and 0.90 for Employee, ISP, Server
hacker, Government, Unlocked phone, and Malware adversaries respectively.

4 For the Unlocked-Phone adversary, we group only read and impersonate,
as changing messages does not make much sense for this adversary.



(1) calculate the Kruskal Wallis omnibus (KW) test with dif-
ference scores as dependent variable and the nine message
versions as independent variables. If the KW is significant, we
(2) use a two-tailed pairwise Mann-Whitney-U test (MWU)
to compare difference scores between Long (our best attempt
at explaining e2e encryption) and Control. This comparison
indicates whether our messaging is better than no messaging.

If this comparison is significant, we investigate the remain-
ing message versions by (3) computing pairwise MWU’s
between Long and all other versions, as well as between Con-
trol and all other versions. We adjust the resulting p-values for
multiple comparison with Holm-Bonferroni correction [32].

We report effect sizes using location-shift estimates [31],
which roughly approximate the difference (in Likert-scale
points) between the pre- and post-intervention scores. We use
a significance level of & < 0.05 for all statistical tests.

3.4 Pilot studies

We ran two pilot studies prior to the deployment of our survey.
We used an initial (partially in-person, pre-COVID-19) pilot
with 16 people, recruited through friends and acquaintances,
to refine the survey structure and questions.

We used a second pilot on Prolific (n=32), with Short mes-
sages only, to refine and validate the survey questions and
flow. In addition, results from this pilot informed the choice
of principles to include in the Medium messages.

3.5 Limitations

Our controlled experiment provides high internal validity. It
approximates a best-case scenario, in which participants are
directly instructed to pay attention to the educational message
and then asked about it immediately afterward. This allows
us to compare messages to each other; however, it does not
effectively capture how we expect people to encounter mes-
sages in the real world. We use the app study (Section 5) to
test the messages with greater ecological validity.

As with similar online studies, our experiment is likely af-
fected by sampling and demand effects. For convenience, and
to reduce variability, we limit our sample to the U.S. Typically
for Prolific, our sample is not entirely representative of the
U.S. population. These limitations reduce generalizability to
broader classes of messaging app users.

Demand effects — in which participants report what they
think the researchers want to hear — could affect participants’
answers, but in this case responding “correctly” indicates the
participant has likely learned something. Further, the com-
munications privacy questionnaire might be affecting mental
models by prompting users to think critically about e2e en-
cryption. We mitigate this by comparing our experimental
groups to a control message. All of these limitations are con-
sistent across conditions, enabling comparison.

Finally, non-parametric statistical tests such as those we
use are most appropriate for Likert-type questions, but they
have less power than their parametric counterparts, meaning
that we may fail to find evidence for small effects.

4 Survey Study: Results

We next detail the results of the survey study.

4.1 Participants

In September 2019, we used Prolific to recruit 578 U.S.
residents who do not have programming skills (a proxy
for tech-savviness). We discarded 76 participants (13.1%)
who reported being comfortable with explaining (“‘agree” or
“strongly agree”) end-to-end or symmetric-key encryption.
To ensure data quality, we also discarded responses from 12
participants who gave unrelated or nonsensical answers to
free-response questions (2.1%). For ease of analysis, we dis-
carded responses from any participant who did not answer all
communications privacy questionnaire questions in both the
pre- and post-intervention questionnaires (n=29, 5.0%). We
analyze responses from the remaining 461 participants. Partic-
ipants were randomly distributed among message conditions,
with twice as many participants allocated to the Long condi-
tion because we used it as a basis for our preliminary analysis.
After filtering, the Long condition had 92 participants; the
other eight conditions had between 42 and 52 each.

On average, participants took just under 10 minutes to com-
plete the study and were compensated $2.00, for an average
wage of $12.16/hour.

Table 2 details our participants’ demographics. As ex-
pected, the sample is younger, whiter, more Asian, and more
educated than the U.S. population,” but it does capture a broad
range of demographics.

4.2 Comparing message versions

We find that the educational messages work significantly bet-
ter than Control with many adversary-capability pairs. Specif-
ically, Long works best against Control overall, Medium is
similar, and Short messages are particularly effective in con-
veying specific points. However, many participants already
had accurate mental models for some aspects of e2e encryp-
tion, resulting in no improvement, and we find evidence some
of the Short messages may oversell e2e encryption.

We expect participants to learn that Employee, ISP, Gov-
ernment, and Server Hacker adversaries are less capable of
interception attacks (negative difference scores), while the
endpoint adversaries Unlocked Phone and Malware are more

5https ://wWww.census.gov/acs/www/data/
data-tables-and-tools/data-profiles/2018/
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Survey App
n=461 n=61
Gender Female 63.8%  60.7%
Male 349%  36.1%
Other 1.3% 3.3%
Age 18-24 22.8%  23.0%
25-29 20.0%  23.0%
30-39 31.7%  34.4%
40-49 11.1%  6.6%
50+ 14.3% 13.1%
Ethnicity White 729%  73.0%
Black or African Am. 8.5% 9.5%
Asian or Asian Am. 8.5% 11.1%
Hispanic or Latino 7.2% 16.4%
Other or mixed race 2.4% 4.0%
Education Completed H.S. or below 14.1%  9.8%
Some college, no degree 24.1% 14.8%
Associate’s degree 10.8%  6.6%
Bachelor’s degree 33.4%  37.7%
Master’s degree or higher 143%  29.5%
IT-related Yes 3.3% 9.8%
Job or No 94.4%  90.2%
Degree Prefer not to answer 2.4% 0.0%

Table 2: Participant demographics for both studies. Percentages may
not add to 100% due to “other" categories and item non-response.

capable of interception attacks (positive). We expect all adver-
saries to be perceived as more capable (positive) of metadata
and not-e2e encryption attacks.

Significant results from our condition comparisons are
shown in Table 3. We show the distribution of the differ-
ences for each adversary-capability pair using violin plots.
For additional context, we also plot pre- and post-intervention
Likert responses for each. Plots for selected pairs are shown
in Figure 1; all plots are available in Appendix D, E, and F.

4.2.1 Long is often better than control

Long performs better than Control for several adversary-
capability pairs (MWU, p < 0.05), including the Employee,
ISP, Government, and Malware interception capabilities, as
well as the ISP metadata capability. The location-shift esti-
mates — that is, how much more effective Long was than
Control, expressed in Likert points — range from 0.67 (inter-
ception capability of Malware, more capable) to -1 (intercep-
tion capability of Employee and Government, /ess capable).

4.2.2 Some models are already correct

The remaining adversary-capability pairs — Unlocked Phone
and Hacker interception, all non-ISP metadata, and all not-
e2e encryption — show no significant difference between
Long and Control. Many, including all Unlocked Phone and
not-e2e encryption, show ceiling effects: participants already

Medium Short

Long
S ml m2 s.conf s.meta s.endpt s.mech s.risk
g Long — [ 100 1.00 [ 100
= Control [JEEOOIEIO0INZ067] -0.33 -0.33*
a Long — 0.33 0.67 0.33*
@n
™ Control -0.67 -0.33  -0.33 -0.33
= Long — 0.67 0.67
=3
&}
Control [JENOONNISIO0) -0:67 JEmooy -0.67  -0.67
2 Long — [=1007 51007 -0.67 ~-100 -1.00
:
‘;‘ Control [T0:67 7 0:67 | 1.00
(a) Interception capability location-shift estimates.
Medium Short
Long
/ ml m2 s.conf s.meta s.endpt s.mech s.risk
o e — 0 00 100 100
™ Control | 0:00° [JH00] 100

(b) Metadata capability location-shift estimates.
Better than Control [ I Worse than Long

Table 3: Location-shift estimates from the survey study, measuring
change from the message in the row to the message in the col-
umn. Populated cells are significant (MWU). * indicates p < 0.002;
p < 0.001 otherwise. Darker colors denote stronger effects, where
red/orange means the message performs worse than Long, and
blue/green means it performs better than Control. No messages
performed significantly better than Long or worse than Control.

had accurate mental models for these questions, leaving little
room to observe improvement. One example (Government,
not-e2e encryption) is shown in Figure 1, bottom.

4.2.3 Short messages can convey a specific point

Short messages generally work better than control, particu-
larly (as expected) for adversary-capability pairs they directly
target. As a reminder, we compare Short messages to Long
and Control messages only if the omnibus test comparing all
message versions is significant and Long (our best explanation
attempt) significantly differs from control.

Better than control but not Long Short versions that
aim to give a brief overview of e2e encryption (s.conf and
s.mech) perform significantly better than control but not as
well as long for the interception capability (see effect sizes
in Table 3a). We see this effect for the Employee, ISP, and
Government adversaries.

Better than other messages for specific targets ~ We also
find that short messages targeting a specific adversary or ca-
pability tend to perform well on those questions. For instance,
the Short message that targets metadata weakness (s.meta)
offers more improvement compared to Control (in terms of
effect size) than Long does. Similarly, the short message that
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Figure 1: Differences (violin plots: red dots are median, green
dots are mean) and pre/post communications privacy questionnaire

Likert responses (bar charts) for selected adversary-capability pairs.

If the intervention is effective, we expect Employee interception to
shift negatively and the others to shift positively. For Employee and
Malware interception, several messages improve over Control; for
Government not-e2e encryption, we see a ceiling effect with little
room for improvement.

warns against endpoint adversaries (s.endpt) is more effective
(in terms of effect size compared to Control) than any other
message for the Malware interception capability.

4.2.4 Medium: Better than Control, similar to Long

As with Short, Mediums were only compared to Long and
Control if the corresponding Long vs. Control comparisons
were significant. Mediums are generally similar to Long both
in which results are significant and in effect size. For the
interception capability of Employee, ISP, Government, and
Malware adversaries, as well as the ISP-metadata pair, at least
one Medium is significantly better than Control, with similar
effect sizes to Long. As expected, the Medium version that
doesn’t reference endpoint adversaries (m2) performed poorly
with the malware adversary.

4.2.5 Some messages may oversell e2e encryption

An important goal of our educational intervention is to avoid
causing participants to believe that e2e encryption provides
more security than it actually does. We found no significant
results to this effect, but we do see some weak trends in the
wrong direction. For example, Short messages that give an
overview of e2e encryption but don’t mention its weaknesses
(s.conf, s.mech) show trends where participants may increase
their belief that e2e encryption can protect metadata from
app-company employees, the ISP, and the government. These
trends can be seen in Figures 4a and 4b in Appendix E.

4.3 Summary of survey study results

Overall, we find that Long works better than Control, primar-
ily for conveying information about the interception capability.
Medium messages perform similarly to Long, and Short mes-
sages work reasonably well for relevant topics. We do not,
however, see much improvement related to metadata weak-
nesses and the disadvantages of systems that do not use e2e
encryption, primarily because participants seem to already
have reasonably strong mental models for these topics.
Overall, these results suggest optimism that integrating ed-
ucational messages into app workflows may help to improve
users’ mental models. We therefore decided to conduct a sec-
ond, more realistic, study to test these messages in context.
We opted to include all Short messages from the survey
study in the follow-up. We hoped that including all messages
would provide a reasonably complete view of e2e encryption
and avoid overselling. Further, we hoped that including mes-
sages where many participants already had a correct mental
model would reinforce when an existing model is correct.

5 App Study: Methods

Having found that the educational messages used in the sur-
vey study were reasonably useful in a controlled setting, we
next designed a longitudinal app study to gauge their impact
in a more realistic environment. Our participants (n=61) used
a modified and rebranded version of the Signal messaging
app © for Android (again called TextLight) for approximately
three weeks. Half of the participants (n=32) used an experi-
mental version of TextLight incorporating our Short and Long
messages, while the other half (n=29) used a control version
with no messages. We measure changes in mental models by
comparing responses to a pre- and post-study communica-
tions privacy questionnaire similar to that used in the survey
study. Participants in the experimental condition were invited
to a post-study interview to provide more in-depth insight.

6https://signal.org/en/
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Figure 2: Ul elements considered for delivery of the educational messages. All except (a) were used in the final study.

5.1 The TextLight App

Our participants interacted with TextLight, a modified version
of the Signal Android client, branched from version 4.48.14
on October 8, 2019. We developed two versions of TextLight:
an experimental condition that incorporated a variety of edu-
cational messages drawn from the survey study, and a control
condition that contained no such messages’. By comparing
these two versions, we can distinguish changes in mental mod-
els related to our educational intervention from any generic
effects of using an app described as being e2e encrypted and
answering encryption-related questions in our pre- and post-
study questionnaires.

Educational messages As the Short messages were ef-
fective in the survey study, we decided to mainly incorporate
Short messages into TextLight. We hypothesized that multiple
Short messages could convey a broad overview of concepts
without overwhelming the user with lengthy messages.

We made only minor modifications to the five Short mes-
sages from the survey study. We mentioned e2e encryption in
general rather than TextLight specifically, and we reworded
some messages slightly to differentiate them from each other
and hopefully reduce habituation (see Appendix B).

For consistency with Signal’s design language, we consid-
ered four existing Ul elements that normally convey status
information (e.g, a missed call) or prompt for action (e.g.,
to make the app the default messenger). These included a
full-screen modal that appears on occasion when the app
is opened(splash screen, Figure 2a); a message that appears
when a user sets up their account (profile, Figure 2b); a grayed-

"Between the completion of the study and publication, the Signal archi-
tecture changed, causing TextLight to no longer work. As a result, the app
was only partially evaluated by the USENIX Security artifact evaluation
committee

out message that occasionally appears within a conversation
thread and scrolls up as new messages are exchanged (in-
conversation, Figure 2c); and a banner on top of the list of
conversations (conversation-list, Figure 2d).

In addition, we made the Long message available as a full-
page, scrollable message that could be accessed through the
settings page of TextLight, by clicking on the conversation-
list or in-conversation elements, or by selecting the “learn
more” option from the splash-screen element. We refer to this
as the long element (Figure 2¢).

Our pilot participants reported being annoyed by the splash-
screen element (several considered it a glitch); we therefore
removed it before we launched the study.

Message display logic We set TextLight to show our
short messages periodically, aiming to ensure users would see
all messages while keeping low enough frequency to avoid
annoyance. Messages are shown round-robin, in the following
order: s.conf, s.mech, s.risk, s.meta, s.endpt.

The profile element is shown when the user opens
the profile-setup or username-settings screens. An in-
conversation message is shown each time the user initiates
a conversation with a new recipient. This is similar to What-
SApp’s current short notification that a new conversation is
e2e encrypted. Messages are also shown probabilistically
each time the user starts a new session with the app, based on
the first screen visited. If the user starts on the list of conversa-
tions, they have a 20% chance of seeing the conversation-list
message element; if they start within a conversation, they have
a 20% chance of seeing an in-conversation message element.
We constrained message frequency to ensure at least 8 hours
between probabilistic messages but require a message if more
than 43 hours have passed.



Conversation-list messages persist until they are dismissed,
but no more than one is displayed at a time. To ensure mes-
sage rotation, we automatically dismiss any conversation-list
message that has persisted for more than 10 hours, allowing a
new message to (probabilistically) take its place.

We determined these frequency rules during piloting; based
on pilot behavior, we expected approximately 0.75 messages
per participant per day.

Other app modifications =~ We made other minor changes
from Signal to TextLight, including limiting unneeded fea-
tures, instrumenting the app to measure our participants’ in-
teraction with it, streamlining the installation process for par-
ticipants, and rebranding. We modified only the client app
and used Signal’s server-side infrastructure as is.

TextLight is designed only for use with our study, as our
instrumentation is not compatible with the privacy goals of
e2e encryption. To this end, we configured it to only work
within our study setup, and we clearly marked it in the Google
Play store as for a research study only.

We disabled unnecessary features that could create privacy
risks for our participants or require connection to external ser-
vices, including options to share Signal with friends, connect
to a desktop client, use SMS, and any features that access the
participant’s local contacts or pre-existing text messages. We
kept microphone, camera, and local storage permissions in
case participants opted to share media messages.

We instrumented the app to measure how much time users
spent on which pages, which Ul elements they interacted with,
and when they sent messages. We stored logs on our server,
under participant pseudonyms we generated.

We also streamlined Signal’s standard registration process
for participants. After installing the app, participants only
needed to enter a phone number (provided by us); we auto-
mated other verification and registration steps.

5.2 Study structure
The six stages our participants completed are detailed below.

Pre-screener and recruitment  We again recruited from
Prolific. This time, we pre-screened participants (see Ap-
pendix [) to rule out those with too much e2e encryption
knowledge up front, rather than removing their responses af-
ter the fact. The study was advertised as “Messaging App
Study” to avoid potential privacy-related selection bias. We
invited participants to the study if:

e They resided in the U.S.;

e They had an Android 6.0 or above phone, in order to effec-
tively use our TextLight app;

e They had never used Signal and would therefore not be
biased by prior perceptions;

e They were e2e encryption novices: They disagreed or
strongly disagreed that they could“describe what symmet-

ric key encryption is,” “describe what End-to-End Encryp-
tion is”, and “describe a scenario where Diffie-Hellman key
exchange is used.” Since we expected the change in mental
models to be more subtle than the survey study (due to the
more realistic scenario), we selected for slightly less e2e
encryption knowledge than previously; and

e They were willing to participate in a remote interview:
Although only experimental participants were invited to
interview, to avoid selection bias all participants were re-
quired to express willingness to interview.

Further, we collected IT background, gender, age, and ed-
ucation to ensure our sample was reasonably well balanced.
We invited qualified participants to the main study (randomly
assigned to either the control or experimental conditions).

Initial questionnaire  Participants who were invited to the
main study were first asked to consent to the entire study, then
given a pre-intervention questionnaire (see Appendix J). The
questionnaire introduced TextLight and assured participants
that the app was e2e encrypted. Next, we asked a slightly mod-
ified version of the communications privacy questionnaire
described in Section 3.1. The main modification, based on
piloting (Section 5.2), was to organize all not-e2e encryption
questions together rather than distributing them among adver-
saries, to avoid confusion. We further distinguished these ques-
tions by tying them to a fictional non-e2e encrypted app we
named MessageBright, to avoid any misinterpretation about
TextLight. In addition, to reduce stress and discomfort, we
remind users that there are no right or wrong answers.

Installation and tutorial  Participants next viewed a tuto-
rial on how to install and use TextLight. Because participants
were recruited remotely and asynchronously, we aimed to
make installation as seamless as possible (see Appendix J).

Participants were instructed to install TextLight through the
Google Play Store via a provided link. To minimize personal
information collected, participants were provided a phone
number controlled by the research team® to use for registra-
tion. We automated portions of Signal’s registration confirma-
tion process to minimize participant effort. Participants were
shown an animation depicting a correct registration outcome.

Finally, via another animation, participants were instructed
to start a new text-message conversation with a provided
phone number. These numbers were operated by researchers;
however, participants were not explicitly told who the num-
bers belonged to. To reduce bias, researchers did not know
condition assignments; however, a few participants referenced
educational messages unprompted during the daily conversa-
tions, and researchers learned three participants’ conditions
during tech support.

Application use  After installation, participants were in-
structed to use the app to chat with the person they had started

8We obtained the numbers from Twilio.com, which also provides an API.



a conversation with, every day for 20 days. To count for com-
pensation (detailed below), participants needed to send at least
five messages per day, with the first and last messages at least
10 minutes apart. Participants were instructed not to share any
information they considered private, and were notified that for
study purposes the researchers would monitor some app uses,
such as interaction with UI elements and how many messages
were sent. (See Section 5.1 for instrumentation details.)

Researchers typically messaged participants each day for a
brief conversation on generic (non-security or privacy) topics
such as hobbies, daily news (non-political), sports, etc. Par-
ticipants were occasionally instructed during conversation to
initiate the next day’s conversation themselves (three occur-
rences per participant) or to initiate a chat with a different
number (a different researcher, two occurrences per partici-
pant). This forced participants to spend time on the screen
that displays all conversations (Figure 2c¢), rather than only
in a specific conversation (Figure 2c). These conversation
patterns were designed to trigger (for the experimental group)
our informational messages (see Section 5.1).

Exit questionnaire Twenty days after installation, we
posted the exit questionnaire on Prolific and reminded the
participants (through TextLight) to complete it. As in the
survey study, we re-administered the communications pri-
vacy questionnaire (Section 5.2 used the exit questionnaire
to obtain a post-intervention measurement of mental mod-
els by re-administering the communications privacy ques-
tionnaire (Section 5.2). We also asked questions about the
participant’s experience with the app, including the System
Usability Scale [11], who they thought would use TextLight,
whether they had noticed any bugs or glitches, and whether
they had noticed “any informative messages or prompts."” We
also asked what participants thought was the purpose of the
study. The full survey is given in Appendix K.

Interviews We invited participants in the experimental
condition who completed at least 18 of 20 conversation days
to an exit interview. Interviews took on average less than 14
minutes. The goal of the interviews was to explore partici-
pants’ mental models of e2e encryption and experiences with
the app in more depth. We started with usability and general
evaluation questions, including whether the app was easy to
use and how it compared to other messenger apps.

We then asked questions related to our intervention mes-
sages, structured to test the participant’s recall without remind-
ing them of the messages. First, we asked if they remembered
seeing any educational messages and where they were. We
then showed screenshots, with the message text blurred out, as
a prompt for recall. At that point, we asked participants if they
could recall what the messages had said, whether it was the
same message every time, how frequently they had seen the
message, and whether they were interested in learning more
about the content. Finally, we asked participants what they
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thought e2e encryption meant and what it would (not) protect
against. The interview protocol is given in Appendix L.

Compensation  Participants were compensated $0.70 for
completing the pre-screener, $2.00 for completing the ini-
tial questionnaire, $8.00 for installing the application and
sending their first message, $1.50 per successful conversa-
tion day (as described in Section 5.2), $5.00 for completing
the exit questionnaire, and $15.00 for completing an inter-
view. Participants who dropped out before completing the
exit questionnaire were not paid for conversation days. Aver-
age compensation for those who completed the entire study
was $48.30 (o~ = $9.20); participants who started but didn’t
complete the study received on average $8.40 (o = $3.90).

Pilot testing We conducted (pre-COVID-19) three in-
person pilots for the initial questionnaire and installation tuto-
rial; two partially in-person pilots covering the entire study
but with only 10 conversation days, and five fully online pilots
covering the entire study but with only seven conversation
days. In-person pilots were recruited from convenience sam-
ples; online ones were recruited from Prolific. Pilot testing
helped us to refine study procedures, content and placement
of educational messages, and questionnaire wording.

5.3 Data analysis

For the app study, we used a simplified version of the survey
study analysis, with only one experimental group instead of
eight. We again used differences between the pre- and post-
intervention questionnaires as the main unit of analysis. We
first confirmed that the capability groupings from the survey
study (Section 3.3) still held. We then used two-tailed pair-
wise MWU tests to compare the control and experimental
conditions for each adversary-capability set, reporting signifi-
cance as well as effect size via location-shift estimates.

To check whether our educational messages reduce Text-
Light’s usability, we compared SUS scores between the con-
trol and experimental conditions using the Mann-Whitney
test for Equivalence (MWE) [68]. Unlike traditional hypothe-
sis testing, the null hypothesis here that the two samples are
different; if significant, they are likely to be drawn from the
same distribution. We apply the stricter equivalence range
suggested by Wellek [68].

Interviews were transcribed by a third-party service. Two
researchers qualitatively coded the transcripts using an open-
coding approach [14]. The two researchers established an ini-
tial codebook based on five randomly selected transcripts [51].
Then, the they independently coded two randomly selected
interviews at a time to establish inter-rater reliability. After
each batch, the researchers met to resolve differences and
update the codebook. Once reliability was established on two
interviews (a > .8 [34]),researchers coded two more inter-
views (without resolving differences) to bring the set used
for reliability to ~20% of the interviews. As suggested by



Campbell et al., one researcher unitized the interviews before
coding in order keep the coded sections consistent [14]. We
obtained a Krippendorff’s a of .89.

As they were only a minor datapoint in our study, we col-
laboratively coded open-ended questions from the pre- and
post-intervention questionnaires [39]. Note that there is some
overlap between the interview and survey codebooks; we
reuse already established codes when applicable.

5.4 Ethical considerations

This study was also approved by the University of Maryland
IRB. We used standard ethics procedures, including obtaining
consent before the pre-screener and again upon invitation to
the main study; allowing participants to leave the study at
any point with partial compensation; minimizing the collec-
tion of identifiable information; and keeping all potentially
identifiable information on password-protected systems.

We considered pairing participants with each other for less
mediated conversation, but decided not to in order to remove
the potential for sending/receiving inappropriate messages.
To further protect participants, we disabled certain Signal
features to limit participants’ exposure (Section 5.2) and asked
participants not to share any private information during daily
conversations. These decisions may limit ecological validity,
but we considered them ethically necessary.

We collect demographic information such as age, ethnicity,
and gender in order to report on the (un)representativeness of
our samples (Sections 4.1 and 6.1). We offered “prefer not to
answer” options for these questions.

5.5 Limitations

The app study was designed to address some of the ecolog-
ical validity limitations of the survey study. However, other
limitations typical for studies of this kind remain.

Our U.S.-based Prolific sample may not be sufficiently rep-
resentative of the user base for messaging apps, as discussed
in Section 3.5. Further, we limit the study to Android users.
Possibly outdated research from 2014 suggests that Android
users are more privacy sensitive, meaning they may be more
interested in e2e encryption [45]. On the other hand, requir-
ing participants to be willing to complete an interview may
have selected for less privacy sensitivity. We attempt to miti-
gate this in part by limiting participation to users with little
knowledge of e2e encryption.

While we attempted to approximate realistic use, texting
two researchers as part of an experiment is not the same as
using a messaging app with friends and family.

To protect participants, we instructed them not to share
private information and alerted them to our instrumentation.
This may reduce overall trust in e2e encryption and introduce
unwanted bias. This may also reduce participants’ investment
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in whether or not communications in TextLight are mean-
ingfully private, which may limit interest in our educational
messages. However, this was unavoidable to ethically protect
participants. Further, our instrumentation is somewhat sim-
ilar to the employee adversary and metadata capability we
ask about. These issues apply to both the experimental and
control conditions, enabling comparison.

When asked about the purpose of the study, participants
generally assumed we were trying to test the features of a mes-
saging application (n=41), and only three mentioned the edu-
cational messages. This suggests any demand effects would
not be relevant to our research questions.

As mentioned in Section 3.5, non-parametric hypothesis
tests have limited power, meaning subtle shifts in mental mod-
els may not manifest in test results. A-priori power analysis
indicated 30 participants per group would be enough to detect
large effects (Cohen’s d = 0.8 [15]) with 80% power but not
enough to meet the same standards of the survey study (Long
vs. Control). For that, we would have to recruit 30 more partic-
ipants per group which was not feasible for our costly experi-
mental setup (time-consuming interaction with participants).
Instead, we recruit people less knowledgeable about e2e en-
cryption (see 5.2) for more obvious mental model changes
and gather extensive qualitative data (interviews, open-ended
survey questions) to add depth to our results.

6 App Study: Results

We next detail the results of the app study.

6.1 Participants

We received 261 prescreening responses, of which 89 qual-
ified and 84 were invited to the main study. We invited in
batches, stopping once we had at least 65 participants actively
using TextLight. (We aimed for about 60 valid participants
after expected dropouts.) Sixty-eight participants started the
main study. We disqualified five participants for missing too
many conversation days (despite reminders) or uninstalling
TextLight. In total, 61 participants (32 experimental, 29 con-
trol) completed the exit questionnaire. We invited 23 of the
32 experimental participants for an interview; 19 agreed to
participate. Data was collected in April and May 2020.

Table 2 shows demographics of our app study participants.
which are similar to the survey study.

6.2 Using TextLight

Most participants used the app in line with our goals. Par-
ticipants completed an average of 18.5 conversation days
(0 = 3.3) with an average of 156.0 minutes (0=135.1) of
screen time in TextLight over the duration. Participants spent
an average of 139.2 minutes (o = 122.6) in the conversation



screen and sent on average 138.2 (o = 44.9) messages, more
than the required 100 over 20 days.

To investigate whether the educational messages interfered
with the usability of the app, we compared the SUS scores of
the experimental and control group using the MWE test. We
found no difference in usability between them (p = 0.026).

Our interviewees (experimental condition only) generally
found TextLight easy to use (n=19), professionally designed
(n=12), and similar to other messaging apps (n=11). These re-
sponses may be influenced by demand effects, as participants
generally assumed we were testing a new app we had devel-
oped, and may have wanted to say nice things. Nonetheless,
we believe these responses suggest TextLight was sufficiently
comparable to a real app to meet our ecological validity goals.

Only one participant noted e2e encryption when comparing
TextLight to other messaging apps.When asked about features
that stood out, five mentioned our educational messages and
two mentioned security features without referencing the mes-
sages directly. When asked in the exit questionnaire about
who might want to use TextLight, 39 of 61 (23 experimen-
tal, 16 control) answers mentioned privacy or security. Of
these, 11 (6 experimental, 5 control) mentioned the need for
security and privacy for professionals such as “people who
conduct private business" (P56, experimental) or “doctors
with patients’ health conditions” (P11, experimental). A large
minority (n=26, 10 experimental and 16 control) mentioned
general-purpose users unrelated to privacy or security (e.g.,
from the experimental group P32 said, “All the regular people
that communicate through text messaging").

6.3 Encountering educational messages

Experimental participants saw on average 19.4 e2e encryp-
tion messages during the study. Of these, 10.7 were in-
conversation messages, 6.5 were conversation-list, 1.4 were
profile, and 0.9 were long. Long messages, which required
participants to take explicit action, were only seen by 18 par-
ticipants. Within this group, Long was opened on average 1.6
times and was displayed on average for 19.0 seconds over the
duration of the study (o = 26.71). All 32 participants saw all
three other kinds of messages. All five Short message versions
were viewed approximately the same number of times (~ 3.7).

Most remembered the educational messages  In the exit
questionnaire, most experimental participants said they did
see “informative messages or prompts” (n=23) while others
said they didn’t see (n=3) or didn’t remember (n=5) the mes-
sages. Most (n=21) remembered that the messages were about
e2e encryption; however, two experimental participants who
claimed to remember described unrelated messages.

The interviews provide more hints about the effectiveness
of the e2e encryption messages. Thirteen of 19 interviewees
recalled the messages without prompting; of these, seven de-
scribed the conversation-list messages and eight described
the in-conversation messages (some overlap). After being
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shown blurred screenshots, only four remembered the pro-
file message, 17 remembered in-conversation messages, and
13 recalled conversation-list messages. Participants who re-
membered the messages (n=17) generally said they saw them
either every day (n=7) or every second day (n=6).

However, most paid them little attention During the
interview, four participants explicitly said they ignored the ed-
ucational messages. Another seven gave responses indicating
habituation. For instance, P15 said, “I don’t think that I really
thought to read it because I assumed that it was some type of
generic welcoming message or something probably.”

When asked in the interview if they were intrigued by the
messages or wanted to learn more, seven said they weren’t
interested and six said they were (although this may be exag-
gerated by demand effects). Only two participants said they
clicked on the short messages in order to “learn more”’; how-
ever, our logs show that 18 experimental participants did click
on a Short message and access the Long message. Three
participants also accessed Long through the settings menu.

When asked to recall whether the messages varied, most
participants said there was only one version (n=8) or that they
did not recall (n=6). In fact, there were five messages.

We also asked the 17 participants who recalled seeing the
messages about their content. Six mentioned e2e encryption
but could not give further specifics. A few mentioned specific
concepts we aimed to convey: weakness against metadata
(n=3), that no one can read sent messages (n=2), or that only
endpoints can read messages (n=2). Others mistakenly re-
ported that the messages were about how to use TextLight or
simply said they did not remember.

Taken together, these comments suggest that participants
noticed the messages existed but did not examine them care-
fully, as might be expected in a real-world scenario.

6.4 Mental models of e2e encryption

Unfortunately, we found no statistical evidence, in comparing
the experimental and control conditions, that our educational
messages improved mental models. Our interviews with ex-
perimental participants shed light on why the messages were
less effective than we hoped.

No significant improvements in the questionnaire We
found only one significant difference in perceptions of ad-
versary capability (Table 4). Experimental participants were
somewhat less likely to believe app-company employees
could observe metadata (p=0.03; location shift estimate —1),
which is a change in the wrong direction. This fits our survey-
study observation that short messages can sometimes oversell
the benefits of e2e encryption; our hope that rotating through
the messages would mitigate this issue was not borne out.

A closer look at effect sizes shows that the adver-
sary/capability pairs with the largest effect sizes in the survey
study (Interception capabilities of Employee and Government



Employee ISP Server Hacker  Government  Unlocked Malware

S A S A S A S A S A S A

Interception  -1.00* -0.67 -0.67* 0.00  0.00 0.00 -1.00* -0.33 0.00 0.00  0.67* 0.00
Metadata 0.00 -1.00%* 0.00* 0.00  0.00 0.00 0.00 0.00 0.00 0.00  0.00 0.00
Not-E2EE n/a  0.00 0.00 1.00 n/a 0.00 n/a  0.00 n/a 0.00 n/a  0.00

Table 4: Location-shift estimates for MWU test results. The left column for each adversary-capability compares Control to Long in the survey
study; the right column compares Control to Experimental in the app study. * indicates a statistically significant result (p < 0.05).

adversaries in Table 4) also appear to have negative effects
(the correct direction) in the app study. Although encouraging,
it is not clear if this is a real effect that is too small for our
experiment to confirm or just noise. Further research would
be needed to validate these trends.

Similar to the survey study, we observe ceiling effects with
not-e2e encryption and metadata capabilities with most ad-
versaries (see Figure 6b and 6¢ in Appendix G).

Definitions of e2e encryption are high-level but mainly
correct We asked interview participants to define e2e
encryption. The most common response conveyed that only
the sender and intended recipient could view the content of the
message (n=8), as exemplified by P13: “A message that you
send out is encrypted and the only person who can unencrypt
it to read it would be the receiver of the message.” Other defi-
nitions differed slightly by emphasizing who could not view
(n=5), alter (n=5), or otherwise intercept (n=4) the message.
Three participants used the key-lock metaphor we described
in the s.mech and Long messages, and three mentioned the
metadata weakness detailed in s.meta. Only two participants
said they were not sure what e2e encryption meant.

Recognition of protection from non-endpoint threats
When asked to explain what e2e encryption protects against,
about half of interview participants (n=10) generally de-
scribed it as effective against non-endpoint adversaries. P23,
for example, said, “Probably anyone who would interrupt or
interfere in between the messaging, in between where you
sent it and someone else received it.”

Participants also frequently mentioned protection from ad-
versaries highlighted in the educational messages and/or the
communications privacy questionnaire. Four mentioned a
server hacker, four mentioned the ISP, and three mentioned
the government adversary. Three mentioned ambiguous ad-
versaries such as “hackers,” and three incorrectly suggested
e2e encryption would protect against malware.

e2e encryption weaknesses were less clear ~ When asked
what e2e encryption does not protect against, participants
again mentioned adversaries we described in the educational
messages and questionnaires. Most mentioned an unlocked
phone (n=14); in both studies, we found that participants
largely started with a correct mental model for this before our
intervention. A few participants mentioned the government

13

(n=4), an app company employee (n=2), or a server hacker
(n=1). Three specifically noted that e2e encryption could not
protect against all “hackers.” In total, nine of 19 participants
gave answers that at least in part contradicted the principles
we attempted to convey in the educational messages. As one
example, P11 said, “The company essentially has access to
it. They don’t necessarily look at it, but if the proper legal
methods are observed, there is a chance that someone else
might be able to see it, for instance, the government.”

7 Discussion

Our educational messages were effective in isolation, but
when embedded into app workflows they did not show sta-
tistically significant effects. This is likely related to the fact
that although most participants noticed the messages, many
ignored their contents, possibly out of habituation to infor-
mational messages generally. The difference may also reflect
short-term recall in the survey study compared to longer-term
recall in the app study. Overall, this suggests messages like
ours may need to be somewhat more intrusive to be useful.

Educational intervention works, to an extent  In the sur-
vey study, our educational interventions worked reasonably
well, with minimal unintended consequences. In line with
our prior work [9], participants easily grasped core principles
related to confidentiality (measured via our interception ca-
pability). To some extent, participants gained understanding
about metadata weaknesses. However, we did find some evi-
dence in the app study that our intervention may have oversold
the capabilities of e2e encryption with respect to metadata.

We also found evidence that many participants already
possessed strong mental models with respect to risks of not-
e2e encryption communications and risks of physical access at
endpoints. These findings reflect somewhat more knowledge
than was observed in prior work [2,3, 17] — this may reflect
differences in study populations, or that users are learning
as they gain exposure to e2e encrypted apps over time. We
argue that where participants have correct models like these,
educational interventions should reinforce them.

Interventions may need to be more intrusive Unfortu-
nately, we were unable to replicate the successes of the survey
study in a more realistic in-workflow context. We mainly



attribute this difference to the messages failing to attract suffi-
cient user attention in this more realistic setting.

However, quantitative and qualitative results suggest that
participants did not find our interventions intrusive or unus-
able; thus, there may be room to make such interventions
more noticeable without triggering an undue amount of user
annoyance. As one example, we decided during pilot testing
to remove the splash-screen message element that participants
found somewhat disruptive; in hindsight, we hypothesize that
this might have struck a better balance between usability
and noticeability. Other modifications could include making
the educational messages bigger or bolder, highlighting key
phrases, or using graphics to make them more eye-catching.
Future work should explore whether changes like these can
achieve better results without significant harm to usability.

Experimental setup The discrepancy between the two
studies could also be attributed to the differing experimental
setups. The survey study involved one intervention with ques-
tions, on average, less than 10 minutes later. The app study
involved 20 days of participation with interventions every
1-2 days. Thus, we might have measured short-term recall of
educational material with the survey study, vs. longer-term
impact on mental models with the app study. On the other
hand, prior work provides some evidence that security nudg-
ing surveys can have longer term impact [55]. Additional
controlled experiments would be needed to know to what
extent our survey study had lasting impact on mental models.

Other kinds of interventions  Our results also underscore
that in-workflow messages are only one way to influence
mental models of secure communication. As in our prior
work [8,9], when our participants were focused on our educa-
tional content, they did learn functional information. While
it is not realistic to expect most users to seek out training
on secure communication, this result bolsters the importance
of making well-designed educational materials available to
those who do seek them out. Organizations like EFF and the
Library Freedom Project [20,42] have developed several such
materials; future work should consider evaluating where they
succeed and whether improvements can be made.

Further, there is increasing emphasis on teaching everyday
privacy and security concepts in elementary and secondary
schools [35]. Including functional models of secure commu-
nication in these curricula could help these students, as they
grow up, to make appropriate choices about their communi-
cations mechanisms in an increasingly networked world.

8 Conclusion

In this work, we created educational messages to improve
functional mental models of e2e encryption and evaluated
them in both a controlled and a more realistic setting. We find
that conveying functional mental models of e2e encryption is
possible in isolation, but we hypothesize in-app nudging may
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require more intrusiveness to be effective; more experiments
are needed.
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Appendix
A Messages used in the survey study

A.1 Long message

Unlike many other messaging apps, messages in TextLight
are end-to-end encrypted. This ensures that only you and the
person you’re communicating with can read the messages
you send and receive. Nobody in between — including em-
ployees here at TextLight — can see the content of your
messages.

That’s because the encryption and decryption of messages
in TextLight occurs entirely on your device. Before a message
ever leaves your device, it’s secured with a lock, and only
you and your recipients have the keys to open the message
and read it. These keys are kept only on your devices, so
TextLight never has access to them.

Not all messaging apps use end-to-end encryption. For
example, SMS messaging is not encrypted. Apps that do
not use end-to-end encryption can access, read, or change
your messages, or even sell your private conversations to
other parties. TextLight, with end-to-end encryption, guaran-
tees that your messages can’t be sold because we don’t have
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access to your unencrypted messages in the first place. With
end-to-end encrypted messaging, privacy isn’t just a promise;
it’s mathematically ensured.

It’s important to note that TextLight and end-to-end encryp-
tion cannot protect against all possible privacy threats. Par-
ties such as TextLight and your internet service provider
(Verizon, T-mobile, etc.) may be able to tell that you are
exchanging messages with someone, even if they can’t see
what the messages say. Moreover, end-to-end encryption
cannot protect you from someone who gets their hands
on your unlocked phone, or from a hacker who has suc-
cessfully installed malicious software. TextLight also does
not prevent your correspondent from publishing the messages
you have exchanged.

A.2 Medium messages

ml: No confidentiality =~ Messages in TextLight are end-
to-end encrypted. Before a message ever leaves your device,
it’s secured with a lock, and only you and your recipients have
the keys to open the message and read it. These keys are kept
only on your devices, so TextLight never has access to them.

Apps that do not use end-to-end encryption can read,
change your messages, or even sell your private conversa-
tions to other parties. With end-to-end encrypted messaging,
privacy isn’t just a promise; it’s mathematically ensured.

It’s important to note that TextLight and end-to-end en-
cryption cannot protect against all possible privacy threats.
Parties such as TextLight and your internet service provider
(Verizon, T-mobile, etc.) may be able to tell that you are ex-
changing messages with someone, even if they can’t see what
the messages say. Moreover, end-to-end encryption cannot
protect you from someone who gets their hands on your un-
locked phone, or from a hacker who has successfully installed
malicious software.

m2: No endpoint weakness  Messages in TextLight are
end-to-end encrypted. This ensures that only you and the
person you’re communicating with can read the messages
you send and receive.

That’s because before a message ever leaves your device,
it’s secured with a lock, and only you and your recipients have
the keys to open the message and read it. These keys are kept
only on your devices, so TextLight never has access to them.

Apps that do not use end-to-end encryption can read,
change your messages, or even sell your private conversa-
tions to other parties. With end-to-end encrypted messaging,
privacy isn’t just a promise; it’s mathematically ensured.

It’s important to note that TextLight and end-to-end en-
cryption cannot protect against all possible privacy threats.
Parties such as TextLight and your internet service provider
(Verizon, T-mobile, etc.) may be able to tell that you are ex-
changing messages with someone, even if they can’t see what
the messages say.
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A.3 Short messages

Confidentiality (s.conf): Messages in TextLight are end-
to-end encrypted. This ensures that only you and the person
you’re communicating with can read the messages you send
and receive. Nobody in between can see the content of your
messages.

Metadata weakness (s.meta): Messages in TextLight
are end-to-end encrypted. However, parties such as TextLight
and your internet service provider (Verizon, T-mobile, etc.)
may be able to tell that you are exchanging messages with
someone, even if they can’t see what the messages say.

Endpoint weakness (s.endpt): Messages in TextLight
are end-to-end encrypted. However, end-to-end encryption
cannot protect you from someone who gets their hands on
your unlocked phone, or from a hacker who has successfully
installed malicious software.

Mechanism (s.mech): Messages in TextLight are end-to-
end encrypted. Before a message ever leaves your device, it’s
secured with a lock, and only you and your recipients have
the keys to open the message and read it.

Risks (s.risk):  Messages in TextLight are end-to-end en-
crypted however, not all messaging apps use end-to-end en-
cryption. Apps that do not use end-to-end encryption can read,
change, or even sell your messages to other parties.

A.4 Control message

TextLight is a messaging app with a focus on speed and accu-
racy, it’s super-fast, simple and free. You can use TextLight
on all your devices at the same time — your messages sync
seamlessly across any number of your phones, tablets or com-
puters.

With TextLight, you can send messages, photos, videos
and files of any type (doc, zip, mp3, etc), as well as create
groups for up to 200,000 people or channels for broadcasting
to unlimited audiences. You can write to your phone contacts
and find people by their usernames. As a result, TextLight is
like SMS and email combined — and can take care of all your
personal or business messaging needs. In addition to this, we
support voice calls.

B Messages used in the app study

B.1 Short messages

e Messages in TextLight are end-to-end encrypted. End-to-
end encryption ensures that only you and the person you’re
communicating with can read the messages you send and
receive. Nobody in between can see the content of your
messages.



e Even though messages in TextLight are end-to-end en-
crypted, parties such as TextLight and your internet/mobile
service provider (Verizon, AT&T, etc.) may still be able to
tell that you are exchanging messages with someone, even
if they can’t see what the messages say.

e We use end-to-end encryption in TextLight to keep your
messages safe, but end-to-end encryption cannot protect
you from someone who gets their hands on your unlocked
phone, or from a hacker who has successfully installed
malicious software on your phone.

e End-to-end encryption ensures that before a message ever
leaves your device, it’s secured with a lock, and only you
and your recipients have the keys to open the message and
read it. Messages in TextLight are end-to-end encrypted.

e Not all messaging apps use end-to-end encryption. Apps
that do not use end-to-end encryption can read, change, or
even sell your messages to others. That’s why we always
use end-to-end encryption in TextLight.

B.2 Long message

Unlike many other messaging apps, messages in TextLight
are end-to-end encrypted. End-to-end encryption ensures that
only you and the person you’re communicating with can read
the messages you send and receive. Nobody in between —
including employees here at TextLight — can see the content
of your messages.

That’s because with end-to-end encryption, the encryption
and decryption of messages in TextLight occurs entirely on
your device. Before a message ever leaves your device, it’s
secured with a lock, and only you and your recipients have
the keys to open the message and read it. These keys are kept
only on your devices, so TextLight never has access to them.

Not all messaging apps use end-to-end encryption. For
example, SMS messaging is not encrypted. Apps that do not
use end-to-end encryption can access, read, or change your
messages, or even sell your private conversations to other
parties. TextLight, with end-to-end encryption, guarantees
that your messages can’t be sold because we don’t have access
to your unencrypted messages in the first place. With end-
to-end encrypted messaging, privacy isn’t just a promise; it’s
mathematically ensured.

We use end-to-end encryption in TextLight to keep your
messages safe, but end-to-end encryption cannot protect
against all possible privacy threats. Parties such as TextLight
and your internet/mobile service provider (Verizon, AT&T,
etc.) may be able to tell that you are exchanging messages
with someone, even if they can’t see what the messages say.
Moreover, end-to-end encryption cannot protect you from
someone who gets their hands on your unlocked phone, or
from a hacker who has successfully installed malicious soft-
ware on your phone. TextLight also does not prevent your
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correspondent from publishing the messages you have ex-
changed.

C Mapping of educational messages to find-
ings of our previous work [9]

A mapping between suggestions in our previous work and
educational messages in this work are given in this Appendix.
All short messages mentioned below are also included in the
Long message.

o Confidentiality: Previously we had suggested that users
find confidentiality the most important aspect of e2e
encryption. We emphasize this point in s.conf, s.mech.

e Risks: We directly communicate the risks of not using
e2e encrypted systems with s.risk. Our previous work
noted that that conveying the risks of not using e2e en-
cryption was important and surprising to multiple users.

e Mechanism: We dedicate a short message to the inner
workings of e2e encryption (s.mech). As suggested pre-
viously, we use a brief analogy and emphasize that this
mechanism ensures confidentiality. This aims to strike
a balance between users who want to learn more about
the technical aspects of e2e encryption, and users who
are confused by it.

¢ Endpoint and metadata weaknesses: We had previ-
ously suggested that it is important to mention weak-
nesses of e2e encryption, we achieve this with s.meta
and s.endpt. s.endpt emphasizes that the endpoints aren’t
protected by e2e encryption, and s.meta conveys that e2e
encryption by itself does not protect metadata. Although
metadata weakness wasn’t emphasized in our prior work,
we think it’s an important limitation of e2e encryption
and therefore include it.

In addition, we follow other recommendations such as
avoiding integrity and authenticity topics, employing risk com-
munication methods, and integrating the messages in regular
communication workflows.



D Survey study interception capability difference and Likert plots

Strongly Agree -

Government interception

2
(%]
(m]
-2
, , o= H= E ™ == §— ™ "n g™ .
Employee interception )
Sl il =l =l e L
2 o0 - || || — 1 N | N 1 |
@ Control” Long || m1 || m2 Hs.coans.mela“s.endpll |s.mech|| s.risk |
E 0 ’ Peg0Rt pregost preoRt gregost gregost gregost gregdst gregost gregost
-2 message version
= e T e R —— e e Unlocked phone interception
& 0.50 2
Tl -. -. -. -l e e =l = @
Control|| Long m1 m2 s.conf | |s.meta| [s.endpt| [s.mech| | s.risk uDE 0
O™ pregost oBoost oot pregost gregost oot pregost gregast -2
message version
. . 1.00
NN W W
&~ 050
.2 ) = | ol N ey | |
Q’:‘ 0 Controll Long | m1 | m2 s.conf | |s.meta| |s.endpt| |s.mech|| s.risk
o g0t gregost pregost grepost gregost gegost giegost grEgost gregost
-2
message version
T e g wm= oy EmES Unlocked phone Change
~ 0.50
=l ml A al e e Gl -
Control| | Long m1 m2 s.conf | |s.meta| [s.endpt| [s.mech| | s.risk %‘ 0
o@post orBgost (B0t (8GOSt (18aSt giegoSt gegost oSt gregest
message version -2
Server hacker |ntercept|0n E ;S’; —mm .. -. = .- -. —— -.
2 % 0.50
g Sl mm Bl gl e e m .
a 0 Long m1 m2 s.conf | |s.meta| |s.endpt| |s.mech|| s.risk
-2 gtevpos‘ p(e‘)gs‘- ptepos‘ p‘epos\ p(epos\ o:ego‘s‘ Q(epos‘ p‘e‘)os‘- p{e‘,os\
. message version
T = ] . .
o N BN BN . HE In =W Malware interception
e - | —- 5
Control” Long || m1 H m2 Hs.coans.melaHs.endpll |s.mech|| s.riskl o
Peg0st pregost oSt pregost gregost gregost pregost pregost pregost aDE 0
message version 2
(a) Employee, ISP, Server hacker adversaries £ |- -l PR TR T T
E 0.50
- z:éz . — — e e — .
Control” Long || m1 || m2 Hs.coans.metaHs.endpll |s.mech|| s.risk |

gtapoﬁ‘ p(ﬂpoﬁ" pﬂapo‘"a't Q‘chﬁ\ p(epos\ Qtepos‘ gﬁipo‘i‘ p(apoﬁ‘- pfe-pos\
message version

(b) Government, Unlocked phone, Malware adversaries
. Strongly Disagree

Figure 3: Difference distribution and Likert plots for interception capabilities of all adversaries for the survey study. In the
difference plots, red dots indicate medians and green dots indicate means. In the Likert plots, darker colors indicate extremes.
If the intervention is effective, we expect the difference distribution plots for Employee, ISP, Server hacker, Government, and
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H Full survey used in the survey study

Survey link: https://umdsurvey.umd.edu/jfe/form/
SV_0pmvLWgH5xBUZ3E

o In what country do you currently reside?

United Kingdom
United States
Ireland

Germany

France

Spain

Other

e Do you have computer programming skills?

Yes
No
I don’t know

e Please indicate whether you agree with the following
statements.

I can install applications on my phone.

I can go to a website if the web address is given to
me.

I can buy goods online.
I can describe how the internet works.

I can describe what an Internet Protocol (IP) ad-
dress is.

I can describe what an Internet Service Provider
(ISP) is.

I can describe what symmetric key encryption is.
I can describe what End-to-End Encryption is.

I can describe a scenario where Diffie-Hellman key
exchange is used.

e [modified from [29]]

Please indicate how familiar are you with the following
computer and Internet-related items. [Asked on a five-
point Likert scale: Not familiar at all - Slightly familiar -
Moderately familiar - Very familiar - Extremely familiar]

Reload
Bookmark

Advanced search
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Favorites

Tagging
Preference setting
PDF

e Now consider the following scenario:

TextLight is a messaging app for mobile devices. All
communications within TextLight are end-to-end en-
crypted.

e The following questions on adversaries were displayed
one by one in random order

Based on your understanding of end-to-end encryp-
tion, please indicate whether you agree or disagree
that people employed by TextLight have the fol-
lowing abilities, regardless of their motivation to
do so.

Based on your understanding of end-to-end encryp-
tion, please indicate whether you agree or disagree
that your internet/mobile service provider (Ver-
izon, AT&T, Sprint, etc.) has the following abili-
ties, regardless of their motivation to do so.

Based on your understanding of end-to-end encryp-
tion, please indicate whether you agree or disagree
that hackers who have compromised the Text-
Light servers have the following abilities, regard-
less of their motivation to do so.

Based on your understanding of end-to-end encryp-
tion, please indicate whether you agree or disagree
that a government intelligence or national secu-
rity agency has the following abilities, regardless
of their motivation to do so.

Based on your understanding of end-to-end encryp-
tion, please indicate whether you agree or disagree
that someone who has access to your unlocked
phone has the following abilities, regardless of
their motivation to do so.

Based on your understanding of end-to-end encryp-
tion, please indicate whether you agree or disagree
that someone who has successfully installed mal-
ware on your phone has the following abilities,
regardless of their motivation to do so.

[Each of the displayed adversaries were asked about the
following capabilities in random order with the excep-
tion of IS NOT always being the last capability on the list.
Answers were given on a five-point Likert scale: Strongly
disagree - Disagree - Neither agree nor disagree - Agree
- Strongly agree |


https://umdsurvey.umd.edu/jfe/form/SV_0pmvLWgH5xBUZ3E
https://umdsurvey.umd.edu/jfe/form/SV_0pmvLWgH5xBUZ3E

— Can see that you have sent a message on TextLight,
regardless of knowing the content of the message.

— Can see what is in the message you have sent on
TextLight.

— Can change what is in the message after it is sent
through the TextLight app but before it is delivered
to the recipient’s phone. This means the person you
are texting with may receive a different message
than the one you have sent.

— Can pretend to be you on the TextLight app to send
messages to other people in your name.

— If TextLight IS NOT end-to-end encrypted, can see
what is in the message you have sent on TextLight.

In order to better explain what end-to-end encryption
is and how it is used in TextLight, TextLight shows the
following article in their official website. Please read it
carefully.

[We randomly display one version of the messages in
Appendix A. Long had twice the probability of appear-
ing (20%) compared to all of the other messages (10%
each).]

Now that you have read the messages about TextLight’s
end-to-end encryption, we would like to ask the same
questions about TextLight and end-to-end encryption
again. Please note that we are not testing you — we are in-
terested in whether or not the message you read provides
useful information.

[Again, the same questions asked previous to displaying
the message on adversaries and capabilities were dis-
played one by one in random order and on a five-point
Likert scale: Strongly disagree - Disagree - Neither agree
nor disagree - Agree - Strongly agree]

[The following free-response question varied depending
on the user’s previous responses. The adversary and the
capability asked about was chosen randomly for each
participant and each received only one such question.
An example question would look like: |

For the previous question, “Based on your understanding
of end-to-end encryption, please indicate whether you
agree or disagree that someone who has access to your
unlocked phone has the following abilities, regardless
of their motivation to do so.” Why do you “Strongly
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agree" with “Can see what is in the message you have
sent on TextLight."? [free-text response]

e Please indicate your age. [free-text response, numeric

> 18]

e What is your gender?

— Male
Female
— Other

Prefer not to answer

e Are you of Hispanic, Latino, or Spanish origin?

- No
- Yes

— Prefer not to answer

e Which of the following best describes your ethnicity?
(select all that apply)

— White

Black or African American

American Indian or Alaska Native

— Asian

Native Hawaiian or Other Pacific Islander

Some other race

Prefer not to answer

o Please specify the highest degree of level of school you
have completed or currently attending.
— Less than 9th grade
— 9th to 12th grade, no diploma
— High school graduate
— Some college, no degree
— Associate degree
— Bachelor’s degree
— Master’s degree
— Professional degree
— Doctorate degree
— Other



— Prefer not to answer — I am not sure that all messages are end-to-end en-

crypted
— I am moderately sure that all messages are not end-
e Which of the following best describes your educational to-end encrypted
background or job field?

— Iam confidently sure that all messages are not end-

— T have an education in, or work in, the field of com- to-end encrypted

puter science, computer engineering, or IT.

— I do not have an education in, nor do I work in, the I Pre-screener used in the app study
field of computer science, computer engineering, ) )
or IT. Survey link: https://umdsurvey.umd.edu/jfe/form/

SV_bxB5ttVnSOtCxxA.
— Prefer not to answer

e The purpose of this questionnaire is to determine eligi-
bility to the rest of the study.
e Which of the following messaging apps have you used

or are you using now? Select all that apply.

e In what country do you currently reside?
— Blackberry Messenger (BBM)

— Discord — United Kingdom
— Confide — United States
— Facebook Messenger = Ireland
— Google Hangouts — Germany
— France
— Groupme
— iMessage — Spain
— Instagram direct messages — Other
— KaokaoTalk
- LINE e Are you willing to participate in a face to face video call
— Wechat interview?
~ Signal — Yes, I would be willing to take part in a face to face
— Skype video call or interview
— Snapchat (Direct snaps) — No, I would be willing to take part in a face to face
— Telegram video call or interview
— Threema
~ Viber e What operating system (OS) does your primary mobile
— WhatsApp phone have?
~ Wickr — Android
~ Other — i0S (iPhone)
— Windows
— Other/Not Applicable

e Based on your knowledge about the messaging platform
you selected, do you think the messages exchanged in
that messaging platform are end-to-end encrypted?

Don’t Know

— I am confidently sure that all messages are end-to-

end encrypted e Which version of Android does your primary mobile

phone have?
— I am moderately sure that all messages are end-to-

end encrypted - KitKat4.4 -4.4.4
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Lollipop 5.0 - 5.1.1 Please indicate your age. [free-text response (numeric,

— Marshmallow 6.0 - 6.0.1 > 18)]

— Nougat7.0-7.1.2

— Oreo 8.0- 8.1 e What is your gender?
- Pie 9.0 — Male

— Android 10 — Female

— Other — Other

Prefer not to answer

e Please indicate whether you agree with the following
statements. asked on a five-point Likert scale: Strongly
disagree - Disagree - Neither agree nor disagree - Agree e Are you of Hispanic, Latino, or Spanish origin?
- Strongly agree

- No

— I can install applications on my phone. — Yes
— I can go to a website if the web address is given to — Prefer not to answer

me.
— I can buy goods online.
— T can describe how the internet works. e Which of the following best describes your ethnicity?
— I can describe what an Internet Protocol (IP) ad- (select all that apply)

dress is. — White

— I can describe what an Internet Service Provider
(ISP) is.

— I can describe what symmetric key encryption is.

Black or African American

American Indian or Alaska Native

Asian
— I can describe what End-to-End Encryption is.

Native Hawaiian or Other Pacific Islander
— I can describe a scenario where Diffie-Hellman key

exchange is used.

Some other race

Prefer not to answer

e Please indicate how familiar are you with the following

computer and Internet-related items. asked on a five- e Please specify the highest degree of level of school you
point Likert scale: Not familiar at all - Slightly familiar - have completed or currently attending.
Moderately familiar - Very familiar - Extremely familiar
— Less than 9th grade
~ Reload — 9th to 12th grade, no diploma
— Bookmark

— High school graduate

Advanced search - Some college, no degree

— Favorites — Associate degree

— Tagging — Bachelor’s degree

— Preference setting — Master’s degree

- PDF — Professional degree
Have you ever used the Signal messaging application? — Doctorate degree

~ Yes — Other

— No — Prefer not to answer

— Don’t remember
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e Which of the following best describes your educational
background or job field?

— T have an education in, or work in, the field of com-

puter science, computer engineering, or IT.

— I do not have an education in, nor do I work in, the
field of computer science, computer engineering,
or IT.

— Prefer not to answer

Initial questionnaire used in the app study

Survey link: https://umdsurvey.umd.edu/jfe/form/
SV_6FH2G29GEPSdGAe

e In the first section of the study you will be asked ques-
tions about different groups of people and their capabili-

ties over an application.

TextLight is a messaging app for mobile devices. All

communications within TextLight are end-to-end en-

crypted. Please answer the following questions based
on your own thoughts. The same question will be asked
six times, each for different groups of people. There are
eight questions in total. Note that there are no right or

wrong answers to these questions. Please select the op-

tions that make the most sense to you.

o [The following questions on adversaries were displayed
one by one in random order.|

— Based on your understanding of end-to-end encryp-

tion, please indicate whether you agree or disagree
that people employed by TextLight have the fol-
lowing abilities, regardless of their motivation to
do so.

— Based on your understanding of end-to-end encryp-

tion, please indicate whether you agree or disagree

that your internet/mobile service provider (Ver-

izon, AT&T, Sprint, etc.) has the following abili-
ties, regardless of their motivation to do so.

— Based on your understanding of end-to-end encryp-

tion, please indicate whether you agree or disagree

that hackers who have compromised the Text-

Light servers have the following abilities, regard-
less of their motivation to do so.

— Based on your understanding of end-to-end encryp-

tion, please indicate whether you agree or disagree

that a government intelligence or national secu-

rity agency has the following abilities, regardless
of their motivation to do so.
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— Based on your understanding of end-to-end encryp-
tion, please indicate whether you agree or disagree
that someone who has access to your unlocked
phone has the following abilities, regardless of
their motivation to do so.

— Based on your understanding of end-to-end encryp-
tion, please indicate whether you agree or disagree
that someone who has successfully installed mal-
ware on your phone has the following abilities,
regardless of their motivation to do so.

[Each displayed
adversaries were asked about the following capabilities
in random order on a five-point Likert scale: Strongly
disagree - Disagree - Neither agree nor disagree - Agree
- Strongly agree |

— Can see that you have sent a message on TextLight,
regardless of knowing the content of the message.

— Can see what is in the message you have sent on
TextLight.

— Can change what is in the message after it is sent
through the TextLight app but before it is delivered
to the recipient’s phone. This means the person you
are texting with may receive a different message
than the one you have sent.

— Can pretend to be you on the TextLight app to send
messages to other people in your name.

o [The following free-response question varied depending

on the user’s previous responses. The adversary and the
capability asked about was chosen randomly for each
participant and each received only one such question.
An example question would look like: |

For the previous question, “Based on your understanding
of end-to-end encryption, please indicate whether you
agree or disagree that someone who has access to your
unlocked phone has the following abilities, regardless
of their motivation to do so.” Why do you “Strongly
agree" with “Can see what is in the message you have
sent on TextLight."? [free-text response]

Now consider another messaging app called Message-
Bright. MessageBright IS NOT end-to-end encrypted.

Please indicate whether you agree or disagree that the
following groups of people can see what is in the mes-
sage you have sent on MessageBright, regardless of
their motivation to do so? [asked on a Likert scale]

[displayed in random order:]

— People employed by MessageBright.


https://umdsurvey.umd.edu/jfe/form/SV_6FH2G29GEPSdGAe
https://umdsurvey.umd.edu/jfe/form/SV_6FH2G29GEPSdGAe

— Your internet/mobile service provider (Verizon,
AT&T, Sprint, etc.)

Hackers who have compromised the Message-
Bright servers

A government intelligence or national security
agency

Someone who has access to your unlocked phone

Someone who has successfully installed malware
on your phone

e You will now be given instructions to successfully setup
TextLight.

— First, install the application.

— Next, register by using a phone number we provide
and setup your profile.

— After that, send a message to prove that you have
installed TextLight. Please follow the steps shows
in the tutorial below to send your first message.

— If you see the two check marks next to your text
that means you’re all set up. Good Job!

— Finally, read and follow the instructions on how to
use the app for 20 days.

You might have to switch back and forth between
the survey and the application from now on.

Please proceed for installation instructions.

Here is a link to install TextLight application in the
Google Play Store on a smartphone you use daily.

Please visit the following link on that smartphone: [link]
Alternatively you can search for [search term] in the
Google Play Store. (The developer name is [dev name])

You will need to use a phone number GIVEN BY US
to register. The number assigned to you is: XXX XXX-
XXXX

After installing the application please proceed to the
next page for instructions on how to register.

Get Registered on TextLight

Please follow the steps shown in the tutorial below to
setup your application. The number assigned to you is:
XXX XXX-XXXX

Feel free to copy and paste everything after the +1 like
shown in the tutorial.

Once complete, please proceed for instructions on how
to setup your profile.
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e Sending a Message

Please follow the steps shows in the tutorial below to
send your first message.

Enter the following number: XXXXXX — XXXX and tap
on "New message to..."

Make sure to say "Hi!"

Now that you have the application installed, starting
today we ask you to use the application daily for 20
days! Please keep the notifications on as we would like
to receive relatively quick responses.

The number you just started a conversation with will text
you each day and you will reply. Five or more messages
sent by you should be enough for a day as long as the
messages are sent over a longer-than-10-minute window.
That is, the first and last message you send in a day
should be at least 10 minutes apart.

Don’t feel limited to the topic of conversation, you can
talk about anything you like as long as it is not something
you consider private or something you would want to
keep secret.

As a reminder, each day of use will earn you $1.5. A
day of use is defined as sending 5 or more messages in a
day and over a longer-than-10-minute window. You will
earn $1.5 in a day and you can earn a maximum of $30
during the entire time that you use the app.

Today, if you have successfully completed the survey,
installed the application and sent the text you will receive
$10. Using the application will earn you up to $30 and
taking the exit survey will earn you $5. After the exit
survey a potential interview can earn you $15 more.

Please note that the money you earn for using the appli-
cation (if used everyday $30) will be paid out together
with the exit survey. This means that you might not get
compensation if you drop out of the study without taking
the exit survey.



that someone who has access to your unlocked
phone has the following abilities, regardless of
their motivation to do so.

W — Based on your understanding of end-to-end encryp-
° 0r @ tion, please indicate whether you agree or disagree
. that someone who has successfully installed mal-

ware on your phone has the following abilities,

e regardless of their motivation to do so.

ZXC Vi BENEM €

[Each displayed
adversaries were asked about the following capabilities
in random order on a five-point Likert scale: Strongly
disagree - Disagree - Neither agree nor disagree - Agree

K Exit questionnaire used in the app study Strongly agree |

Survey link: https://umdsurvey.umd.edu/jfe/form/

— Can see that you have sent a message on TextLight,
SV_eG06i858k61jIma

e Before you continue, please make sure that you have

deleted TextLight from your phone. You will not be us-
ing it from now on. In the first section you will be asked
questions about different groups of people and their ca-
pabilities over TextLight and end-to-end encryption.

Based on what you know, what is the purpose of this
study? [free-text response]

[The following questions on adversaries were displayed
one by one in random order. |

— Based on your understanding of end-to-end encryp-
tion, please indicate whether you agree or disagree
that people employed by TextLight have the fol-
lowing abilities, regardless of their motivation to
do so.

— Based on your understanding of end-to-end encryp-
tion, please indicate whether you agree or disagree
that your internet/mobile service provider (Ver-
izon, AT&T, Sprint, etc.) has the following abili-
ties, regardless of their motivation to do so.

— Based on your understanding of end-to-end encryp-
tion, please indicate whether you agree or disagree
that hackers who have compromised the Text-
Light servers have the following abilities, regard-
less of their motivation to do so.

— Based on your understanding of end-to-end encryp-
tion, please indicate whether you agree or disagree
that a government intelligence or national secu-
rity agency has the following abilities, regardless
of their motivation to do so.

— Based on your understanding of end-to-end encryp-
tion, please indicate whether you agree or disagree
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regardless of knowing the content of the message.

— Can see what is in the message you have sent on
TextLight.

— Can change what is in the message after it is sent
through the TextLight app but before it is delivered
to the recipient’s phone. This means the person you
are texting with may receive a different message
than the one you have sent.

— Can pretend to be you on the TextLight app to send
messages to other people in your name.

e [The following free-response question varied depending

on the user’s previous responses. The adversary and the
capability asked about was chosen randomly for each
participant and each received only one such question.
An example question would look like: |

For the previous question, “Based on your understanding
of end-to-end encryption, please indicate whether you
agree or disagree that someone who has access to your
unlocked phone has the following abilities, regardless
of their motivation to do so.” Why do you “Strongly
agree" with “Can see what is in the message you have
sent on TextLight."? [free-text response]

Now consider another messaging app called Message-
Bright. MessageBright IS NOT end-to-end encrypted.

Please indicate whether you agree or disagree that the
following groups of people can see what is in the mes-
sage you have sent on MessageBright, regardless of
their motivation to do so? [asked on a Likert scale]

[displayed in random order:]

— People employed by MessageBright.

— Your internet/mobile service provider (Verizon,
AT&T, Sprint, etc.)


https://umdsurvey.umd.edu/jfe/form/SV_eG06i858k6ljIma
https://umdsurvey.umd.edu/jfe/form/SV_eG06i858k6ljIma

Hackers who have compromised the Message-
Bright servers

A government intelligence or national security
agency

Someone who has access to your unlocked phone

Someone who has successfully installed malware
on your phone

o Users were asked to respond to the following questions
about their experiences using TextLight on a five-point
Likert scale: Strongly disagree - Disagree - Neither agree
nor disagree - Agree - Strongly agree

I think that I would like to use TextLight frequently

I found TextLight unnecessarily complex.

I thought TextLight was easy to use.

I think that I would need the support of a technical
person to be able to use TextLight.

I found the various functions in TextLight were
well integrated.

I thought there was too much inconsistency in Text-
Light.

I imagine that most people would learn to use Text-
Light very quickly.

I found TextLight very awkward to use.

I felt very confident using TextLight.

I needed to learn a lot of things before I could get
going with TextLight.

e Who do you think would be interested in using Text-
Light? [free-text response]

e Did you notice any abnormalities (bug, glitches etc.)
while using TextLight?
— Yes
- No

— Don’t remember

o [The following free-response question is shown if the
user answers "Yes'" to the previous question: |

Please describe the abnormalities you noticed. [free-text
response]
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e Did you notice any informative messages or prompts
while using the application?

— Yes
- No

— Don’t remember

e [The following free-response question is shown if the
user answers "Yes" to the previous question: |

Please describe what these messages were saying. [free-
text response]

L Interview questions used in the app study

User Experience

e How was it to use the app?
— Was it easy or difficult to use?
e How does it compare to other messengers?

e Do you think the app was professionally designed or
more amateur?

e What, if anything, in TextLight stood out to you?

Intended Audience
e Who do you think TextLight would be for?
e Who would use or benefit most from it?
— What types of people, groups?
— What would it be best for?
Messaging Role

e Do you know who you were talking to?

e Who was it (special role or participant)?

Bugs
e Did you encounter any bugs?
— What bugs, specifically?
— How was the registration process?
Educational Messages

e Did you notice informative

sages/popups/prompts?

any mes-



— Where exactly do you remember seeing them?

[Show blurred screenshots of all messages. Ask if they re-
member seeing each UL ]

e What did the warnings type things/informative mes-
sages/tooltip like things say?

— Were they the same messages each time between
each of the Uls?

% If no, what were some variations?
+ How many versions were there?

— How frequently did you get them?

— Did you want to learn more?

e2e encryption Meaning

e What does e2e encryption mean?

— What does it protect against?

— What does it not protect against?

31



	Introduction
	Related work
	Survey Study: Methods
	Communications privacy questionnaire
	Educational messages
	Data analysis
	Pilot studies
	Limitations

	Survey Study: Results
	Participants
	Comparing message versions
	Long is often better than control
	Some models are already correct
	Short messages can convey a specific point
	Medium: Better than Control, similar to Long
	Some messages may oversell e2e encryption

	Summary of survey study results

	App Study: Methods
	The TextLight App
	Study structure
	Data analysis
	Ethical considerations
	Limitations

	App Study: Results
	Participants
	Using TextLight
	Encountering educational messages
	Mental models of e2e encryption

	Discussion
	Conclusion
	Acknowledgements
	Messages used in the survey study
	Long message
	Medium messages
	Short messages
	Control message

	Messages used in the app study
	Short messages
	Long message

	Mapping of educational messages to findings of our previous work bai2020improving
	Survey study interception capability difference and Likert plots
	Survey study metadata capability difference and Likert plots
	Survey study not-e2e encryption capability difference and Likert plots
	App study all capabilities difference and Likert plots
	Full survey used in the survey study
	Pre-screener used in the app study
	Initial questionnaire used in the app study
	Exit questionnaire used in the app study
	Interview questions used in the app study

