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6WDWLF�DQG�G\QDPLF�YHULILFDWLRQ
� 6RIWZDUH�LQVSHFWLRQV��

² &RQFHUQHG�ZLWK�DQDO\VLV�RI�WKH�VWDWLF�V\VWHP�
UHSUHVHQWDWLRQ�WR�GLVFRYHU�SUREOHPV���VWDWLF�
YHULILFDWLRQ�

² 0D\�EH�VXSSOHPHQW�E\�WRRO�EDVHG�GRFXPHQW�DQG�
FRGH�DQDO\VLV

� 6RIWZDUH�WHVWLQJ��
² &RQFHUQHG�ZLWK�H[HUFLVLQJ�DQG�REVHUYLQJ�
SURGXFW�EHKDYLRXU��G\QDPLF�YHULILFDWLRQ�

² 7KH�V\VWHP�LV�H[HFXWHG�ZLWK�WHVW�GDWD�DQG�LWV�
RSHUDWLRQDO�EHKDYLRXU�LV�REVHUYHG
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9	�9�JRDOV
� 9HULILFDWLRQ�DQG�YDOLGDWLRQ�VKRXOG�HVWDEOLVK�
FRQILGHQFH�WKDW�WKH�VRIWZDUH�LV�ILW�IRU�
SXUSRVH

� 7KLV�GRHV�127�PHDQ�FRPSOHWHO\�IUHH�RI�
GHIHFWV

� 5DWKHU��LW�PXVW�EH�JRRG�HQRXJK�IRU�LWV�
LQWHQGHG�XVH�DQG�WKH�W\SH�RI�XVH�ZLOO�
GHWHUPLQH�WKH�GHJUHH�RI�FRQILGHQFH�WKDW�LV�
QHHGHG

�

9�	�9�FRQILGHQFH
� 'HSHQGV�RQ�V\VWHP·V�SXUSRVH��XVHU�
H[SHFWDWLRQV�DQG�PDUNHWLQJ�HQYLURQPHQW
² 6RIWZDUH�IXQFWLRQ

� 7KH�OHYHO�RI�FRQILGHQFH�GHSHQGV�RQ�KRZ�FULWLFDO�WKH�
VRIWZDUH�LV�WR�DQ�RUJDQL]DWLRQ

² 8VHU�H[SHFWDWLRQV
� 8VHUV�PD\�KDYH�ORZ�H[SHFWDWLRQV�RI�FHUWDLQ�NLQGV�RI�
VRIWZDUH

² 0DUNHWLQJ�HQYLURQPHQW
� *HWWLQJ�D�SURGXFW�WR�PDUNHW�HDUO\�PD\�EH�PRUH�
LPSRUWDQW�WKDQ�ILQGLQJ�GHIHFWV�LQ�WKH�SURJUDP

�

� &DUHIXO�SODQQLQJ�LV�UHTXLUHG�WR�JHW�WKH�
PRVW�RXW�RI�WHVWLQJ�DQG�LQVSHFWLRQ�
SURFHVVHV

� 3ODQQLQJ�VKRXOG�VWDUW�HDUO\�LQ�WKH�
GHYHORSPHQW�SURFHVV

� 7KH�SODQ�VKRXOG�LGHQWLI\�WKH�EDODQFH�
EHWZHHQ�VWDWLF�YHULILFDWLRQ�DQG�WHVWLQJ

� 7HVW�SODQQLQJ�LV�DERXW�GHILQLQJ�VWDQGDUGV�
IRU�WKH�WHVWLQJ�SURFHVV�UDWKHU�WKDQ�
GHVFULELQJ�SURGXFW�WHVWV

9�	�9�SODQQLQJ
�

6RIWZDUH�LQVSHFWLRQV
� ,QYROYH�SHRSOH�H[DPLQLQJ�WKH�VRXUFH�
UHSUHVHQWDWLRQ�ZLWK�WKH�DLP�RI�GLVFRYHULQJ�
DQRPDOLHV�DQG�GHIHFWV

� 'R�QRW�UHTXLUH�H[HFXWLRQ�RI�D�V\VWHP�VR�
PD\�EH�XVHG�EHIRUH�LPSOHPHQWDWLRQ

� 0D\�EH�DSSOLHG�WR�DQ\�UHSUHVHQWDWLRQ�RI�
WKH�V\VWHP��UHTXLUHPHQWV��GHVLJQ��WHVW�
GDWD��HWF��

� 9HU\�HIIHFWLYH�WHFKQLTXH�IRU�GLVFRYHULQJ�
HUURUV
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,QVSHFWLRQ�VXFFHVV
� 0DQ\�GLIIHUHQW�GHIHFWV�PD\�EH�
GLVFRYHUHG�LQ�D�VLQJOH�LQVSHFWLRQ
² ,Q�WHVWLQJ��RQH�GHIHFW�PD\�PDVN�DQRWKHU�
VR�VHYHUDO�H[HFXWLRQV�DUH�UHTXLUHG

� 7KH�UHXVH�GRPDLQ�DQG�SURJUDPPLQJ�
NQRZOHGJH�
² UHYLHZHUV�DUH�OLNHO\�WR�KDYH�VHHQ�WKH�
W\SHV�RI�HUURU�WKDW�FRPPRQO\�DULVH

�

,QVSHFWLRQV�DQG�WHVWLQJ
� ,QVSHFWLRQV�DQG�WHVWLQJ�DUH�FRPSOHPHQWDU\�
DQG�QRW�RSSRVLQJ�YHULILFDWLRQ�WHFKQLTXHV

� %RWK�VKRXOG�EH�XVHG�GXULQJ�WKH�9�	�9�
SURFHVV

� ,QVSHFWLRQV�FDQ�FKHFN�FRQIRUPDQFH�ZLWK�D�
VSHFLILFDWLRQ�EXW�QRW�FRQIRUPDQFH�ZLWK�WKH�
FXVWRPHU·V�UHDO�UHTXLUHPHQWV

� ,QVSHFWLRQV�FDQQRW�FKHFN�FKDUDFWHULVWLFV�
VXFK�DV�SHUIRUPDQFH��XVDELOLW\��HWF�
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3URJUDP�LQVSHFWLRQV
� )RUPDOL]HG�DSSURDFK�WR�GRFXPHQW�UHYLHZV
� ,QWHQGHG�H[SOLFLWO\�IRU�GHIHFW�
'(7(&7,21��QRW�FRUUHFWLRQ�

� 'HIHFWV�PD\�EH�ORJLFDO�HUURUV��DQRPDOLHV�LQ�
WKH�FRGH�WKDW�PLJKW�LQGLFDWH�DQ�HUURQHRXV�
FRQGLWLRQ��H�J��DQ�XQLQLWLDOL]HG YDULDEOH��RU�
QRQ�FRPSOLDQFH�ZLWK�VWDQGDUGV
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,QVSHFWLRQ�SUH�FRQGLWLRQV
� $�SUHFLVH�VSHFLILFDWLRQ�PXVW�EH�DYDLODEOH
� 7HDP�PHPEHUV�PXVW�EH�IDPLOLDU�ZLWK�WKH�

RUJDQL]DWLRQ�VWDQGDUGV
� 6\QWDFWLFDOO\�FRUUHFW�FRGH�PXVW�EH�DYDLODEOH
� $Q�HUURU�FKHFNOLVW�VKRXOG�EH�SUHSDUHG
� 0DQDJHPHQW�PXVW�DFFHSW�WKDW�LQVSHFWLRQ�ZLOO�

LQFUHDVH�FRVWV�HDUO\�LQ�WKH�VRIWZDUH�SURFHVV
� 0DQDJHPHQW�PXVW�QRW�XVH�LQVSHFWLRQV�IRU�VWDII�

DSSUDLVDO

��

7KH�LQVSHFWLRQ�SURFHVV

Inspection
meeting

Individual
preparation

Overview

Planning

Rework

Follow-up

��

,QVSHFWLRQ�SURFHGXUH
� 6\VWHP�RYHUYLHZ�SUHVHQWHG�WR�LQVSHFWLRQ�
WHDP

� &RGH�DQG�DVVRFLDWHG�GRFXPHQWV�DUH�
GLVWULEXWHG�WR�LQVSHFWLRQ�WHDP�LQ�DGYDQFH

� ,QVSHFWLRQ�WDNHV�SODFH�DQG�GLVFRYHUHG�
HUURUV�DUH�QRWHG

� 0RGLILFDWLRQV�DUH�PDGH�WR�UHSDLU�
GLVFRYHUHG�HUURUV

� 5H�LQVSHFWLRQ�PD\�RU�PD\�QRW�EH�UHTXLUHG
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,QVSHFWLRQ�WHDPV
� 0DGH�XS�RI�DW�OHDVW���PHPEHUV
� $XWKRU�RI�WKH�FRGH�EHLQJ�LQVSHFWHG
� ,QVSHFWRU�ZKR��ILQGV�HUURUV��RPLVVLRQV�DQG�LQFRQVLVWHQFLHV�
� 5HDGHU�ZKR�UHDGV�WKH�FRGH�WR�WKH�WHDP
� 0RGHUDWRU�ZKR�FKDLUV�WKH�PHHWLQJ�DQG�QRWHV�GLVFRYHUHG�HUURUV
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,QVSHFWLRQ�FKHFNOLVWV
� &KHFNOLVW�RI�FRPPRQ�HUURUV�VKRXOG�EH�XVHG�
WR�GULYH�WKH�LQVSHFWLRQ

� (UURU�FKHFNOLVW�LV�SURJUDPPLQJ�ODQJXDJH�
GHSHQGHQW

� 7KH�
ZHDNHU
�WKH�W\SH�FKHFNLQJ��WKH�ODUJHU�
WKH�FKHFNOLVW

� ([DPSOHV��,QLWLDOL]DWLRQ��ORRS�WHUPLQDWLRQ��
DUUD\�ERXQGV��HWF�

,QVSHFWLRQ�FKHFNV
Fault class Inspection check
Data faults Are all program variables initialised before their values

are used?
Have all constants been named?
Should the lower bound of arrays be 0, 1, or something
else?  
Should the upper bound of arrays be equal to the size of
the array or Size -1?
If character strings are used, is a delimiter explicitly
assigned?  

Control faults For each conditional statement, is the condition correct?
Is each loop certain to terminate?
Are compound statements correctly bracketed?
In case statements, are all possible cases accounted for?

Input/output faults Are all input variables used?
Are all output variables assigned a value before they are
output?

Interface faults Do all function and procedure calls have the correct
number of parameters?
Do formal and actual parameter types match?   
Are the parameters in the right order?   

Is each loop certain to terminate?
Are compound statements correctly bracketed?
In case statements, are all possible cases accounted for?

Input/output faults Are all input variables used?
Are all output variables assigned a value before they are
output?

Interface faults Do all function and procedure calls have the correct
number of parameters?
Do formal and actual parameter types match?   
Are the parameters in the right order?   
If components access shared memory, do they have the
same model of the shared memory structure?

Storage management
faults

If a linked structure is modified, have all links been
correctly reassigned?
If dynamic storage is used, has space been allocated
correctly?
Is space explicitly de-allocated after it is no longer
required?

Exception
management faults

Have all possible error conditions been taken into
account?

,QVSHFWLRQ�FKHFNV
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,QVSHFWLRQ�UDWH
� ����VWDWHPHQWV�KRXU�GXULQJ�RYHUYLHZ
� ����VRXUFH�VWDWHPHQW�KRXU�GXULQJ�
LQGLYLGXDO�SUHSDUDWLRQ

� �������VWDWHPHQWV�KRXU�FDQ�EH�LQVSHFWHG
� ,QVSHFWLRQ�LV�WKHUHIRUH�DQ�H[SHQVLYH�
SURFHVV

� ,QVSHFWLQJ�����OLQHV�FRVWV�DERXW����
PDQ�KRXUV�
HIIRUW� ���

��

$XWRPDWHG�VWDWLF�DQDO\VLV
� 6WDWLF�DQDO\VHUV�DUH�VRIWZDUH�WRROV�IRU�
VRXUFH�WH[W�SURFHVVLQJ

� 7KH\�SDUVH�WKH�SURJUDP�WH[W�DQG�WU\�WR�
GLVFRYHU�SRWHQWLDOO\�HUURQHRXV�FRQGLWLRQV�
DQG�EULQJ�WKHVH�WR�WKH�DWWHQWLRQ�RI�WKH�9�	�
9�WHDP

� 9HU\�HIIHFWLYH�DV�DQ�DLG�WR�LQVSHFWLRQV��$�
VXSSOHPHQW�WR�EXW�QRW�D�UHSODFHPHQW�IRU�
LQVSHFWLRQV
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6WDWLF�DQDO\VLV�FKHFNV
Fault class Static analysis check

Data faults Variables used before initialisation
Variables declared but never used
Variables assigned twice but never used
between assignments
Possible array bound violations  
Undeclared variables

Control faults Unreachable code
Unconditional branches into loops

Input/output faults Variables output twice with no intervening
assignment

Interface faults Parameter type mismatches
Parameter number mismatches
Non-usage of the results of functions
Uncalled functions and procedures

Storage management
faults

Unassigned pointers
Pointer arithmetic
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6WDJHV�RI�VWDWLF�DQDO\VLV
� &RQWURO�IORZ�DQDO\VLV� &KHFNV�IRU�ORRSV�ZLWK�

PXOWLSOH�H[LW�RU�HQWU\�SRLQWV��ILQGV�XQUHDFKDEOH�
FRGH��HWF�

� 'DWD�XVH�DQDO\VLV� 'HWHFWV�XQLQLWLDOL]HG�
YDULDEOHV��YDULDEOHV�ZULWWHQ�WZLFH�ZLWKRXW�DQ�
LQWHUYHQLQJ�DVVLJQPHQW��YDULDEOHV�ZKLFK�DUH�
GHFODUHG�EXW�QHYHU�XVHG��HWF�

� ,QWHUIDFH�DQDO\VLV� &KHFNV�WKH�FRQVLVWHQF\�RI�
URXWLQH�DQG�SURFHGXUH�GHFODUDWLRQV�DQG�WKHLU�
XVH
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6WDJHV�RI�VWDWLF�DQDO\VLV
� ,QIRUPDWLRQ�IORZ�DQDO\VLV� ,GHQWLILHV�WKH�
GHSHQGHQFLHV�RI�RXWSXW�YDULDEOHV��'RHV�QRW�
GHWHFW�DQRPDOLHV�LWVHOI�EXW�KLJKOLJKWV�
LQIRUPDWLRQ�IRU�FRGH�LQVSHFWLRQ�RU�UHYLHZ

� 3DWK�DQDO\VLV� ,GHQWLILHV�SDWKV�WKURXJK�WKH�
SURJUDP�DQG�VHWV�RXW�WKH�VWDWHPHQWV�
H[HFXWHG�LQ�WKDW�SDWK��$JDLQ��SRWHQWLDOO\�
XVHIXO�LQ�WKH�UHYLHZ�SURFHVV

� %RWK�WKHVH�VWDJHV�JHQHUDWH�YDVW�DPRXQWV�
RI�LQIRUPDWLRQ��0XVW�EH�XVHG�ZLWK�FDUH�

/,17�VWDWLF�DQDO\VLV138% more lint_ex.c

#include <stdio.h>
printarray (Anarray)

int Anarray;
{

printf(“%d”,Anarray);

}

main ()

{

int Anarray[5]; int i; char c;

printarray (Anarray, i, c);

printarray (Anarray) ;

}

139% cc lint_ex.c
140% lint lint_ex.c

lint_ex.c(10): warning: c may be used before set

lint_ex.c(10): warning: i may be used before set

printarray: variable # of args. lint_ex.c(4) :: lint_ex.c(10)

printarray, arg. 1 used inconsistently lint_ex.c(4) :: 

lint_ex.c(10)

printarray, arg. 1 used inconsistently lint_ex.c(4) :: 

lint_ex.c(11)

printf returns value which is always ignored 
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8VH�RI�VWDWLF�DQDO\VLV
� 3DUWLFXODUO\�YDOXDEOH�ZKHQ�D�ODQJXDJH�
VXFK�DV�&�LV�XVHG�ZKLFK�KDV�ZHDN�
W\SLQJ�DQG�KHQFH�PDQ\�HUURUV�DUH�
XQGHWHFWHG�E\�WKH�FRPSLOHU

� /HVV�FRVW�HIIHFWLYH�IRU�ODQJXDJHV�OLNH�
-DYD�WKDW�KDYH�VWURQJ�W\SH�FKHFNLQJ�
DQG�FDQ�WKHUHIRUH�GHWHFW�PDQ\�
HUURUV�GXULQJ�FRPSLODWLRQ


