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COMMUNITY RESPONSE GRIDS: USING INFORMATION
TECHNOLOGY TO HELP COMMUNITIES RESPOND TO
BIOTERROR EMERGENCIES

Paul T. Jaeger, Kenneth R. Fleischmann, Jennifer Preece, Ben Shneiderman, Philip Fei Wu, and Yan Qu

Access to accurate and trusted information is vital in preparing for, responding to, and recovering from an emergency. To
facilitate response in large-scale emergency situations, Community Response Grids (CRGs) integrate Internet and mobile
technologies to enable residents to report information, professional emergency responders to disseminate instructions, and
residents to assist one another. CRGs use technology to help residents and professional emergency responders to work to-
gether in community response to emergencies, including bioterrorism events. In a time of increased danger from bioter-
rorist threats, the application of advanced information and communication technologies to community response is vital in
confronting such threats. This article describes CRGs, their underlying concepts, development efforts, their relevance to

biosecurity and bioterrorism, and future research issues in the use of technology to facilitate community response.

IN THE EVENT OF A BIOTERRORIST ATTACK or other biose- ® How will the government effectively provide accurate,

curity emergency, communication and information shar- trusted information to community residents about the
ing are central to community response. Questions that will actions that they need to take? How can this same infor-
mation best be used to limit rumors and panic?

¢ How will residents be able to communicate their needs in

need to be considered include:

How can technology be used to collect as much informa-
tion as possible about the event as it is occurring to un-
derstand the full extent of the emergency and identify the
greatest risks to the community?

How will responding organizations coordinate their ac-
tions in real-time as the event unfolds? How can limited
resources best be positioned to meet the needs created by

the emergency to responders and to other residents, par-
ticularly members of their social networks? How can
technology help to gather information about what social
networks or specific populations may have been most af-
fected by the emergency?

How can residents be informed of ways to provide resi-
dent-to-resident assistance and find out who needs such

the emergency? assistance?
* How will life-saving information get to responders from
biosecurity/bioterorrism experts who may not be in the In a time of an increased potential for bioterrorist and biose-

area as the emergency occurs? curity emergencies, the development of improved informa-
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tion and communication technologies is vital for effective
community response to such emergencies when they occur.

This article explores the roles of information and com-
munication in community response to bioterrorist and
biosecurity emergencies, specifically using Community Re-
sponse Grids (CRGs). We detail the design, concepts, and
goals of CRGs, with particular emphasis on their relevance
to biosecurity and bioterrorist emergencies. By integrating
Internet and mobile technologies, CRGs will enable resi-
dents to report information, professional emergency re-
sponders to disseminate accurate and reliable instructions,
and residents to provide assistance to one another. CRGs
are intended to use technology to enable residents and pro-
fessional emergency responders to communicate and share
information in community response to emergencies.

While CRGs are a new concept and are currently being
prototyped, developed, and tested, we believe that the con-
ceptual and technological issues embodied in CRGs are
compelling enough to merit scholarly and professional dis-
cussion before they are fully tested. Currently, the research
team is implementing a CRG for the University of Mary-
land campus (see http://www.cs.umd.edu/hcil/911gov for
details of the development efforts). Although the prototyp-
ing of the University of Maryland CRG and other efforts
will undoubtedly reveal many operational issues that have
to be addressed, the CRG concept and approach offer
many points to consider as a means of overcoming the lim-
itations of current warning technologies, of harnessing so-
cial networks, and of amplifying societal resilience to ex-
treme events. Discussion of these concepts and approaches
while initial CRGs are being prototyped and implemented
can serve not only to advance conceptual and technical is-
sues being considered in the context of emergency response,
but also to provide feedback to help improve CRGs from
the outset of their implementation.

WHY COMMUNITY RESPONSE (GRIDS?

During a large-scale emergency, access to information is vi-
tal to community response and recovery for both residents
and professional emergency responders. Such access allows
community members to coordinate their actions to cope
with events as they occur and to deal with the aftermath of
the event. Key types of vital information during an emer-
gency include information necessary to:

e Aler first responders
 Coordinate emergency response

* Notify community members

¢ Gather facts about the situation

* Connect family and friends

* Identify those in need of assistance
¢ Share updates about conditions
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In any emergency situation, both professional emergency
responders and residents need immediate access to informa-
tion. Emergency responders have knowledge and equip-
ment to deal with medical, fire, and law enforcement needs
before and during the emergency. Residents may help to
identify an emergency, may help others avoid it, and can
play a significant role in recovery.

Recent events have demonstrated the need to rethink the
ways in which information is accessed, exchanged, and dis-
tributed in large-scale emergencies, particularly in the use
of technology. With currently available technologies, pro-
fessional emergency responders frequently face breakdowns
in communication.! Implementation of new information
technologies in emergency response has the potential to sig-
nificantly improve communication and coordination.>® A
more robust information network with greater distribution
could further improve communication and coordination in
emergencies.*

Based on lessons from recent medical crises (SARS), nat-
ural catastrophes (Hurricanes Katrina and Rita, the Asian
tsunami), incidents of large-scale violence (the shootings at
Virginia Tech), and terrorism (9/11, the London and
Madrid bombings), telephone, radio, and television-based
emergency response systems cannot meet all of the needs of
communities. Further, as the Virginia Tech incident dem-
onstrated, the use of online alert methods—such as email
alone—is of little value if people are not likely to be near
computers when the email is sent. Sadly, the limited impact
of an email alert in that case demonstrates the problem of
relying wholly on one-way alert systems, which many col-
leges and communities have adopted in the wake of the in-
cident at Virginia Tech. Replacing older systems of limited
impact with newer systems of limited impact is not really
progress.

The combination of mobile telecommunications de-
vices and the Internet with traditional alert methods like
landlines and radio, however, has the potential to provide
higher capacity and more effective service, as well as to
create interactive communication mechanisms that can
simultaneously reach many more citizens and govern-
ment officials.” Internet-based systems are particularly
appealing for emergency response and recovery, because
the Internet was originally developed as a national secu-
rity measure that would continue working in the event of
the destruction of major communication points, intelli-
gently routing traffic around congested or nonfunction-
ing parts of the system.*® Instead of expecting residents
to maintain and have access to battery-powered radios as
part of an emergency kit, it is more timely and appropri-
ate to base emergency information and response on in-
creasingly ubiquitous portable, wireless devices such as
cell phones, PDAs, and laptop computers. Further, creat-
ing an emergency information system that allows resi-
dents to both send and receive information from the sys-
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tem through the same communication technologies in-
creases its value to residents and professional emergency
responders.

Although there has been much discussion about emer-
gency response, particularly in relation to the “war
against terror” and in the wake of Hurricane Katrina, sur-
prisingly little attention has been given to developing
strong social networks empowered with appropriate tech-
nology to promote resident-to-resident assistance and
foster coordinated emergency response throughout a
community, a region, or even a nation. After a major dis-
aster, community involvement through social networks is
extremely important. After the Kobe earthquake, for ex-
ample, 80% of victims were saved by friends and neigh-
bors who sought to help members of their social net-
works.”® Information and communication technologies
supported networks of rural quarantined farmers in the
UK during the foot-and-mouth disease outbreak.” After
the Asian tsunami, online communities proved more ef-
fective than structured relief agencies at targeting volun-
teers to the places where their unique skills would be
most effective.!”

A web-based emergency system would facilitate these so-
cial networks in helping communities respond to emergen-
cies in two ways. As in the Kobe earthquakes, CRGs will
help members of existing social networks to provide assis-
tance to one another. Also, as during the Asian tsunami, the
CRG will provide a means for residents to develop new
spontaneous social networks to provide and coordinate res-
ident-to-resident assistance.

The goal of CRGs is to bridge the opportunities cre-
ated by new technologies with the power of social net-
works to develop systems that will provide robust and re-
silient means for community response to emergencies.
Communication and coordination are among the most
pressing issues in an emergency.'! Disasters are “occa-
sions in which the boundaries between organizational
and collective behavior are blurred.”® Community Re-
sponse Grids are designed to facilitate information access
and exchange between and among residents and profes-
sional emergency responders.

Drawing on lessons from previous emergencies in terms
of technology function, communication channels, and in-
formation needs of residents and emergency responders,
the key design elements of CRGs are:

e Use multiple platforms and communication channels
(landlines, cell phones, handhelds, desktops, laptops);

e Use various forms of content to support redundancy and
universal usability (text, photos, video);

* Trusted by users;

 Use multiple communication channels;

* Based on social networks; and

Use highly localized information.
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Because social networks are vital to community responses,
the Internet provides a unique means to connect the social
networks in a community when a response is needed, espe-
cially since individuals are becoming very comfortable with
social uses of the Internet. Further, the concepts underlying
CRGs are inherently scalable from the size of a small com-
munity (i.e., a university campus) to a city or even a state.

The catastrophic results of failing to properly exchange
information between residents and professional emergency
responders during an emergency were evidenced in the fail-
ures in the response to Hurricane Katrina. Secretary of
Homeland Security Michael Chertoff told Congress, “Dur-
ing the Katrina response, our efforts were significantly
hampered by a lack of information on the ground.”'* The
White House report on the failures of the Katrina response
observed, “Inability to connect multiple communication
plans and architectures clearly impeded coordination and
communication at the federal, state, and local levels.”!?
Later investigations, however, have strongly suggested that
government officials had access to large amounts of infor-
mation about the extent of the situation and in many cases
failed in interagency coordination and communication of
information.'*"” Because of this combined lack of informa-
tion, communication, and coordination, the federal, state,
and local government agencies and private organizations
did not know what functions they were expected to provide
in the response, they did not have any guidance on how
their functions were to coordinate and interrelate, they
lacked an overall operational concept, and they had no sys-
tem to track and share information.!® Technologies like the
Internet and mobile communication devices provide av-
enues to bring lessons from responses to previous emergen-
cies into preparing for future community response to emer-
gencies.

THE ROLES OF CRGS IN AN EMERGENCY

Community Response Grids support leveraging the power
of both residents and professional emergency responders by
recognizing and coordinating their contributions. This sec-
tion examines the potential for CRGs specifically in rela-
tion to user populations, access and trust, community in-
volvement, and other contexts.

Users

Among residents, CRGs leverage existing social networks
and encourage new ones by allowing residents to register at
any time. Users are able to build personal profiles, commu-
nicate with other members of their social networks, and list
assistance they would need in certain types of emergencies.
Kapucu notes, “Communities that have strong working re-
lationships on a daily basis generally function better in
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emergency situations because of increased trust.”® Commu-
nity Response Grids build on these existing social networks
and the trust they engender, while allowing registered users
to build new social networks through the system.

During an emergency, threat denial will be the immedi-
ate response of most residents, followed by trying to con-
firm the threat; yet, actual response times will vary greatly
among individuals.”” By having a system that allows real-
time communication between residents and professional
emergency responders, CRGs will work to improve resident
response times and awareness levels. Users also will be able
to send real-time messages to request help from responders
and other residents. In their personal profiles, users will be
able to indicate what types of help they anticipate they
might be able to provide (e.g., the ability to take three other
people in their car if an evacuation is ordered) and what
types of help they might need (e.g., not having a car and
needing a ride if an evacuation is ordered). These social net-
works that are built into the CRG will enable local popula-
tions to self-organize and respond by helping each other in
situations where centralized services are overwhelmed by an
emergency. Similarly, the capacities of CRGs will be useful
in informing residents that there is 70t an emergency when
reports of an emergency are incorrectly circulating.

As can be seen in Figure 1, CRGs allow residents to com-
municate what is occurring and what is needed in real-time
to professional emergency responders by computer, cell
phone, and other mobile communication devices. Figure 1
shows how web-based interactions with the CRG appear on
the system being developed for the University of Maryland.
Users will be able to report, receive, and share information
with both professional emergency responders and other lo-
cal residents, simultaneously facilitating communication
among professional emergency responders, from residents
to emergency responders, from emergency responders to
residents, and among residents.

Users register a profile in the CRG, noting where they
live, where they work, what social networks in the commu-
nity they belong to, and other information that will help to
localize the information they receive from the system. They
also will be able to participate in online social networks
through the CRG. To make use of the CRG a common-
place, if not everyday, information activity, the University
of Maryland CRG is being incorporated into the univer-
sity’s new web portal, which all students, faculty, and staff
will be using for their official online information activities.
Users also can designate all the ways they wish the system to
reach them: email accounts, cell phone numbers, landline
numbers, handheld devices, or others.

Community Involvement

Direct citizen involvement is extremely important in emer-
gency response and recovery, with the potential to notice-
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ably speed both response to and recovery from an emer-
gency.?’ Pre-existing community engagement and social
networks are important in allowing “leaders to face the
complex and ever-shifting realities of an extreme event.”*!
Increases in the number of active citizens, and therefore cit-
izen responders, will allow decision makers to better allo-
cate government resources where they are needed most.*!

Community Response Grids build on the fact that the
natural reaction of most residents in a community is to help
one another in an emergency. Tierney and colleagues ob-
served, “Rather than being dazed and in shock, residents of
disaster-stricken areas are proactive and willing to assist one
another.”?? It has long been recognized that, immediately
following an emergency, community members will gener-
ally be very altruistic in helping others through search and
rescue and caring for the injured as a result of social norms
favoring assistance, the urgent need to act, the typical delay
in external help arriving, and the isolating effects of a disas-
ter.»?* Communities with strong social ties and networks
before an emergency will be better prepared to respond to
emergencies, and collective action in emergencies is most
effective when it is based on pre-existing social networks.??

People may respond differently to different kinds of emer-
gencies, based partly on their familiarity with the type of emer-
gency; however, previous experience with a particular type of
emergency does not have an impact on the coalescing of social
networks to meet rescue and care needs for community mem-
bers.?? Relatives, neighbors, friends, and others affected in the
same emergency frequently serve as the basis of social networks
for rescue and care, even when previous disaster experience is
minimal among members of the population.?>?

Successful community engagement in preparation for
emergencies requires involvement of residents, community
partners, agency heads, and people who have historically
been marginalized or underserved, as well as adequate re-
sources, administrative commitment, and sufficient time to
develop a viable plan.?! Community Response Grids also
will support coordination among professional emergency
responders, allowing them to gather many reports rapidly,
to promptly recognize patterns, and to coordinate response
activities. Simultaneous input from professional emergency
responders and residents will provide a more accurate por-
trait of the severity and breadth of an emergency. During
an emergency, the rate of decision making at lower levels of
organizations, and therefore the need for information, in-
creases sharply.’’ Community Response Grids provide the
needed information to all levels of professional emergency
responders to ensure the necessary information is accessible
to those who need it to make decisions.

Information Access and Trust
Community Response Grids are in no way meant to limit

the means of access to emergency information to any popu-
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Figure 1.

lation. Many different types of media can be used to share
information in an emergency, but they will only be effective
to the extent that people have access to the technologies be-
ing used to share information.?® Further, a wide range of
factors, including language barriers, cultural differences, so-
cioeconomic status, and levels of trust in government, can
make certain groups harder to reach with emergency infor-

mation. 72728

By working in tandem with traditional
methods for reporting and receiving emergency informa-
tion—Ilandlines, the Emergency Alert System, radio, televi-
sion—CRGs expand the number of ways in which emer-
gency information can reach residents. The greater number
of technologies involved also will help provide a consistent
message to residents. Currently, different information
channels (radio, television, alert sirens, etc.) give differing
messages with unequal amounts of specificity in an emer-
gency, and residents vary in which media they will respond
to.??

From the standpoint of citizens, an important develop-

mental aspect of CRGs will be the cultivation of trust in the
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University of Maryland Community Response Grid

CRG and the emergency information it provides. Success-
ful risk communication is based on contextualizing and
personalizing the risk to engender trust.?? In high stress sit-
uations, people base the majority of their credibility assess-
ments on how trustworthy a source is—not its level of ex-
pertise.”” Individuals who trust a source find its risk
estimates more credible and its policies more acceptable.*

Professional staff monitoring the CRG will separate out
suspicious or low-priority reports and assign appropriate re-
sources to the major problems. Community Response
Grids employ visual analytic tools that assist the monitor-
ing by showing temporal patterns of requests, offers of as-
sistance, and levels of discussion, as well as which individu-
als are more likely to request and offer assistance. These
features will be essential in helping professional emergency
responders handle the volumes of information and identify
any incorrect reports. Citizens and responders are equally
prepared to recognize threats, but they can be inclined to
interpret some of them differently.” The expanded forms
of content (i.e., video, pictures) that citizens will be able to
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submit to emergency responders will greatly improve the
ability of citizens to convey threats to responders. The
video and pictures also will greatly improve the ability of
emergency responders to analyze what is being reported
and assess the true nature of any potential threat.

Professional Emergency Responders and
Information Exchange

Exchange of information among professional emergency re-
sponders is a major problem in emergency response. While
this has been clearly understood and documented in the
Katrina response, this problem also affected the 9/11 re-
sponse. During 9/11, the New York City police and fire de-
partments were unable to communicate because of incom-
patible radio systems. The fire department was still using
the same analog radios that had failed in the same ways dur-
ing the response to the 1993 attack on the World Trade
Center.** A total of 1,607 government and nongovernment
organizations were involved in the response to 9/11 terror
attacks in New York City,° so the information-sharing is-
sues between the fire and police were but a small part of the
overall information exchange issues in the response.

In the United States, there are approximately 30,000 lo-
cal governments, 30,000 local fire departments, 18,000 lo-
cal police departments, 15,000 school districts, and 3,400
county governments.” Further, many emergency manage-
ment personnel, like FEMA and state emergency managers,
“are embedded in a network of thousands of nonprofit or-
ganizations, private firms, ad hoc groups, individual firms,
and public safety agencies that are all responding to the dis-
aster,” according to Wise.!® As a result, as Waugh and
Sylves note, the “disaster network is loosely structured, or-
ganizationally diverse, motivated by a broad range of inter-
ests, and in part ad hoc.”* Access to a system designed
specifically to promote information sharing would be a
huge improvement in coordination among the many orga-
nizations that are typically involved in emergency response.

In a major natural disaster, such as a large-scale earth-
quake, a CRG could play many significant roles in commu-
nity response, including the following:

* Residents could request help from responders and other
residents;

* Residents could identify to whom in their social net-
works and in their local area they could provide assis-
tance;

e Professional emergency responders could coordinate be-
tween agencies to allocate resources to the maximum ex-
tent possible;

* Professional emergency responders could use submitted
text, photo, and video reports of the damage in specific
locations to determine which types of aid were most
needed and in which locations;
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e Emergency responders could send messages to residents
of local areas who were particularly vulnerable to after-ef-
fects, such as areas where gas mains were broken or areas
most likely to have powerful aftershocks;

* Emergency responders could send messages to residents
of areas that need to be evacuated;

* Emergency responders could send messages to residents
(on a block-by-block basis) regarding where to seck shel-
ter, emergency supplies, and other types of support; and

* Residents could be coordinated to provide long-term
support and help during recovery within the community.

Because the CRG is designed to employ a range of mobile
and Internet technologies, it will greatly increase the
chances that vital messages can still be sent and received
from the most heavily damaged areas. Like many other vital
government functions, the CRG must be located in a
building that has emergency backup power to continue
functioning and receive inputs from whatever types of tech-
nology are still operable. If an earthquake knocked out
power and landlines, for example, cell phones and PDAs
could still be available to connect to the CRG.

RELATED EFFORTS FOR COMMUNITY
ENGAGEMENT IN EMERGENCIES

There is a significant need for a system that incorporates mul-
tiple channels, information flows, types of technologies, and
social networks for responding to emergencies. There is con-
siderable focus on the need for community response net-
works, disruption-tolerant networks, and technology that can
be used to facilitate participation in emergency situations.”’
However, the combination of new technologies and social
networks has not been sufficiently pursued in the develop-
ment of new types of emergency alert systems.

The radio-based Emergency Alert System, originally cre-
ated in 1951, has been relied on in the U.S. to broadcast in-
formation in a crisis. Despite its reliability and range, radio
provides only one-way communication. As traditional local
media have disappeared (e.g., local newspapers) or been pur-
chased by multinational corporations (e.g., local radio sta-
tions), the need for new means to foster community response
to emergencies has grown.®3? For example, when a train de-
railment sent a cloud of poisonous gas floating toward
Minot, Minnesota, local officials were unable to use the radio
to alert the townspeople because all six local radio stations
were owned by one national media corporation and the sta-
tions played only feeds of preprogrammed music from a dis-
tant source. Local officials were unable to get any response
from the corporation’s national offices to announce the im-
pending danger; as a result, one resident died from exposure
to the gas and more than a thousand were injured.*®

Biosecurity and Bioterrorism: Biodefense Strategy, Practice, and Science



JAEGER ET AL.

Telephone-based systems also have significant limitations.
For example, during and after the 9/11 attacks in New York
City, cell phones and land lines were limited by a combina-
tion of the loss of cell towers, broken lines, and volume of us-
age being attempted.®® With limited telephone capacities, res-
cue personnel in New York City had serious problems sharing
information, coordinating efforts, gathering data, identifying
false information, and directing efforts.#! The difficulties with
information led to similar problems in the aftermath of Hur-
ricane Katrina, as delay, duplication, lack of coordination,
and confusion proved deadly.*

The provision of information alone through websites has
proved insufficient to deal with local emergencies.* In cri-
sis situations, insufficient or incorrect information can lead
to either complete inaction or disastrous action.*># As
noted above, the email alert system employed by Virginia
Tech proved ineffective because the emails were sent when
few people were near computers.

There have been several attempts to set up community
networks for business and social interaction—most notably
in Blacksburg, Virginia; Seattle; and the San Francisco Bay
area, as well as in the Netherlands, Italy, the UK, Tokyo,
and Shanghai—but not specifically for emergency response
purposes. > Their success is mixed, and they have not
had to react to an event of the magnitude of the terrorist at-
tacks of 9/11, the Asian tsunami, or Hurricane Katrina.
Many communities—such as Dane County, Wisconsin
(htep://www.countyofdane.com/ems/popwarn.htm), and
Fairfax, Virginia (https://www.fairfaxva.gov/emas/)—have
also expanded the ways in which citizens can be notified of
emergency information, including email alerts tailored to
where they live. Such government online emergency sys-
tems, and the systems sold as software packages, lack the
community-building components and often do not allow
for multichannel communication. The Dane County sys-
tem, for example, provides many ways to get information to
citizens, but it has no community response functions, pro-
fessional emergency responder or resident coordination, or
ways for residents to report information beyond traditional
911 calls.

Community Response Grids, by incorporating both mo-
bile telecommunications and the Internet into the mix of
technologies traditionally used for emergency information
to allow multidirectional communication and by leveraging
social networks for coordination, will significantly address
these types of problems in times of a major disaster.

CRGs AND OTHER INFORMATION
CHANNELS IN EMERGENCIES

Community Response Grids also are intended to acknowl-
edge that residents and professional emergency responders
do not exist in a social vacuum during an emergency. There
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are certain trusted social institutions that people will turn to
for information in an emergency, and there are also certain
institutions that government agencies will want to use to
try to coordinate emergency response.

Following the major hurricanes of 2004 and 2005 that
wreaked havoc throughout much of the southeastern U.S.,
many residents and responders turned to public libraries for
information related to response and recovery. The social
trust that most people place in public libraries and the reso-
nance between the values of libraries and of the communi-
ties that they serve were key reasons why they became unex-
pected emergency information centers.*®4’ The main types
of emergency information that residents and responders
sought from public libraries were: highly localized news and
satellite maps about areas affected, government and insur-
ance forms, means of communicating with relief organiza-
tions and government agencies, access to government infor-
mation, and information about missing and displaced
persons and pets.>*>2

Three major lessons can be drawn from the reliance on
public libraries for emergency information in the context of
CRGs. First, residents prefer to receive emergency informa-
tion from sources they trust. This lesson is extremely im-
portant in making the development of social networks a
central part of CRGs. Second, residents seek emergency in-
formation that is as localized as possible to the areas they are
interested in, driving the CRGs to focus on developing
ways to provide highly localized information to users.
Third, responders need reliable information systems by
which to communicate with other responders in the emer-
gency area and with others outside of the emergency area.
Thus, a central aspect of CRGs will be to ensure that re-
sponders and coordinating agencies have means of commu-
nicating in some format to coordinate their activities and
receive vital information from outside the emergency area.

“E-government”—that is, the provision of government
information and services online—also has a role to play in
the development of CRGs. It has already been suggested
that e-government has the potential to play several key roles
in emergency response: pre-disaster planning, post-disaster
evaluation, coordination, service and benefit delivery, and
providing information to the public.”® However, this list
fails to account for the ability of e-government to allow
members of the public to report information to responders
and to allow responding agencies to communicate and
share information with one another. Thus far, e-govern-
ment sites primarily have been used to encourage individu-
als to prepare for an emergency rather than to coordinate
community response or interagency coordination.

Just as government agencies will have clear reasons to
employ the e-government infrastructure during emergen-
cies, CRGs employed at the local or state level can be
synched to appropriate e-government websites to provide
government information and services to residents and re-
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sponders. For example, a CRG could be used to send the links
to online government forms, such as FEMA forms, that resi-

dents will have to complete, while responders could be sent

links to federal government response guidelines and coordina-

tion plans for specific types of emergencies as they occur.

POTENTIAL ROLES OF CRGS IN
RESPONDING TO BIOTERRORISM

Although CRGs hold a great deal of promise for assisting

residents and responders in coping with and recovering

from a range of emergencies, CRGs present several specific

opportunities for emergencies related to biosecurity and

bioterrorism.
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Disseminating accurate information. If a bioterrorist
attack is threatened or has occurred, a CRG would
provide health officials with a channel for disseminat-
ing trusted information to residents about the appro-
priate actions to take in response to the threat. This in-
formation could be disseminated in as localized a
manner as necessary to give different instructions to
different locations within the affected area.
Rumor/panic control. If a bioterrorist attack is threat-
ened or has occurred, a CRG would provide health of-
ficials a means for squelching rumors about the situa-
tion. By providing accurate updates about what is
actually happening, the CRG could be used to limit
the amount of inaccurate information that residents in
the affected area are acting on. When the correct infor-
mation is available to most residents, the possibility of
public panic also will be reduced.

Track biosecurity and bioterror events as they unfold.
With real-time reporting from residents and respon-
ders to the CRG of what is happening in an affected
area, health officials will be able to track every aspect of
a biosecurity/bioterror event as it unfolds. With such
information, health officials and other professional
emergency responders will be better able to determine
the extent of the threat, the range of the impacts, and
the appropriate actions to be taken.

Risk identification. The reports flowing into the CRG
will help to identify biosecurity/bioterror risks that the
disparate reports would never catch. Reports of a med-
ical symptom or strange smell in the air may not gain
much attention when reported variously in phone calls
to physicians, visits to the emergency room, com-
plaints to the power company, inquiries to city hall,
and the like. However, if the same series of reports
were all coming across the CRG, trained professionals
would have a much better chance of quickly identify-
ing the true nature of the event taking place and would
thus be able to begin appropriate response procedures.

8. Resident-to-resident

5. Facilitate response. Responders to a biosecurity/

bioterror event may need instructions on how to deal
with a unique or especially dangerous situation. Com-
munity Response Grids would provide a means for
highly specialized information to effectively reach
responders.

6. Help communities with limited resources. If a biose-

curity/bioterror event occurs in a small community or
an area with limited resources, relevant expertise on the
nature of the event could be provided to the commu-

nity through the CRG.

7. Identify potentially affected social networks. If spe-

cific members of a community have been infected with
a contagious pathogen, the social network components
of the CRGs will be enormously helpful in identifying
who else may have been exposed to the pathogen
through contact with the infected people. The CRG
profiles of residents can be used to identify the other
members of the social networks to which the infected
individuals belong. These residents can then be con-
tacted with specific instructions through the CRG.
assistance. In circumstances
where a biosecurity/bioterror event overwhelms the es-
tablished official response capacities, the CRG could
be used to disseminate guidance on how community
members could safely provide resident-to-resident as-
sistance to aid the victims in their community without
endangering themselves.

9. Track external inputs into a community. Some inter-

national states have reacted poorly to potential health
crises, such as viral threats like avian flu and SARS.**
Community Response Grids could be employed to
gather information quickly about where member resi-
dents had traveled internationally or other types of ex-
ternal inputs into a community that could identify the
type and origin of a biosecurity/bioterror threat intro-
duced into a community.

10. Target the specific needs of vulnerable populations.

Certain populations will need more support during
different kinds of emergencies.’® Depending on the na-
ture of the biosecurity/bioterror threat, certain popula-
tions—older adults, schoolchildren, people with cer-
tain types of disabilities or medical conditions—may
need to be the focus of the attention of responders,
particularly if the threat is more dangerous to people
with certain medical conditions. Community Re-
sponse Grids will help professional emergency respon-
ders identify who may need special attention in these
circumstances based on user profiles and social net-
works.

There are likely other ways in which CRGs could prove

very useful in response to and recovery from a biosecu-
rity/bioterror event, but the above list provides a sense of
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the many different ways in which CRGs could contribute
to preparation for and reaction to a biosecurity/bioterror
event.

Community Response Grids also could be developed for
specific emergency response professional communities; for
example, a specialized CRG could be developed for com-
munication and information sharing specifically among
medical professionals and hospitals in a region. Recent ma-
jor disasters have revealed problems in healthcare commu-
nication and coordination during emergencies, adversely
affecting the delivery of healthcare.”®” Community Re-
sponse Grids designed specifically for the healthcare com-
munity in a region could address many of these concerns by
facilitating information sharing, communication, and coor-
dination of response.

FUTURE RESEARCH DIRECTIONS

As was noted earlier, the research team is currently creating
and implementing a prototype CRG for the University of
Maryland. This CRG provides a testbed that can be used
to: (1) research the infrastructure needed to scale-up this
project for use by cities and states and nationally; (2) exper-
iment with social networking techniques to understand
how to maintain readiness over long periods when there is
no emergency activity; (3) develop metrics for assessing
trust among residents and in the CRG infrastructure; (4)
determine best practices for coordinating emergency re-
sponders and residents; (5) test the efficacy of information
transfer with different user communities, both residents
and professional emergency responders; (6) better integrate
community response and coordination features into e-gov-
ernment; and (7) integrate CRGs into existing emergency
response infrastructures to ensure efficient interoperability.

A range of policy issues related to CRGs—privacy, secu-
rity, accessibility, and telecommunications infrastructure is-
sues, among others— also must be addressed as the devel-
opment of CRGs is expanded, particularly to ensure access
to the CRG among all members of a community.”® Given
the elevated level of threats of bioterrorism and other issues
of biosecurity that societies now face, the potential roles of
CRGs in community response to a biosecurity/bioterror
event is an extremely important dimension of future re-
search into and development of CRGs.

The continued development of the CRG concept is
fueled by the fact that information access and exchange by
residents and emergency responders will be vital in the re-
sponse to and recovery from any emergency. The concept
of making entire communities better able to handle and re-
cover from disasters by minimizing impacts and facilitating
recovery has been labeled community resilience.’” Commu-
nity Response Grids are a way of using technology to maxi-
mize community resilience.
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While this new technology is still in its early stages of re-
search, development, and implementation, there is a press-
ing need to begin scholarly debate and discussion about
these concepts. The need to better harness the capacities of
a wide range of information technologies and the social net-
works in a community to respond to emergencies has been
reinforced by the official Virginia state report on the Vir-
ginia Tech massacre. The report makes abundantly clear
that more effective information sharing, communication,
and coordination could have made a tremendous difference
in reducing the loss of life.®® The response to events at Vir-
ginia Tech—and to 9/11, Hurricane Katrina, and the Asian
tsunami, among others—reinforces the extreme urgency of
developing, testing, discussing, and improving new tech-
nologies and approaches in community emergency re-
sponse.

To more effectively respond to emergencies, information
and technology use by residents, responders, social net-
works, and entire communities in emergencies must be im-
proved. Community Response Grids, by bridging social
networks, emergency information needs, and technological
capabilities, have the potential to offer hope for better ac-
cess, exchange, distribution, and coordination of informa-
tion in emergencies. While future emergencies cannot be
prevented, research into projects like this one can help
communities use technology to better respond to and re-
cover from the emergencies that do occur.
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