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Efficient Private Information Retrieval

SUMMARY Informally, private information retrieval for k =
1 databases (k-PIR) is an interactive scheme that enables a user
to make access to (separated) k replicated copies of a database
and privately retrieve any single bit out of the n bits of data
stored in the database. In this model, “privacy” implies that
the user retrieves the bit he is interested in but releases to each
database nothing about which bit he really tries to get. Chor et.
al. proposed 2-PIR with communication complexity 12n1/3 4+ 2
that is based on the covering codes. Then Ambainis recursively
extended the scheme by Chor et. al. and showed that for each
k = 2, there exists k-PIR with communication complexity at
most cg - nl/(k=1) some constant ci > 0. In this paper, we re-
lax the condition for the covering codes and present time-efficient
2-PIR with communication complexity 12n!/3. In addition, we
generally formulate the recursive scheme by Ambainis and show
that for each k = 4, there exists k-PIR with communication com-
plexity at most cj - nl/(2k=1) for some constant cj, L cp.

key words: information retrieval, privacy, communication
complexity, time complexity, covering codes

1. Introduction
1.1 Background

Private information retrieval for k& = 1 databases (k-
PIR) is initiated by Chor et. al.[4] as a useful way for
a user to privately get information through networks. It
would be quite natural to ask for the privacy of the user.
For example, an investor (or a speculator) that makes
access to the stock-market database to get the value of
a certain stock may wish to keep private which stock he
is interested in. Informally, k-PIR is a scheme that en-
ables a user to make access to (separated) k replicated
copies of a database and privately retrieve a single bit
of data stored in the database. In this framework, “pri-
vate” implies that the user is able to retrieve his desired
bit but releases to each database nothing about which
bit he tries to get in the information-theoretic sense.
In the practical point of view, the communication com-
plexity between the user and the databases (and the
time complexity of the user and the databases) seems
to be one of the most important resources for construct-
ing efficient and practical k-PIR.

When the user makes access to only a single
database, he may ask for a copy of the whole database
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to privately retrieve the bit that he is interested in. Ob-
viously, this requires O(n) communication complexity
but is proved to be essentially the best he can do. In-
deed, Chor et al.[4] showed that any 1-PIR requires
Q(n) communication complexity. To reduce communi-
cation complexity of k-PIR, Chor et. al. [4] applied the
covering codes [10] and proposed 2-PIR with communi-
cation complexity 12n'/3 + 2 and k-PIR with commu-
nication complexity O(n'/*), where n is the length of
total data stored in the database. It is conjectured by
Chor et. al. [4] that O(n'/3) might be the lower bound
for the communication complexity of any 2-PIR. Then
Ambainis [1] recursively extended the scheme by Chor
et. al. [4] to construct k-PIR with less communication
complexity and showed that for each k > 2, there exists
k-PIR with communication complexity O(n!/(2k=1)),
By applying cryptographic (secure) primitives,
Chor and Gilboa [3] extended k-PIR in a natural way
to define computationally private information retrieval
for k = 1 databases (k-CPIR). This is a scheme that
is similar to the original k-PIR but the user releases
(in the computational sense) to each database nothing
about which bit he tries to retrieve. In this framework,
Chor and Gilboa [3] showed that for any € > 0, there
exists 2-CPIR with communication complexity O(n°)
under the general assumption that pseudo-random gen-
erators exist [6], [7]. Intuitively, 1-CPIR with communi-
cation complexity o(n) would be impossible, however,
Kushilevitz and Ostrovsky [8] recently showed that for
any € > 0, there exists 1-CPIR with communication
complexity O(n®) under the (stronger but reasonable)
assumption that quadratic residuosity [5] is hard.

1.2 Motivation

As for the communication complexity, the 2-CPIR [3]
and the 1-CPIR [8] achieve much better than k-PIR for
any reasonable k = 2, however, there exist trade-offs
between the communication complexity and the time
complexity. To achieve O(n®) communication complex-
ity for any € > 0, the 2-CPIR [3] and the 1-CPIR [8] are
recursively constructed and in each recursive step, each
database (in the 2-CPIR [3] and the 1-CPIR [8]) needs
to execute large amount of computations. This may
eventually lead to a large delay until the user receives
the response from the database. In addition to this, the
privacy of the user in k-CPIR is asymptotically guaran-
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teed with respect to n (the length of total data stored
in the database), i.e., the privacy of the user in k-CPIR,
is protected for sufficiently large n. In general, this
implies that the privacy of the user in k-CPIR are not
necessarily guaranteed for reasonable size of data stored
in the database.

Thus k-PIR is more advantageous than k-CPIR
from the practical-oriented privacy point of view, be-
cause k-PIR protects the privacy of the user for any size
of data stored in the database. The goal of this paper
is to design time-efficient (or communication-efficient)
k-PIR.

1.3 Main Results

In this paper, we relax the condition for the covering
codes to design time-efficient 2-PIR and present 2-PIR
PIRgp with communication complexity 12n'/3. In ad-
dition, we generally formulate the recursive k-PIR by
Ambainis [1] and show that for each k = 4, there exist
k-PIR PIRII%REC of which communication complexity is
much less than that of k-PIR by Ambainis [1].

2. Preliminaries

In this paper, z = z122...2, € {0,1}" denotes the
contents of the database and let n = |z|. For m > 0,
let [m] ={1,2,...,m} and d(a, b) be the Hamming dis-
tance of a and b.

2.1 The Model

A model for k-PIR is similar to that of multi-prover in-
teractive proofs[2]. We use U to denote a user that
is a probabilistic polynomial time interactive Turing
machine and DBy, DB, ..., DBy denote deterministic
polynomial time interactive Turing machines that are
allowed to communicate with ¢/ but are not allowed to
communicate with each other. We also use qf to denote
the ¢th question made by U to DB; and aﬁ to denote
the ¢th answer returned by DB; to U. For each j € [k],
let Qﬁ = (qjl,qJQ-, . ,qf) and A? = (al,a?,...,a").

VER R

Definition 2.1 [4]: We say that (U;DB1,DBa,...,
DBy) is m-round information retrieval for & = 1
databases (k-IR) if for any n > 0, any = € {0,1}", and
any ¢ € [n], it satisfies the following: Let z; € {0,1}
be the bit that U wishes to retrieve from z. For each
round ¢ € [m] and each j € [k], U sends ¢f(i) =
Ui, j,m; A{fl, Agfl, e Aiil) to DB; as the fth ques-
tion and DB; responds U with af = DB;(x,Q%(i))
as the fth answer. At the end of round m, U can
always retrieve the bit x; from AT, A%, ..., A", ie.,
x; =U(i,n; AT AR, L AT,

Since U is a probabilistic polynomial time machine,
Q7'(i) is a random variable. Note that i € [n] is not a
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random variable, because it is the bit position that U
wishes to retrieve.

Definition 2.2 (Privacy [4]): We say that (U;DBy,
DBs,...,DBy) is m-round private information retrieval
for k = 1 databases (k-PIR) if it is k-IR and satisfies
the following: For each j € [k], Q7'(i1) and Q7' (i2) are
identically distributed for every i1, iz € [n].

Definition 2.3 (Communication Complexity [4]): Let
I1 = (U; DBy, DBy, ..., DBy) be k-PIR. Then communi-
cation complexity of II is the sum of the total amount of
bits exchanged between U and each DB; (1 < j < k),

ey Y e L1QE ()] + AT}

Definition 2.4 (Time Complexity): Let II = (U; DBy,
DBs,...,DBy) be k-PIR. Then time complexity of II is
the sum of the running time of U and the maximum
running time of DB;.

Obviously, communication complexity corresponds to
the network cost and time complexity to the delay to
retrieve information. For k-PIR II, we use COMy(n)
to denote communication complexity of PIRp, and
TIME(n) to denote time complexity of PIRyy.

2.2 Useful Properties

For any S C [m], S = (81,82, 8m) € {0,1}™ is de-
fined to be s; =1 ifi € S and s; =0if ¢ ¢ S. For any
SC[m] and i € [m], define S @i to be S\ {i} ific S
and SU{i} if i ¢ S, and for a = (a1,az2,...,am) €
{0,1}™ and b = (b1,b2,...,bm) € {0,1}™, let (a,b)
denote the inner product of a and b modulo 2, i.e.,
(a,b) = Zie[m] aibi (HlOd 2) = ®ie[m] azbz

Proposition 2.5 [4, §3.1]: For any SC[n] and i €
[n], let S; = S and Sy = S @i and also let A; =
(z,51) = @iesl x; and As = (z,52) = ®i€SQ ;. Then
A1 ® Ay = ;5.

For each d = 2, we assume without loss of general-
ity that n = ¢%, i.e., £ = n'/?. If it is not the case, we
expand x by padding appropriate number of zeros to
satisfy the condition. We embed x in a d-dimensional
cube by associating each position ¢ € [n] with a d-tuple
(i1,12,...,%q) in a natural manner. The following is
essential to design communication-efficient k-PIR.

Proposition 2.6 [4, §3.2]: For each ¢ € [n], let (t1,
ta,...,tq) be the associated d-tuple of ¢ € [n]. For
each j € [d], we also let S} C[/] and S7 = S} @y,
and for each 0 = o109---04 € {1,2}¢, we define
@ilesfl 691'265;2 T ®idesjd Liy ig,e.yiar

i = @olo2~--ode{o,l}d AUIUQ”'Ud'

Agios04

Then Lty ,ta,... t

For any integer s = 1, let m = [n/s] and X =
(X1,X2,..., X)) =2 €{0,1}", where X; € {0,1}* for
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each block i € [m], and we also assume without loss
of generality that m = (%, ie., £ = m'/? In a way
similar to the above, we embed X in a d-dimensional
cube by associating each block i € [m] with a d-tuple
(i1,42,...,14) in a natural manner.

Note that Proposition 2.6 holds for the case that
s = 1 but can be generalized to the case that s > 1in an
obvious way. The lemma below will play a central role
in Sect. 3 to design time-efficient (and communication-
efficient) k-PIR by an appropriate choice of s > 1.

Lemma 2.7: Foreacht € [m], let (t1,t2,...,tq) be the
associated d-tuple of t. For each j € [d], let S} C [¢] and

S2 Sl @ tj, and for each oy02 -+ 04 € {1,2}%, define
010204 T i1€ST! @126522 T @idesgd Xi17i27...7id-
Then th to,...,tq - @0'10'2"'0'{16{071}(1 Aglg2...gd.

3. Time-Efficient 2-PIR

To analyze time complexity, we will make the follow-
ing (practical) assumption: Let r = 32 or r = 64 and
U and DB, are equipped with an r-bit CPU. Since we
are interested in information-theoretic (not complexity-
theoretic) private information retrieval, U is allowed to
make access to truly random bit sequence p and requires
a single step to read a random bit from p. Let r < /.
For any S C [/], pointing index i € S requires [(lg£)/r]
steps. Note that [(Ig¢)/r] = 1 for r = 32 if £ < 10°
and [(Ig¢)/r] for r = 64 if £ < 1019,

3.1 The Covering Codes Scheme

To be self-contained, we show the 2-PIR (PIR¢c) by
Chor et. al. [4] that is based on the covering codes [10].
Let d = 3 and ¢ = n'/3 and assume that U wishes to
retrieve z; for some t € [n]. Then (t1,ts,t3) € [¢]3 is
the associated 3-tuple of ¢ in the 3-dimensional cube.

The Covering Codes Scheme: PIRcc

U-1: U chooses S} C [f] uniformly and indepen-
dently for each 1£5<3.

U-2: U computes Sf— = S}@tj foreach 1 < j < 3.
U — DB;: ST, 53,535 C ).
U — DBy: S%,52,52 C ).
DB1-1: DB; comp;tes

booo = @ @ @ Tiy yizis -

1‘163% iQES; 1‘363%
DB1-2: DBy computes

D D D

’L1€S%@h ’LQGS% i3€S§

h S
bOlO - @ @ @ Liyiz,iz)

i1€5] i2€S;@h iz€S]

blOO =

13

h o
bOOl - @ @ @ Liy iz iz

11€S5] i2€S5] i3€S;Dh

for each h € [{], and defines

Bioo (b1007 b%OOﬂ o bﬁoo%
Bo1o (boma bOlOa .- bom);
Boor = (bfo1: bgo1s - - - » boo1)-

DBy — U: booo € {0,1}, Bioo, Boto, Boo1 € {0, 1}*.
DB2-1: DB, computes
cn= P D D wiini
i1€5% i9€S53 iz€S2

DB2-2: DB5 computes

D D D i

’L1€S%@h igGS% ’igGS%

h _ L.
Clo1 = @ @ @ Liy ig,iz)

11€57 i2€S3@h i3€S3

h
=D B D v

i1€5% i2€52 iz€SZDh

h
Co11 =

for each h € [{], and defines

1 L .
Coi1 = (0011700117 o5 Co11)i

1 4 .
Cior = (c1015 01017 o Cl01);

1 A
Ciio = (1105 01107 .o+ C110)-

DBy — U: cin1 € {0,1}, Corr, Cro1, Crio € {0,1}°.

U-3: Z/{ computeb b()()() ©blh,® bt 010 D 5001 S XGEERSS)
0011 D 0101 @ 0110 (= x1).

Obviously, (S1,53,53) C[()? and (S3,53,53) C[(]® are
uniformly distributed over [(]? for any ¢ € [n]. Thus it
follows from Proposition 2.6 that PIRcc is 2-PIR.

Lemma 3.1 [4]: COMcc(n) = 12n'/3 4-2.

Lemma 3.2: TIMEZ¢
TIMEZ¢(n) =

(n) = 13n + 6n'/3 + 19 and
(11/4) - n + 6n'/3 +19.

Proof: In the practical point of view, we assume that
n < 10%° and also that pointing i € SC ] = [n'/?]
requires a single step. From the description of PIRcc,
we immediately have the following: In both the worst
and average cases, 3¢ steps for random generation in
U-1, 3 steps for index pointing and 3 steps for XOR
in U-2, and 6 steps for index pointing and 7 steps for
XOR in U-3 are required. To compute bggg in DB1-1,
DB requires 3¢3 steps for index pointing and ¢ steps
for XOR in the worst case and 3(¢/2)3 steps for index
pointing and (£/2)? steps for XOR in the average case.
To compute Bigo in DB1-2, DB requires (2% + 1)¢
steps for index pointing and ¢3 steps for XOR in the



14

worst case and {2(¢/2)% + 1}/ steps for index pointing
and (£/2)%¢ steps for XOR in the average case by eval-
uating bigg = booo @ (B, 51 Biyes2 Thiiauis) for each
h € [¢]. The analysis similar to this can be applied to
Bo1g, Boo1- Since the number of steps made by DB;
is the same with that made by DBy and ¢ = n'/3,
we have that TIMEZE(n) = 13n 4 6n'/3 + 19 and
TIMEE, (n) = (11/4) - n+ 6n'/3 + 19. O

3.2 The Block Division Scheme

In this subsection, we show new 2-PIR (PIRgp) that is
based on Lemma 2.7. Let m = [n/s] for some s 2 1 (s
will be fixed later), and X = (X1, Xo,..., X)) =2 €
{0,1}", where X; € {0,1}* for each block i € [m]. Let
d =2and ¢ = m'/? and we embed X in a 2-dimensional
cube by associating each block i € [m] with a 2-tuple
(i1,42) in a natural manner.

Here we assume that U/ wishes to retrieve x; for
some t € [n] and that z; is located at the 7th bit of
Xg, where 7 € [s] and 3 € [m]. Let (B1,52) € [¢)?
be the associated 2-tuple of 3, and for any A =
(A1, Ag, ..., Ag) € {0,1} and a € [f], let pick, (A) =
Aq.

The Block Division Scheme: PIRgp
U-1: U chooses ST, 53 C
and independently.

U-2: U computes S? = Si & 1,
and T2 =T 1.

U — DBi: Si,85 C[f), T C[s].
U — DBy: 3,53 (1], T Cs].
DB1-1: DBy computes

By = @ @ Xi in-

i1€5] i2€853

[¢] and T'* C [s] uniformly

522 = 521 @62)

DB1-2: For each h € [¢], DBy computes

D D .t

llesl@h lzesl

bZJLl - @ @ 11 Zga

i1€S5} ieSldh

h
blO_

and defines Big = (big, b3, . . .
(béh bglﬂ teey bél)

DBy — U: By € {0, ].}S, Big, Bo1 € {0, ].}Z.

) b§0)7 BOI =

DB2-1: DBy computes

Cn = @ @ X io-

i1€5% ip€S52
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DB2-2: For each h € [¢], DBy computes

h
Co1 = @ @ 117127

i1€52@h €S2

h
Cio = @ @ 11 125

i1€52 i€S2dh

and defines Co1 = (cby,c21,---,¢chy), Cio =

(0%07 0%07 o Cfo)-

DBy - U: Ci1 € {0, 1}8, Cho,Cq1 € {0, 1}4

U-3: U computes pick.. (Boo) @ pick, (C11) @ (b5 @
8) ® (bgy ® g} (= 2)-
The intuition behind PIRgp is as follows: For each

h € [é]v let 1/1% = @ileS%GBh @izesé Xi17i2 and Yoii =
@ilesll EBizesg@h X, ., instead of bf, and bl respec-
= @ilesfeah @hesg Xi, i, and
VAES @hes% ®¢2esg@h Xi,.i, instead of cfy and cf,
respectively. Recall that U wishes to retrieve x; for
some t € [n] and =z, is located at the 7th bit of
X3,,8,- Then it follows from Lemma 2.7 that Xg, g, =
Boo @ Ylﬁo1 @ Yoﬁf @ Ch1, but this blows up commu-
nication complexity. Since U is interested in the 7th
bit of Xp, 5, and Y{i' = Z12 and Y$* = ZP hold
from Proposition 2.5 and the definitions of 7' and T2,
(Y TY @ (2%, T2) = b5y @ ¢ provides the Tth bit
of V' and (YgP, TY) @ (254, T?) = by: @ cf
the 7th bit of YO’%. These are sufficient for I/ to retrieve
x; and reduce communication complexity.

tively, and let Z[

1 provides

Theorem 3.3: The block division scheme PIRgp is pri-
vate information retrieval for 2 databases.

Proof: For d = 2, it follows from Lemma 2.7 that
Xg, 8, = Aoo ® Ao1 © Ao ® Ai1, where

@ @ Xiy iz

71 ES% iQES;

S D X

11 €S} i2€S;DP2

= @ @Xil,iz;

71 ES% igesg

D D X

11 €SI ®B112€5]

= D P X

71 ES% igGSzl

O D X

11E€S1®P1 12€5;B B2

@ @ Xihigv

i1€5% i2€S52

A =

Ao =

Ayp =

for any St C [¢] and any S5 C [¢]. Since z; is located at
the 7th bit of X, g,, we have that z, = pick,(Xg, 5,) =
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pick, (Aoo) ®pick, (Ao1)Dpick, (A1) Dpick,(A11). From
the definitions of Agg, A11 and Bgg, C11, it is immediate
that Agg = Bgo and A1 = Cq1, and thus we have that

pick, (Boo) @ pick, (C11)
= pick, (Ago) @ pick,(A11). (1)

On the other hand, from the definitions of By, C1g and
Ajqg, it is obvious that

b?(lj = @ @ iryizy I

zleS B/ ’LQES

- | D D X T

i1€52 €8}

B2 _
€10 = @ @ 11 125

11€57 i€S2B 62

| B B x0ui | = (40,7%).

ilesf iQES;

= (Al()afl) ;

Then from the fact that 72 = 7! & 7 and Proposi-
tion 2.5, it follows that b3 @ ¢j2 = pick,(A;0) and
bgf D cgi = pick,(Ap1). Thus we have that

by @ iz = pickg, (Bio) @ pickg, (Cio)

= pick, (A10); (2)
bz @ it = pickg, (Bor) @ pickg, (Cor)
= pick,(Ao1)- (3)

Then from Egs. (1), (2), and (3), it turns out that

z¢ = pick.(Xg,,5,)

= piCkT (AOQ) D piCkT (A()l)

@pick.. (A10) ® pick, (A11)

pick, (Boo) @ pick,(C11)

B (0 ® 1) & (bp] @ cof).

It is obvious that for any ¢ € [n], (St,53,T") C [(]* x [s]
and (S%,53,T?) C[(]* x [s] are uniformly distributed
[s]. Thus PIRgp is 2-PIR. O

over [(]? x
Theorem 3.4: COMpp(n) = 12n'/3.

Proof: From the description of PIRgp, it is immediate
that COMpp(n) = 8¢ +4s = 8- (n/s)'/? +4s. Then we
have that COMpp(n) = 12n'/3 by setting s = n'/3. O

Theorem 3.5: TIMERH
and TIMEgH (n) =

(n) = 5n+4n?/3 +9n'/3 + 17
(5/4) -n+(3/2) -n?/3 +8nl/3 +17.

Proof: In a way similar to the proof of Lemma 3.2,
we assume that pointing i € S C [¢] = [n!/3] requires a
single step. From the description of PIRgp, we immedi-
ately have the following: In both the worst and average
cases, 20+ s steps for random generation in U-1, 3 steps
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for index pointing and 3 steps for XOR in U-2, and 6
steps for index pointing and 5 steps for XOR in U-3
are required. To compute Byy in DB1-1, DB, requires
202 steps for index pointing and ¢2s steps for XOR in
the worst case and 2(£/2)? steps for index pointing and
(¢/2)2s steps for XOR in the average case. To com-
pute Byg in DB1-2, DB, first evaluate b = (Boo,fl)
for which DB requires s steps for AND and s steps for
XOR in the worst case and s/2 steps for AND and s/2
steps for XOR in the average case. Then DB, evaluates
b, =ba {@mesl(Xh i, T} for each h € [f]. This

requires (¢ + 1)/ steps for index pointing, ¢?s steps for
AND, and (¢s+1)¢ steps for XOR in the worst case and
{(¢/2) + 1}4 steps for index pointing, (£/2)%(s/2) steps
for AND and {(¢/2)(s/2) + 1}£ steps for XOR in the
average case. The analysis similar to this can be ap-
plied to By;. Since the number of steps made by DB;
is the same with that made by DBy and s = ¢ = n'/3,
we have that TIMEZE (n) = 5n+4n2/34-9n'/3+17 and
TIMEL (n) = (5/4) -n+ (3/2) -n?/3 +8n/3 4-17. O

4. Communication-Efficient k-PIR

Let £ = 2. Here wee assume without loss of general-
ity that n = ¢25=1 ie., £ = n'/*1 and we embed
x € {0,1}™ in a (2k — 1)-dimensional cube by associ-
ating each position ¢ € [n] with a (2k — 1)-dimensional
tuple (i1,ia,...,i2t—1) € [¢(/**7! in a natural manner.
We also assume that U wishes to retrieve x; for some
t € [n] and let (t1,t2,...,t2x—1) € [(]**7! be the asso-
ciated (2k — 1)-tuple of ¢.

4.1 General Frameworks

We first show general recursive schemes for k-
PIR (k-PIRgrec) with communication complexity
O(n'/(?*=1) that includes the scheme by Ambai-
nis[1] as a special case. For any d,r = 1 and
any ¢ € {0,1}% let Bg(c,7) be the set of all d-
bit long strings that differ from ¢ in at most r po-
sitions, i.e., By(c,r) = {v € {0,1}¢ : d(e,v) < 7}
For any S = (S1,8%,...,5%-1)C[(*1, let § =

(gl, gg, ey ggk_l) S {O, I}Z(Qk_l). Then for each § €
[2k — 1], we define

Cr(8,0) =T =(T1,T,...,Tok-1) € [4]2k71 :

Te BE(2k—1)(§7 §) &

2k—

/\ |75 € Bu(S;.1)]

ie, T = (T1,Ts,...,Tog—1) € Ci(S,9) if (1) for each
Jj€Rk—1],T; =S; ®i; for some i; € [{] or Tj = Sj;
and (2) T; + S; happens at most ¢ times. Let ||A|| be
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the number of elements in a finite set A. We number
each element of Cy(.5,9) in a natural order. Obviously,

5
M(k, 8) = |Ck(S. )] = > <2k a 1)12%‘.

7
=0

Recall that ¢ € [n] is the bit position U wishes to re-
trieve and (t1,%2...,tar_1) € [(]?*71 is the associated
(2k — 1)-tuple of ¢.

For any S = (S1,52,...,5%-1)C [(]2%=1 ] define

Hy(S,t,8) = {T = (T\, Ty, ..., Tap_1) € [
T € Ou(S,0) &
Vj € [2k —1] [T # S;

éTjZSj@tj}},

ie., T € Hi(S,t,0) if T € Cy(S,9) and Tj differs from
S; only on t; € [¢] for j € [2k — 1]. From the definition
of Hi(S,t,0), it is obvious that

°(2k -1
NGka) = Jrsol = 3 (1)
i=0
Since Hy(5,t,0) C Ci(S,6), each element of Hy(S,t,0)
has the unique number assigned by the numbering for
all elements of Cj(S,0). Here we define Py(S,t,0) =
(p1,p2, - .- s PNk 5)) to be the set of the numbers that

are assigned to all elements of Hy(S,T,J).

Let ky,ko € [k], where k1 + ko = k. We present
2-PIR, (k1,k2)-BASIS, for U’ and DB}, DB, that will
be a building block for constructing general recursive
k-PIR (k-PIRGrec). As noticed above, k-PIRgrec in-
cludes the recursive scheme by Ambainis[1] as a special
case.

The Building Block: (k1, k2)-BASIS
U-1: U’ chooses S} C [{] uniformly and indepen-
dently for each j € [2k — 1].
U-2: U’ computes Sf— = S} @ t; for each j €

2k —1].
U —DB;: Q= (S1,8%,...,8% ) C 21,
U — DBy Qo= (S2,83,...,52, ) C 21,

DBI1-1: DB) enumerates L, = (L%, ..
Cr(Q1,2k1 — 1) and computes

=@ D

ineLh i2k—1€Lgk71

h
S Lg ) €
Lig,oyiok_1s

for each h € [M(k,2k1 — 1)].
DB, —U'": Ay = (a},add,. .., a,lvl(k’%lfl)).

DB2-1: DB, enumerates Ry, = (R}, ..
Ck(Q2,2ks — 1) and computes

LRYy ) €
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d=@ - D

i1€RP iak_1€RE, |

Liq,.cyion_1>

for each h € [M(k, 2k — 1)].
DBy —U': Ay = (a},a3,..., a,Q\A(k72k271)).

U-3: U’ obtains {B;cp, (g, .t,2%, 1) Pick; (A1)} &
{Dicr.(Qu.t.2h.—1) Picki(A2)} (= @)

The intuition behind (k1, k2)-BASIS is as follows: From
Proposition 2.6 and the definition of C/(S, ), it follows
that A; and A, include enough information to retrieve
x¢. After receiving A; and Ao, U retrieves x4 by picking
appropriate bits from A; and As.

Lemma 4.1: The building block (k1, k2)-BASIS is pri-
vate information retrieval for 2 databases.

Proof: For each o = (01,09,...,005_1) € {1,2}2k~ 1,
let w1 (o) be the number of j € [2k—1] such that o; =1
and ws (o) the number of j € [2k — 1] such that o; = 2.
We define Xy, = {0 € {1,2}**71 : wy(0) < 2k — 1}
and Xy, = {0 € {1,2}%71 : wy(0) < 2ky — 1}. For
any o, if we(o) £ 2k — 1, then wi(o) = 2k — 1 —
wo (o) 2 2k — 1 — (2k1 — 1) = 2(k — k1) = 2ka, because
w1 (o) +we(o) = 2k — 1 and ky + k2 = k. Thus we have
that 3y, = {0 € {1,2}?*71 : wi(0) = 2ks}, and this
implies that Y, , X, is a bipartition of {1,2}2k~1,

Let Q) = {S, = (S7,592,...,S52%7") € [()*1:
o= (01,00,...,00_1) € {1,2}?*71} be the set of ques-
tions for which Proposition 2.5 holds, and define

le = {Sg €Qr:0¢€ Ekl};
Qk2 = {Sg €Qr:0E€ EkQ}.

Then Qy,, Ok, is a bipartition of Qy, because X, , 3y,
is a bipartition of {1,2}?*~!. From the definition of
Hi(S,t,6), Qp,, and Qy,, it is obvious that Qk, =
Hk(Ql,t, 2]{11 — 1) and Qk2 = Hk(QQ,t, 2]412 — 1) Note
that Py(Q1,t,2k; — 1) and Pg(Q2,t,2ke — 1) respec-
tively characterize the position for each element of
Hy(Q1,t,2k1—1) and H(Q2,t,2ka—1). Then it follows
from Proposition 2.5 that

a! @

1€ Py (Q17t,2k171)

o D

1€ P, (Q2,t,2ka—1)

pick, (A7)

pick;(As2)

S ) S0 and

Obviously, Q1 = (S%,53,.. c
Q2 = (57,83,...,5%,_1) €[0! are uniformly dis-
tributed over [¢]?*~! for any ¢ € [n]. Thus the building
block (k1, k2)-BASIS is 2-PIR. O

Now we are ready to show general recursive k-PIR,
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k-PIRGrec, for U, DB(ki) = (DBi,...,DB},), and
DB(k2) = (DB3,...,DB;,). Recall that ki, ko € [K]
such that k1 + ko = k.

The General Recursive Scheme: k-PIRGrRec

U-1: U simulates U’ of (kq, k2)-BASIS to gen-
erate Q1, Q2 C[(]?*1

Uu— DB(kl) Q1 g [Z]Qk_l.
U — DB(/{?Q) Qgg

DB(k1)-1: DB(k1) simulates DB} of (ki, k2)-BASIS
on @ to generate A; € {0, 1}M(k:2k1—1),

DB(k2)-1: DB(kz) simulates DB, of (k1, ka)-BASIS
on Qs to generate Ay € {0, 1}M(k2k2=1),

U < DB(ky): For each h € Pi(Q1,t,2k1 — 1), U and
DB(k1) run k1-PIRGRec on A; to get aj .

U — DB(ky): For each h € Py(Q2,t,2ky — 1), U and
DB(ks) run ko-PIRGRec on Az to get a?.

U-2: U computes {D,cp, (0, 1281 aj} @
{GahePk(Qg,t,Zkg—l) a%} (= x¢).

The intuition behind k-PIRgrgc is as follows: We
have already known 2-PIR (e.g., PIRcc and PIRgp
in Sect.3) with communication complexity O(n'/3),
and for each k& = 3, k-PIRgrec is inductively con-
structed from k1-PIRgrpc with communication com-
plexity O(n'/(?*1=1)) and ky-PIRgrec with communi-
cation complexity O(n'/(?*2=1) Here we recall that
A; and Az include enough information for U to re-
trieve z; (as we have noticed above). Since |A;| =
O(n(le—l)/(Qk—l)) and |A2| — O(n(2k2_1)/(2k_1)), we
can achieve O(n'/(?*=1) communication complexity by
picking appropriate bits from A; and As.

[é]%fl.

Theorem 4.2: For each k = 2, the general recursive

scheme k-PIRgrec is k-PIR with communication com-
plexity O(n!/(2F=1)),

Proof: We prove the theorem by induction on k. For
convenience, 1-PIRgrec for U and DB is assumed to be
a scheme that U asks nothing and DB responds U with
the whole stored data.

Base Stage: Assume that k£ = 2. Since kq, k2 € [K]
and ki +ko = k, we have that k; = ko = 1. This implies
that DB(k1) = DBy and DB(ks) = DBs. Note that
(1,1)-BASIS is ezactly the same with PIRcc in Sect. 3.1
and that DBy and DB respond U with A; and As, re-
spectively. Then it turns out that 2-PIRgrec is exactly
the same with PIRcc. Thus it follows from Lemma 3.1
that 2-PIRgrec is 2-PIR with communication complex-
ity 12n'/3 42 = O(n!/(22-1),

Induction Stage: Let k£ = 3 and assume that for
any 2 < k' < k, K’-PIRgrec is k’-PIR with communica-
tion complexity O(nl/(%/’l)). To complete the proof,
we show in the following that k-PIRgrec is k-PIR with
communication complexity O(n!/(¥=1)),
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From the induction hypothesis, it follows that k-
PIRGrec is ki-PIR with communication complexity
O(n/(#1=1Y and ky-PIRGReC is ko-PIR with commu-
nication complexity O(n'/(?k2=1)). For each j € [ki],
let Q) = {Q1,4;(1),q;(2 )wwqj( (k,2k1—1))} be the
set of questions made by U to DBJ and for each j € [ko],
let Q? ={Q2, q?(l),q?(?), e q?(N(k, 2ka—1))} be the
set of questions made by U to DB? Since k1-PIRGREC
is k1-PIR, g} (h) is identically (and independently) dis-
tributed for each h € Py(Q1,t,2k1 — 1). Note that Q1
is uniformly distributed for any ¢ € [n] and is indepen-
dently distributed of g; (h) for each h € P(Q1,t,2k1 —
1). Then it follows that for any ¢ € [n], Q] is identi-
cally distributed for each j € [k;1]. In a way similar to
this, we can show that for any ¢ € [n], Q7 is identically
distributed for each j € [k2]. Thus k-PIRgrec is k-PIR
for each k£ = 2.

Finally, we analyze communication complexity of
k-PIRGrec. We use COMEgec(n) to denote commu-
nication complexity of k-PIRgrec. Note that |Q1] =
|Qa| = (2k —1) - £ = (2k — 1) - n*/(?*=1 The definition
of M(k,d) guarantees that there exist cg,,ck, > 0 such
that

1A = Mk, 2k — 1)
2k1—1 o
= > (2k._1)éi§0k1 T
2
=0

|Az| = M(k, 2ky — 1)
2k —1
_ Z (2]{1; 1) él g Ck2 ) n22k-k2_—11 .
=0

Since COMERgc(n) = O(n'/@¥ =1 for each ¥ < k
(induction hypothesis), there exist dj,,dr, > 0 such

that
COMélREc( ) < dy, -nt/CR-D;

COMé2REc( ) < dy, -t/ kD)

respectively. Then we have that

COMgRec(n)
= k1 - Q1 + k2 - |Q2]
+ N(k, 2k1 — 1) - COMrec (|A1)
+ N(k, 2k — 1) - COM&ec (|42])
< k(2k —1) - p/ k1)
+ N(k, 2ky — 1) - dp, - | Aq]|/ @D
+ N(k, 2ko — 1) - dp, - |Ag|/Pk2=D)
< cp - nM/ @)

for some ¢, > 0. Thus for each k = 2, COM¢grec(n) =
O(n'/k=1) for any n > 0. O

Note that in Theorem 4.2, COMEggc(n) is mea-
sured independently of the choices of k1,ks € [k]. To
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analyze the inherent behavior of COMgggc(n) more
precisely for each k = 2, we define

COM¢Rec(n)
Dérec = lim ni/@k—1)
It is obvious that D]&REC is the coefficient for the dom-
inant factor of COMggec (n).

4.2 The Unbalanced Recursive Scheme

For each k = 2, we assume that k1 =k —1 and ky = 1.
Then k-PIRgrec coincides with the recursive k-PIR by
Ambainis [1] and we refer to the unbalanced recursive
scheme as k-PIRyrec. Let COM{jgec(n) denote com-
munication complexity of k-PIRyrgc for each k = 2.

Theorem 4.3: For each k > 4, Dfjggc = (2k — 1) -

2k(k 1) )

Proof: Since ky = k—1 and k3 = 1 in k-PIRyrec, U
sends Dle- Q1 C[()?*~ for each j € [k1] = [k—1], and U
sends DB; Q2 C [¢(]**~ for j € [ky] = [1]. Then U and
DB}, DBy,...,DBi_, run (k—1)-PIRyrec N(k, 2k —3)
times to retrieve aj for each h € Py (Q1,t,2k — 3), how-
ever, U asks nothing more and DB% responds U with
As in 1-PIRyrgc. Here we note that N(k,2k — 3) =
22k=1 2k —1)—1 =221 2k and |A3| = M(k, 1) =
1+ (2k — 1) -n'/*=1 Then

COM{jRec(n)
= (k1 +k2)(2k—1)-n
+ COMygec(M(k, 1))
+ N(k, 2k — 3) - COM{gec (M(k, 2k — 3))
= (227! — 2k) - COM{gEc (M(k, 2k — 3))
+ 2k —1)(k41) - nt/=D 41, (4)

1/(2k—1)

F}liom the definitions of DEggc and M(k,d), we have
that

COMjrec(M(k, 2k — 3))

lim

n—00 nl/(2k—1)
=iy | (MR, 2k — 3)}1CRY
T a0 nl/(2k—1)

COM{Rec(M(k, 2k — 3))
{M(k, 2k — 3)}1/(2k=3)

N\ 1/(2k-3)
_(2k-1 Dkl )
2k — 3 UREC"

Note that 22k—1 — 2k > 22k=2 for each k = 2 and that
() = (n/k)*[9, Proposition B.2]. Then from Egs. (4)
and (5), it follows that for each k = 4,

COM{jrec(n)
Direc = Jim = vGi-n
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. 1
— n1£20{(2k ~ (k1) + ey
+ (22k—1 _ 2k)
k—1
. COM{iRc (M(k, 2% 3))}
/(1)
ok _ 1\ 1/ (2k=3)
_ (o2k—1 kol
= (221 —2k) - (% B 3) -Durec
2k — 1)k +1) (6)
o — 1\ 1/ (2k=3)
2k—1 k—1
2 ( ) “Durec
1/(2k—3)
2k—2 k—1
> 22k2. (% 3> -Durec
2k —
2k—2
>2 %3 3 - DyRec: (7)

Since 2-PIRyrec is exactly the same with PIRcc,
we have that COM{gec(n) = 12n'/3 + 2, and thus
DYrec = 12. Then it follows from Eq. (7) that

k—1 .
H 227; ) 21 + 1 D2
5 — 1 UREC
=2

_ ? g D(h=2) o

%

k
Dyrec

Hence Dfjggc = (2k — 1) - 2k(=1) for each k = 4. O

4.3 The Balanced Recursive Scheme

In this subsection, we present new k-PIR with (much)
less communication complexity than k-PIRyrec by tak-
ing k1 = [k/2] and ko = k — [k/2]. The way of taking
k1, ko € [k] is more balanced than that of k-PIRyrec.
We refer to the balanced recursive scheme as k-PIRgrec
and use COMEgec(n) to denote communication com-
plexity of k-PIRgrgc for each k& = 2.

In k-PIRyRec, we take k; = k—1 and ke = 1, and
this causes k-PIRyrgc to recursively call k’-PIRyRrgc
(for ¥’ < k) k times. On the other hand, k-PIRgrgc
needs to recursively call k’-PIRgrec (for ¥ < k) only
lg k times because of its balanced way of taking k1, ks €
[k]. Intuitively, the difference between k-PIRygrgc and
k-PIRgrec provides a huge gap between Djggc and

k
DBREC'

. k 5k
Theorem 4.4: For each k = 4, DBREC < k-2°%.

Proof: We first note that 2-PIRgrgc is the same with
PIRcc and 3-PIRgrec is the same with 3-PIRyrec.
Then from Lemma 3.1, it follows that Djgec = 12 <
2048 = 2 - 25%2 and from Eq.(6), it follows that
Dipec = 692 < 98304 = 3. 25%3,

For each k = 4, let k1 = [k/2] and ko = k— [k/2].
For each j € [k1], U sends @ C [(]**~! to DB; and for
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each j € [ko], U sends Q2 C [(]**~! to DB?. Then U
and DB(ky) run ki1-PIRyrec N(k,2k1 — 1) times to get
a} for each h € Py(Q1,t,2k; — 1), and U and DB(ks)
run ka-PIRyrec N(k, 2k — 1) times to get a} for each
h € Py(Q2,t,2ke — 1). Thus it follows that

COMgrec (n)
= k(2k — 1) - nt/(k—1)
+ N(k, 2k1 — 1) - COMERec (M(k, 2%y — 1))
+ N(k, 2kz — 1) - COMEnec(M(k, 2k — 1)).
(8)
From the definition of Dgggc and M(k, §), we have that
k
i COMEec (M(k, 261 — 1)
n—00 nl/(2k—1)

{M(k, 2k; — 1)}1/CR D
nl/(2k=1)

= lim
n—oo

COMphec(M(k, 2k — 1))
{M(k, 2k — 1)}1/Cki—1)

de_ 1\ VD
- <2k1 - 1) Derec ¥

i COMec(M(k, 2z — 1))

o nl/(@k—1)

{M(k, 2y — 1)}/ CR2"D)
nl/(2k—1)

= lim
n—oo

{M(k, 2o — 1)}1/(2h2—1)

de_ 1\ M)
- <2k2 - 1) DBrec (10

Thus from the definition of DéREC and Egs. (8) to (10),
it follows that

COMgec (M(k, 2ks — 1))1

COMERrec(n)
k o BREC
Derec = 1m — /51
= k(2k — 1)
+N(k,2k; — 1)
. COMghec (M(k, 2k; — 1))
x {7}5& nl/@k—1)
+ N(k,2ky — 1)
COME2,_ - (M(k, 2ky — 1))
: BREC ?
x {7}520 nl/ k1)
= k(2k — 1)
+ N(k,2k; — 1)
1/(2k1—1)
(21 ol
2%y — 1 BREC
+ N(k, 2ky — 1)
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o1\ V@D
: <2k2 - 1) Psrec: (11

for each k = 4. In the following, we show the theorem
by induction on k£ = 4.

Base Stage: Let k = 4 and we have that ky = ko =
2. From the definition of N(k,¢), it immediate to see
that N(4,3) = 64. Thus it follows from Eq.(11) that
Direc = 5052 < 4194304 = 4 2574,

Induction Stage: Let k¥ = 5 and assume that
Direc < k' - 25 for each 2 < k' < k — 1. Note that
2ks—1<2{k—(k/2)}—1=k—1< (2k—1)/2. Then
we have that for each k = 5,

2k, —1
N(k, 2k —1) = > <2kf 1) < Z 221 (12)

- (3
1=0
2ko—1
2k — 1
N(k,2ky — 1) = < 222, 13
k=3 (%) (13)
We also note that 2k — 1 =2 k—1 = (2k — 2)/2 and

2ky—122-{k—(k/2)—(1/2)}-1=k—-22= (2k—-2)/3
for each £ = 5. Then we have that for each k = 5,

i {M(k,2k; — 1)}/ hka=1)

e 1/ (k1)
B 2k — 1 1/(2k1—-1)
\2k; -1
< 27T < 4 (14)
_ AM(k, 2ky — 1)}1/(@Rm1)
i 1/ (2h—1)
2k 1)@
C\ 2k —1
<27 T < 8. (15)

Thus from Eq. (11) and Egs. (12) to (15), it immedi-
ately follows that

3
k 2k+1 k
2k+1 k
+ 2 - DgRec:

From the assumption that D]ICB/REC < K - 25 for each
2 < k' <k, it turns out that

3
DErec < k(2k — 1) + 1 2% HL |y - 25k

492k ) L 95k

2k -1

3 k1 9Bk1+1-3k
25k 4 k

k2 5ka+1—-3k
—= . 9ok2
k

<k-2%%

because 2 < ky < k1 < k for kK =2 5. Thus we have that
DErec < k- 2% for each k 2> 4. O
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Theorem 4.5: For each k = 4, DEREC < DIfJREC'

Proof: Recall that D{jgec = Dgrec = 12 (Lemma
3.1). From Egs. (6) and (11), it is immediate that

Dgrec = 5052 < 152741 = D{recs
DErec = 702492 < 127934898 = Djrec-

For each k = 6, it follows from Theorems 4.3 and 4.4
that DEgec < k- 2°F < (2k — 1) - 28k=D < DFLC
Thus we have that DEREC < D]fJREC foreachk>4. O

5. Concluding Remarks

In this paper, we have presented 2-PIR (PIRgp)
with communication complexity 12n'/3 that is more
time-efficient than 2-PIR (PIRcc [1]). Then for each
k = 2, we have generally formulated (unbalanced) re-
cursive scheme k-PIR (k-PIRyrec) given by Ambai-
nis [1] and have presented (balanced) recursive scheme
k-PIR (k-PIRgrec) with communication complexity
O(n'/(2k=1)) that is more communication-efficient than
k-PIRyRrec-

Recall that k-PIRgrec (and k-PIRyrec) is con-
structed from PIRcc for each k = 2. Then it seems
natural to expect that we could reduce communica-
tion complexity of k-PIRgrec (and/or k-PIRyrec) if we
would have more communication-efficient 2-PIR. Ac-
tually, we can show that if there exists 2-PIR with
communication complexity O(n'/(3+€)) for some inte-
ger e 2 1, then for each k = 2, there exists k-PIR with
communication complexity O(n'/(2¢=1%€)) Then we
have

(1) For some € > 0, find 2-PIR with communication
complexity O(n'/(3+2)),

(2) For some € > 0, find k-PIR with communication
complexity O(n'/(2k=1%¢)) for each k = 3.

(3) Show a (nontrivial) lower bound on communica-
tion complexity of 2-PIR.

(4) Show a (nontrivial) lower bound on communica-
tion complexity of k-PIR for each k& = 3.

Presumably, time complexity of k-PIRgrgc is much less
than that of k-PIRyRrec, but we have not analyzed them
due to their recursive structures. Then we finally have

(5) Analyze the time complexity of k-PIRgrgc and
k-PIRgrec for each k = 3.
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