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Abstract

We observe that the existing norms within cryptography do not expect protocol analysts to document
the sociotechnical properties that a deployed system should have. To help close this potential gap,
we develop a framework that allows bringing sociotechnical dimensions into analyses of cryptographic
systems, and in particular facilitates “in-context” analysis of proposed cryptographic deployments on top
of widely-accepted cryptographic modeling techniques. To explore the utility of our framework, we use
Apple’s 2021 CSAM scanning proposal as a case study. We show how our framework naturally surfaces
many of the criticisms of Apple’s proposal and helps us identify a previously undocumented property of
the proposal.
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1 Introduction

All cryptographic protocols are expected to have an accompanying security proof. But, designers have a
heightened responsibility to document their system’s properties when they will be deployed, as people’s
privacy will be at risk. Responsible deployment, therefore, demands carefully considering the sociotechnical
properties of the system, including both cryptographic and non-cryptographic components, and studying
the ethical ramifications of deployment.

While security proofs are a convincing ways to demonstrate that a protocol realizes a set of idealized
properties, we often lack the tools to systematically evaluate sociotechnical properties and ethics. For
example, proving that a protocol meets the formal definition of secure multiparty computation (MPC)
[Yao86,GMW87, CCD88, BGW88] doesn’t ensure that the MPC’s inputs match the intended goals of the
context, nor does it prevent computation of circuits that are inappropriately disclosive. This work develops
a framework aimed at incorporating social and ethical dimensions within the core analysis of cryptographic
systems, rather than leaving such requirements out of scope.

A real-world example. The gaps in our existing analysis tools are obvious when we look at recent
real-world proposed deployments. Take, for example, Apple’s 2021 announcement [App21c] that it would
scan end-to-end encrypted photographs stored in iCloud for known instances of child sexual abuse material
(CSAM) using a threshold private set intersection protocol. While the soundness of the security proofs
accompanying the announcement was largely unquestioned, critics noted that the proposed system put too
much trust in Apple’s operators and gave clients no ability to detect abuse.

The vast majority of the analysis of this incident has focused on ethics (i.e., should such a system
be deployed?) [AAB+21,Kob21b, FN21,CK21,Gil21,Ops21,GTS+, GS21,KKL+21, San21,MP21,MSST21,
PPK21,Res21,Mur21, Esp21]. We, instead, focus on the process issue, which has been largely overlooked:
Apple’s team produced a report [App21a] that met community expectations but failed to highlight many of the
aspects of their proposal that were found to be objectionable. That is, because the analysis they conducted was
tightly scoped, the research community had to independently extract the sociotechnical properties associated
with deployment—without the benefit of being Apple insiders—before even beginning to debate ethics. While
Apple’s analysis followed cryptographic best practice, we conjecture that had Apple’s analysis incorporated
some of the sociotechnical aspects of the system that were uncovered after release, both the system itself
and the reaction to it might have been different. For this to happen, though, the community needs to have
a methodology for incorporating societal aspects within the core security analysis.

Cryptography-native threat modeling. We argue that there are three, conceptually distinct steps when
it comes to responsibly preparing a cryptosystem for deployment:

(1) proving that it has a set of properties using standard, cryptographic proof techniques,

(2) establishing the sociotechnical properties the cryptographic deployment will have, i.e., the way in which
it interacts with its deployment context, and

(3) arguing that deployment is “good,” “contextually appropriate,” or “ethical.”

Each of these steps is a precondition that informs the following step, as idealized properties dictate a
cryptosystem’s interaction with its context and failing to carefully account for the system’s sociotechnical
properties can radically change the ethical calculus. Moreover, different groups hold responsibility for the
steps. Responsibility for (1) and (2) lie solely with cryptographers, who have the technical knowledge to
understand the intricacies of the proposed cryptosystems. Effectively doing (3), on the other hand, requires
an interdisciplinary team capable of weighing the benefits and risks of deployment from many perspectives.

In this work, we initiate the study of step (2), hopefully paving the way for future work on step (3). We
approach step (2) by asking the following question:

What analytical tool should we use to establish the in-context, sociotechnical properties of a
cryptographic deployment?
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We recognize that building a consensus answer to this question requires full community engagement—and
there may be no perfect tool. Our goal, therefore, is not to provide the final answer to this question, but
rather to offer a candidate tool that can start this important community-wide conversation.

We observe that threat modeling appears to be a promising starting point for developing such a tool, as
threat modeling asks analysts to identify the ways in which different system components (both technical and
social) interact and the implicit trust assumptions the system makes. Moreover, there is a robust and well-
developed threat modeling literature that is often used in practice. Unfortunately, directly importing existing
tools poses difficulties, as they are fundamentally non-interoperable with the modeling techniques already
commonly used in the cryptographic community and operate at the wrong layer of abstraction (e.g., surfacing
the software that implements cryptography, which all cryptographers assume should be correct). Thus, we
must develop cryptographic-native analogs of these techniques that will feel natural for cryptographers to
use.

1.1 Our Contributions

Our approach demonstrates how existing cryptographic modeling tools can be adapted in a natural way
to support the type of sociotechnical analytical work in which we are interested. Specifically, we make the
following technical contributions:

– A Cryptography-Native Threat Modeling Technique. We develop a threat modeling technique
within the Universal Composability (UC) framework [Can01]. Indeed, the UC framework’s ability to
represent a system in multiple levels of abstraction and detail without losing rigor or precision makes
it a convenient platform for capturing sociotechnical properties of security systems. In particular, our
framework allows capturing such properties at one level of abstraction and then arguing about how such
properties are impacted by implementation details which appear only at significantly lower levels.1 Our
approach asks protocol designers to situate ideal functionalities that will be realized cryptographically
within a larger set of functionalities that capture the capabilities of the full system, connecting these
functionalities with the following, concentrically composed protocols:

(1) ΠIntended-use : a protocol describing the envisioned functioning of non-cryptographic software components
of the system. Importantly, specifying behavior within Πintended-use (as opposed to an ideal functionality)
is an indication that no formal (i.e., cryptographically verifiable) guarantees are going to be made
that this software will follow the prescribed steps.

(2) ΠSocial : a protocol describing elements of the system that will not (or cannot) be rendered into
software. Generally, these steps are ones for which it is not always easy to know if any specific
behavior is malicious.

When seen through the lens of the threat modeling literature, our framework is best understood as
a cryptography-native data-flow diagram [GS77] which can be used to examine claimed sociotechnical
system properties. These claimed properties can inform a separate, possibly interdisciplinary, discussion
determining if the system should be deployed.

– Case Study: Apple’s CSAM Scanning Proposal. To study our threat modeling approach, we apply
our framework to a real-world, proposed cryptographic system: Apple’s CSAM scanning proposal. In
Section 4, we use the framework to retrospectively analyze Apple’s initial proposal. We find that this
process (a) captures many of the research community’s existing critiques, (b) helps identify weaknesses
in Apple’s initial cryptographic analysis and (c) pinpoints at least one meaningful risk associated
with deployment that, to our knowledge, has not been publicly discussed despite multiple years
of heightened scrutiny. Specifically, we observe that storing the images scanned by the Apple’s threshold

1Still, the conceptual insights motivating our work are not specific to the UC framework. We anticipate that the community
will likely need an array of threat modeling frameworks, including some that interoperate with other proof approaches (e.g.,
game-based security definitions).
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PSI scheme using convergent encryption can leak the identities of users storing a sub-threshold number of
CSAM images. We note, however, that our framework is limited in the ways that it supports reasoning
about heuristic properties of systems, like the semantic hash function used in Apple’s proposal.

Non-goals. We have three explicit non-goals:

(1) We do not intend the process we propose to be sufficient to justify deployment, but rather an important
tool in a larger suite of analytical techniques. Specifically, our process helps highlight the key social
properties that a deployment would have, which can then be analyzed through the lens of ethics to
determine if deployment is appropriate. As such, we see our threat modeling tools as a necessary
complement to ongoing work to develop computer security specific ethical frameworks [KAL23].

(2) We do not claim that the techniques developed in this work should become standard in every paper
outlining a cryptographic construction. Instead, we envision they are best suited for real-world
deployment proposals in which the social context surrounding the deployment is clear.

(3) Our proposed approach is a first step towards building a do not claim that our approach is necessarily
the best (or only) way to systematically study cryptographic systems “in-context.”

Why choose Apple’s CSAM scanning proposal? When selecting a case study for this work, we
required a proposal that realistically would be subjected to this type of analysis in the real world, both
because it offers sufficient technical complexity and promises to have a rich social context. This ruled out
“toy” examples (e.g., the X509 ecosystem), as they wouldn’t help us learn how our framework handled
complexity. Moreover, we needed a case study that had been subject to at least some ad-hoc sociotechnical
analysis, so we could check if our framework systematically replicated these findings. Without this baseline
against which we could compare, it would be difficult to have confidence that our framework performed at
some minimum acceptable level. Apple’s CSAM scanning proposal satisfied all these criteria.

2 Background: Threat Modeling Techniques

Before describing the techniques we develop in this work, we summarize the existing threat modeling
literature and techniques. The Threat Modeling Manifesto [BSM+] describes the process of threat modeling,
at the highest level, with four questions “(1) What are we working on?, (2) What can go wrong? (3) What
are we going to do about it? (4) Did we do a good enough job?.” While seemingly simplistic, this type
of clarity is valuable for bringing a wide variety of stakeholders into the threat modeling process—a value
that the authors of the threat modeling manifesto emphasis is important. Shi et al. [SGSM22] give a more
detailed set of steps that constitute a “typical” threat modeling process: “(1) define security requirements;
(2) model the system; (3) identify potential threats based on the system model; (4) evaluate the identified
threats based on multiple aspects, such as accessibility to attackers, attack complexity, privileges required, and
so on; (5) mitigate potential threats according to the security requirements; and (6) validate that the threats
are mitigated after applying mitigation techniques.”

This multi-stakeholder (and often interdisciplinary) approach to threat modeling practice (e.g., security
professionals, system architects, intelligence experts, etc. . . ) and can be used to identify both technical and
human vulnerabilities and help identify vulnerabilities that not only threaten digital infrastructure, but also
key business interests. Threat modeling most often takes the form of a social process, possibly supported
by software packages [OWAa,Mic, Iri, Tar]. A comprehensive summary of threat modeling techniques is
beyond the scope of this work (for enumerative lists of existing tools and resources, readers should consult
[Inc,SCO+18,SFW18,Sel19,XL19]). Our goal is to familiarize readers—and cryptographers, in particular—
with the ways in which threat modeling is practiced.

STRIDE. The most notable threat modeling tool is STRIDE [HL06] (spoofing, tampering, repudiation,
information disclosure, denial of service, elevation of privilege), a family of tools initially developed by
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Microsoft to help identify threats to software systems. The two main variations of STRIDE are STRIDE-
per-Element and STRIDE-per-Interaction. Both STRIDE variants comprise a series of steps performed by
system architects. First, analysts render the system into a data-flow diagram [GS77], a visualization that
maps the way that information passes between external actors (e.g., end users), processing nodes (e.g.,
web servers), and data stores (e.g., database), each of which is contained within a trust boundary. A trust
boundary demarcates the scope of control of a single actor or organization and could be imagined as the
set of processing nodes that a single corrupted adversary might reasonably control (e.g., client-side code
operates in a different trust boundary that the server, even if it is written by the same organization). In
STRIDE-per-Element, analysts then iterate through the elements of the data-flow diagram and identify the
categories of threats (i.e., spoofing, tampering, etc. . . ) to which each element is vulnerable. In STRIDE-
per-Interaction, the same process is applied to data flows that cross trust boundaries instead. The STRIDE
toolkit comes with several checklists that then help the analyst elicit concrete threats associated with each
element, at which point these threats are documented and can be used to inform required protections.

LINDDUN. A notable framework that builds off of STRIDE is LINDDUN (linkability, identifiability,
non-repudiation, detectability, disclosure of information, unawareness, non-compliance) [WJ15,WVLHJ18].
Applying the LINDDUN framework generally following a similar workflow as STRIDE, in which the analyst
models the system, iterates through potential categories of harms, and then produces a mitigation plan. The
primary difference is that LINDDUN is more focused on privacy related harms and therefore might be more
applicable to the types of harms cryptographers often consider.

Alternatives similar to STRIDE. There are numerous alternative threat modeling techniques that share a
basic structure with STRIDE: (1) derive a model of the system using data-flow diagrams; (2) consider different
ways in which each element or interaction could be manipulated; (3) elicit concrete threats that could result in
this manipulation; and (4) document these treats. For example, DREAD (damage potential, reproducibility,
exploitability, affected users, discoverability) was an alternative mnemonic used within Microsoft in place of
STRIDE, but has since be abandoned. PASTA (process for attack simulation and threat analysis) [UM15]
provides a wrapper around STRIDE in the form of an institutional playbook with an emphasis on the
organizational dynamics and the leadership buy-in necessary for success. OCTAVE (operationally critical
threat, asset, and vulnerability evaluation) [ADSW03,CSYW07] is another organization-focused approach
that emphasizes participation by both members of business units and technology units and focuses analysis
on key “assets” held by an organization. NIST Special Publication 800-154 outlines a very similar, if less
formulaic, version of this template, in which analysts enumerate the data in the system, specify a set of
security properties, compile a set of concrete threat vectors, and then produce a subset of these threats
against which protections must be installed based of an estimation of the severity of the threats (e.g., cost
it would take to execute the attacks).

Attack Trees. Initially described by Bruce Schneier [Sch99,Sch15], attack trees are a method for mapping
out routes that an attacker could take to accomplish a particular goal. In particular, the root of the tree
represents the goal. Then, each successive layer of children nodes captures options for accomplishing the
tasks in parent nodes. For example, Schneier sketches an example in which the root node is “Open Safe,” one
child of which is labeled “Learn Combo,” which in turn has a child with the label “Get Combo from Target.”
Nodes can be annotated with financial costs, annotated with the possibility/impossibility of the task, and
nodes on the same layer can be connected using either OR or AND logic. This cascading structure allows
for the specification of attack strategies at many layers of abstraction and eventually computing the total
cost of accomplishing the root goal. Attack trees are a common tool used within other threat modeling tools
in order to identify and assess the viability of attacker exploiting a potential threat vector and identifying
security remediation.

Attack and Vulnerability Databases. To support the identification of threats, some threat modeling
processes leverage pre-compiled lists of known attacks and vulnerabilities that can be searched systematically
or used to support brainstorming. These include CAPEC (common attack pattern enumeration and classification)
[MITb], ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge) [MITa], OWASP Top Ten
[OWAb], the Threat Trees that are supposed to be used within a full LINDDUN analysis, and many others.
There also exist some frameworks that support threat elicitation by pairing known attacks vectors with known
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motivations for attack, like TARA (threat assessment & remediation analysis) [WWU+11]. Alternatively,
the Personae non Gratae [CH14] approach provides workups of potential attacker identities (equipped with
fictional backstories, motivations, and expertise) that helps analysts embody the adversarial mindset while
trying to uncover flaws.

Threat modeling cryptocurrency systems. While it is rare to see a formal threat modeling framework
applied to a cryptographic system, the notable exception are cryptocurrency systems. For example, Vandervort
et al. [VGJ15] applied STRIDE to a Bitcoin-like cryptocurrency. Almashaqbeh et al. [ABC19] and Boughdiri
et al. [BHA24] each develop a custom threat modeling framework that is tailored for cryptocurrencies. Given
that their intended target is cryptocurrencies, they do not have the right approach for general cryptographic
systems. For example, Almashaqbeh et al. [ABC19] introduce a novel technique, called a collusion matrix
which is best suited for the threat domain of cryptocurrencies, as its model helps rule out scenarios that
are irrelevant to cryptocurrencies and make sure that it captures specific circumstances (e.g., financially
motivated attackers) that are specific to cryptocurrencies.

The other two noteworthy works in this space attempt to systematize the known threats to cryptocurrency
systems. Froehlich et al. [FHA22] address the gap of threats that end-users of cryptocurrencies may face.
They conduct a study of experts in industry and academia to build a model that will consider six categories
of threats that end-users may experience. [FHA22] specify that their model identifies the threats that end-
users will experience. Badawi et al. [BJ20] do a systematic literature review on existing threats that target
cryptocurrencies. They identify attacks by cyber-criminals on cryptocurrencies, and analyze solutions to
these crimes proposed in the literature.

Studies of Threat Modeling Techniques. Although largely beyond the scope of this work, we note that
there is a moderate amount of academic work studying the practice of threat modeling itself. These include
case studies of performing threat modeling, e.g., [CCK+18, SVR+18, CR21] and descriptive studies of the
ways in which threat modeling tools are used by cybersecurity practitioners [TMPV24,VYSJ24,GBBA24].
These later works also surface limitations of existing threat modeling schemes. For example, both Thompson
et al. [TMPV24] found that threat modeling, as practiced by medical device manufacturers, can be quite
ad-hoc and relies heavily on the prior experience of the analyst. Verreydt et al. [VYSJ24] studied the existing
threat modeling practices of Dutch organizations, and found that there were significant informal benefits to
performance threat modeling (e.g., security awareness), even if the practice seldom identified new threats.
Grosse et al [GBBA24] studied the threat modeling as applied to artificial intelligence applications, finding
that there is a gap between academic threat models and real-world threat models. Other works have tried
to interrogate the value of threat modeling processes in more controlled environments. For example, Fulton
et al. [FVA+22] studied students as they attempted to develop secure programming skills within the context
of a course that taught threat modeling. Scandariato et al. [SWJ15] also studies students, asking them to
perform threat modeling using STRIDE. They find that the stride methodology produces threats with a low
false positive rate and a moderately high false negative rate, but the process itself is very time consuming.
Shull [Shu16] attempted an even more controlled experiment, in which study participants generated a threat
model using a randomly assigned threat modeling tool, and found that the outcomes of the threat model
process were often inconsistent between analysts.

3 A Framework for “In-Context” Analysis

In this work, we imagine a future in which the expectation from the cryptographic community is that real-
world proposals for cryptographic systems not only include a rigorous proof of security, but also an analysis
that helps illustrate the way in which the cryptographic components will fit into the broader system. This
analysis would provide an opportunity to articulate the sociotechnical goals that the composed system is
intended to accomplish and analyze the extent to which those goals are met. Unlike standard proofs, this
section may not provide iron-clad evidence that the goals have been met, as providing formal proofs of social
properties seems prohibitively difficult. Instead, this analysis significantly lowers the barrier for external
validators interested in evaluating the merits of the proposed system. Moreover, a clear articulation of the
system’s sociotechnical goals invite readers to decide if they agree that these goals are appropriate.
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3.1 Design Goals

Before considering a viable way to structure this in-context analysis of cryptographic systems, we pause to
consider our design goals. At the highest level, we require a framework that is both convincingly thorough, in
that a reader should be confident that the designers have thought critically both about the properties of their
system and the impact of deploying a system with those properties into the world, and surfaces questions of
social importance, in that the framework should facilitate productive conversation about the ramifications
of the system, as deploying cryptography is rarely without trade-offs. We break these high-level properties
into concrete requirements below:

(1) Broaden the analytical frame. Existing tools for analyzing cryptographic systems focus on modularity
and generalizability, in that the properties of the cryptography are kept sufficiently generic such that
they can be plugged into future applications. A side effect of this approach is that it naturally suppresses
the details of how the system, as deployed, will fit into a larger digital ecosystem. For example,
within Apple’s proposed system, the origin server’s inputs and meaning of the client’s inputs are not
immediately obvious from reading the ideal functionality or protocol description. Analysis of these
parts of the deployment is—at best—reserved for another document and is often performed without
any supporting framework or critical review by security experts, despite their critical importance for
analyzing the privacy implications of deployment. We require that our framework provides the
affordances necessary to broaden the scope of the analysis performed by system designers.

(2) Conceptually lightweight, or “cryptography-native.” We require that a new tool does not
introduce significant conceptual complexity (beyond the non-trivial complexity associated
with standard cryptographic analysis). Requiring too much learning or labor in order to leverage
an analytical framework will limit uptake. If we believe that doing this kind of thorough analysis is the
“right thing to do,” we should make efforts to encourage broad usage. Looking ahead, we do this by
piggybacking onto the language of ideal functionalities which are familiar to much of the cryptographic
community.

(3) Systematic and enumerative. We require that the framework to conduct this analysis
provides a clear script for system designers to follow. If a framework is systematic—like existing
formal proof techniques—then it acts as compelling evidence, both to the author and the reader, that
the system in question has been thoroughly considered. Any new framework that we propose should
similarly take a systematic approach to analysis and leave obvious evidence when elements of the
analysis have been skipped. We note, however, we stop short of trying to prove sociotechnical properties
of systems (in a formal sense), but rather make analyzing them more systematic. In this sense, the
approach must force system designers to enumerate the relevant aspects of the system completely.

(4) Highlights implications of trust choices. Because cryptography enables system designers to re-
imagine the trust relationships required to carry out computational tasks, we need our framework
to facilitate a clear understanding of the ways in which trust is allocated throughout the
entire system. By failing to contextualize protocols, existing norms make it difficult to see these trust
relationships— and the implications of discovering that trust was improperly allocated. This includes
highlighting the ways in which cryptography can minimize the trust required for the system to operate
and aspects of the trust allocation that are beyond the cryptographic component’s reach.

3.2 The need for a cryptography-native approach

Threat modeling techniques appear to be a natural starting place for conducting “in-context” analyses. For
example, the community could simply require that authors of real-world proposals apply STRIDE/LINDDUN
to the proposed system and publish the results of that analysis. Such an approach would likely meet
many of the design goals outlined above. STRIDE/LINDDUN would rapidly broaden the analytical frame
to new elements of the system, including the software stack, back-end data storage, and human actors.
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While STRIDE/LINDDUN are not perfect systems, they is widely considered sufficiently systematic and
enumerative enough to become a go-to tool for practitioners protecting digital treasure-troves from motivated
attackers. Most importantly, STRIDE/LINDDUN is a mature technique with significant amounts of documentation
and educational tools.

There are, of course, significant challenges to directly applying threat modeling tools to cryptographic
proposals. First and foremost, there is no interoperability with the concepts cryptographers regularly use to
model the properties of cryptographic protocols and existing threat modeling techniques; there is no place
to drop an ideal functionality or tuple of algorithms into existing tools. As a result, using existing tools
would require re-modeling the cryptographic system from scratch in a compatible form. Not only would this
duplicate work that the cryptographers have already done, but it provides an opportunity for details to be
lost in translation. That is, even if the standard cryptographic proof holds and the threat modeling analysis
is compelling, there is now a gap between the abstractions used to conduct each piece. This would, no doubt,
require yet another systematic analysis to show that the two system representations are consistent.

As a concrete example, consider trying to do a STRIDE/LINDDUN analysis for a complex cryptographic
protocol. Recall that the first step of STRIDE/LINDDUN is to produce a data-flow diagram that shows
messages between various computational agents labeled with their content. Cryptographic protocols include
many messages that do not directly reveal information (or reveal only partial information about data held
by protocol participants). Should these messages be captured in the data-flow diagram, and if so, how
should they be labeled? Moreover, cryptographic protocols could be run over time, with non-cryptographic
interactions interleaved between cryptographic messages, meaning it is not always possible to just drop
multiple rounds of cryptographic interaction into the data-flow diagram, annotated with the eventual outputs
to the participating parties. More generally, how should the wide variety of possible malicious behaviors
(which could change the information logically communicated by a cryptographic protocol) be captured within
the diagram? How about the proven properties of these messages? These questions are only scratching the
surface. Simply put, the ways in which we formalize cryptographic systems just don’t naturally fit in with
STRIDE/LINDDUN’s data-flow diagrams.

Another notable challenge is that threat modeling tools are far from conceptually lightweight, simply
because the language employed by these tools is totally foreign to cryptographers. Moreover, most threat
modeling tools—including STRIDE/LINDDUN—are designed with software architects and software engineers
in mind. As a result, they operate on the wrong level of abstraction for cryptographers. By their very
nature, existing software tools would need to be applied to the software systems implementing cryptographic
operations, rather than the properties provided by the cryptography directly. For example, STRIDE/LINDDUN’s
data-flow diagram should capture the various software components in the system (app, web browser, device
resources, load balancers, databases, etc...), none of which may independently hold the cryptographic
properties of the system. This has two negative effects: (1) cryptographers, as a community, are notoriously
bad at software and generally assume that the software implementing their designs is correct as a prerequisite;
and (2) treating the system as software, rather than a set of properties, is likely to distract from the core,
cryptographic parts of the system. This is not to say that a software-first perspective on cryptographic
systems would not be valuable—such an analysis should certainly take place within the implementing
organization. Rather, it’s not clear that this is the domain of cryptographic protocol designers.2

If we cannot productively leverage threat modeling tools directly, we should instead attempt to create
cryptographic-native analogs of the best parts of threat modeling. For example, all threat modeling tools
advocate for a clear and formulaic social process with clear documentation. Additionally, the ubiquity of
data-flow diagrams among many threat modeling tools (and the challenges with data-flow diagrams we
discussed above) is a clear indication that building the appropriate, cryptographic-native version of a data-
flow diagram will be an important step. Notably, these data-flow diagrams trace the origin of data back
to the human actors, and are not limited to the flow of data between processing nodes. Looking ahead to
our framework, we build a cryptographic-native version of the data-flow diagram that similarly

2As we discuss in the limitations below, this is a subtle argument. For example, there have been numerous arguments that
raising complexity of cryptographic protocols will inevitably lead to more complex software with more bugs, thereby reducing
the security of the resulting system [AAB+15,AAB+21].
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F

Πintended-use

F1 Fℓ
. . .

Πsocial

E

Figure 1: A visualization of our approach. In this rendering, our ideal functionality of interest, F , is
composed with several other ideal functionalities, F1, . . . ,Fℓ, by ΠIntended-use, which specifies the expected
functioning of the software components of the system not captured by F . The protocol ΠIntended-use is further
wrapped by ΠSocial, which describes the aspects of the system that are driven by human decisions or system
components for which there is no “correct” behavior.

mandates that the human drivers of the system be in scope. Another key aspect of threat modeling is setting
explicit goals (“what are we working on?” in the Threat Modeling Manifesto’s language [BSM+], the root
node label in attack trees [Sch99,Sch15], or the inventory of system data conducted as part of NIST Special
Publication 800-154 [SS16]). Looking ahead, we will try to accomplish the same things by asking protocol
designers to enumerate sociotechnical goals for their system.

3.3 Our Framework

As our starting point, we take the simulation-based security paradigm and Canetti’s UC framework [Can01]
in particular. The main motivation behind this choice is that simulation-based security allows cryptographers
to define the properties of a cryptosystem using an ideal functionality. A well-written ideal functionality
provides a clear rendering of both the security properties of the system and the way in which users can
interact with the system. This level of abstraction cleanly matches the data-flow diagrams leveraged in
established threat modeling tools, in which analysts are asked to illustrate the way data moves between
system components. As our framework is intended to situate a cryptographic protocol within its deployment
context, treating the protocol as a black box with some set of properties—an ideal functionality, in other
words—is the right fit for the task at hand. While UC makes it possible to formally argue about the
security implications of composition, UC does nothing to “force the hand” of the designers to broaden their
analytical frame. Indeed, it is possible to specify ideal functionalities that would have terrible ramifications
on society within UC; as we discuss in our case study, Apple’s initial proposal was done within the (simple)
UC framework and was largely found objectionable. Moreover, UC is generally used as a proof technique, and
it is not our intention to prove anything about the real world impact of a protocol—rather, we just want to
make it clear that designers have considered these implications and support designers as they communicate
about them.

Step 0: Defining the ideal functionality F . We assume that the protocol designers have some protocol
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Π and an ideal functionality F that they believe Π should realize. Before interacting with our framework,
the protocol designers should separately provide a proof that Π realized F , allowing them to work with F
alone.

Step 1: Extendeding the modeling. Next, the protocol designer puts F into context by extending the
modeling they have done to cover the full system. Importantly, this modeling is going to use the same
paradigms (i.e., language, level of abstraction, etc. . . ) the cryptographer has already used to define F and
prove that Π realizes it. Namely, the protocol designer specifies the following two protocols, as visualized in
Figure 1:

– ΠIntended-use: This protocol describes the ways that honestly written software is expected to interact
with F . Most notably, this includes specifying the inputs that are expected to be sent to F and
explicitly describing the ways in which those inputs should be interleaved with other cryptographic
components F1, . . . ,Fℓ.

3 For example, ΠIntended-use might specify that an output of F1 should be fed
into a specific interface of F . Alternatively, this might include the order and timing with which a
protocol participant calls the multiple interfaces of F .
By putting elements of the proposed system into ΠIntended-use rather than F , the designer is explicitly
stating that cryptographic techniques will not be used to verify their correct operation. Indeed, because
ΠIntended-use is a protocol, rather than an ideal functionality, there is no proving required—and it is
possible for software implementing these parts of the protocol to deviate maliciously without detection.
Just as attempting and failing to formally reduce the security of a preliminary version of a cryptographic
protocol helps designers identify protocol weaknesses or required properties of cryptographic building
blocks, specifying ΠIntended-use can help highlight opportunities for malicious software to manipulate
their system.

– ΠSocial: Some system components will never be—or can never be—written in software because there is
no clear expected behavior. Nonetheless, understanding the implications of these parts of the system
is crucial. ΠSocial provides an opportunity for protocol designers to specify these components. We call
this part of the system “social” because we anticipate that much of this protocol will be mediated by
human decision-making. These decisions—in which there is no clear correct decision—are inevitable in
instances where digital systems meet the physical world. For example, ΠSocial will often be responsible
for capturing data and importing it into the system (e.g., manual data entry, recording audio data,
etc. . . ).

Formally specifying ΠSocial poses a modeling challenge: if we do not know of a PPT algorithm that
captures what should happen in ΠSocial, how can we describe it? Conceptually, we can solve this by
thinking of ΠSocial as describing the social meaning of an arbitrary PPT algorithm that sends messages
of the right form to the right parties/functionalities. Looking ahead, we put the task of identifying
CSAM into ΠSocial, which captures the meaning of an arbitrary algorithm that selects a subset of
images. Alternatively, one can see ΠSocial as describing part of the environment’s description and
giving social weight to the environment’s choices.

These two protocols are composed concentrically (see Figure 1); ΠSocial makes subroutine calls to ΠIntended-use,
and ΠIntended-use makes calls to F (along with, optionally, F1, . . . ,Fℓ). We emphasize that this approach
does not change the proofs that designers are required to write; once a protocol Π UC realizes F , it is “safe”
(from a provable security perspective) to arbitrarily compose it with other functionalities. Our approach
does not require proving anything about ΠIntended-use and ΠSocial. Instead, the process of their specification
helps designers see elements of their system that may require improvement or should be the site for in-depth
policy discussions. Moreover, giving external stakeholders access to these protocols helps them understand
system limitations and see the values that designers are imbuing into the system.

3F1, . . . ,Fℓ are not ideal functionalities used to realize F , but parallel system components. In F is realized in a hybrid
model, those ideal functionalities would be suppressed at this level of abstraction.
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Guiding Principle for Step 1: all data comes from somewhere. It is clear that the extent to which our
framework broadens the analytical frame depends on how far the modeling is extended in Step 1. If the
increase in scope is minimal, then threats that are more removed from the system itself are unlikely to be
captured. On the other hand, modeling the whole world is clearly infeasible. Thus, a balance must be struck.
For the purposes of our framework, we believe a nice balance is achieved if the modeling must capture the
source of all data in the system. Namely, any data that is relevant to F must either be imported into the
system by an actor in ΠSocial or be sampled/created within ΠIntended-use.

Step 2: Articulating high-level, sociotechnical properties. With ΠIntended-use and ΠSocial specified,
the framework affords the ability to discuss desirable sociotechnical properties of the system. That is, one can
make statements of the form “when [human operator] takes [action], then [result]” or “if all other participant’s
software components are correctly implemented, then [human operator] cannot [action].” Moreover, the
composition of F , ΠIntended-use and ΠSocial allow us to interrogate the plausibility of these statements. For
example, we might be able to show how one of these sociotechnical properties can be violated by a deviation
of the software captured by ΠIntended-use or human decisions within ΠSocial. This can be done in two ways:

– Top-down specification of properties. The first approach to specifying sociotechnical properties is “top-
down.” This approach requires articulating the properties that the designers hope the composed system
will achieve from first principles. In other words, the goals should be independent of the modeling done
and could, in principle, be done before the modeling in Step 1 even occurs.

– Bottom-up specification of properties. Alternatively, the sociotechnical properties of the system can be
developed by working with the modeling directly. For example, one possible approach to doing this
would be to leverage the systems developed in the thread modeling literature (STRIDE, etc. . . ) and
treat the modeling developed in Step 1 as a modified data-flow diagram. This would include iterating
through the various interfaces between ideal functionalities and untrusted code in ΠIntended-use (or
looking at the decisions made in ΠSocial) and seeing the extent to which they are vulnerable to spoofing,
tampering, etc. . . . Ultimately, this process could still result in sociotechnical goals that could be read
as top-level properties the composed system should have (e.g., “even if [human operator] spoofs their
identity. . . ”).

Clearly, the specificity of these statements, and the quantifiers used therein, require immense care. To
illustrate this dynamic, we can look ahead to our case study in Section 4.2: the statements “The system
can only reveal CSAM material to Apple’s administrators” and “The system can only reveal images that
a NCMEC administrator has designated CSAM to Apple’s administrators” are extremely similar, but have
wildly different policy implications. Thus, crafting sociotechnical properties requires care tantamount to
game-based definitions or ideal functionalities.

Step 3: Interrogating the sociotechnical properties. The final step of the framework is to study the
extent to which the system achieves the desired sociotechnical properties. The exact form of the argument
that cryptographers are expected to make about these properties is up to them, but the goal should be that
the argument is convincing to even a skeptical reader. One potential way to do this is treating the output
of our framework as a data-flow diagram and applying STRIDE/LINDDUN to this data-flow diagram. No
matter the exact approach, we stop short of proposing that our framework facilitates formal proofs about
these sociotechnical properties. While it might be possible to construct proofs for these statements, there are
non-trivial modeling choices that must first be overcome, which might come into conflict with our goal to
keep the framework conceptually lightweight. We believe that this more formal approach might be valuable
future work.

Next steps: ethical analysis. Having established a set of sociotechnical properties that the system will
have, there is an opportunity to evaluate the ethical implications of those properties. It is clear that in
many circumstances there may be significant debate that those properties represent a set of trade-offs that
are appropriate. We note that our framework provides inputs to this ethical debate, but is
not designed to support it directly. There are, however, emerging efforts to create ethical frameworks
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for reasoning about computer security related problems that may be valuable for navigating this process
[KAL23].

3.4 Benefits and Limitations of our Approach

Hopefully, it is immediately evident that our approach broadens the designer’s analytical frame, as elements
of a deployment beyond F must be brought into conversation with F . We argue that our approach is
naturally enumerative, in that system designers can derive ΠIntended-use and ΠSocial by iterating through all
of F ’s interfaces and ensuring that the origins of the data provided to those interfaces are well specified.
Additionally, the division between F , ΠIntended-use and ΠSocial clearly delineates the ways in which trust is
allocated throughout the system. Procedures within F are assured cryptographically, whereas the correctness
of procedures within ΠIntended-use and ΠSocial are not assured whatsoever. As described above, our approach
is simply performing certain protocol design within UC. While there are non-trivial conceptual barriers
to the use of UC itself, our framework adds little overhead to cryptographers already familiar with UC.
Finally, specifying of sociotechnical properties takes a first step at providing a bridge for cross-disciplinary
conversations. That is not to say that these properties can always be taken directly from policy makers
or that they will be interoperable with the language used by non-technical audiences as stated, but rather
that the distance between these sociotechnical properties and the natural language that non-cryptographers
might use to discuss cryptographic systems is not large.

Limitations. We see four non-trivial limitations that could be improved in future work:

(1) Defining the limits of the system being analyzed can be fraught and contestable; in other words, how
do we know that our analytical frame is sufficiently broad? Our guiding principle is that the boundaries
of the analysis should extend to the actions of the human operators who drive the system and capture
the datafication of the physical world—usually by having data be manually imported into the system
or designated as relevant within ΠSocial. This leads to natural boundaries within our chosen case study,
but we anticipate that there may be other systems in which boundary navigation will be unclear.

(2) Our framework falls short of guaranteeing that a cryptographer will consider all potential attack
vectors within a sociotechnical system—a likely insurmountable goal. Our goal of being systematic
and enumerative should be understood as applying to the specification of ΠIntended-use and ΠSocial,
which then provide the opportunity for systematic interrogation (e.g., iterating through the interfaces
between the three consecutive layers and identifying opportunities for abuse). However, there is no
way to guarantee that this systematic process will lead a cryptographer to consider all social dynamics
at play or create consensus on the reasonableness of deployment.

(3) Once our framework relegates parts of the system to ΠIntended-use, it does not provide obvious ways
to—or reason to—interrogate the properties of its subcomponents. Rather, all parts of ΠIntended-use

are treated equally. But, as we will see in Section 4.2, this might suppress the difference between
errors that are inherent to the specification of ΠIntended-use (i.e., subroutines that do not have perfect
robustness or correctness) and errors introduced by a party not following the ΠIntended-use honestly.
This is an important difference and one which improvements of this work should endeavor to highlight.

(4) Finally, we acknowledge that the technique outlined above implicitly argues for a specific scope of
analysis for which cryptographers should be responsible. By focusing on the idealized cryptographic
properties of the system instead of the software that implements the system, we are making a claim
that software is “not the cryptographer’s problem.” This claim is not inherent. Many members of the
cryptographic community focus on elements of software, including constant-time implementations and
formal verification. Additionally, members of the cryptographic community have previously argued
against backdoors in cryptographic systems by invoking software complexity explicitly [AAB+15,
AAB+21]—thereby arguing that awareness of the software required to implement cryptographic systems
should be the purview of cryptographers. Other approaches to solving this problem could reasonably
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take a different position on this issue, resulting in a different cryptography-native threat modeling
process.

4 Case Study: The Apple CSAM Scanning Proposal

In August 2021, Apple announced a set of changes to their services with the goal of promoting child safety
[App21c]. Most prominent among these changes4 was the introduction of a mechanism for scanning the
contents of end-to-end encrypted image backups for known instances of CSAM [App21b,Bel21a,Bel21b,For21,
Pin21]. The announcement was accompanied by overviews of the proposed mechanisms aimed towards a non-
cryptographic audience [App21b], a whitepaper by Apple describing the cryptographic protocol underpinning
the CSAM scanning system [App21a], and several independent analyses of the proposed system by leading
members of the security, privacy, and cryptography communities [Bel21a,Bel21b,For21,Pin21].

The cryptographic core of the CSAM scanning proposal was a fuzzy, threshold, private set-intersection
protocol that was amenable to incremental computation. At a high level, Apple servers would commit to
a set of image hashes (generated using a perceptual hash function) and publicly distribute this (hiding)
commitment, called pdata, to client devices. Each time a client would back-up an image, they would locally
encrypt the image and then produce a voucher for the image, both of which would be uploaded to the server.
The voucher served to input the perceptual hash of the image into a private set-intersection protocol, where
the server’s inputs were fixed by pdata. When a large enough set of vouchers (thus, threshold) indicated a
match between the client’s images and the server committed set, decryption keys for each matching image
would be disclosed to the server.5 This protocol was further enhanced to hide the number of matches (thus,
fuzzy); throughout this work, we will focus on the non-fuzzy version of this protocol for simplicity. To
demonstrate the security of their protocol, Apple’s white paper provides an ideal functionality and proves
that their protocol realizes in simple UC [CCL15].

4.1 Background: Criticism of Apple’s Proposal

Apple’s system is an instantiation of a client-side scanning system, in which content moderation is performed
on the client before encryption.6 This approach to content moderation was discussed for several years
before Apple’s announcement, e.g., [Wea19, Gre19, Por19, Gra20, Ros20] as part of the ongoing debate
about the appropriate role of encryption in society [AAB+15,NAoSM18,BCD+19]. Shortly before Apple’s
announcement, Kulshrestha and Mayer described a similar system [KM21] and described many of the
criticisms that follow in their limitations. Abelson et al. [AAB+21] remind us, therefore, that many criticisms
of Apple’s proposal identify inherent weaknesses with client-side scanning as a whole. Additionally, we note
that Apple’s proposal sparked a tremendous uproar (e.g., [AAB+21,Kob21b,FN21,CK21,Gil21,Ops21,GTS+,
GS21,KKL+21,San21,MP21,MSST21,PPK21,Res21,Mur21,Esp21]), making comprehensive characterization
of the criticisms challenging. We summarize the research community’s most salient criticisms.

Criticism 1: The system can be easily re-targeted. The proposed system is not inherently linked to
scanning for CSAM and therefore could easily be repurposed to scan for other types of content. Abelson et
al. [AAB+21] call this Abuse by Authorized Parties, while the EFF [MP21] and Green [GTS+] call thisMission
Creep. While Apple has claimed that it would resist pressure to broaden the scope of its system [App21d],
Apple has already made other concessions to governments [Nic21,NZW21, Ism22], indicating that sustained
resistance might be difficult.

4This announcement also included mechanisms by which sexual content is automatically detected client-side within iMessage
and parents are alerted if their children decided to view this content.

5The decision to use a threshold is both for policy reasons and technical reasons. First, the system was designed to go after
the “worst offenders” who were holding large amounts of illegal content. From a technical perspective, the perceptual hash
function has no provable properties and thus could easily produce “false positives.” The use of a threshold protects against
spurious matches produced by the hash function.

6See Scheffler and Mayer [SM23] and Kamara et al. [KKL+21] to contextualize client-side scanning within content moderation.
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FApple-CSAM-Scan

(The following are parameters of the functionality: identity of the server Apple, identity of client devices U1, . . . ,Um, and a

threshold T .) On activation, for all clients Ui, initialize IsCountingUi
= False and IsInitedUi

= False.

Initializing Clients: Upon input (InitScan, {U1, . . .Um′}, {XU1
, . . . , XUm′ }, ) from Apple:

1. For Ui ∈ {U1, . . .Um′}, if IsInitedUi
= True, continue. Otherwise record XUi

and set IsInitedUi
= True. Finally,

send (InitScanComplete) to Apple.

Process Initialization: Upon input (ProcessInit) from a client U :
1. Rejection sample two hash functions h0, h1 such that they could be used to construct a Cuckoo table with XU .

If Apple is corrupt, allow S to supply h0, h1.

2. If IsInitedU = True, set IsCountingU = True and send (ProcessInitComplete, |XU |, h0, h1) to U . Otherwise, send
(ProcessInitComplete,⊥) to U .

Scan Image: Upon input (ScanImage, img id, img hash, k, valid ∈ {true, false}) from a client U :
1. If IsCountingU ̸= True, return. If this is the first image received from U , initialize variable counterU , list

img id listU , and list keysU .

2. If img hash ̸∈ XU or valid = false, send (ScanImageComplete,U , false) to Apple.

3. If img hash ∈ XU , increment counterU , append img id to img id listU and append k to keysU . Then,

(a) If counterU < T send (ScanImageComplete,U , true) to Apple.

(b) If counterU ≥ T , send (ThresholdMet,U , img id listU , keysU ) to Apple.

Figure 2: Apple’s CSAM scanning proposal. We have updated the notation and modeling to work within our
framework. For a description of their initial ideal functionality, protocol, and our changes, see Appendix A.

Criticism 2: Malicious operators or hackers could abuse system. Even if Apple were able to resist
external pressure to broaden the scope of the system, a malicious operator could include non-CSAM content
into the hashset. Abelson et al. [AAB+21] call this Abuse by Unauthorized Parties and Green [GTS+] calls
this Unauthorized Surveillance. Apple’s system also provides no mechanism to ensure that each client device
receives the same hashset [Kob21a]. Apple suggested that some kind of auditing measure could mitigate the
risk of these attacks [App21a,App21d] by making attacks post-hoc detectable, but the details of the auditing
system were never specified.7

Criticism 3: The system is not sufficiently robust. Finally, even if the integrity of the hashset is
maintained, critics were concerned about the robustness of the system. Put more succinctly by Abelson et
al. [AAB+21], “CSS [Client Side Scanning] Is Less Efficacious in Adversarial Environments.” This criticism
spans two concrete concerns: (a) there is evidence that existing perceptual hash functions, including the one
designed by Apple, are not robust [Dwy21, SHNK22,PFG+23a,LAP24], which could lead to false positives
and false negatives; and (b) it is not particularly difficult for malicious clients to encrypt or modify their
images to evade detection [KM21].

4.2 Modeling Apple’s Initial CSAM Scanning Proposal

We now illustrate applying our framework step by step.

Step 0: Defining the ideal functionality FApple-CSAM-Scan. The initial formal description of the
protocol provided by Apple is very similar to a classic two-party private set intersection protocol, with the
added complexity of (1) only releasing output when the set intersection exceeds some fixed threshold, and
(2) switching the semantics of the private set intersection to be more “key-value,” in that the intersection is
performed on a set of keys, but the data associated with each of those keys constitutes the actual output.

7Scheffler, Kulshrestha, and Mayer [SKM23a] study the problem of adding auditability into Apple’s proposal.
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Working with this initial formalism within our framework poses several challenges. First, the description
of the ideal functionality treats the user input as a batch, whereas input is actually provided to the clients
incrementally. This relaxation suppresses an important leakage: Apple will know when a client is approaching
the threshold, which itself could be of interest to, for example, law enforcement. Second, Apple’s formalism
relies on parallel composition to support multiple clients. While this later choice is technically sound, it
makes exposition more difficult.

We provide an updated model of Apple’s ideal functionality, which we call FApple-CSAM-Scan, in Figure 2.
We modify Apple’s initial formalism by addressing the two difficulties outlined above. Specifically, we have
clients provide their inputs incrementally rather than as a batch, and all clients interact with the same ideal
functionality, rather than relying on composition. Additionally, we add some leakage that is missing from
Apple’s initial modeling (namely, the hash functions used in their protocol that are sampled in an input-
dependent way). We provide Apple’s initial ideal functionality modeling and protocol in Appendix A. We
discuss the small protocol changes (related to equivocation and extraction) required to make their protocol
realize FApple-CSAM-Scan in Appendix A.3.

Step 1: Extending the modeling. Following the guiding principle for Step 1 we laid out in Section 3.3,
modeling Apple’s scanning proposal within our framework requires “explaining” all of the data consumed
by FApple-CSAM-Scan. In this case, these inputs include the hashset X, the client-supplied images and
cryptographic keys that will be input to FApple-CSAM-scan. This requires introducing additional ideal functionalities
and additional parties. First, we introduce the National Center for Missing and Exploited Children (NCMEC)
as the originator of the hashset X, with a component in both ΠIntended-use and ΠSocial. Next, we surface the
purpose of running a private set-intersection protocol by introducing two additional simple ideal functionalities:
FPhotoStore and FG,K

ConvergentEnc. The former captures a system that stores ciphertexts (i.e., an arbitrary blob

store) and the latter captures convergent encryption [DAB+02], a deterministic encryption mode Apple uses
to reduce server-side storage [App24, App25].8 In convergent encryption, a large message (i.e. an image)
is encrypted under a key derived from the message itself (i.e., c = Enc(KDF(m),m)) and then the derived
key KDF(m) is encrypted under some user-selected key k. This construction is clearly not IND–CPA and,
therefore, the blob store can reuse a single ciphertext for multiple clients. The practice of using convergent
encryption to minimize storage is widespread, despite its clear security limitations. Descriptions of these
ideal functionalities can be found in Figure 4 and Figure 5. We also implicitly make use of standard secure
message transfer through FSMT [Can01].

Next, we describe the process of rendering Apple’s proposal into our framework. An overview of the
result can be seen in Figure 3. ΠIntended-use and ΠSocial can be found in Figure 6 and Figure 7 respectively.
There are three primary information flows that we identify, each of which is labeled with a different number
in Figure 3: (1) A flow in which the target images are selected, processed, and initialized into the system;
(2) A flow describing a client backing up one of their images; and (3) A flow describing a backup that results
in the threshold being met, including the resulting decryption.

Process. In order to determine the contents of the protocols ΠIntended-use and ΠSocial, we look through each
interface of Figure 14 and note the data that is sent as input for each interface. As described above, it is
clear that the hashes for which the functionality is scanning must be made concrete and the meaning of the
inputs for each client image submission must be made concrete. Having introduced the additional parties
and functionalities described above, we make sure that there is a clear source for each of these pieces of data
and it has a path from its source to FApple-CSAM-scan. We note that all modeling in this work assumes static
corruptions for simplicity.

Flow 1: NCMEC selects the images and Apple initializes scanning. The images in Apple’s proposed
system originate with NCMEC.9 Thus, the first step (1a) is to have an administrator at NCMEC select a

8The iCloud Security Overview described this by saying that “The raw byte checksum of the photo or video” is stored under
“standard encryption” rather than “end-to-end encryption,” i.e., the hash of the image is stored after being encrypted under a
key controlled by Apple servers [App25]. In Apple’s platform security guide, the documentation explicitly names this practice
as convergent encryption [App24].

9Apple later clarified that it would only use images that were held by child protection organizations in at least two
organizations.
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Figure 3: An overview of the rendering of Apple’s proposed protocol into our framework.

set of images which should be included in the scanning mechanism. The source of these images—and
the mechanisms by which CSAM images are sifted from “other” images—is unspecified; for both of these
choices there is no clean normative claim we can make about “honest” behavior or a verification function
we could write to ensure that the NCMEC admin has behaved “honestly”. As such, this process must
happen in ΠSocial. The NCMEC admin then invokes their software to hash each of the selected images with
a perceptual hash function and sends the resulting hashes to Apple’s systems (1b). Apple’s systems inform
an Apple admin that scanning can commence (1c). When the Apple admin is ready, they can initialize the
system by calling start (1d) and sending the perceptual hashes to the ideal functionality FApple-CSAM-scan

(1e/f). Finally, client devices check FApple-CSAM-scan for initialization (1g/h).

Flow 2: Client backing-up image. Clients might receive images from anywhere that they then choose
to backup. For example, images might be downloaded from the internet, received from another client over
an app, or might be a new image captured by the client device itself. As such, the origin of these images is
not specified and is just input to the client from the environment in ΠSocial. The second flow begins with a
client choosing to backup some image (2a); notice that the choice to save an image to iCloud is user-driven
and there is no assumed correct choice, meaning this choice needs to be situated in ΠSocial. Next, the client
device handles the processing of this image within ΠIntended-use, by encrypting the image with FG,K

ConvergentEnc

(2b), generating a new cryptographic key, and sending the resulting ciphertext to FPhotoStore (2c). The image
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FPhotoStore

(The identity an authority Auth is a parameter of FPhotoStore.)

1. Upon receiving (StorePhoto,U , img id, ctx) from P ∈ {U ,Auth}:

(a) If there already exists a record for ctx, associate the tuple (U , img id) with that record.

(b) Otherwise, create a new record for ctx and associate (U , img id) with the new record.

(c) Send (StorePhotoComplete) to P.

2. Upon receiving (RetrievePhoto,U , img id) from P:

(a) If P = U and there exists a record ctx with which (U , img id) is associated, then send
(RetrievePhotoComplete, img id, ctx) to P.

(b) If P = Auth and there exists a record ctx with which (U , img id) is associated, then send
(RetrievePhotoComplete, img id, ctx, users) to P, where users is the set of all tuples (U , img id)
associated with ctx.

(c) Otherwise, send (RetrievePhotoComplete, img id,⊥) to P

Figure 4: Ideal Functionality for a Photo Store that holds encrypted images. This is, more generally, an
encrypted blob store with an authority charged with managing access to those encrypted blobs.

identifier, the perceptual hash of the image, and the key generated when interacting with FConvergentEnc are
then sent to FApple-CSAM-scan (2d). Finally, FApple-CSAM-scan notifies Apple’s system that the client has
submitted a voucher and informs Apple if the submitted voucher is a match.

Flow 3: Client backing-up image that triggers threshold. The process for client uploads that exceed
the scanning threshold begins exactly as described in Flow 2 (see 3a-3d). However, when the threshold is
met, FApple-CSAM-scan sends the data associated with all matching submissions to Apple (3e). Using this
information, Apple can retrieve the relevant ciphertexts from FPhotoStore (3f) and then decrypt each image
(3g). These final two steps (3f and 3g) are called for each image in the intersection. The resulting image
decryptions are then sent to Apple for manual review (3h). Again, there is no normative process that we
can describe at this point. Presumably, an Apple administrator will be responsible for looking at the images
and determining if they are indeed CSAM, a process for which there is no algorithm.

4.3 Examining Sociotechnical Properties

Having rendered Apple’s proposal into our framework, we now interrogated its sociotechnical properties. We
present the results of conducting Step 2 and Step 3 together, although we note that internally we performed
these steps sequentially. We begin with the “top-down” approach, leaning on sociotechnical goals that Apple
set in a document release for public consumption. We then turn our attention to the “bottom-up” approach
and show how this type of analytical approach can be used to surface the concerns identified in the aftermath
of Apple’s announcement (listed in Section 4.1).

Top-down properties. Within their non-technical overview [App21b], Apple provided a set of informally
phrased guarantees that their system was supposed to provide. These represent the most explicit enumeration
of the sociotechnical goals of Apple’s proposal, so we interrogate them within our framework.10 We discuss
these five properties in the order listed in [App21b]:

(1) “Apple does not learn anything about images that do not match the known CSAM
database.” Within our model, we see that the only way for Apple to learn information about the

10We acknowledge that the linguistic standards by which we evaluate their claims may be unfair given their initial context.
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FG,K
ConvergentEnc

(The deterministic ciphertext generation function G and a key distribution K are parameters of FG,K
ConvergentEnc)

1. Upon receiving (Enc, id,m) from U , generate a ciphertext ctx← G(m). Then,

(a) if U is corrupt, send (RequestKey, id) to S. If (SetKey, id, k) is received in response, then record
(id, ctx, k,m) and output (EncComplete, id, ctx, k) to U .

(b) if U is not corrupt, set k
$←− K, record (id, ctx, k,m) and output (EncComplete, id, ctx, k) to U .

2. Upon receiving (Dec, id, ctx, k) from anyone, check if there exists a record with the values (id, ctx, k,m).
If such a tuple exists, return (DecComplete, id,m). Else, return (DecComplete, id,⊥).

3. Upon receiving (CheckPlaintext, ctx,m) from anyone, check if ctx = G(m). If yes, return
(CheckPlaintextComplete, ctx,m, true). Else, return (CheckPlaintextComplete, ctx,m, false).

Figure 5: Ideal functionality for convergent encryption. The CheckPlaintext interface is not strictly necessary,
as G could be publicly known. We include this for clarity.

content of image files that users back-up is when key information is released to Apple via FApple-CSAM-scan.
However, the existing phrasing has two ambiguous terms: “match” and “CSAM database.” A reasonable
reading of the term “match” might include an exact match, but in fact this is trying to capture
the semantic matching properties provided by the perceptual hash function. As for the “CSAM
Database,” this term could reasonably either refer to the set of images selected and passed through
the perceptual hash function by NCMEC or could refer to the set of perceptual hashes Apple sends
to the ideal functionality. Interrogating this property within the context of our model lends itself to
seeing these differences because this property is clearly discussing the input-output behavior of the ideal
functionality. As a result, an analyst might rephrase this property to be “Apple does not learn anything
about images that do not have the same perceptual hash as those selected by Apple for scanning.”

(2) “Apple can’t access metadata or visual derivatives for matched CSAM images until a
threshold of matches is exceeded for an iCloud Photos account.” There are two problems with
this property, this first is largely an issue of semantics/clarity, while the later undermines the veracity of
this claim entirely. First, there is ambiguity in the terms “metadata or visual derivatives.” Specifically,
when a match is identified, Apple’s software is alerted as to the existence of a new match; while
this is metadata as technically understood, it might not be metadata as conversationally understood,
leading to potential misunderstanding. Moreover, Apple’s iCloud data security overview explicitly lists
instances of metadata that are accessible to Apple under all circumstances—although this is unlikely
to be the specific metadata about which this claim is made.

Much more notably, this claim becomes false once the composition of the full system becomes apparent,
i.e., once the analysis includes the manner in which the images are stored and the fact that there are
many clients in the system. Recall that the system uses convergent encryption, a encryption mode that
is explicitly not IND–CPA. As such, the storage service is aware when multiple clients store the same
photo using iCloud. Now, consider the following scenario: Client A sends Client B a photo that, when
each client stores the photo using iCloud, matches the known CSAM database. If this photo makes
Client B pass the “threshold of matches,” this photo will become accessible to Apple. The immediate
implication is that Apple will also be able to access a “visual derivative” (i.e., the plaintext of the
photo itself) of one of Client A’s photos, even though their iCloud account has not exceeded the match
threshold.

(3) “The risk of the system incorrectly flagging an account is extremely low. In addition,
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ΠIntended-use for FApple-CSAM-Scan

(The protocol is parameterized by a perceptual hash function PHash.)

NCMEC: When NCMEC is invoked with the message (PrepareHashes, I = {img1, img2, . . .}) from NCMECSocial:

1. Set X = {}, then for imgi ∈ I, compute img hashi = PHash(imgi) and set X = X ∪ {img hashi}.
2. Send the message (ShareHashes, X = {x1, . . . , xn}) to Apple via an instance of FSMT.

Apple: When Apple receives a message (ShareHashes, X = {img hash1, . . . , img hashn}) from NCMEC via FSMT:

1. Store X and send (ReadyToScan) to AppleSocial.

Apple: When Apple is invoked with the message (InitScan) from AppleSocial:

1. Retrieve X. Let {U1, . . . ,Um} be the set of all client devices. Send (InitScan, {U1, . . . ,Um}, {X, . . . ,X}) to
FApple-CSAM-scan. Receive (InitScanComplete) in response and return.

Client: Until a message (ProcessInitComplete, |XU |, h0, h1) has been received from FApple-CSAM-scan, whenever the
client device U is invoked it sends (ProcessInit) to FApple-CSAM-scan and processes the result.

Client: When a client device U is invoked with the message (BackupImage, img) from ClientSocial:

1. Sample a unique random value img id

2. Send (Enc, img id, img) to FConvergentEnc and receive the output (EncComplete, img id, ctx, k).

3. Send (StorePhoto,U , img id, ctx) to FPhotoStore and receive the output (StorePhotoComplete) in response.

4. Compute img hash = PHash(img) and send (ScanImage, img id, img hash, k) to FApple-CSAM-scan.

Apple: When Apple receives a message (ScanImageComplete,U , img id,match ∈ {true, false}) from FApple-CSAM-scan,
return control flow to the environment.
Apple: When Apple receives a message (ThresholdMet,U , img id, img id listU , keysU ) from FApple-CSAM-scan:

1. Initialize the empty set decrypted photosU .

2. For i ∈ |img id listU |, send (RetrievePhoto,U , img idi) to FPhotoStore. If (RetrievePhotoComplete, img idi,⊥) is
received in response, continue. Otherwise, if (RetrievePhotoComplete, img idi, ctxi, usersi) is received:

(a) Send (Dec, img idi, ctxi, ki) to FConvergentEnc. If (DecComplete, img idi,⊥) is received in response, continue.
Otherwise, if (DecComplete, img idi, imgi) is received in response, add imgi to decrypted photosU .

3. Send (ReviewImages,U , decrypted photos) to AppleSocial.

Figure 6: ΠIntended-use for FApple-CSAM-Scan, specifying how non-cryptographic system components should
operate.

Apple manually reviews all reports made to NCMEC to ensure reporting accuracy.” This
is perhaps the most contentious sociotechnical property provided in [App21b]. Without a quantitative
way to evaluate “extremely low,” this properly likely is not analytically helpful. Leblanc-Albarel and
Preneel [LAP24] recently started studying the perceptual hash functions used in client-side scanning
and found relatively higher rates of hash collisions, which may cast doubt on this sociotechnical
property.

(4) “Users can’t access or view the database of known CSAM images.” This is a very clean
sociotechnical property that appears to hold in the system. Specifically, the only leakage about the
database of known CSAM images (both the image curated by NCMEC and the perceptual hashes
pre-selected by Apple) is the size of the set and the hash function h0, h1. While this later leakage might
allow an attacker to gain partial information about the images, they cannot facilitate “access[ing]” or
“view[ing]” the images.

(5) “Users can’t identify which images were flagged as CSAM by the system.” Within the
scope of our modeling, there is no way for a user to determine if their image back-up is a match or
non-match. We note, however, that system could be used to flag non-CSAM images, which could
motivate slightly rewording this property. Moreover, there are aspects of the described system that
are under-specified which make us unable to properly verify this property—imagine the flagged images
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ΠSocial for FApple-CSAM-Scan

(The protocol is parameterized by a threshold T .)

NCMECSocial: When NCMECSocial is invoked with I = {img1, img2, . . .} from Env:

1. Select a subset of images I′ ⊆ I that are CSAM, then invoke ΠIntended-use with the message (PrepareHashes, I′).
AppleSocial: When AppleSocial receives (ReadyToScan) from Apple, return control flow to the environment.
AppleSocial: When AppleSocial is invoked with (InitScan) from Env:

1. If AppleAdmin is ready to initialize scanning, invoke Πintended-use with the message (InitScan).

ClientSocial: When a client Client is invoked with image img by Env :

1. Determine if img is to be backed up. If so, invoke ΠIntended-use with the message (BackupImage, img). Otherwise,
return control flow to the environment.

AppleSocial: When AppleSocial receives (ReviewImages,U , I = {img1, img2, . . .}) from Apple:

1. Review the images I and determine if they are CSAM.

2. If any images are not CSAM, report the existence of a design flaw to all other parties.

3. If |I| < T , report that either there is a design flaw or U is corrupt to all other parties.

4. Send the images to NCMEC or law enforcement as necessary to comply with existing laws.

5. Output I to Env.

Figure 7: ΠSocial for FApple-CSAM-Scan, describing parts of the system that will not be enshrined in software.

were later introduced as court evidence.

Bottom-up criticisms. Next, we look to our modeling to see if it successfully allows us to observe the
criticisms discussed in Section 4.1 in a bottom-up way. Ideally, these criticisms should follow naturally from
asking the questions What happens if ΠIntended-use is not followed? and Are there choices within ΠSocial that
could be problematic? In other words, does the fact that particular parts of the protocol are contained with
ΠIntended-use and ΠSocial, rather than the ideal functionality itself, indicate that there is an opportunity for
abuse?

– Flow 1 and Criticism 1: First, we can see within Flow 1 that the entity responsible for curating
the hashset can include arbitrary images, either by explicitly selecting images that others would not
see as fitting a normative understanding of the purpose of the system (i.e., within ΠSocial) or because
of software error (i.e., within ΠIntended-use). Put another way, we can ask the question: What happens
when NCMEC chooses to include images that would not normally be understood to be CSAM in its
hash set? As a result, we see that the selection of images is a social process and is, thus, vulnerable
to typical pathways of social disruption, i.e., government pressure and shifting norms. This serves to
highlight Criticism 1, which could be rephrased as a sociotechnical property of the system as: “the
only protection against including non-CSAM images in the hashset is the judgement of the NCMEC
administrator.”

– Flow 1 and Criticism 2: If we examine the second part of Flow 1, we observe that the server’s
software is expected to submit exactly the hashes supplied by NCMEC, but there is no mechanisms to
guarantee that this happens. Alternatively, we can see this by observing NCMEC provides no inputs
to FApple-CSAM-scan. To frame this as a question, we could ask: What happens when Apple’s software
selects images not supplied by NCMEC to the ideal functionality? This serves to highlight Criticism
2, i.e., “Apple’s management software can (untraceably) change the contents of the hashset.” It is
worth noting that the specifics of the user interface for Apple’s management software (i.e., if there is
an exposed choice to select photos) could easily shift this from a software concern to a social concern.

– Flow 2/3 and Criticism 3: Finally, within Flow 2 and Flow 3, it becomes very clear that the client
must voluntarily tie both the perceptual hash and the cryptographic key they submit to the ideal
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functionality to the images that they backup. Specifically, we could ask the question: What happens
when the client device does not follow ΠIntended-use when selecting inputs to FPhotoStore, FConvergentEnc,
and FApple-CSAM-scan? This shows that it is trivial for a malicious client to evade detection, as noted
in Criticism 3.

4.4 Takeaways from analyzing Apple’s proposal.

Applying our framework to Apple’s protocol proves to be a valuable process that systematically uncovered
the known criticisms of Apple’s protocol. More importantly, our process highlighted a property of Apple’s
proposal that has not previously been discussed in the academic or policy discussion of the protocol (to the
best of the author’s knowledge) despite multiple years of scrutiny: the leakage that results from running a
scanning protocol and convergent encryption within the same system.11 This leakage is highly non-trivial as
it, from a technical perspective, undermines the main aspirational goal that Apple’s system will not introduce
any privacy leakage to individuals who are not holding multiple instances of CSAM. Moreover, this particular
privacy leakage is actionable. Specifically, if Apple were to uncover that a particular convergent encryption
ciphertext corresponds to a known instance of CSAM via their scanning system, they would have a legal
responsibility to report the event to the relevant authorities (see 18 U.S. Code §2258A [USc]).12 This report
would likely include the existence of the ciphertext, the details of the individual whose input to the PSI
protocol resulted in the decryption of the ciphertext, and the information of any other user who interacted
with the ciphertext.13 If Apple had deployed its proposed system, we might have seen legal repercussions from
this privacy leakage that the community had never discussed—further highlighting the need for systematic
analytic processes for cryptographic systems.

Limitations. Having performed this careful rendering of Apple’s proposal into our system, we note that
there are several non-trivial limitations. First, there is not a good way to differentiate between the inherent
error rate of the perceptual hash function and malicious behavior on the part of the client, even if practical
implications of each are quite different. There has been significant work analyzing the security properties of
perceptual hash functions (e.g., [PFG+23b,LAP24,HWAM25]) which show that they lack desired properties.
Our framework, by treating the hash function as a property-less black-box fails to highlight these weaknesses.
While one direction might be to model this hash function as an ideal functionality, the concrete constructions
rely on machine learning techniques that lack provable properties. Thus, at best, this approach would only
let us analyze and idealized version of the hash function—creating a gap between the system “as deployed”
and “as analyzed.”

A second limitation of our analysis is scope. For example, a reasonable objection to our modeling might
be that we did not address the fact that, in Apple’s real proposed deployment, Apple is capable of pushing
software updates to client devices. We have conducted the modeling as though the client devices are under
the client’s complete control. This is, of course, not the case in practice. Breaking down this modeling deeply
complicates the task of analyzing this part of the protocol. After all, a malicious server with the ability
to patch software can completely bypass the end-to-end encrypted nature of the image backups and learn
about the client’s images without needing to use scanning system altogether. Nevertheless, understanding
the social risks that come from using such a power may deserve to be modeled.

11There is a non-public podcast with the title “Apple iCloud Encryption, CSAM Scanning and Convergent Encryption”
https://stratechery.com/2022/apple-icloud-encryption-csam-scanning-and-convergent-encryption/, which might
potentially touch on this topic, extrapolating from the title alone. Given the non-public nature of the piece, none of the authors
have reviewed it. Even if this piece does discuss the interplay between the PSI protocol and convergent encryption, this has
not made its way into the academic conversation or policy discussion, to the best of our knowledge.

12The authors of this work are not lawyers. This claim represents only a best-effort reading of the law.
1318 U.S. Code §2258A states that the report should contain “Information relating to when and how a customer or subscriber

of a provider uploaded, transmitted, or received content relating to the report or when and how content relating to the report
was reported to, or discovered by the provider, including a date and time stamp and time zone” [USc]
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5 Updating Apple’s Protocol

Having analyzed Apple’s initial proposal within our framework, we now continue our case study by exploring
how the framework can be used to design and discuss improvements to protocols. The goal of this exercise
is to show some alternative, stronger sociotechnical properties and study ways to realize them. Namely, we
specify some minimal, additional properties that one would want a cryptographic deployment of this kind
to satisfy and then design a simple, updated cryptographic protocol that achieves them. We emphasize
(as noted in Section 1.1) that it is not our goal to claim that these additional sociotechnical properties
are sufficient to mitigate the risks associated with deployment. Instead, we take this as an opportunity to
perform a more in-depth analysis of an alternative proposal that Apple easily could have made. Moreover,
by updating Apple’s proposal, we have an opportunity to explore the ways in which our analysis framework
facilitates integrating social processes into the analytical frame—illustrating new ways in which our model
can be used. Finally, studying extensions to the Apple protocol provides an opportunity to design protocols
with the prior expectation that they will be subjected to analysis within our framework and observing any
challenges that this brings.

Rather than follow the steps in the exact order we did above, we instead start by specifying desirable
sociotechnical properties (Step 2) that motivate the design of the system itself and then design a system
that attempts to provide those properties.

5.1 Step 2: Desirable Sociotechnical Properties

We begin our exploration of extending and updating Apple’s proposal with a set of desirable sociotechnical
properties that a system of this kind could (and should) provide.

Preventing abuse by the Apple administrator. When considering the criticisms of Apple’s initial
proposal, it becomes clear that Criticism 2 (malicious operators could abuse the system) is the most ripe
for technical intervention. Engaging with Criticism 1 (system can be easily retargeted) technically seems to
require the specification of a function that could verify if a given image is indeed CSAM, which is a problem
that is well beyond our existing technical capabilities—and may be beyond our social and legal capabilities
as well. While it may be more plausible to engage with Criticism 3 (system is not sufficiently robust)
technically, the existence of steganographic techniques [Sim83, HLvA02, vAH04] appears to put inherent
limits on what is possible. Thus, we focus on integrating techniques that limit Apple operators to searching
for exactly the perceptual hashes generated by NCMEC. Specifically, we want to improve the system such
that it provides the following sociotechnical property:

(1) Only images with perceptual hashes designated as CSAM by NCMEC can be revealed to Apple using
the system.

Integrating with legal processes. Next, we can consider integrating this system with the legal system:
the legal system should be aware of instances in which Apple’s administrators are able to decrypt the photos
of a client. Making sure that another entity is aware of this event (especially one that may have a legal
responsibility to care about such an event) can mitigate some of the risks associated with false positives
within the perceptual hash function. More generally, we might also want the legal system to be “in the loop”
for the decryption process (as opposed to just “on the loop” and getting notifications), similar to the search
warrant process in the United States. To describe these properties, we introduce the role of the judge who
will be responsible for the actions of the legal system:

(2) A predetermined judge must provide approval before Apple administrators can decrypt the images
with perceptual hashes matching images designated as CSAM by a NCMEC administrator.

(3) If a client does not back up sufficiently many images with the same perceptual hash as those designated
as CSAM by the NCMEC administrator, then no Apple administrator can see any of the client’s
photos. This holds even if the Apple administrator colludes with the judge or the judge’s secret state
is compromised.
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FCSAM-Scan

(The following are parameters of the functionality: identity of NCMEC, identity of the server Apple, identity of the judge J ,

identity of client devices U1, . . . ,Um, a threshold T , and a de-commitment string distribution D.) On activation, obtain string

generation algorithms SPSI , SJ from S. Initialize HashesSpecified = False and for all clients Ui, initialize IsCountingUi
= False

and IsInitedUi
= False.

Specify Hashes: On receiving (SpecifyHashes, X = {img hash1, . . . , img hashn}) from NCMEC:

1. If HashesSpecified = True, ignore the request. Otherwise set HashesSpecified = True and continue.

2. For each img hashi ∈ X, send (HashQuery, img hashi, λ) to GpRO and collect the response values in a set
ROHashes.

3. Sample authorization token d← D.
4. Send (HashesSpecified) to S. When (OK) received in response, continue.

5. Store X and (ROHashes, d), and then output (SpecifyHashesComplete,ROHashes, d) to NCMEC.

Initializing Clients: On receiving (InitScan, {U1, . . . ,Uℓ}, {ROHashesU1
, . . . ,ROHashesUℓ

}, d′) from Apple:

1. If HashesSpecified ̸= True, ignore the request.

2. For each Ui ∈ {U1, . . . ,Uℓ} : if (ROHashesUi
, d′) does not match the stored value (ROHashes, d) or is IsInitedUi

=
True, continue. Otherwise, set IsInitedUi

= True.

3. Send (InitScanComplete) to Apple.

Process Initialization: Upon input (ProcessInit) from a client U :
1. Rejection sample two hash functions h0, h1 such that they could be used to construct a Cuckoo table with XU .

If Apple is corrupt, allow S to supply h0, h1.

2. If IsInitedU = True, set IsCountingU = True and send (ProcessInitComplete, |X|, h0, h1) to U . Otherwise, send
(ProcessInitComplete,⊥) to U .

Scan Image: On receiving (ScanImage, img id, img hash, k, valid ∈ {true, false}) from a client U :
1. If IsCountingU ̸= True, ignore the request. If this is the first image received from U , initialize variable counterU

= 0, list img id listU = ∅, and list keysU = ∅.
2. If img hash ̸∈ X or valid = false, send (ScanImageComplete,U , img id, false) to Apple.

3. If img hash ∈ X, increment counterU , append img id to img id listU and append k to keysU . Then,

(a) If counterU < T send (ScanImageComplete,U , img id, true) to Apple.

(b) If counterU ≥ T :
– Generate a scan verification string and judge approval token as (πU , τU )← SPSI(U , counterU ).

– Record (U , πU , τU ) and send (ThresholdMet,U , img id, πU , τU ) to Apple. If both J and Apple are
corrupt, send (ThresholdMet,U , img id, πU , τU , img id list, keys, πJ

U ) to S instead.

Judge Approval: On receiving (Approve,U , τU ) from the judge J :

1. If there does not exist a record τU associated with client U , return. Otherwise,

(a) Generate a judge verification token as πJ
U ← SJ (τU )

(b) Record (U , τU , img id list, keys, πJ
U ) and send (ApproveComplete,U , img id list, keys, πJ

U ) to J . If both J
and Apple are corrupt, send the same message to S instead.

Check If Hashes Specified: On receiving (CheckSpecified) from anyone:

1. If HashesSpecified = True, respond (CheckedSpecified,Yes). Otherwise, return (CheckedSpecified,No).

Check Hashes: On receiving (CheckHashes,ROHashes, d) from anyone:

1. If there exists a record (ROHashes, d), return (CheckedHashes,Yes). Otherwise, return (CheckedHashes,No).

Verify PSI Output: Upon input (PublicVerifyPSI,U , π, τ) from anyone:

1. If there exists a record (U , π, τ) return (PublicVerifyPSIComplete,Yes). Otherwise, return
(PublicVerifyPSIComplete,No)

Verify Judge Output: On receiving (PublicVerifyJudge,U , τ, img id list, keys, πJ ) from anyone:

1. If there exists a record (U , τ, img id list, keys, πJ ) return (PublicVerifyJudgeComplete,Yes). Otherwise, return
(PublicVerifyJudgeComplete,No)

Figure 8: FCSAM-Scan, an updated version of Apple’s CSAM scanning protocol.
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Adding public verifiability. In order for the public to have confidence that the system is operating in a
socially responsible way, it is important that the public can interrogate some of its properties. As such, we
want to augment the system to provide public verifiability :

(4) It is possible for any member of the public to verify

(i) that the system is scanning for the same perceptual hashes for all clients;

(ii) that the perceptual hashes for which Apple is scanning are those selected by NCMEC.

(5) Claims that a client backed up CSAM to the photostore should be publicly verifiable—implying that
clients cannot be framed. In other words, it should be intractable for anyone to produce evidence that
a client backed up image that they did not.

The later of there properties is particularly important if evidence collected from this system could be used
to convict and punish individuals who are holding CSAM images. The publicly verifiability of this property
means that, for example, the evidence introduced as part of a prosecution could be verified by anyone—even
those suspect of the judicial system.

5.2 Step 0: Reworking the Ideal Functionality

We begin by reworking the ideal functionality, with these sociotechnical goals in mind. In practice, our team
iteratively sketched and refined this ideal functionality, taking into consideration both what we thought was
feasible to realize and the ways in which it would interact with ΠIntended-use. Thus, we did not cleanly execute
Step 0 followed by Step 1; rather Steps 0 and 1 formed a feedback loop. What we present below is the final
result of that process.

The main goal of our new ideal functionality is to include more of the overall system within the ideal
functionality’s boundaries. We give a brief overview of the new ideal functionality below; the full updated
ideal functionality FCSAM-Scan can be found in Figure 8.

– NCMEC provides input directly to FCSAM-Scan: We modify Flow 1 from the initial proposal
such that NCMEC provides the perceptual hashes directly into the ideal functionality FCSAM-Scan

through a new interface. By having NCMEC interact with FCSAM-Scan, they join the cryptographic
part of the protocol and FCSAM-Scan can reason about NCMEC’s decisions directly. We also change
the information passed between NCMEC and Apple to be random oracle hashes of the input set, which
destroys any structure about the image contained in the perceptual hash function’s output.

– InitScan will only process matching inputs: Next, we modify FCSAM-Scan such that Apple can
only initiate the scanning process using exactly the set of perceptual hashes supplied by NCMEC above.
If Apple provides a set of perceptual hashes that do not match those provided by NCMEC, FCSAM-Scan

will simply ignore the input—meaning that clients will not be properly initialized. Looking ahead, this
will be implemented by having Apple’s prove using standard commit-and-prove zero-knowledge that
public parameters are consistent with NCMEC’s committed perceptual hashes.

– Judge interface to FCSAM-Scan: To integrate the judge into the system, we open a new interface
in FCSAM-Scan. This interface gives the judge the access to the output of the private set intersection
protocol (rather than giving it directly to Apple). The judge can then send this information to Apple
within ΠIntended-use and Apple can subsequently decrypt the images. To manage this indirection,
FCSAM-Scan outputs a “judge approval token” τU rather than keys directly, and the Judge can recover
the output of the set intersection by sending this approval token into the ideal functionality.

– Public verification interfaces: Finally, we add two verification interfaces to FCSAM-Scan that can
be called by anyone. These collectively empower the public to verify that a claimed set of keys were
really generated by an interaction between the client and Apple’s server. Implementing these interfaces
requires changes to the underlying private set-intersection protocol. Specifically, the public must be
able to verify that the transcripts of interactions are real, which is accomplished using signatures.

25



5
e
.
V
er
if
yC

la
im

4
f.

A
p
p
ro
ve

1
d
.
R
ea
d
y

ΠSocial

1
e
.
S
ta
rt

ΠIntended-Use

1a. PrepareHashes

NCMEC Client

ClientSocial

Apple
3
f.

T
h
re
sh
o
ld
M
et

FCSAM−Scan

FIdentifiable−Enc

FPhotoStore

NCMECSocial

E

Public
1c.ShareHashes

JudgeSocial

4
a
.
Ju

d
g
eR

ev
ie
w

4b. SendForApproval

4g.ApproveCase

4
j.

R
ev
ie
w
Im

a
g
es

4
d
.
R
ev
ie
w
C
a
se

4
e
.
A
p
p
ro
ve
C
a
se

Judge

2
a
/
3
a
.
B
a
ck
u
p
Im

a
g
e

5
a
.
V
er
if
yC

la
im

AppleSocial PublicSocial
1
b
.
S
p
ec
if
yH

a
sh
es

1
g
.
P
ro
ce
ss
In
it

2
e
.
S
ca
n
Im

a
g
eC

o
m
p
le
te

3
e
.
T
h
re
sh
o
ld
M
et

4
h
.
R
et
ri
ev
eP

h
o
to

4
i.

D
ec

5
b
.
D
ec

5
c
.
P
u
b
li
cV

er
if
yP

S
I

4
c
.
P
u
b
li
cV

er
if
yP

S
I

1
f.

In
it
S
ca
n

2
b
/
3
b
.
E
n
c

2
c
/
3
c
.
S
to
re
P
h
o
to

2
d
/
3
d
.
S
ca
n
Im

a
g
e

5
d
.
P
u
b
li
cV

er
if
yJ
u
d
g
e

Figure 9: An overview of the rendering of Apple’s proposed protocol into our framework. We suggest reading
the data flows in the labeled order, which generally move left to right. For a more complete walk-through of
this figure, see Section 5.3.

Realizing FCSAM-Scan. We now give an overview to the ways in which Apple could have changed its initial
proposal such that it could realize the updated ideal functionality. Formal descriptions of these protocol
changes are deferred to Appendix B, as the details of this protocol do not help us study or evaluate our
framework.

– Publicly posting commitment to X on FBB. An obvious approach to including NCMEC in the
protocol is to simply have NCMEC generate the public parameters pdata of the private set intersection
protocol independently. While tempting, this clearly breaks the way that the protocol “should” work
socially—NCMEC is responsible for curating sets of hashes and therefore should not be involved in the
scanning protocol itself. Moreover, this protocol could, in principle, be run by many different image
hosting providers, so it makes sense for NCMEC’s role to be something that only need be run once,
idenpendently of the number of service providers. Thus, we take a different approach: in order to
ensure that there is global set of hashes that will be used for all clients, NCMEC begins the protocol
by posting a signed cryptographic commitment to X to the bulletin board functionality FBB . The
key properties of the bulletin board is that all posts there are immutable and available to any member
of the public. Concretely, NCMEC actually does this by first passing each input hash img hash ∈ X
through the random oracle first, and committing to the output. We do this both for social reasons

26



FD
Identifiable−Enc

Upon initialization, obtain a ciphertext generation algorithm G from S.

1. Upon receiving (Enc, id,m) from U , generate a ciphertext c← G(id). Then,

(a) if U is corrupt, send (RequestKey, id) to S. If (SetKey, id, k) is received in response, then record
(id, ctx, k,m,U) and output (EncComplete, id, ctx, k) to U .

(b) if U is not corrupt, set k
$←− D, record (id, ctx, k,m) and output (EncComplete, id, ctx, k) to U .

2. Upon receiving (Dec, id, ctx, k) from anyone, check if there exists a record with the values
(id, ctx, k,m, ·). If such a tuple exists, return (DecComplete, id,m). Else, return (DecComplete, id,⊥).

3. Upon receiving (Dec, id, ctx, k,U) from anyone, check if there exists a record with the
values (id, ctx, k,m,U). If such a tuple exists, return (DecComplete, id,m,U). Else, return
(DecComplete, id,⊥).

Figure 10: Identifiable, key-committing encryption ideal functionality

and technical reasons. On the social side, we do not know how much information about the images
img hash holds, and thus it might be valuable to destroy any remaining structure before passing the
results to non-NCMEC parties. Technically, we also need to be careful where the random oracle is
evaluated such that the zero-knowledge proofs discussed next are instantiable (i.e., do not reason over
the random oracle evaluations).

– Zero-knowledge proofs of correctness for pdata. We propose to prevent abuse by the Apple
administrator in the simplest way possible: using generic zero-knowledge.14 In more detail, when
generating pdata, Apple also generates a zero-knowledge proof of consistency between pdata and the
commitment posted to FBB . This is slightly non-trivial, as the algorithm for generating pdata =
(L, p1, p2, . . . pn′) requires sampling random elements to fill the empty entries in the cuckoo table (see
the Apple Initializing Scanning section of Figure 14 in Appendix A). This can undermine security, by
allowing Apple to insert arbitrarily chosen perceptual hashes by controlling the randomness. As such,
the generation of pdata must be de-randomized, which can be done by ensuring that the exponents
among p1, p2, . . . pn′ lie along a degree n polynomial. When clients process pdata, they verify this
proof, ensuring that the embedded hash set is exactly the one chosen by NCMEC. Notice that the
zero-knowledge proof cannot reason over evaluations of the random oracle, so we must instead change
the modeling the hash functions used within the protocol to be cryptographic hash functions that have
a circuit description.

– Key encapsulation under judge’s key. Intuitively, we integrate the judge into the process of
recovering the output of the PSI protocol by encrypting the contents of each voucher under the judge’s
public key. The one subtlety here is that server should be able to check to see if the threshold for
decryption has been met without the judge’s help in order reduce the workload burden on the judicial
system—checking to see if the threshold is met is a very common task whereas very few clients will pass

14Since the initial development of the ideas in this work (see [CK21]), the research community has made significant strides
on ensuring consistency between PSI inputs and other protocol sub-components [SKM23b, SLY+25,GMPS25,BGJP25]. Our
decision to use the “simple” approach of generic zero-knowledge, rather than fine-tune a protocol, is inspired by the observation
that Apple likely had the computation resources available to them to simply use generic zero-knowledge without needing any
other techniques. In other words, Apple was in the position to spend time and money (in compute time), rather than pay
cryptographers to design a protocol. Clearly, now that protocols exist that have similar properties, the value of using generic
zero-knowledge may no longer out-weigh the computational costs. Nevertheless, optimizing the details of this approach is not
the focus on our work, so we proceed with this more simple approach.
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the threshold. As such, the client first encrypts their inputs under the judge’s key and then processes
that ciphertext through the voucher generation process.

– Public verifiability. Adding public verifiability for protocol is straight forward. Namely, messages
within the protocol must be appropriately signed and proofs of proper decryption must be created.
Specifically, vouchers are signed by the clients, the server creates a zero-knowledge proof of the voucher
processing steps, and the judge proves that they decrypted the key encapsulation properly in zero-
knowledge. We note that we also require that the image encryption be properly key-committing.

5.3 Step 1: Extending the Modeling

We can now continue to Step 1, in which we render the ideal functionality FCSAM-Scan into its broader context
by specifying ΠIntended-use (see Figure 11) and ΠSocial (see Figure 12) As we did in Section 5.2, we present
the results of the iterative refinement process. We visualize the composition of ΠIntended-use and ΠSocial in
Figure 9.

To start, we must change modify the encryption functionality used to encrypt the images that will be
stored in FPhotoStore. The basic, key-committing encryption provided by FEnc does nothing to prove that a
ciphertext was created by a client U . Specifically, the Auth associated with FPhotoStore can upload ciphertexts
on behalf of U ! Thus, we need some way to ensure that each ciphertext is tightly bound to the identity of
the party who encrypts. This is trivially realizable by having the client sign each ciphertext using a digital
signature. We capture this change in functionality by swapping FEnc with FIdentifiable−Enc, which can be found
in Figure 10.

Flow 1: NCMEC selects the images and Apple initializes scanning. Now that we have exposed
an interface in FCSAM-Scan for NCMEC, ΠIntended-use begins with NCMEC specifying the hashes directly.
As before, the first step (1a) is to have an administrator at NCMEC select a set of images which should be
included in the scanning mechanism. In a departure from Apple’s initial proposal, NCMEC can then directly
send these hashes to FCSAM-Scan (1b) before sharing the hashes with Apple (1c). This, in turn, informs the
Apple administrator that the system is ready for scanning (1d) and the Apple administrator cam start the
scanning process (1e) and (1f). Finally, client devices process the initialization (1g) and are ready to begin
sending messages.

Flow 2: Client backing-up image. This flow works the same as Apple’s initial proposal. Clients decide
to back up an image (2a), encrypt that image with FIdentifiable−Enc (2b), and send the resulting ciphertext
to FPhotoStore (2c). The client then sends the key material and perceptual hash to FCSAM-scan (2d), which
notifies Apple’s system (2e).

Flow 3: Client backing-up image that triggers threshold. This flow starts exactly as Flow 2 (3a-3d),
but once the threshold has been met, FCSAM-scan notifies Apple to that effect (3e), which in turn notifies
the Apple administrator that the a client has met the threshold (3f).

Flow 4: Requesting approval from the Judge. In order to access a client’s images, the Apple
administrator asks the Judge for approval (4a and 4b). The Judge’s software then verifies that the information
provided by Apple is correct (4c) before handing the case off to the Judge themselves for manual review
(4d). If the Judge approves, the activate their software (4e), which relays approval to FCSAM-scan (4f) and to
Apple (4g). Once approval for the case has been received, Apple can run the same image recovery procedure:
retrieving the ciphertexts (4g), decrypting the images (4h), and returning the plaintext images for manual
review to Apple (4i).

Flows 5: Verifying image provenance. Finally, Flow 5 allows anyone with the proper evidence to verify
that Apple recovered a set of images though the system. Specifically, this flow allows checking that a set
of images were initially encrypted by a particular client and the key material to decrypt those images was
accessed through the scanning protocol. We model this process as any party in ΠSocial sending some images
and evidence into ΠIntended-use (5a). To verify this evidence, queries are made to FIdentifiable−Enc (5b) and
FCSAM-scan (5c and 5d). The result of this confirmation process are then sent back (5e).
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ΠIntended-use for FCSAM-Scan

The protocol is parameterized by a perceptual hash function PHash.)

NCMEC: When NCMEC invoked on the set I′ = {img1, img2, . . .}:

1. Set X = {}. For imgi ∈ I
′, compute img hashi = PHash(imgi) and set X = X ∪ {img hashi}.

2. Send the message (SpecifyHashes, X = {img hash1, . . . , img hashn}) to FCSAM-Scan, and receive
(SpecifyHashesComplete,ROHashes, d).

3. Send (ShareHashes,ROHashes, d) to Apple via an instance of FSMT.

Apple: When Apple receives (ShareHashes,ROHashes, d) from NCMEC via FSMT:

1. Send (CheckHashes,ROHashes, d) to FCSAM-Scan. If (CheckedHashes,Yes) is not received in response, return.

2. Record (ROHashes, d), and send (ReadyToScan) to Applesocial

Apple: When Apple receives a message (InitScan) from Applesocial:

1. Retrieve (ROHashes, d). Let {U1, . . . ,Um} be the set of all user devices. Send
(InitScan, {U1, . . . ,Um}, {ROHashes, . . . ,ROHashes}, d) to FCSAM-Scan. Receive (InitScanComplete) in response
and return.

Client: Until a message (ProcessInitComplete, |X|, h0, h1) has been received from FCSAM-Scan, regularly send (ProcessInit) to
FCSAM-Scan.

Client: When a user device U receives the message (BackupImage, img) from ClientSocial:

1. Sample a unique random value img id. Send (Enc, img id, img, true) to FIdentifiable−Enc and receive the output
(EncComplete, img id, ctx, k).

2. Send (StorePhoto,U, img id, ctx) to FPhotoStore and receive (StorePhotoComplete) in response.

3. Compute img hash = PHash(img) and send (ScanImage, img id, img hash, k) to FCSAM-Scan.

Apple: When Apple receives (ScanImageComplete,U, img id, b) from FCSAM-Scan, return control flow to Env.
Apple: When Apple receives (ThresholdMet,U, img id, πU , τU ) from FCSAM-Scan:

1. Record (U, πU , τU ) and send (Match,U) to Apple

Apple: When Apple receives (JudgeReview,U) from Applesocial:

1. Retrieve (U, πU , τU ) and send (SendForApproval,U, πU , τU ) to J via an instance of FSMT.

Judge: When J receives (SendForApproval,U, πU , τU ) from Apple via FSMT:

1. Send (PublicVerifyPSI,U, πU , τU ) To FCSAM-Scan. If (PublicVerifyPSIComplete,No) is received in response, stop and
return. Otherwise, record (U, πU , τU ) and send (ReviewCase,U) to Jsocial.

Judge: When J receives (ApproveCase,U) from Jsocial:

1. Retrieve a record (U, πU , τU ). Send (Approve,U, τU ) to FCSAM-Scan. If (ApproveComplete,U, img id list, keys, πJ
U ) is

received in response, send (CaseApproved,U, τU , img id listU , keysU , πJ
U ) to Apple via FSMT.

Apple: When Apple receives (CaseApproved,U, τU , img id listU , keysU , πJ
U ) from J via FSMT:

1. Send (PublicVerifyJudge,U, τU , img id listU , keysU , πJ
U ) to FCSAM-Scan. If (PublicVerifyJudgeComplete,No) is received in

response, stop and return.

2. Initialize the empty set decrypted photosU .

3. For i ∈ |img id listU |, send (RetrievePhoto,U, img idi) to FPhotoStore. If (RetrievePhotoComplete, img idi,⊥) is received in
response, continue. Otherwise, if (RetrievePhotoComplete, img idi, ctxi, usersi) is received:

(a) Send (Dec, img idi, ctxi, ki) to FIdentifiable−Enc. If (DecComplete, img idi,⊥) is received in response, continue.
Otherwise, if (DecComplete, img idi, imgi) is received in response, add imgi to decrypted photosU .

4. Send (ReviewImages,U, decrypted photos) to Applesocial.

Public: When any party receives (VerifyClaim,U, {(img id1img1), . . . , (img idT , imgT )}, evidence) from Env:

1. Parse evidence = ({(k1, c1), . . . , (kT , cT )}, πU , τU , πJ
U ). Initialize Verified = Yes.

2. For i ∈ [T ], send (Dec, img idi, ci, ki,U) to FIdentifiable−Enc.
If any of the responses are (DecComplete, img idi,⊥), set Verified = No.

3. Send (PublicVerifyPSI,U, πU , τU ) to FCSAM-Scan. If (PublicVerifyPSIComplete,No) received in response, set Verified = No.

4. Send (PublicVerifyJudge,U, τU , {img id1, . . . , img idT }, {k1, . . . , kT }, π
J
U ) to FCSAM-Scan.

If (PublicVerifyJudgeComplete,No) received in response, set Verified = No.

5. Send (VerifyClaim,U,Verified) to caller.

Figure 11: Πintended-use, capturing software components of the system with properties that will note be
captured by the cryptographic proof.
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ΠSocial for FCSAM-Scan

NCMECSocial: When NCMECSocial receives I = {img1, img2, . . .} from Env:

(a) Select a subset of images I′ ⊆ I that are CSAM, then invoke Πintended-use with the message (PrepareHashes, I′).
AppleSocial: When AppleSocial receives (ReadyToScan) from Apple:

(a) Return control flow to the environment.

AppleSocial: When AppleSocial receives (InitScan) from Env:

(a) Invoke Πintended-use with the message (InitScan).

ClientSocial: When a user ClientSocial receives a message (ReceiveImage, img) from Env
//Captures taking a photo or receiving a image via another communication channel

(a) If the client wants to back up the image, send (BackupImage, img) to U . Otherwise, return control flow to the
environment.

AppleSocial: When AppleSocial receives (Match,U) from Apple:

(a) When prepared, send (JudgeReview,U) to Apple.

JudgeSocial: When JudgeSocial receives (ReviewCase,U) from J :

(a) When prepared, send (ApproveCase,U) to J
AppleSocial: When AppleSocial receives (ReviewImages,U , I = {img1, img2, . . .}) from Apple:

(a) Review the images I and determine if they are CSAM.

(b) If any images are not CSAM, report the existence of a design flaw to all other parties.

(c) If |I| < T , report that either there is a design flaw or U is corrupt to all other parties.

(d) Send the images to NCMEC or law enforcement as necessary to comply with existing laws.

(e) Output I to Env.

PublicSocial: When any party receives (VerifyClaim,U , {(img id1img1), . . . , (img idT , imgT )}, evidence) from Env:

(a) Send (VerifyClaim,U , {(img id1img1), . . . , (img idT , imgT )}, evidence) to their equivalent party in ΠIntended-use.

(b) When (VerifyClaim,U ,Verified) is received in response, return it to the caller.

Figure 12: Πsocial, capturing human decisions that drive the protocol.

5.4 Step 3: Examining Sociotechnical Properties

In Section 5.1, we stated security properties that we wanted the system to provide. Having now specified
the system, we can evaluate the extent to which we were successful.

(1) Apple cannot scan client’s devices for any perceptual hashes not designated as CSAM
by NCMEC. Notice that this property is directly enforced by FCSAM-scan. Namely, the hashes that
serve as Apple’s input to the private set intersection protocol (1f) must match exact those specified by
NCMEC (1b).

(2) A predetermined judge must provide approval before Apple administrators can decrypt
the images with perceptual hashes matching images designated as CSAM by a NCMEC
administrator. There are several cases to consider: (1) if both the Judge and Apple are corrupted by
the same adversary, then approval is always given implicitly, making this property trivially satisfied;
(2) if the Judge is honest, then FCSAM-scan will only release the images after approval is provided by
the Judge.

(3) If a client does not back up sufficiently many images with the same perceptual hash as
those designated as CSAM by the NCMEC administrator, then no Apple administrator
can see any of the client’s photos. This holds even if the Apple administrator colludes
with the judge or the judge’s secret state is compromised. Notice that the Judge can only
provide approval after the threshold has been met. This is enforced by the requirement that the judge
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must provide the appropriate τU in order to approve, and this value is not sampled before the threshold
is met. Importantly this holds even when both the Judge and Apple are corrupted.

(4) It is possible for any member of the public to verify

(i) that the system is scanning for the same perceptual hashes for all clients; This is
implicitly guaranteed by the fact that there is no self composition within this system—the entire
functionality is provided by FCSAM-scan itself. Moreover, FCSAM-scan enforces that all devices are
scanned for exactly the hashes provided by NCMEC (which cannot be updated later).

(ii) that the perceptual hashes for which Apple is scanning are those selected by NCMEC.
This property is provided for the same reasons as 4i.

(5) Claims that a client backed up CSAM to the photostore should be publicly verifiable—
implying that clients cannot be framed. In other words, it should be intractable for
anyone to produce evidence that a client backed up image that they did not. FCSAM-scan

provides interfaces for public verification that, together, provide this property. Namely, a member of
the public can verify that a plaintext image img1 corresponds to a ciphertext c by querying the Dec
interface of FIdentifiable−Enc with the appropriate key k. Importantly, we have Moreover, πU , τU , and
πJ can certify that k was truly released by FCSAM-scan, as any member of the public can call the
PublicVerifyPSI and PublicVerifyJudge

Thus, we claim that the updated system provides the properties specified in Section 5.1.

6 Discussion

The fallout following Apple’s CSAM scanning proposal exposed severe process limitations in the ways that
cryptographers analyze their protocol proposals and document that analysis. Namely, the existing norm in
cryptography is that all protocol proposals must be accompanied by a proof of security that shows that the
protocol provides some defined set of properties. However, Apple’s proposal is a clear indication that this is
not enough; if the documentation stops at the proof of security, as is often the case, the analysis falls short of
documenting the sociotechnical properties the system has—let alone making a compelling argument that the
set of proven properties are the right ones. Without expanding the analytical frame included in the proposal,
it risks giving the reader the impression that the authors are unaware of system limitations (or intentionally
trying to hide these flaws).15 Moreover, the cryptographic protocol might only be one sub-component of the
larger system and the documented analysis may make it difficult to understand the role the proven properties
play in the fully composed system.

In this work, we have built on the ideas present in the threat modeling literature to construct a framework
that could rectify some of these problems if it became standard practice to use. Our approach is cryptography
native, in that it that preserves the right level of abstraction when analyzing cryptographic protocols. We
imagine that this framework—or an alternative framework with similar goals—could be expected of all new
cryptographic systems that are being proposed for real-world deployment. The result is that more of the
implications of a cryptographic proposal, both flaws and strengths, would be easy to observe directly from
the documentation accompanying the proposal. By making these implications clear, the community can
reallocate its effort to debating if deploying a system with a particular set of properties is a good idea,
rather than debating the properties that the system actually provides.

Post-hoc application of our framework. In Section 4 we showed how our framework could be applied
to an existing proposal and explored how it could be used to evaluate the risks posed by the proposal. Our
case study showed that our framework is a powerful tool that could make the non-systematic risk-discovery
process that followed Apple’s initial proposal significantly more systematic. In the weeks following Apple’s
announcement, the research community quickly iterated on how best to understand and contextualize the

15We emphasize that we do not believe that this was the case with Apple’s proposal. But, this the opportunity to miss or
suppress important details is a real hazard as increasing numbers of complex cryptographic systems are proposed for deployment.
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proposal. This was a process that included careful reading of the protocol description and proof of security,
and an extended, decentralized debate over the validity of the implicit threat model captured by the analysis.
There was, however, no shared language to which the community had access during this discussion. Namely,
weaknesses in the protocol, the formalisms, and discussions of geo-politics were interleaved into a single
discussion that was difficult to follow. Our framework would have provided an opportunity to bind these
conversational threads together cleanly as the community worked together to conduct a version of the analysis
we did in Section 4. This would also have provided an opportunity for the cryptographic community to use
its strength: ensuring that all the important details have been attended to with the proper care. While
it is impossible to know exactly how such a tool would have influenced the post-announcement discussion,
we believe our framework could have been invaluable when it came to stream-lining and clarifying this
discussion.

Our case study also shows that applying our framework post-hoc is a difficult process: we had to rework
the formal modeling of the system, make low-level protocol modifications to accommodate these modeling
changes, and apply a pedantic meticulousness to sociotechnical statements that were never intended to be
subjected to that level of attention. Much of this overhead was, no doubt, valuable. For instance, the
process of modifying the formalisms helped highlight limitations of the prior formalisms (e.g., that h0, h1

were not treated as leakage). Other modifications made the system’s functionality more readable to those
with less expertise in cryptography. Finally, composing the scanning system with the data storage system
revealed new, previous unobserved leakage patterns. Nonetheless, the overhead of applying our framework
is non-trivial and the value of using the framework in this way should be judged as a function of its benefits
in light of the challenges it brings.

In sum, we believe that post-hoc application of our framework shows the most promise when proposals are
controversial. Controversial proposals often spark lively and multifaceted debate, which is rarely systematic.
While the community is likely to eventually coalesce around a small number of important criticisms regarding
a proposal (as happened with Apple’s CSAM scanning proposal), there currently exists no process for this
discovery process, making it easy to miss important details (e.g., interplay between scanning and convergent
encryption). Moreover, criticisms often emerge from a small number of invested parties who are willing to
put in the significant work to identify flaws, but there is not way for the community as a whole to verify that
the process these parties followed itself was systematic; using our framework would help quickly on-board
interested members of the community as they joined the debate and minimize the need for repeating work.

Using our framework proactively. We see the process explored in Section 5 as a more promising
approach to leveraging our framework and a vision for how future protocol design cycles could operate.
Specifically, using our framework within the design process pushes for making sociotechnical goals explicit
at the beginning of the process and the iteratively revisiting those goals throughout protocol refinement. We
imagine that future proposals could follow the rough structure outlined in Section 5: (1) enumerating the
sociotechnical properties that the system should have; (2) designing an ideal functionality and associated,
realizing protocol; (3) extending the modeling to include ΠIntended-use and ΠSocial; and (4) interrogating the
extent to which the design meets the desired sociotechnical goals.

We see three significant benefits to making this analysis a communal expectation:

(1) First, it helps support a wholesale implementation of Kirchhoff’s Principle. When analyzing a protocol
it should be clear how the whole system works, including the way multiple cryptographic components
are interleaved and the social components surrounding the cryptography. While this principle is
generally applied to the internals of the cryptosystem, our framework helps expand the transparency
further. Moreover, it makes very clear that the protocol designers have thought carefully about the
ramifications of deployment—a goal we discussed informally in Section 1—increasing the trust in the
system overall.

(2) Second, establishing a norm that cryptographers are responsible for exploring the social implications
of their work ensures that author’s opinions cannot reasonably be suppressed when they design or
analyze systems for others. As it stands right now, it might be reasonable for an organization to ask a
set of cryptographers to audit of a proposed cryptosystem and—following the standards currently set
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in the community—provide a thorough security proof. At the same time, these cryptographers might
be explicitly asked not to comment on the social context within which such a proposal will sit, perhaps
so other members of the organization (e.g., public relations groups) can take control of the messaging.
The resulting analysis could easily be used to justify deployment of the cryptosystem, even if the
cryptographers had concerns. While cryptographers are always welcome to simply refuse to conduct
such an analysis (i.e., ensuing that their analysis is not misconstrued for wholesale support), this makes
it significantly more difficult to provide nuanced commentary (e.g., “there are risks associated with
this proposal, but I believe that they are worth it in light of the benefits”), which we believe is also
a key role for cryptographers to play. By shifting our norms such that this commentary—in the form
of a systematic framework—is expected, it becomes unreasonable to try and limit the scope of what
cryptographers are hired to do.

(3) Finally, when proposals do end up being controversial, expecting authors to provide this analysis
gives a clear starting point for the public controversy, making the conversation more productive and
accessible. When the community is considering the proposal, they can point to elements of the extended
analysis that are insufficient (e.g., missing sociotechnical properties) or wrong (e.g., mistakes in the
argumentation or bugs in the protocol). Alternatively, there is an opportunity to build an incentive
based model around this formal modeling to understand if there are aligned incentives to take advantage
of vulnerabilities in the system. The result is that more of the cryptographic community can be active
participants in the controversy, which will hopefully result in better deployed systems.

Value as a tool for cryptographic innovation. We also see a more subtle benefit of our framework
when used as an ideation tool by cryptographers. When using our framework, there becomes a clear
division between the components of a system captured by ideal functionalities F1, . . . and those relegated to
the composing protocol ΠIntended-use. This division highlights opportunities for new cryptographic work by
attempting to shift more of the system logic into the ideal functionalities. Clearly it will not be feasible to
push all system functionality into the ideal functionality, but our framework provides a sandbox in which
cryptographers can experimentally move system components back and forth. The increasing literature on
PSI systems that are authenticated or have committed inputs [SKM23b, SLY+25,GMPS25, BGJP25] were
directly inspired by the public criticisms of Apple’s protocol and can be seen as attempting to move more of
ΠIntended-use into FApple-CSAM-Scan. We expect that more widespread use of tools like our framework would,
therefore, help to identify other interesting and challenging cryptographic research problems.

On the use of universal composability. Throughout this work, we have leaned heavily on universal
composability as the runtime within which we use our framework. As a consequence, advocating for
widespread adoption of this type of analysis implicitly appears to be advocating for the use of UC. While
there are certainly significant benefits to using proving security of a protocol within UC, there are also
non-trivial barriers (e.g., the impossibility of UC commitments in the plain model [CF01]). Additionally,
mandating that protocols are UC secure may come with reduced efficiency—although this is not always the
case. These difficulties might seem to undermine some of the applicability of our framework or hamstring
the ways in which cryptographers design protocols.

We see our work as highlighting the need for frameworks of this kind and a first step towards exploring
their structure. As future work, we anticipate that there will be a need for new frameworks that allow for
similar analyses to be conducted for cryptosystems that leverage other formal proof techniques, be they stand-
alone simulation or game based definitions. We chose to work with UC because of the affordances it offers: the
use of ideal functionalities as connivent abstractions for cryptographic protocols, composability with other
cryptographic protocols for “free,” clear ways to interleave the inputs and outputs of ideal functionalities,
etc. . . But, we will eventually need “cryptographic-native” threat modeling techniques can interoperate
with all of the formal techniques for which cryptographers are eager to reach.
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7 Conclusion

In this work, we have identified the need for a new generation of threat modeling frameworks that simultaneously
expand the scope of analysis that cryptographers regularly conduct while also feeling native to the cryptographers
who will use them. Our proposed framework attempts to carefully balance these needs. To test and showcase
our framework, we apply it to the case study of Apple’s CSAM scanning proposal. We show how our
framework can be applied in a post-hoc capacity or can be integrated directly into the protocol development
process. Our work represents an important first step towards more thorough sociotechnical analyses of
cryptographic proposals.
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A Updating Apple’s Initial Proposal

In this section we cover the ways in which we have (slightly) updated the modeling provided by Apple in
Figure 2 such that it can more faithfully capture the way it would have been used in practice—and as a
result, is more amenable to analysis in our framework. We also discuss the (minor) changes required to make
their protocol function with this new modeling. We divide this discussion into three subsections: First, in
Appendix A.1, we present a verbatim replication of the ideal functionality present in [App21a] and discuss
the ways in which we update their modeling to that presented in Figure 2. Next, in Appendix A.2, we
present the initial protocol proposed by Apple. Finally, in Appendix A.3, we discuss the needed updates to
their protocol necessary to make it compatible with the updated ideal functionality.

A.1 Apple’s Initial Ideal Functionality

We include a verbatim description for the ideal functionality Apple included in their initial proposal in
Figure 13. We use initial notation, which requires some clarifications in the context of our work. Specifically:

– Ȳ is a set of m tuples of the form (img hash, img id, ad), i.e., if

Ȳ = {(img hash1, img id1, ad1), . . . , (img hashm, img idm, adm)}

then Ȳid = {img id1, . . . , img idm}, id(Ȳ ) is Ȳid with no duplicates, and

Ȳ{id,ad} = {(img id1, ad1), . . . , (img idm, adm)}.

– If X = {img hash′1, . . . , img hash′n}, then

id(Ȳ ∩X) = {img idi
∣∣ ∃ (img hashi, img idi, adi) ∈ Ȳ and img hashi ∈ X}

– If T = {img id′1, . . . , img id′n}, then

Ȳ [T ] = {(img hashi, img idi, adi)
∣∣(img hashi, img idi, adi) ∈ Ȳ and img idi ∈ T}.

FftPSI-AD

Parameters known to all parties:

• two parties: server and client,

• B is the maximum set size for the server and client,

• t is the threshold,

• smax is the maximum size of the set S of synthetics,

• all associated data values ad in D have the same public length.

The functionality FftPSI-AD :

• Wait for input X = {x1, x2, . . .} from the server; abort if the server is corrupt and |X| > B.

• Send |X| to the client; abort if the client is corrupt and aborts.

• Wait for input Ȳ and S ⊆ id(Ȳ ) from the client; abort if the client is corrupt and (m > B or |S| >
smax).

• Send Ȳid to the server.

• If |id(Ȳ ∩X) ∖ S| > t:

send Ȳ [id(Ȳ ∩X) ∖ S)]{id,ad} and S to the server,

otherwise

send id(Ȳ ∩X) ∪ S to the server.

Figure 13: Apple’s formalization of their ideal functionality.
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ΠApple-CSAM-Scan

Parameters: threshold T , generator g ∈ G, set size n, and slack factor ϵ ∈ [0, 1].

Apple Initializing Scanning: When Apple is initialized on X = {img hash1, . . . , img hashn} and a client U :

1. Sample a scalar α and set L = gα.

2. Sample h0, h1 and compute T ← CuckooTableh0,h1
(X). Repeat this process until T ̸= ⊥.

3. For i ∈ [n′], if T [i] ̸= ⊥, pi ← HashToCurve(T [i])α, otherwise set pi
$←− G \ {0}

4. Send pdata = (L, p1, . . . , pn′ , h0, h1) to the client U .

Client Device Setup: When the client U receives a message pdata = (L, p1, . . . , pn′ , h0, h1) from Apple:

1. If L ̸∈ G \ {0}, or ∃ i s.t. pi ̸∈ G \ {0}, or ∃ i, j such that Pi = Pj , return ⊥.
2. Sample and store an encryption key adkey and PRF key hkey.

Client Device Voucher Upload: When the client inputs a tuple (img id, img hash, k):

1. Set adct← Enc(adkey, k) and sh← SecretShareAtPoint(adkey, T ,PRF(hkey, img id))

2. Sample encryption key rkey, and compute rct← Enc(rkey, (adct, sh))

3. For j ∈ {0, 1} :

(a) Sample scalars βj , γj and compute qj ← HashToCurve(img hash)βj · gγj and sj ← (phj(img hash))
βj · Lγj

(b) Set ctj ← Enc(KDF(sj), rkey)

4. Sample b
$←− {0, 1} and send (img id, qb, ctb, q1−b, ct1−b, rct) to the server (ie. shuffle the contents).

Apple Voucher Processing: When Apple receives (img id, q0, ct0, q1, ct1, rct) from a client U :

1. For j ∈ {0, 1} :

(a) Set rkeyj ← Dec(KDF(qαj ), ctj)

(b) If rkeyj ̸= ⊥, set (adctj , shj)← Dec(rkeyj , rct)

2. If there is exactly one index j ∈ {0, 1} for which rkeyj ̸= ⊥, add (img id, adctj , shj) to SHARESU .

3. If |SHARESU | > T , reconstruct adkey using t + 1 shares in SHARESU . Then, for each triple (img idi, adcti, shi) ∈
SHARESU , compute ki ← Dec(adkey, adcti) and add (img idi, ki) to OUTSETU . Finally, output OUTSETU .

Figure 14: Apple’s Initial CSAM Scanning Protocol.

Modeling limitations. There are three main weaknesses in the modeling and formalism within Apple’s
initial proposal. The re-rendering of Apple’s ideal functionality that we use in the main body of the work
(Figure 2) directly addresses these limitations.

(1) Hash functions are not treated as leakage: In Apple’s initial ideal functionality specification, FftPSI-AD,
the hash functions h0, h1 used to generate the Cuckoo table are not treated as leakage. This is clearly a
problem, as the hash functions are rejection sampled as a function of the server’s input. Simply put, there
is no way around having this be a leakage associated with the system (even if that leakage, in practice, has
very little impact). Therefore, we simply add this as an explicit leakage to the ideal functionality.

(2) PSI protocol is modeled as “one shot:” The second noteworthy weakness of FftPSI-AD is the choice to
have the client supply all their inputs to the ideal functionality in one shot. It is clear, however, that this is
not how the proposed system was going to work in practice. In fact, one of the beautiful aspects of Apple’s
proposal (from a cryptographic perspective) is that clients provide inputs incrementally : each time a client
device wants to back-up an image, it creates a voucher for that image independently—a process which has
computational and communication complexity independent of the number of image previously backed-up by
the client device.

(3) Self composition for multiple parties: Apple’s initial formation FftPSI-AD is between a single server and a
single client, and implicitly relies of self composition to argue that such a system can be safely used between
Apple and all of the client devices in its network. Using self-composition in this way, however, means that
the server is free to choose its inputs to each instance of FftPSI-AD independently. Concretely, this allows a
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malicious Apple to covertly select different hash sets for in each client. This weakness becomes immediately
apparent when analyzing their protocol within our framework as the server’s choice of inputs to each instance
of FftPSI-AD happens only within ΠIntended-use.

A.2 Apple’s Initial Protocol

We provide a description of Apple’s proposed protocol in Figure 14. Let (Enc,Dec) be standard IND$− CCA
encryption scheme that provides random key robustness. In Apple’s implementation, this is done with
AES128-GCM with a random 96-bit nonce and PRF is a standard pseudorandom function. For brevity, we
make use of several sub-protocols:

– CukooTableh0,h1
(X) maps a set X into a table T such that for all x ∈ X, either T [h0(x)] = x or T [h1(x)] =

x. Denote empty elements of T as ⊥. If the hash functions h0 and h1 are such that a cycle exists (i.e., the
CukooTable cannot be fully instantiated), then this function returns ⊥.

– HashToCurve is modeled as a (programmable) random oracle that maps elements of the image hash space
to a uniform element of the group G.

– SecretShareAtPoint(x, T , r) generates the Shamir Secret share of x with threshold T at point r. Each
time a client calls this subroutine, we assume that it is de-randomized, i.e., the polynomial that is to be
evaluated at r is fixed.

– KDF is a key derivation function that is modeled as a (programmable) random oracle.

Protocol limitations. One limitation of Apple’s protocol is that Apple only proves privacy with respect
to a malicious client. They do not, however, make any claims about the “correctness guarantee for the
outputs” [App21a, Page 20] Namely, there is no (formally proven) guarantee that the associated data that
the server receives as output from the ideal functionality will match the inputs provided by the client.
This follows from the well-known difficulty of designing fully malicious secure PSI protocols from DDH-like
assumption (see, for example, the discussion in [JL10]). While this is not a problem if the PSI protocol is
considered in isolation, this can be problematic when we require composability.

Apple’s simulator for a malicious client [App21a, p. 24-25] stops after producing a simulated pdata and
there is no description of the simulator’s procedure for extracting the clients inputs for the ideal functionality.
Creating such a valid extraction strategy appears to require non-trivial changes to their protocol. While
some information can be extracted by modeling the hashing operations as random oracles, the properties of
the Naor-Reingold randomized self-reduction mean that a simulator cannot determine if vouchers produced
by a malicious client are well-formed.

To see this problem, consider that the pdata message constructed by the simulator can embed at most
n′ candidate perceptual hashes. At the same time, the simulator will need to extract all of the perceptual
hashes input by the client—which might be significantly more than n′. Thus, the simulator may eventually
receive a voucher that it cannot “decrypt.” For this voucher, there are two cases: the client honestly encoded
a perceptual hash (which may or may not be in the ideal server’s hash set) or the voucher is malformed
and would never be “decryptable.” The simulator cannot distinguish between these two settings by the
properties of the randomized self-reduction, breaking the simulation.

A.3 Updating ΠApple-CSAM-Scan for New Modeling

We make two protocol modifications to Apple’s proposal to make it work with our new modeling. We do
not provide the full details of these changes independently, as they are integrated directly into the updated
protocol we describe in Section 5.

Enabling equivocation. The consequence of Apple’s choice to model the private set intersection as “one-
shot” is a subtle, cryptographic one, rather than a catastrophic compromise. Namely, when simulating
the server, the simulator in Apple’s initial formulation knows the final result of the private set-intersection
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protocol before it needs to simulate vouchers. As such, the simulation strategy is nearly trivial: simply
generate vouchers honestly for each “matching” image and generate uniform random vouchers for non-
matching images. When switching to an incremental formation of the ideal functionality (as we have done
in Figure 2), this strategy is no longer possible; the simulator knows if the voucher represents a match or a
non-match, but does not know the “contents” of the voucher until after the threshold number of matches
has been met. Thus, we require a modification of the protocol that would allow the simulator to equivocate
to the contents of vouchers. We update the protocol to allow for this equivocation using standard techniques
in the programmable random oracle model (an assumption already present in Apple’s initial construction).

Specifically, we add an additional layer of indirection through the programmable random oracle. For
each perceptual hash for which the client wants to generate a voucher, they sample a random value r, query
the random oracle on (adkey∥r∥U∥img id) to key a per-input key kimg id, where U is a unique identifier for
the client. kimg id is then used to encrypt the image encryption key k (i.e., the data payload that the server
should get from the private set intersection protocol) using an encryption scheme that is easy to equivocate
(e.g., the one-time pad). The value r can then be released alongside adct. Once a server reconstructs adkey,
as in the base protocol, they can query the random oracle consistently and retrieve the same key.

Our equivocation strategy follows directly: when the simulator creates a voucher, it simply samples
the ciphertext of k as a random string and otherwise proceeds as usual. Then, once the threshold has been
matched, the simulator can program the random oracle such that all the decryption yields the correct values.
Notice that the server does not know the high entropy value adkey until after the threshold is met, so the
probability of anyone querying the random oracle before the simulator is able to program the output is
negligible.

Enabling extraction. There are two “easy” options for enabling extraction without making significant
changes to Apple’s protocol. The first alternative is to model the client device as strictly honest, making
extraction trivial. This is the implicit assumption present in Apple’s initial proposal and might be reasonable
when the client software is written and managed by the server itself.

The other option is much more conceptually simple—and, perhaps, more compelling: simply have the
client prove that the voucher is well-constructed in zero-knowledge. The simulator can then extract directly
from the zero-knowledge proof, circumventing the complexity of making changes to the internals of the
protocol structure altogether. In practice, this approach is slightly non-trivial, given that the protocol makes
use of multiple hash functions modeled as random oracles (specifically, HashToCurve and KDF) which cannot
be used within the zero-knowledge proof. As such, we chose to change the modeling of KDF to just be a
simple mapping function from group elements to the keyspace of the random-key robust encryption scheme.
This change would make it difficult to extract sj from the client, but was can “fix” this problem by simply
extracting from the same zero-knowledge proof. Specifically, the proof that we generate is as follows

πvoucher = PoK
{
({βj , γj , gj , pij , sj , ij}j∈{0,1}) : qj = g

βj

j gγj , sj = p
βj

ij
Lγj , pij ∈ pdata,Dec(KDF(sj), ctj) ̸= ⊥

}
The simulator can extract the witness {βj , γj , gj , pij , sj , ij}j∈{0,1} from πvoucher and begin to search through
the random oracle queries to see if gj was generated as the output of a random oracle query. If yes, then the
input to that random oracle query was the img hash that should be passed to the ideal functionality. If not,
then the voucher will never be decryptable.

We note that this approach critically relies upon the random-key robustness of the encryption scheme.
Without this property, is is conceivable that a malicious client could “work backwards” to make a decryptable
voucher without picking any corresponding img hash. Specifically, they could find a key KDF(ŝj) that makes
the decryption pass, and then solve for values of gj , βj , γj that produce such a value. But, if the value ŝj is
not selected at random, then this process would require solving a discreet log problem (i.e., by finding βj , γj

such that ŝj = p
βj

ij
Lγj ). Thus, it is enough to rely on the random-key robustness property.

Another alternative would be to change the modeling on the HashToCurve function. While this would be
a feasible choice, it would immediately break the current extract strategy for pdata (i.e., when simulating
the server). Thus, going down this route would require additional modifications.
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B Protocol Implementing FCSAM-Scan

B.1 Protocol Overview

In an effort to keep this section self-contained, we briefly give an overview of the changes that we make to
Apple’s initial proposal in order to have it realize FCSAM-Scan.

Proving pdata’s consistence with NCMEC’s chosen hashes. There are three protocol changes we
make in order to allow clients to know that every client’s backups are being scanned for exactly the hashes
specified by NCMEC:

– Derandomizing pdata. The first important change is to generation process of pdata, such that Apple has
no opportunity to inject their chosen images into the selected set. We do this by generating the first n
elements of pdata as before, but then computing the remaining n′ − n elements as linear combinations
of the first (i.e., by Lagrange interpolation in the exponent).

– Prove consistency using the commit-and-prove paradigm. NCMEC begins by producing a cryptographic
commitment c to its chosen hashes, which it then signs σNCMEC. Apple is then provided with both the
chosen hashes and the decommitment randomness for the commitment scheme. Using this information,
Apple can provide a zero-knowledge proof of consistency between the parameters pdata sent to clients
and the commitment c. We do this by making use of FCommitAndProve. We note that a consequence of
this strategy is that we can no longer model the HashToCurve as a random oracle, so we switch the
modeling to be a cryptographic hash function with pre-image resistance (such that the zero-knowledge
proof can make non-black box use of the hash function).

– NCMEC posts their commitment to the bulletin board. Rather than having Apple forward c, σNCMEC

to each client directly, we instead have NCMEC post these values to the bulletin board FBB . This
prevents NCMEC from producing multiple different commitments and sending each to a different
client. For both social and technical reasons (as outlined in Section 5.2) we have NCMEC push the
hashes through the random oracle before committing. This allows Apple’s initial security argument
for privacy against malicious clients from [App21a] to hold.

Modifying the voucher creation process. We make three main changes to the way we build vouchers,
two of which are described in Appendix A.

– Enabling equivocation. We begin by making the changes outlined in Appendix A.3. Namely, rather
than using a single key kthreshold to encrypt all of the image encrypted keys, we derive a unique,
per-input key kimg id by sampling a random value r and passing kthreshold and r through the random
oracle.16. This allows for the simulator to equivocate using standard techniques (i.e., use of a one-time
pad with the random oracle’s output for encryption).

– Integrating the judge’s key. In order to ensure that the judge must be involved in the process of
decrypting images, we have the client encrypt the ciphertext adct (along with the randomness r used
to derive the key kimg id) under the judge’s public key to produce the ciphertext ctJ .

– Adding extractability via zero-knowledge. As discussed in Appendix A.3, there are minor changes
required if we want to make the vouchers extractable, allowing us to write a UC proof. The specific
zero-knowledge proof in Appendix A.3 is no longer sufficient in order to make the proof go through, as
HashToCurve is no longer modeled as a random oracle. Thus, the zero-knowledge proof is slightly
expanded. Specifically, we have the client commit to their long-term key material and then use
FCommitAndProve to prove consistency.

Public Verifiability. In order to enable public verifiability, we simply need to add signatures and zero-
knowledge proofs in the appropriate places to ensure that a full transcript of the decryption process (i.e.,
the voucher submission, the decryption process by Apple, the decryption process by the judge, having the
image ciphertexts themselves be identifiable, etc. . . ).

16We switch the notation from the base protocol slightly because there are too many keys throughout the construction.
Namely, in Apple’s initial proposal (and in Appendix A), they call this key adkey, which we rename this key to kthreshold
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B.2 Preliminaries

We make direct use of several concrete cryptographic protocols directly.

1. We make use of the same symmetric key encryption scheme with random key robustness, as used in
Apple’s initial scheme [App21a]. We denote the algorithms in this scheme as Enc and Dec. We assume
that the key space for this encryption algorithm is simply {0, 1}λ.

2. In order to facilitate key encapsulation under the judge’s key, we make use of an explicit public key
encryption scheme, with associated algorithms PKKeyGen, PKEnc, and PKDec. We also require that
there is a deterministic function DerivePublicKey that takes the secret key and re-derives the associated
public key.

3. We make use of a standard pseudorandom function PRF. We assume that the keyspace for the PRF is
simply {0, 1}λ.

Our protocol also makes use of multiple ideal functionalities, and is thus defined in a hybrid model. For the
most part, these ideal functionalities are borrowed directly from prior work. On some occasions, we have to
stylistically change the way in which these ideal functionalities. This is specifically because we pass some
information between parties within ΠIntended-use, meaning that the parties who call the ideal functionalities
may change from the originally envisioned usage. Additionally, we make the use of uploading adversarial
code and string generation algorithms to reduce the logistical overhead of requesting strings from S.

Our signature functionality FP
Cert. We provide indirect authentication of messages using the FP

Cert

functionality from [Can03] (shown in Figure 15). Notice that this functionality is parameterized by the
identity of a party P, such that it can be used to validate that a message m is associated with P .

FP
Cert

Upon initialization, obtain a signature generation algorithm G from S.
Signature Generation: Upon receiving a request (Sign,m) from P ,

1. Let σ = G(m). If there exists a record (m,σ, 0), output an error message to P and halt.

2. Record the entry (m,σ, 1) and send (Signature,m, σ) to P .

Signature Verification: Upon receiving a value (Verify,m, σ) from some party V :

1. Send (Verify,m, σ) to the adversary.

2. Upon receiving (Verify,m, ϕ) from the adversary, do:

(a) If (m,σ, 1) is recorded, set f = 1.

(b) Else if the signer is not corrupted, and no entry (m,σ′, 1) for any σ′ is recorded, then set f = 0 and
record the entry (m,σ, 0).

(c) Else if there is an entry (m,σ, f ′) recorded, then set f = f ′.

(d) Else, set f = ϕ and record the entry (m,σ′, ϕ).

3. Output (Verified,m, f) to V .

Figure 15: Verification/Signature Functionality [Can03]

The Commit and Prove Functionality FCommitAndProve. In order to prove that pdata is consistent with
the hashes specified by NCMEC, we use a commit-and-prove paradigm. We provide this functionality with
FCommitAndProve from [CLOS02]. We note that we have made non-trivial changes to this ideal functionality
such that it fits better into our paradigm. The majority of these are stylistic–the identities of the prover,
committer, and verifier are not fixed ahead of time and we expose more of the commitment functionality (i.e.,
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Open). Additionally, we expose strings that can be passed between parties, which were not present in the
initial rendering. The most important consequence of change is that the proof functionality becomes non-
interactive (i.e., there is a string that it produces that can be verified without directly interacting with with
the prover). We make this change mostly for ergonomic reasons (i.e., such that the contents of each voucher
can be written out explicitly, rather than having some values passed by FSMT and then interacting with a
zero-knowledge ideal). In other words, this could be re-written to remove the non-interactive requirement,
at the expense of making the protocol more difficult to read. We make use of two relation circuits:

– Fpdata
CommitAndProve : The first relation checks that some particular pdata is constructed correctly with

respect to the committed set of elements X. That is, we create a commitment to X and then produce
the following proof:

πpdata = PoK
{
(X,α) : L = gα, for x ∈ X, (ph0(x) = HashToCurve(x)α or ph1(x) = HashToCurve(x)α)

}
– Fvoucher

CommitAndProve : The relation for this instance is the one described in Appendix A.3. It produces a
proof of knowledge that the voucher is correctly constructed with respect to pdata for some input value
img hash. Importantly, the construction of the vouchers includes use of the random oracle, but the
proof does not cover this aspect of the generation algorithm. In more detail, we have the client commit
to the values (kthreshold, hkey), then they produce the following proof of knowledge with respect to that
commitment:

πvoucher = PoK
{
(kthreshold, hkey, img hash, {βj , γj , gj , sj , ij}j∈{0,1}) : qj = g

βj

j gγj , sj = p
βj

ij
Lγj ,

gj = HashToCurve(img hash), ctJ = Enc(pkJ , (r, adct)),

sh← SecretShareAtPoint(kthreshold, T ,PRF(hkey, img id)),

(Dec(KDF(s0), ct0) = ⊥, (Dec(KDF(s1), ct1) = rkey),Dec(rkey, rct) = (ctJ , sh)) or

(Dec(KDF(s0), ct0) = rkey, (Dec(KDF(s1), ct1) = ⊥),Dec(rkey, rct) = (ctJ , sh))}

FCommitAndProve

FCommitAndProve is parameterized by a binary relation R and a distribution D. Upon initialization S gives
FCommitAndProve a string generation algorithms SCom and SProof.

Commit Phase: Upon receiving a message (Commit, sid, w) from a party P , if such a message for sid has

been received previously, ignore it. Otherwise, sample d
$←− D and c ← SCom(sid), then record (sid, c, d, w)

and send (CommitReceipt, sid, c, d) back to P .

Open Phase: Upon receiving a message (Open, sid, c, d, w) from a party P , if there is a record (sid, c, d, w)
then send (OpenReceipt, sid, c, d, w, 1) to P . Otherwise, send (OpenReceipt, sid, c, d, w, 0) to P .

Prove Phase: Upon receiving a message (Prove, sid, x, c, d, w,w′) from a party P , if there is no
record (sid, c, d, w) then ignore the message. Otherwise, sample π ← SProof(sid) and create a record
(sid, x, c, d, w, π,R(x,w∥w′)). Then, send (ProveReceipt, sid, x, c, d, w, π,R(x,w∥w′)) back to P .

Verification Phase: Upon receiving a message (Verify, sid, x, c, π) from a party P , if there
is a record (sid, x, c, ·, ·, π, b), then send (VerifyReceipt, sid, x, c, π, b) back to P . Otherwise send
(VerifyReceipt, sid, x, c, π, 0) back to P .

Figure 16: Commit and Prove Functionality adapted from [CLOS02]
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The Programmable Random Oracle Functionality GpRO. Just like Apple’s initial proposal, we make
use of a programmable random oracle. We make this assumption explicit through GpRO. Notably, because
of the modeling, we require that this random oracle is modeled as a global functionality [CJS14]. The
description for GpRO can be found in Figure 17.

GpRO

On input (HashQuery,m, ℓ):

1. If there is a record (m,h)

– If |h| ≥ ℓ: let h′ be the first ℓ bits of h. //GpRO returns prefixes of already-computed entries.

– If |h| < ℓ: choose hend
$←− {0, 1}ℓ−|h|, let h′ = h||hend, and replace the record (m,h) with (m,h′).

Else choose h′ $← {0, 1}ℓ and record (m,h′).

2. Output (HashQuery, h′) to the caller.

On message (Program,m, h) from the adversary:

1. If there is no record (m,h′), then record (m,h). Send (Program) to the adversary. //If m has already been

queried then programming fails silently.

Figure 17: Programmable Random Oracle Functionality [CJS14]
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The Non-interactive Zero-Knowledge Proof Functionality FNIZK . In addition to FCommitAndProve,
we also make use of non-interactive zero-knowledge proofs in order to make the entire chain of decryption
verifiable (i.e., that the server got a particular key because it was submitted as part of a voucher). The
description of this functionality can be found in Figure 18. We make use of FNIZK for two relations:

– Fdecryption
NIZK : The relation for this instance checks that a set of ciphertext and plaintext are related by

decryption under a secret key corresponding to a public key. Specifically:

πdecrypt = PoK {(skJ ) : pkJ = DerivePublicKey(skJ ) and i ∈ [ℓ], (ri, adcti) = PKec(skJ , ctJ ,i)}

– FKeyDev
NIZK : The relation checks that a key was derived from two Diffie-Helman key shares:

πKeyDev = PoK {(α) : L = gα, k = KDF(qα)}

FNIZK

FNIZK is parameterized by an NP relation R.
• Proof: On input (Prove, sid, x, w) from party P : If R(x,w) = 1 then send (Prove, P, sid, x) to S. Upon

receiving (Proof, sid, π) from S, store (sid, x, w, π) and send (Proof, sid, π) to P .

• Verification: On input (Verify, sid, x, π) from party V : If (sid, x, w, π) is stored, then return
(Verification, sid, x, π,R(x,w)) to V . Else, send (Verify, V, sid, x, w) to S. Upon receiving
(witness, sid, w) from S, store (sid, x, w, π), and return (Verification, sid, x, π,R(x,w)) to V .

• Corruption: When receiving (corrupt, sid) from S, mark sid as corrupted. If there is a stored tuple
(sid, x, w, π), then send it to S.

Figure 18: NIZK Functionality

The Bulletin Board Functionality FBB. We make use of bulletin board functionality FBB , taken
from [CSV16]. In our protocol, we make use of FBB to make NCMEC’s commitment to the hashes public
and globally accessible. The description of FBB can be found in Figure 19.

FBB

Upon initialization of the bulletin board, initialize a counter c.

Post: Upon receiving the message (Post,m, σ) from a party P , send (Posted, P,m, σ) to the adversary. Upon receiving
OK from the adversary, record (c, P,m, σ). Increment c and send (Ok) to P .

RetrieveRequest: Upon receiving a message (Retrieve,m) from anyone, send public output (Retrieve, c, P,m, σ), if
m was previously posted. Otherwise, return ⊥.

RetrieveAll: Upon request receiving a message (RetrieveAll) from anyone, send all recorded messages.

Figure 19: Ideal functionality for bulletin board [CSV16]
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B.3 Protocol Description

We now provide a description of the modified protocol ΠCSAM-Scan that realizes FCSAM-Scan. Given the size
of ΠCSAM-Scan, it is not possible to present it in a single figure or linerly in text. Instead, we divide the
protocol into the components run by each protocol participant. Specifically, NCMEC’s part of the protocol
can be found in Figure 20, clients’ part of the protocol can be found in Figure 22, the server’s part of the
protocol can be found in Figure 21, the judge’s part of the protocol can be found in Figure 23, and the public
verifiability parts of the protocol, which could be run by any party, can be found in Figure 24.

The full protocol has several public parameters: a threshold T , generator g ∈ G, set size n, a slack factor
ϵ ∈ [0, 1], and the security parameter λ.

NCMEC’s part of the protocol. NCMEC’s part of the protocol ΠCSAM-Scan is straight forward. First, it
invokes the commitment interface of FCommitAndProve on its set of input hashesX = {img hash1, . . . , img hashn}.
This generates a commitment string c and a decommitment string d. NCMEC then generates a signature
σNCMEC on c by invoking the signature interface of FCert and posts (c, σNCMEC) onto the bulliten board
FBB . The value (c, d,X, σNCMEC) are then returned to the component of NCMEC in ΠIntended-use, which
can share them with the ΠIntended-use component of Apple. The formal description of this protocol can be
found in Figure 20.

NCMEC’s part of ΠCSAM-Scan

Specify Hashes On input X = {img hash1, . . . , img hashn}:
1. For each img hashi ∈ X, send (HashQuery, img hashi, λ) to GpRO and collect the response values in a

set ROHashes.

2. Send (Commit, sid,ROHashes) to Fpdata
CommitAndProve and receive (CommitReceipt, sid, cNCMEC, d) in response.

3. Send (Sign, cNCMEC) to FNCMEC
Cert and receive (Signature, cNCMEC, σNCMEC) in response.

4. Send (Post, (cNCMEC, σNCMEC)) to FBB and receive (Ok) in response.

5. Return (cNCMEC, d,ROHashes, σNCMEC).

Figure 20: Description of NCMEC’s part of ΠCSAM-Scan

Apple’s part of the protocol. Apple has three parts of the protocol ΠCSAM-Scan: initialization of clients,
processing vouchers that are uploaded by clients, and recovery of the image encryption keys once the threshold
has been met and the judge’s approval has been given. During initialization, Apple checks that NCMEC’s
inputs are well formed and then builds pdata. The main difference from the intitial protocol can be found
in steps (4d and 4e) in Figure 21: first, the non-⊥ elements of the cuckoo table are generated normally
and then the remaining element (denoted as the indices T⊥) are computed by Lagrange interpolation. The
correctness of this generation process is then proved using FCommitAndProve.

To process vouchers, the server trial decrypts the provided ciphertexts. If it succeeds, it extracts a public
key ciphertext ctJ (under the judge’s key) and a secret share sh, which it stores until the threshold is met.
Notice that we have here replaced the KDF used in Appendix A with an explicit call to the random oracle.
Once the threshold is met, the shares can be used to reconstruct the client U ’s key kthreshold,U and all the
ciphertexts can be returned to the ΠIntended-use component of Apple and sent to the J .

Finally, Apple takes the information passed from the judge (a random value rimg id and a ciphertext
adctimg id for each image identified img id) and recovers the image encryption keys. Specifically, Apple derives
the per-image encryption key by passing kthreshold,U , rimg id, and other client specific-information into the
random oracle to recover a one-time pad kimg id. The image encryption key can then be recovered as kimg id⊕
adctimg id.

This full description of this protocol can be found in Figure 21.

52



Server’s part of ΠCSAM-Scan

Initialize Clients: On input {U1, . . . ,Um′}, {ROHashesU1
, . . . ,ROHashesUm′ }, cNCMEC, d, σNCMEC:

1. Send (RetrieveAll) to FBB and find the first post of the form (cNCMEC, σNCMEC). Then, send
(Verify, cNCMEC, σNCMEC) to FNCMEC

Cert . If (Verified, cNCMEC, 1) is not received in response, return ⊥.
2. If {ROHashesU1

, . . . ,ROHashesUm′ } are not identical, return.

3. Send (Open, sid, cNCMEC, d,ROHashesU1
) to Fpdata

CommitAndProve. If (OpenReceipt, sid, cNCMEC, d,ROHashesU1
, 1) is

not received, return.

4. For each Uj (for j ∈ [m′]) remove any duplicates in ROHashesUj
. Then construct pdata:

(a) Sample α
$←− Fq and set L← gα. Sample h0, h1 and compute T ← CuckooTableh0,h1

(ROHashes). Repeat
this process until T ̸= ⊥.

(b) Denote the set i ∈ [n′] where T [i] = ⊥ as T⊥ and the set i ∈ [n′] where T [i] ̸= ⊥ as T⊥.

(c) For i ∈ T⊥, set pi ← HashToCurve(T [i])α.

(d) For i ∈ T⊥, set pi′ by Lagrange interpolation in the exponent. Namely, set

pi′ ←
∏

i∈T⊥

p
Lag

T⊥
(i′,i)

i

where LagT⊥
(i′, i) outputs the ith coefficient for reconstructing the point i′ from the points T⊥.

(e) Set sid to be Uj and then send (Prove, sid, (L, p1, . . . , pn′ , h0, h1), cNCMEC, d,ROHashes, α) to

Fpdata
CommitAndProve and get (ProveReceipt, sid, (L, p1, . . . , pn′ , h0, h1), cNCMEC, d,ROHashes, α, πpdata, 1) in

return.

(f) Send pdataUj
= (L, p1, . . . , pn′ , h0, h1, πpdata) to the client Uj via FSMT.

Processing Vouchers: Upon receiving voucher = (img id, q0, ct0, q1, ct1, rct, cvoucher, πvoucher, σU ) from U :
1. Send (Verify, (pdataU , img id, q0, ct0, q1, ct1, rct, cvoucher, πvoucher), σU ) to FU

Cert. If
(Verified, (pdataU , img id, q0, ct0, q1, ct1, rct, cvoucher, πvoucher), σU , 1) is not received, return ⊥.

2. Set sid = img id, set x = (pdataU , pkJ , (img id, q0, ct0, q1, ct1, rct)) and send (Verify, sid, x, cvoucher, πvoucher) to
Fvoucher

CommitAndProve. If (VerifyReceipt, sid, x, cvoucher, πvoucher, 1) is not received, return ⊥.
3. If this is the first voucher received from U , then record the value cvoucher. Otherwise, check that the value

cvoucher is consistent with the recorded value and return ⊥ if it is not.

4. For j = {0, 1}:

(a) Set rkey ← Dec(KDF(qαj ), ctj). If decryption fails and j = 0 continue and if j = 1 return ⊥.

(b) Set (ctJ , sh)← Dec(rkey, rct). Add the tuple (img id, voucher, sj , ctJ , sh) to SHARESU .

5. For the index j that passed decryption, send (Prove, sid, (L, qj ,KDF(qαj )), α) to FKeyDev
NIZK and receive

(Proof, sid, πKeyDev) in response.

6. If |SHARESU | > T , Reconstruct kthreshold,U using (T + 1) distinct Shamir secret shares in SHARESU . Store
this key.

7. Return SHARESU , πKeyDev

Recovering Keys: Upon receiving (U , {(img id1, (rimg id1
, adctimg id1

), . . . , (img idT , (rimg idT , adctimg idT )}) from J :

1. Retrieve kthreshold,U and initialize and empty list OUTSET. Then, for each tuple (img idi, (rimg idi
, adctimg idi

)) :

– Send (HashQuery, “imgkeygen”∥kthreshold,U∥rimg idi
∥U∥img idi, λ) for GpRO. Receive (HashQuery, kimg idi

)
in response.

– Set OUTSET← OUTSET ∪ (kimg idi
⊕ adctimg idi

)

2. Return OUTSET.

Figure 21: Description of the client’s part of ΠCSAM-Scan
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The client’s part of the protocol. The client has two main components of the protocol: processing the
initialization from the server and generating vouchers to upload into the system. When processing the server’s
initialization, U pulls down the commitment from FBB and verifies the signature and proof. Additionally,
it generates long-term key material kthreshold and hkey that will be used during voucher generation.

Voucher generation has the following steps: (1) generation of the per-img id key kimg id using freshly
sampled randomness rimg id. The key kimg id encrypts the input key k as a one-time pad to produce adct. The
client then generates a secret share of their long-term key kthreshold using SecretShareAtPoint, and (r, adct)
is then encrypted under the judge’s public key to produce ctJ . This ciphertext is then used to produce a
voucher in the exact same manner as in the Apple’s base protocol. The final change to the protocol is that
the client uses the randomness βj , γj to produce a zero-knowledge proofs that the voucher was produced
consistently (which will primarily be used in conjunction with random oracle queries for extraction).

A formal description of this protocol can be found in Figure 22.

Client’s part of ΠCSAM-Scan

Client Initialization: On input pdata = (L, p1, . . . , pn′ , h0, h1, πpdata):

1. If L ̸∈ G \ {0}, or ∃ i s.t. pi ̸∈ G \ {0}, or ∃ i, j such that Pi = Pj , return ⊥.
2. Send (RetrieveAll) to FBB and find the first post of the form (cNCMEC, σNCMEC). Then, send

(Verify, cNCMEC, σNCMEC) to FNCMEC
Cert . If (Verified,m, 1) is not received in response, return ⊥.

3. Send (Verify, sid, (L, p1, . . . , pn′ , h0, h1), cNCMEC, πpdata) to Fpdata
CommitAndProve. If

(VerifyReceipt, sid, (L, p1, . . . , pn′ , h0, h1), cNCMEC, πpdata, 1) is not received in response, return ⊥
4. Verify that there are only n degrees of freedom in p1, . . . , pn′ . Specifically, check that for i′ ∈ [n + 1, n′]

pi′ =
∏

i∈[n]

p
Lag[n](i

′,i)
i

where Lag{1,...,n}(i
′, i) outputs the ith coefficient for reconstructing the point i′ from the points [n].

5. Choose and store an encryption key kthreshold
$←− {0, 1}λ, and a PRF key hkey

$←− {0, 1}λ.
6. Set sid to be Uj and then send (Commit, sid, (kthreshold, hkey)) to Fvoucher

CommitAndProve and get
(CommitReceipt, sid, (kthreshold, hkey), cvoucher, d) in return.

Voucher Generation: Upon input (img hash, img id, k):

1. Send (HashQuery, img hash, λ) to GpRO and receive (HashQuery, ro img hash) in response.

2. Sample r
$←− {0, 1}λ and send (HashQuery, “imgkeygen”∥kthreshold∥r∥U∥img id, λ) for GpRO.

Receive (HashQuery, kimg id) in response.

3. Set sh← SecretShareAtPoint(kthreshold, T ,PRF(hkey, img id)).

4. Set adct← kimg id ⊕ k and set ctJ ← Enc(pkJ , (r, adct)).

5. Sample rkey
$←− KEnc and set rct← Enc(rkey, (ctJ , sh))

6. For j ∈ {0, 1} :

(a) Sample βj , γj
$←− Fq and compute

qj ← HashToCurve(ro img hash)βj · gγj and sj ← (phj(ro img hash))
βj · Lγj

(b) Set ctj ← Enc(KDF(sj), rkey)

7. Sample b
$←− {0, 1}. Set sid = img id and set x = (pdata, pkJ , (img id, qb, ctb, q1−b, ct1−b, rct)) and

w′ = (ro img hash, {βj , γj ,HashToCurve(ro img hash), sj , hj(ro img hash)}j∈{0,1}, r) and send

(Prove, sid, x, cvoucher, d, (kthreshold, hkey), w
′) to Fvoucher

CommitAndProve and get
(ProveReceipt, sid, x, cvoucher, d, (kthreshold, hkey), w

′, πpdata, 1) in response.

8. Send (Sign, (pdata, img id, qb, ctb, q1−b, ct1−b, rct, cvoucher, πvoucher)) to FU
Cert and receive

(Signature, (pdata, img id, qb, ctb, q1−b, ct1−b, rct, cvoucher, πvoucher)), σU ) in response.

9. Send (img id, qb, ctb, q1−b, ct1−b, rct, cvoucher, πvoucher, σU ) to Apple via FSMT.

Figure 22: Description of the client’s part of ΠCSAM-Scan
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The judge’s part of the protocol. The judge’s responsibility in ΠCSAM-Scan is simply to decrypt the
provided ciphertexts and prove that the decryption was done honestly. Note that within ΠIntended-use, the
judge will also verify the proofs associated with this data, demonstrating that the ciphertexts were actually
sent by a client (the protocol for doing so is described below in Figure 24). However, there is no cryptographic
way to verify that this has happened, so it is relegated to ΠIntended-use. The formal description of this protocol
can be found in Figure 23.

The judge’s part of ΠCSAM-Scan

Decrypt Ciphertexts: Upon input SHARESU = {ctJ ,1, . . . ctJ ,ℓ},
1. For j ∈ [ℓ], set (rj , adctj)← Dec(skJ , ctJ ,j)

2. Send (Prove, sid, ({(r1, adct1). . . . , (rℓ, adctℓ)}, {ctJ ,1, . . . ctJ ,ℓ}, pkJ ), (skJ )) to an instance of Fdecryption
NIZK

and get (Proof, sid, πdecryption) in return.

3. Return ({(r1, adct1). . . . , (rℓ, adctℓ)}, πdecryption).

Figure 23: Description of the judge’s part of ΠCSAM-Scan

The public part of the protocol. Finally, we specify that the verification parts of the protocol that can
be run by any party with access to the right information. Specifically, to certify that a set of ciphertext
were actually the product of an interaction between a client and the server, a party checks that the vouchers
were properly signed by the client, the zero-knowledge proofs that the key material used to decrypt rct was
generated honestly verify, and the ciphertexts were the product of correct decryption. To verify that the
judge correctly decrypted these ciphertext, anyone can verify the corresponding zero-knowledge proof. The
formal description of this protocol can be found in Figure 24.

Part of ΠCSAM-Scan that can be run by anyone

Verify PSI Output Ciphertexts: Upon input (U , pdata, (voucher1 =
(img id1, q0,1, ct0,1, q1,1, ct1,1, rct1, πvoucher,1, σU,1), . . . , voucherℓ), (k1, . . . , kℓ), (ctJ ,1, sh1) . . . (ctJ ,ℓ, shℓ)) :

1. For i ∈ [ℓ] :

– Send (Verify, (pdata, img idi, q0,i, ct0,i, q1,i, ct1,i, rcti, πvoucher,i), σU,i) to FU
Cert. If (Verified,

(pdata, img idi, q0,i, ct0,i, q1,i, ct1,i, rcti, πvoucher,i), 1) is not received, return 0.

– For j ∈ {0, 1}, send (Verify, sid, (L, qj,i, ki), πKeyDev) to FKeyDev
NIZK . If

(Verification, sid, (L, qj,i, ki), πKeyDev, b ∈ {0, 1}) is not received in response exactly once in
response, return 0.

– For j ∈ {0, 1}, verify that (ctJ ,ℓ, shℓ) = Dec(ki, rctj) for exactly one value of j. If not, return 0.

2. Return 1.

Verify Judge Proof: On input ({(r1, adct1). . . . , (rℓ, adctℓ)}, {ctJ ,1, . . . ctJ ,ℓ}, pkJ , πdecryption):

1. Send (Verify, sid, ({(r1, adct1). . . . , (rℓ, adctℓ)}, {ctJ ,1, . . . ctJ ,ℓ}, pkJ ), πdecryption) to Fdecryption
NIZK and

receive (Verification, sid, ({(r1, adct1). . . . , (rℓ, adctℓ)}, {ctJ ,1, . . . ctJ ,ℓ}, pkJ ), πdecryption, b ∈ {0, 1}) in
response.

2. Return b.

Figure 24: Description of a part of ΠCSAM-Scan that could be run by anyone.
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C Proof that ΠCSAM-Scan realizes FCSAM-Scan

We now prove that ΠCSAM-Scan UC-realizes FCSAM-Scan. Specifically we prove the following theorem:

Theorem 1. ΠCSAM-Scan UC-realizes FCSAM-Scan in the (FBB ,FCert,FCommitAndProve,GpRO,FNIZK ,FSMT)-
hybrid model with static corruptions assuming a secure symmetric key encryption scheme with random key
robustness, a secure public key encryption scheme, and a pseudorandom function.

We do this by giving a simulator for each party in the protocol. When the adversary corrupts multiple of
these parties, the simulator for the join of them is trivial, so we don’t include them here. This is easily seen
by observing that clients have no joint information and and no interaction (except via the bulletin board,
which only requires a single message to be posted for all parties). When both the server and a subset of the
clients are corrupt, then making their views consistent is trivial.

The simulator for the server is in Appendix C.1, the simulator for the server is in Appendix C.2, the
simulator for the server is in Appendix C.1, the simulator for the judge is in Appendix C.3, the simulator
for NCMEC is in Appendix C.4, and the protocol for the public parts of the protocol are in Appendix C.5.

C.1 Simulating the Server

We now prove that the simulation of the server is computationally close to the server’s real view of the
protocol. The protocol run by the server can be found in Figure 21. The simulator for the server can be
found in Figure 25.

Hybrid0: Let Hybrid0 denote the real world experiment.

Hybrid1: For each non-matching voucher, i.e., vouchers for which FCSAM-Scan sends the message

(ScanImageComplete,U , img id,False),

generate the voucher at random. That is, sample a random image hash img hash and then generate the
voucher honestly. Notice that the probability that img hash is a match for pdata is inversely proportional to
the size of the image hash space (which is exponential in the security parameter). Therefore, by the security
argument in Apple’s initial paper [App21a], |Hybrid1 − Hybrid0| is negligible in the security parameter.

Hybrid2: For each matching voucher, instead let the proof πvoucher be simulated. By the properties of the
zero-knowledge proof, |Hybrid2 − Hybrid1| is negligable in the security parameter.

Hybrid3: Let Hybrid3 be the same as Hybrid2 except generate the with respect to a uniformly selected
element img hash ∈ X instead or using the true input hash value. Notice that by the By Naor-Reingold
transformation (see [App21a]), the resulting voucher is distributed independently of the input hash. That is,
if HashToCurve(ro img hash), L, phj(ro img hash) is a DDH tuple, then the result will be a uniform DDH tuple,
and if HashToCurve(ro img hash), L, phj(ro img hash) is not a DDH tuple then the result are three uniform
elements in the group. Thus, |Hybrid3 − Hybrid2| is negligible in the security parameter.

Hybrid4: Let Hybrid4 be the same as Hybrid5 except that for each matching voucher vi sample adcti
$←− {0, 1}λ.

Then, before the final voucher is sent to the server, program the Random Oracle such that adcti will decrypt
to ki. We argue that |Hybrid4−Hybrid3| in two parts: (1) before there are T matches, the view of the server
is the same as in Hybrid3 because it has no information about kthreshold by the privacy of Shamir Secret
sharing. (2) After there are T matches, the view of the server is the same as in Hybrid5 unless it queried the
random oracle before programming. Note that r and kthreshold are sampled at random from {0, 1}λ, so the
probability that the server queried the random oracle on one of the T points of interest is < qT

2λ
= poly(λ),

where q is the number of queries the server has made to the random oracle. Thus, |Hybrid4 − Hybrid3| is
negligible in the security parameter.

Hybrid5: For each matching voucher, instead let the proof πvoucher be computed honestly. Notice that this is a
valid proof, simply with a different witness. By the properties of the zero-knowledge proof, |Hybrid5−Hybrid4|
is negligible in the security parameter.
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Simserver: Simulating the Server

Setup of SPSI : During setup, Simserver sets up the string generation algorithm SPSI such that it uses the same randomness
as in Simulating Voucher Creation below. For a client U, τU is the associated public key encryption generated below and

πU is generated in the same manner as the proof string is generated by the simulator for FKeyDev
NIZK .

Notification of Hashes Specification: Upon receiving (HashesSpecified) from FCSAM-Scan, simulate (1) generation of a
commitment string cNCMEC (as FCommitAndProve), (2) a signature string σNCMEC (as FCert), and (3) posting (c, σNCMEC) (as
FBB). Then record cNCMEC and send (OK) to FCSAM-Scan.

Receiving Hashes from NCMEC: Upon receiving (ShareHashes,ROHashesNCMEC, dNCMEC) from NCMEC via an instance
of FSMT, record (ROHashesNCMEC, dNCMEC) and forward the message.

Extracting Hashes: Upon initialization, create an empty set of potential witnesses W .

1. Upon receiving a message (Prove, sid, (L, p1, . . . , pn′ , h0, h1), c, d,ROHashes, α) from Apple for FCommitAndProve, if c ̸= cNCMEC

or d ̸= dNCMEC, then ignore the message. Otherwise, Simserver simulates FCommitAndProve to create the proof string πpdata

add the tuple (c, d,ROHashes, α, pdata = (L, p1, . . . , pn′ , πpdata)) to W .

2. Upon receiving a message pdata = (L, p1, . . . , pn′ , h0, h1, πpdata) from Apple for a client U , then:

(a) If there exists no matching entry (c, d,ROHashes, α, pdata = (L, p1, . . . , pn′ , πpdata)) in W , ignore the message.

(b) Otherwise, send (InitScan, {U}, {ROHashes}, dNCMEC) to FCSAM-Scan.

3. When prompted by FCSAM-Scan, Simserver passes the appropriate values of h0, h1.

Simulating Voucher Creation: Upon initialization, sample and record keys kthreshold,U and hkeyU for each client U and

a keypair pkJ , skJ for the judge (If the judge is also correct, use the Judge’s public key directly). Also initialize an empty
set BannedROQueries = ∅. Simserver considers three cases:

1. Upon receiving (ScanImageComplete,U, img id, true):

(a) Sample img hash from X and generate a voucher honestly as in Figure 22. Let r be the value sampled in step 1 of
Voucher Generation.

(b) Add “imgkeygen”∥kthreshold,U∥r∥U∥img id to BannedROQueries and record (adctimg id, rimg id).

(c) Send the voucher to Apple.

2. Upon receiving (ScanImageComplete,U, img id, false):

(a) Sample a uniform img hash from the hash space, generate the voucher honestly with random input key, and send it
to Apple.

3. Upon receiving (ThresholdMet,U, img id, πU , τU ):

(a) If a message ThresholdMet has been previously received for U , Simserver samples an additional voucher
honestly. Otherwise, Simserver follows the voucher creation procedure listed above in response to the message
(ScanImageComplete,U, img id, true).

Equivocating Vouchers: If both Apple and J are corrupt, then we must equivocate as soon as J gets access to the keys.
Otherwise, we equivocate when an honest J sends the key information to Apple. Specifically:

1. If J is corrupt, then run the following when (ApproveComplete,U, img id list = {img id1, . . . , img idℓ}, keys =

{k1, . . . , kℓ}, π
J
U ) is received from FCSAM-Scan. Otherwise, run the following when (CaseApproved,U, τU , img id list =

{img id1, . . . , img idℓ}, keys = {k1, . . . , kℓ}, π
J
U ) is received from J , for j ∈ [ℓ]:

(a) Retrieve appropriate kthreshold,U , adctimg idj
, rimg idj

and run kimg idj
← (adctimg idj

⊕ kj)

(b) Send (Program, “imgkeygen”∥kthreshold,U∥rimg id∥U∥img id, kimg id) to GpRO and receive (Program) in response.
Simserver then ensures that GpRO was programmed, and aborts the simulation with an error if it is not. Finally,
remove “imgkeygen”∥kthreshold,U∥rimg id∥U∥img id from BannedROQueries.

2. Then send (U, {(img id1, (rimg id1
, adctimg id1

), . . . , (img idℓ, (rimg idℓ
, adctimg idℓ

)}) to Apple.

Random Oracle Queries: Upon receiving (HashQuery,m, ·) from Apple for GpRO, if m ∈ BannedROQueries, abort the

simulation with an error. Otherwise, forward queries as usual.

Figure 25: Simulator Simserver for simulating the view of NCMEC.
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Finally, notice that Hybrid5 is distributed the same as the ideal experiment with two exceptions: (Case 1)
if Env prompts an honest client on an input that is a collision on the composition of random oracle and
the function HashToCurve, or (Case 2) if Env prompts an honest client on an input that matches one of the
interpolated elements of pdata. We can show that each case happens with only negligible probability. To
do so, we show that an environment Env that meets one of these cases could be used, when interacting with
an alternative ideal functionality F ′CSAM-Scan, to do something that should only be possible with negligable
probability. For each case, F ′CSAM-Scan is a copy of FCSAM-Scan with several lines added, which can be found
in Figure 26. The added lines are in red, with the cases for which those lines are active denoted at the
beginning of the line.

F ′
CSAM-Scan

. . .

Initializing Clients: On receiving (InitScan, {U1, . . . ,Uℓ}, {ROHashesU1
, . . . ,ROHashesUℓ

}, d′) from Apple:

1. If HashesSpecified ̸= True, ignore the request.

2. For each Ui ∈ {U1, . . . ,Uℓ} :

(a) If (ROHashesUi
, d′) does not match the stored value (ROHashes,d) or IsInitedUi

= True, continue. Otherwise, set
IsInitedUi

= True.

(b) (Case 2) If Apple is corrupt, request ϵn elements in G from S and add those elements to WatchlistUi
.

3. Send (InitScanComplete) to Apple.

. . .

Scan Image: On receiving (ScanImage, img id, img hash, k, valid ∈ {true, false}) from a client U :

1. If IsCountingU ̸= True, ignore the request. If this is the first image received from U , initialize variable counterU = 0,
list img id listU = ∅, and list keysU = ∅.

2. (Case 1 & 2) Send (HashQuery, img hash, λ) to GpRO and receive (HashQuery, ro img hash) in response.

3. (Case 1) If img hash ̸∈ X but ∃x ∈ X such that HashToCurve(ro img hash) = HashToCurve(x) send
(CollisionError, ro img hash, x) to S.

4. (Case 2) If HashToCurve(ro img hash) ∈ WatchlistU , send (WatchlistError, img hash,HashToCurve(ro img hash)) to S.

5. If img hash ̸∈ X or valid = false, send (ScanImageComplete,U, img id, false) to Apple.

6. If img hash ∈ X, increment counterU , append img id to img id listU and append k to keysU . Then,

(a) If counterU < T send (ScanImageComplete,U, img id, true) to Apple.

(b) If counterU ≥ T :

– Generate a scan verification string and judge approval token as (πU , τU )← SPSI(U).
– Record (U, πU , τU ) and send (ThresholdMet,U, img id, πU , τU ) to Apple. If both J and Apple are corrupt,

send (ThresholdMet,U, img id, πU , τU , img id list, keys, πJ
U ) to S instead.

. . .

Figure 26: F ′CSAM-Scan, a modified version of FCSAM-Scan used to prove that ΠCSAM-Scan realizes FCSAM-Scan.
The differences between the two functionalities is highlighted in red.

– Case 1: Notice that if Env does not prompt an honest client on an input that is a collision on the
composition of random oracle and the function HashToCurve, then it cannot distinguish between
F ′CSAM-Scan and FCSAM-Scan, as they have the same functionality, and thus Env cannot change its
strategy in its interactions. In the event that Env does prompt an honest client on an input that is a
collision on the composition of random oracle and the function HashToCurve, notice that the simulator
receives a message (CollisionError, ro img hash, x), and that ro img hash, x will be a collision with respect
to HashToCurve. Recall that HashToCurve is collision resistant, thereby causing a contradiction with all
but negligible probability. Therefore, the probability that Env prompts an honest client on an input
that is a collision on the composition of random oracle and the function HashToCurve is negligible.
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– Case 2: Similarly, for case 2, notice that the Env can only distinguish between F ′CSAM-Scan and
FCSAM-Scan if it prompts an honest client such that the Watchlist is triggered. To set the Watchlist,
when S receives a message

pdata = (L, p1, . . . , pn′ , h0, h1, πpdata)

from Apple, it uses the previous calls to FCommitAndProve to extract the set ROHashes. Using these values,
note that it can determine the set of n ⊂ [n′] that correspond to the values HashToCurve(ro img hash)α

for ro img hash ∈ ROHashes. As we did in Figure 21, denote this set of indices as T⊥, and its complement
[n′] \ T⊥ as T⊥. S sets the Watchlist as {pα−1

i |i ∈ T⊥}.
If during an interaction with F ′CSAM-Scan Env causes F ′CSAM-Scan to output the message

(WatchlistError, img hash,HashToCurve(ro img hash)),

note that img hash is a preimage for the random oracle for ro img hash, which in turn is a preimage for
HashToCurve for some value pα

−1

i for i ∈ T⊥. But, by the soundness of the zero-knowledge proof pi is
computed deterministically from the elements {pi|i ∈ T⊥}, up to re-orders of the elements introduced

by Apple’s choice of h0, h1.. For each possible choice of h0, h1, this fixes the values of pα
−1

i for i ∈ T⊥.
Given that Env is polynomial time, this means it can produce at most a polynomial set of values
pα

−1

i by sampling different values of h0, h1. Thus, img hash must constitute a value such that when
evaluated on the random oracle and HashToCurve has some fixed value within some polynomial set of
values. Clearly, given the random oracles distributional properties, this can only happen with negligible
probability.

Thus, by the hybrid lemma, the distribution of the view of the server in the real world and the view of
Apple in the ideal world are computationally close.
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C.2 Simulating A Client

We now prove that the simulation of a client is computationally close to the client’s real view of the protocol.
The protocol run by the client can be found in Figure 22. The simulator for the client can be found in
Figure 27.

Hybrid0: Let Hybrid0 denote the real world experiment.

Hybrid1: Let Hybrid1 be the same as Hybrid0, but the zero-knowledge proof πpdata is simulated. By the
zero-knowledge property of the zero-knowledge proof, |Hybrid1 − Hybrid0| is negligibly small in the security
parameter.

Hybrid2: Let Hybrid2 be the same as Hybrid1, except the commitment cNCMEC is performed with respect to
a uniformly selected set. By the hiding property of the commit and prove functionality, |Hybrid2 − Hybrid1|
is negligibly small in the security parameter.

Hybrid3: Let Hybrid3 be the same as Hybrid2, except pdata is generated with respect to a uniform set. We argue
that Hybrid3 and Hybrid2 are close in a series of n sub-hybrids, Hybrid2.1, . . . ,Hybrid2.n, within which each
one element of the set is swapped out. The argument for each of these holds by the same argument outlined
in [App21a] (note that the random oracle in our construction is evaluated by NCMEC when committing to
their input set). Thus, |Hybrid3 − Hybrid2| is negligibly small in the security parameter.

Note that Hybrid3 is distributed in the same way as the simulator Simclient described in Figure 27. Thus,
hybrid lemma, the distribution of the view of the client in the real world and the view of client in the ideal
world are computationally close.

Simclient: Simulating the Client

Simulating NCMEC’s Commitment: Upon receiving (HashesSpecified), simulate the creation of a
commitment string cNCMEC (i.e., the Commit Phase of Fpdata

CommitAndProve), simulate an interaction with FNCMEC
Cert

to generate a signature σNCMEC, and finally simulate posting cNCMEC, σNCMEC to the FBB .

Client Initialization: When the client makes a call to FSMT to receive pdata from Apple, Simclient sends
the message (ProcessInit) to FCSAM-Scan. If (ProcessInitComplete, |X|, h0, h1) is received in response, then:

1. Rejection sample a set X ′ of size n such that it would fit into a Cuckoo Table with has functions
h0, h1 and generate pdata = (L, p1, . . . , pn′ , h0, h1, πpdata) honestly and send it to the client. Record
the secret key value α.

Extracting from a Voucher: Upon receiving voucher = (img id, q0, ct0, q1, ct1, rct, cvoucher, πvoucher, σU )
from U , Simclient does the following:

1. If this is the first voucher received from U , then record the value cvoucher. Otherwise, check that the
value cvoucher is consistent with the recorded value. If not, sample uniform img hash and k and send
(ScanImage, img id, img hash, k, false) to FCSAM-Scan.

2. Search for a recorded query to F voucher
CommitAndProve with response πvoucher. If no such record exists sample

uniform img hash and k and send (ScanImage, img id, img hash, k, false) to FCSAM-Scan. Otherwise,
extract the values img hash, kthreshold, r, adct from the recorded queries.

3. Query GpRO on (HashQuery, “imgkeygen”∥kthreshold∥r∥U∥img id, λ) and get kimg id in response.

4. Send (ScanImage, img id, img hash, adct⊕ kimg id, true) to FCSAM-Scan.

F voucher
CommitAndProve Queries: On queries to F voucher

CommitAndProve, Simclient records the queries and responses.

Random Oracle Queries: On queries (HashQuery, “imgkeygen”∥kthreshold∥r∥U∥img id, λ) to GpRO, Simclient

records the query and the response kimg id.

Figure 27: Simulator Simclient for simulating the view of a client.
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C.3 Simulating the Judge

We now prove that the simulation of the judge is computationally close to the client’s real view of the
protocol. The protocol run by the judge can be found in Figure 23. The simulator for the judge can be
found in Figure 27.

Notice that the simulation is distributed exactly according to the protocol, providing that judge does not
make any banned queries to the random oracle. But, the banned queries are sampled with high entropy, so
the probability that the judge queries one of these before receiving a τU from the server is negligible. After
receiving the value, the simulator removes the associated queries from the banned list and can program the
random oracle appropriately. Therefore, the simulation and the real protocol are computationally close.

SimJ : Simulating the Judge

Setup of SPSI : If the server is corrupt, then SPSI is setup as in Simserver above. Otherwise, for a client
U , τU is a set of counterU public key encryptions under the judge’s public keys to known, client-dependent,
random values r, adct. πU is computed using the same string generation algorithm as FKeyDev

NIZK . Not that this
will require sampling a valid looking statement for FKeyDev

NIZK , which can be done by having SimJ generate
values kthreshold,U and hkeyU for each honest client as well as key material for the honest server.

Random Oracle Queries: For all honest clients (for which the simulator has sampled key material
kthreshold,U ), add all “imgkeygen”∥kthreshold,U∥r∥U∥· to BannedROQueries, where the values of r are
determined by the same randomness used to SPSI . Then, upon receiving (HashQuery,m, ·) from Apple
for GpRO, if m ∈ BannedROQueries, abort the simulation with an error. Otherwise, forward queries as usual.

Setup of SJ : During setup, SimJ sets SJ according to the string generation algorithm of Fdecryption
NIZK .

Equivocating Vouchers: If both Apple and J are corrupt, then we must equivocate as soon as the
threshold is met. This case is handled by Figure 25. Thus, we only need to handle the case when only the
judge is corrupted (ie., when the server is honest). There are two ways in which the simulator can detect
that it is time to equivocate: either (1) J makes a valid call to Fdecryption

NIZK , or (2) J makes a call to the
random oracle that would allow it to re-derive the output key. More specifically:

(1) When J sends a message (Prove, sid, ({(r1, adct1). . . . , (rℓ, adctℓ)}, {ctJ ,1, . . . ctJ ,ℓ}, pkJ ), (skJ )) to
Fdecryption

NIZK , SimJ forwards the message to Fdecryption
NIZK . If the proof is valid and the values ctJ ,1, . . . ctJ ,ℓ

match those generated by SPSI , then SimJ send (Approve,U , τU ) to FCSAM-Scan and receives
(ApproveComplete,U , img id list, keys, πJ

U ) in response. It then proceeds to the Equivocation
Procedure described below.

(2) When J receives a set of ciphertext {ctJ ,1, . . . ctJ ,ℓ} that match those generated by SPSI , remove the
associated entries from BannedROQueries. Then, if J sends a HashQuery to GpRO on one of these values,
SimJ send (Approve,U , τU ) to FCSAM-Scan and receives (ApproveComplete,U , img id list, keys, πJ

U ) in
response. It then proceeds to the Equivocation Procedure described below before forwarding the
request.

(3) Equivocation Procedure: Let img id list = {img id1, . . . , img idℓ}, keys = {k1, . . . , kℓ}. For each
j ∈ [ℓ]:

(a) Retrieve appropriate kthreshold,U , adctimg idj , rimg idj and run kimg idj
← (adctimg idj ⊕ kj)

(b) Send (Program, “imgkeygen”∥kthreshold,U∥rimg id∥U∥img id, kimg id) to GpRO and receive (Program)
in response. Simserver then ensures that GpRO was programmed, and aborts the simulation with
an error if it is not.

Figure 28: Simulator SimJ for simulating the view of the judge.
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C.4 Simulating NCMEC

We provide the simulator SimNCMEC for simulating the view of NCMEC. Note that NCMEC has no output
and receives no messages from other parties. Thus, the only issue here is extracting their input. This is
trivial given the use of the hybrid model. The description of SimNCMEC can be found in Figure 29.

Note that the simulator is distributed exactly as the real protocol, providing that there are no collisions
in the random oracle queries. This only happens with negligible probability, given the distribution of the
random oracle.

SimNCMEC: Simulating NCMEC

Random Oracle Queries: Upon receiving (HashQuery,m, ·) from NCMEC for GpRO, forward the message
normally. SimNCMEC then records a tuple (m,h) where h is the response.

Extracting Committed Values: SimNCMEC extracts the values X as follows:

1. When NCMEC sends a message (Commit, sid,ROHashes) to the commitment interface of Fpdata
CommitAndProve,

SimNCMEC forwards the messages as normal and records a tuple (ROHashes, c), where c is the resulting
commitment string.

2. SimNCMEC forwards messages to FNCMEC
Cert as normal.

3. When NCMEC sends a message (Post, (cNCMEC, σNCMEC)) to FBB , SimNCMEC validates σNCMEC. If
it does not validate, then SimNCMEC does not need to send a message to FCSAM-Scan.

4. SimNCMEC then looks up the tuple (ROHashes, cNCMEC). If no such query exists, then
send (SpecifyHashes, X = {img hash1, . . . , img hashn}) for a randomly sampled set
{img hash1, . . . , img hashn}.

5. Then, for each element ro img hash ∈ ROHashes, SimNCMEC looks up a tuple (img hash, ro img hash)
and

– If there is no record (img hash, ro img hash), then sample a uniform img hash and program the
random oracle by sending (Program, img hash, ro img hash) to GpRO. Then add img hash to X.

– If there is a record (img hash, ro img hash), then add img hash to X.

6. Finally, (SpecifyHashes, X) to FCSAM-Scan.

Figure 29: Simulator SimNCMEC for simulating the view of NCMEC.
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C.5 Simulating Public Interfaces

Finally, we provide the simulator SimPublic for simulating the public verification components of all parties.
Note that this simulator is active no matter which parties are corrupted. The protocol for this public
verification can be found in Figure 24 description of SimPublic can be found in Figure 30.

Notice that if the distributions match exactly for this simulation, as the string generation algorithms
used in the real protocol are exactly those used in ideal functionality.

SimPublic: Simulating the Public (i.e., anyone)

Setup of SPSI , SJ , and D: The simulator sets the string generation algorithms to match the string
generation algorithms of FKeyDev

NIZK and Fdecryption
NIZK respectively. The distribution D matches the distribution for

FCommitAndProve.

Figure 30: Simulator SimPublic for simulating public verification for all parties.
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