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The web has consolidated keys in the hands of a few CDNs
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Key server performs actions requiring private key

Keyless SSL

Introduced by Cloudflare to mitigate key sharing

Private keys stay at the key server (origin)

The CDN learns all session keys

In practice:  
CDN
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Implemented on top of Graphene-SGX
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Other results

Benchmark overhead of running WAFs (ModSecurity) in SGX 
(overhead about the same as in Linux)

Perform detailed micro-benchmarks of each kernel server

Compare standard ocalls to exitless ocalls
(not always better)
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